Use the utility putty to connect to F5 Management Interface, find the process ID
which we want to attach

# ps aux | grep apd

root 351 kswapdO]

root 6246 runsv apd

root 6256 /usr/bin/apd -d 5 -f -n 20
root 18445 grep apd

We are interested in the one with ID 6256.

For remote debugging, you can totally use GDB without any problem. Here I'd like
to take this opportunity to learn IDA Debugger(cross-platform).

Copy the file linux_server to the folder /shared/bin on F5 VA.
Start the remote debug server on F5, you should see

# /shared/bin/linux_server -Pmypass
IDA Linux 32-bit remote debug server (ST) vl.1l4. Hex-Rays (c) 2004-2011
Listening on port #23946...

Remember the listening port, we will use it below.

Start IDA Debugger, choose the button “Go”

EWE'EDI‘I‘IE to IDA!

Hew Dizaszemble a new file

Wfork, an your own

Previaus | Load the old dizazzembly

Then attach to the “"Remote Linux Debugger”
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Local windows debugger
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Remote GDE debugger

* N X
fAah

I
I

Remoke Linux debugger

Femoke Mac 05 % debugger

Remote Symbian debugger
Remoke WinCE debugaer
Remaote Windaws debugger

Windbg debugger

It asks you where the remote debugger is (IP and port), also the password.

Debug application setup: linux |

Hostname [192.167.222.100 x| Portf23345 =]
Paszword Im_l,-pass j

[T Save netwark settings as default

aE Cancel Help

Then it lists all the processes running on the target machine. Find the ID we are
interested in,
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* D I Mame *I

G253 Ausrdzharemyegl/myzqglhad
E254 Auzr/bindtmipzecd -tmmcount 2
E255 Auzr/bindind

Auzrbindapd -d 5 -f -n 20
G257 Auzrdbindzcrptd
G370 Auzrdshindhttpd -0 TrafficShield -Dw/ebdccelerator -DSaAM -0
B37E Auzrdshindhttpd -0 TrafficShield -Dw/ebdccelerator -DSAM -0
6373 Ausrdzhindhttpd -0 TrafficShield -Dw/ebdccelerator -DSAM -0

G451 runEy wecpd

E452 rungy logstatd

E453 rungy pood
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B457 rungy 2rd
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Line 139 of 173 A

Attach to that process.

Add a breakpoint at 0x0825C498

Breakpoint settings |

Loeation |ngn=325|:4951

L L

En:nnglitin:nnl
Settings—— ] [Achion
v Enahbled [+ Break
[T Hardware [T Trace
[T Module relative [T Fefresh debugger memany
[T Symbolic [T Lowlevel condition

Hardware breakpoint mode——

% | Beadfwiite

 iite Sieefnt 7]
" Execute

0E, Cancel | Help |




This is where the hash of canonical XML is computed and compared.

-text:@825C498 loc_ BZSCH98: =
-text:B825C498 ;3
-text:@825CH98 mowv eax, [ebp+var_14]
-text:0825C49B 1lea ebx, [ebp+var_28]
text:IB825CH9E mov [esp+8&], ebx
text:8825CHA2 mov [esp+4], eax
-text:B825C4A6 mov eax, [ebp+var_ 18]
-text:@825C4090 mov [esp], eax
-text:8825CLAC call _SHA1
-text:B825CHB1 cmp [ebp+var_38], 14h
-text:B825CHB5 jnz short loc_825CAHCA
-text:B825C4BY mowv edi, [ebptvar_ 3C]
text:0825CHBA mov ecx, 1i4h
.text:8825CHBF moy esi, ebx
-text:8825C4C1 cld

-text:@825CLHC2 repe cmpsh

-text:0825C4CY jz loc_R25C640

Now, install HTTP Watch(or HTTP Analyzer) IE add-on, open a browser, turn the
recording on, then access the site published on F5.

|| & https://bigip-sp.deepnetsecurity.locall

____2--x]

f‘-},‘ - [3 * 7] @ w Pager Safety~ Tools~ ﬂv 5 ':ﬁ,

X 9 Stat D ﬂu _-};I Q Save - | [ {?’ Clear / Find | 2] View~ =7 Filter~
|E§ MO OffSet Timeline Y # Durakion[s] bethod  Result |

Proceed SAML authentication until the process apd breaks at the configured
breakpoint. Stop the recording, then find the content of SAMLResponse,

Pararmeter Mame Yalue
SAlMLResponse POadbiwgdmitycZlvbili 3w IiBlbmklvZEluZz 0 R EL TgiF
Relaystate htkps: [ fhigip-sp. deepnetsecurity . local

Save it to a file.
Go back to IDA Debugger,

After execution on 0825C498, check the register EAX, which equals to



0xD7B(=3451), I think it is the size of canonical XML content.

At 0825C4A9, EAX points to a buffer which contains the canonical XML content.
Check the memory area, and confirm I was right.

FBS82B71
CBGOZBE1
GBS AZB91
GBS AZBA1
GBS OZBB1
SBS50ZBC1
SBSAZEBD1
CBS0ZBE1
GBS 0ZBF1
GBS 02C 61
GBS A2C11
GBS A2C21
GBS A2C31
SBS02C41
SBS 0251
CBS502C61
CB502C71
CBSO2CE1
GBS A2C01
CBSA2CA1
CBSA2CE1
SBS502CC1

Dump the buffer to a file "canonical by F5.xml".
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{samlp:Response
Zzmlns:samlp=""urn
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-.deepnetsecurity
-local/saml/spsp
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You can go further to 0825C4C1, it tries to compare the computed hash(stored in
ESI) against the declared hash in DigestValue(stored in EDI).
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Use MS utility FCIV to double check the hash on file "canonical by F5.xml"

fciv.exe -shal "canonical by F5.xml"

//

// File Checksum Integrity Verifier version 2.05.

!/

41cb203afd3100adlb2c802a8a9f5a60e20a2032 canonical by f5.xml



Use online utility to decode base64 value of DigestValue. The result is exact same
to the value stored on EDI.

baseb4-encoding.online-domain-tools.com/tool-form-submit/

PA. B Trotters and Tales: P... B Fast 1 Minimization... o mrtazz/restclient-c

. ~ Base64 — Online Encoders and Decoders

Tool: Basebd Encoder/Decoder
Input type: Text
Input text 0J2ZT11FD8J50FIsm/ qlheEoclc=

Decoded input:
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Now use Apache Santuario utility checksig to dump the canonical XML content
from the same SAML response, and use FCIV to calculate its SHA1 hash. Very
pleasing, it is identical to the one decoded from DigestValue.

fciv.exe -shal "canonical by Apache.xml"

//

// File Checksum Integrity Verifier version 2.05.

//
3890194e59450£c279a0522c90fa8985e1287147 canonical by apache.xml

Let us focus on two XML elements. In the original SAML response (decoded to XML),
we have the first one,



I{ﬂamlp:Reipﬂnse Destination=

"https: //bigip-=p.deepnetsecnrity. local f=aml f=p/profile/postfacs" ID=

" 89523e4bf%ad508763d904056d6eb52d45a5Td3f8" Issuelnstant="2013-05-25T10:26:12.828%"
Verzion="2.0" zmlns:ds="http://www.w3.org/2000,/09/xmld=sigi" xmlns:zaml=
"arn:oasisnames:to: SAML: 2. 0:assertion” xmlns:=zamlp=
"arn:ocasis:names:to: SAML: 2. 0:protocol"Edzaml 2 Issuer xmlns: 2aml 2=

which has 7 attributes.

And the second one

] <fsamlp:Statusb{aaml:AaEQrtiﬂn ID=" 72791fdf2de3fbTeal622fcfc78a318bT75c4dar4”
Izsuelnstant="2013-05-25T10:26:12.8288" Version="2.0"E<saml?:Issuer xmlns:=saml’=

which has 3 attributes.

In canonical by apache.xml, we have,

iHA1.cpp | = =aml response(decoded) xml | = canonical by F5xml | [=| canonical by Apache xarl |E new 5 | Bl new 6 |

Jﬁaamlp:Respdnﬂe Ezmlns:ds="http://www.w3.0rg/2000/09/xmldsigf" =mlns:saml=
"orn:oasizinames:to:SAML: 2. 0:as=sertion” xmlns:samlp=

"orn:oasis:name=s:to: SAML: 2. 0:protocol" Destination=

"http=: //bigip-sp.deepnetsecurity.local /=saml/=p/profilefpostfacs" ID=

" 9523e4bf5ad508763d9504058d48eb52d45a57d3f8" Issuelnstant="2013-05-25T10:26:12.8282"
Verzion="2.0"8<saml2:Tssuer zmlns:samlZ="nrn:casis:names:tc:5AML:2.0:assertion">

It still has 7 attributes, although they are reordered which is expected.

For the second element,
] </zamlp:S5tatus>€saml:Assertion ID=" 72791fdf3de3fbhTealtf2fcfo78a318bT75c4dar4”
Issuelnstant="2013-05-25T10:26:12.8288" Verzion="2.0"E<saml?:Issuer xmlns:samlZ=

The amount of attributes is still same, which is three.

However, in canonical by F5.xml, we have,

HAT .cpp | =l saml responseldecoded)aml | [= canonical by F5aml |E canonical by Apache xml | B new 5 | B new 6 |
|=samlp:Response xmlns:samlp="urn:casis:names:toc:SAML:2.0:protocol” Destination=
"https: f/bigip-sp.deepnetsecnrity. local fsaml fsp/profile/postfacs" ID=

" 9523edbf9%adi08T63d904058d48eb52d45a5Td3fE" Issuelnstant="2013-05-25T10:26:12 . B2EZ"
Version="2.0"8<saml?:T=suer xmlns:zaml 2="orn:casis:names:tc:SAML:2.0:assertion”>

- - - - - _ - -

It missed two attributes on this element.

<f5amlp:Status}{ﬂaml:ﬂﬂqertiﬂn xmlnz:zaml="urn:casis:names:tc:S5AML:2.0:assertion" IDF
" _72791fdf2de3fb7eal692fcfeT78a318b75c4daf4"” Issuelnstant="2013-05-25T10:26:12.§28%"

Version="2.0"8<saml?:Issuer zmlns:zaml2="nrn:casiz:names:toc:5AML:2.0:assertion">

It coined out a new attribute on this one.






