OcHOBHBIC aCNIEKTHI NPOPUIAKTUKHA KHOEPNPECTYITHOCTH B
Pecnyosuke benapych

B Hacrosiiiee BpeMs HHTEPHET U KOMIIBIOTEPHBIE TEXHOJIOTHUU CTPEMHUTEIHHO
IPOHUKAIOT BO BCE C(ephl )KU3HEACATEIHLHOCTH UesioBeka. C OJJHOM CTOPOHBI,
3TO OTKpPBIBAET Tiepes OeIOPYyCCKUMHU TpaxaaHaMud M OOLIECTBOM PsiJ
NEPCHEKTUB, C APYrod — BIIEYET MOSBICHUE HOBBIX PUCKOB M yrpo3. Tak,
OypHO€ pa3BUTHE TEJIEKOMMYHHKAIIMOHHBIX TEXHOJOTHUH, CTPEMUTEIbHBIN
POCT 4HCa NEKTPOHHBIX YCTPOMCTB U YCIIYT, IPEAOCTABISAEMBIX HACEICHHUIO
C UCHOJIb30BaHUEM MH(GOPMALMOHHBIX TEXHOJOTUMN, IPUBEJIO K YBEITUUCHHIO
KOJTMYeCcTBa KuOepnpecTymieHnii. B marepuare moapoObHO pacckakeM O TOM,
YTO TaKO€ KUOEPHPECTYMHOCTh, OT KaKUX YIpo3 M KaK HY>KHO 3allMIIAThCH,
4TOOBI 00€CIIEYUTH CBOKO O€30MTaCHOCTH B UHTEPHETE.

Yro Takoe kubeprnpecTynHOCTh? UTO OTHOCUTCA K KOMITBIOTEPHBIM
npectymieHussM? B HacTosiiee BpeMs MpU XapaKTEPUCTUKE KOMITbIOTEPHBIX
OPECTYIUICHU  HCHOJB3YeTCA  PsAA  HOHATHI:  MHPOPMALUOHHOE
peCTyIUICHHE, KNOePIIPECTYIJICHUE, TPECTYIUIEHHE B c(hepe KOMIbIOTEPHOH
uHboOpMaluy, IPECTyIUIeHHEe B c(epe BBICOKMX TEXHOJIOIHH, BUPTyalbHOE
npectymienne. ComiacHO ACHCTBYIOIIEMY 3aKOHONATENLCTBY PecmyOmuku
benapycb B colepkaHUE TOHATHS «KOMIBIOTEPHAsE MPECTYIMHOCTHY
BKJIIOUAIOT: NPECTYIUIEHUs NPOTUB HMHPOPMALMOHHONW 0€30MacHOCTH
(MomuduUKaMsi KOMIOBIOTEpHON UWH(OpMANUK, HECAHKUIHOHWPOBAHHBIM
JOCTYIl K KOMIBIOTEpHON uH(pOpMalMy, KOMIBIOTEPHBIM caboTax,
HEMPaBOMEPHOE 3aBJIAJICHUE KOMIBIOTEpHOW uH(MOpManuen, pa3paldoTka,
UCIOJb30BaHUE  JIMOO  pacHpoCTpaHEHHE  BPEAOHOCHBIX  IMPOTpam,
HapylLIEHUEe MPABWII SKCILTyaTalliyd KOMIIBIOTEPHOM CUCTEMbI WU CETH U JP.);
XUIICHUS] IYTEM HCIIOJIb30BAaHUSL CPEACTB KOMIIBIOTEPHOM TEXHUKH;
U3TOTOBJICHUE M PACHPOCTPAHEHHE MOPHOrpaPUUYECKUX MaTepUaliOB WIIU
IPEeIMETOB MOPHOTpa(PUUECKOro XapakTepa, B TOM YHUCIE ¢ U300pakeHHUEM
HECOBEPUIEHHOJIETHETO; WHBIE NPECTYIUICHUS] TaK WJIA MHA4Ye CBSI3aHHBIE C
UCIIOJIb30BAaHUEM KOMITBIOTEPHOW TEXHUKH: JIOBEJEHUE 1O camMoyOuiicTBa
OyTEM CHCTEMAaTHYE€CKOIO YHWKEHUA JIMYHOTO JOCTOMHCTBA  4epe3
pacnpocTpaHeHHe Kakux-1u0o cBeiaeHui B ceTu VHTepHeT, pasrmiaiieHue
BpaueOHOM TailHBl, HE3aKOHHOE coOupaHue JHOO pacHpoOCTpaHEHHE
uH(poOpMaIMu O YaCTHOM KM3HU, KIIEBETa, OCKOpOJIEHHUE, pacrpoCTpaHEeHUE
JOXHOM MH(pOpMalUM O TOBapax M yclyrax, 3aB€JOMO JOXKHOE COOOIIEHUE
00 ONacHOCTH, IIMHOHAXK, YMBIIUIEHHOE JIMOO MO HEOCTOPOXKHOCTH
pasmIallieHue TOCYJApCTBEHHOM  TaWHbl, YMBIIUIEHHOE pa3lialleHue
ciyxe0HOM TalHbl U ap. Takum 00pa3oM, K KOMITBIOTEPHBIM MPECTYIIICHUSIM
OTHOCSTCSl NPAaBOHApYLUEHUs, IPU COBEPIIEHUH KOTOPBIX CpEACTBA
KOMIIBIOTEPHON TEXHUKH BBICTYMAKOT KAK OPYAHs COBEPIIECHUS MPECTYIUICHUS



aM00 KaK IMpeaMET MPEeCTYyHmHOTo nocsrarenbcTBa. st cipapku: B 2020 roay
B PecnyOmuke benapych Bcero ObLIO 3aperucTpupoBaHo 95  ThIC.
MPECTYIUICHUM, U3 HUX Oojiee 25 ThIC. — KOMITbIOTEpHBIE MpecTyruieHus (92
% OT KOTOpBIX COCTaBJIsUIM XuIeHus1). B To ke Bpems eme B 2014 roay ux
YUCJIEHHOCTh COCTaBJIsia BCEro 2,3 ThIC., T. €. HAOJIOIaeTCsl POCT MOAOOHBIX
npecTymieHnit oonee yeM B 10 pas.

KakoBa nejib kuéepnpecTynHukoB?

Kak mnpaBuno, kuOepnpecTymHUKHA BBIAAIOT ce0s 3a Jioged u3
NEUCTBYIOIIMX Ha 3aKOHHBIX OCHOBAHMUSAX OpraHU3aldd W YUYPEKICHHM,
9TOOBl OOMAHOM BBIHYAWTH TPaXJIaH PACKPBITh JUYHYIO HHGOPMAILUIO U
IPEeIOCTaBUTh NPECTYNHUKAM JI€HbI'M, TOBapbl W/MIW YCIyrH. MHUILIEHBIO
KUOEpIpeCcTyTHUKOB CTAHOBSTCS UH(pOpPMaLIMOHHbIE pecypchl,
OpUHAIeKaIue OaHKOBCKOMY CEKTOpY, TOCYAapCTBEHHBIM OpraHam M
KOMMEpPYECKUM OpraHu3alusiM, a Takke KOH(UIEeHUHAIbHAs UHdOpMaIus,
NIEPCOHAJIbHBIE JAHHBIE, UMYILIECTBO U JEHEKHBIE CPEICTBA IPAXKIAH.

Kakue Buabl KuHOEpHpeCcTYIUIEHHN BbIICJIAKT B
OTHOLICHUHU TPaKIAH?

Haubonee pacnpoCTpaHEHHBIM BUJIOM IIPOSIBIICHHUSI
KUOEPIPECTYMHOCTH SIBJISIETCS XUIICHUE JIEHEKHBIX CPEACTB C KapT-CUETOB
rpaxjad. [IpyuemM B OOJMBIIMHCTBE CIIy4aeB ATH MPECTYIUICHUS CTAHOBSTCS
BO3MOXXKHBI B pe3yibrare  OeCIEeYHbIX  JIEWCTBUH  IOTEPIICBIIHNX,
IIPEIOCTABUBIINX PEKBU3UTHI TOCTyTAa K CBOUM OAHKOBCKHM CUCTaM.

Jast cmpaBkm: 3a nepBeie Mecsibl 2021 roga 3aukcupoBaH pocT
KOJIMYECTBA XHUIICHUI ¢ OAHKOBCKHMX KapTouek OemopycoB Ooiee yeM Ha 270
% mno cpaBHeHut0o c 3TuM ke mnepuonoM 2020 roma. IlpectynHuku
3aBJAJICBAIOT  PEKBU3WTAMH, HEOOXOAMMBIMH  JJISi  OCYIICCTBICHUS
PECTYMHBIX TPaH3aKIUM, TOCPEICTBOM CIEAYIOIIHUX CITOCOOOB.

@®uummear (ot anmi. fishing — 'peiOHas noBng'). B kauectBe
CBOEOOpA3HOW YIOUYKHM MPECTYIMHUKH HMCIOIB3YIOT CIENHUAIbHO CO3MaHHBIN
WHTEpHET-CalT ¢ GOpMOI BBO/IA HA HEM PEKBU3HUTOB JIOCTyNa K OAHKOBCKOMY
CUETY, a B KQU4€CTBE HAKUBKH — HEKHI COOOIICHHBIN MOTEPIICBIIEMY MPEIOT
JUIsL TIepexo/la Ha ATOT CaWT W 3aloJHEHUsS IUIATeXKHBIX pPeKBU3UTOB. K
puUMepY, MPECTYIMHUK OTCISKUBAET Ha caiTe kufar.by cBexxue oObsSBICHUS O
npoaaxe yero-au6o. [I[pocMoTpeB aOOHEHTCKHUIT HOMEp aBTOpa OOBSBIEHUS,
HaxoJuT ero B omgHoM u3 mecceHxepoB (Viber, Telegram, WhatsApp) u
BCTyNaeT B IEPEINHCKY, SKOOBI jKellas KYNHUTh BBICTABICHHBIH Ha IMPOJIAXKy
npeaMer. 3areM TepechllaeT B MECCEHKEPE CCBhUIKY Ha TOIISTBHYIO



CTpPaHUIly MPEIOIUIaThl, IJI€ MPOAABIY HY>XKHO BBECTH PEKBU3UTHI CBOEHU
KapThl JIJIsl TOTO, YTOOBI MOJY4YUTh JEHbIU OT mokymnarens. [Ipu nepexoxae mo
TUTIEPCCHUIKE HEBHUMATEJIbHBIM HMHTEPHET-IIOJIH30BaTEIb MOXET M HE
3aMETUTh IMOAMEHBI, TaK KakK MOJOOHBIC CTPAHUIIBI BU3YAJIbHO CXOXHU C
opopmieHueM caiitoB wu3BecTHbiX cepBucoB (Kydap, EPUIL, CDEK,
benmoura, caWTBl pa3aUYHBIX OaHKOB W Ap.). AjApec IOAAEIbHOM
BEO-CTpaHUIBI TaKXXe MOXET HamomuHaTh peanbHbil (kufar-dostavka.by,
erip-online.com, belarusbank24.xyz, cdek-zakaz.info u np.). Ecnu >xeptBa
MOMaJeTCsl Ha YAOYKY M 3amoJHUT (OPMY, COOTBETCTBYIOIIUE PEKBU3UTHI
JOCTyNa K OaHKOBCKOMY CYETy OKa3bIBalOTCs Yy MpecTynHuka. Yepes
CUMTAHHBIC MUHYTHI 3JI0YMBIIUICHHUK OCYIIECTBIISIET JOCTYN K OAHKOBCKOMY
CUETY U MEPEBOJIUT JICHE)KHBIE CPEJICTBA HA KOHTPOJIUPYEMbIE UM OAHKOBCKHE
cuyeTa WM AJIEKTPOHHBIE KOUIEIbKH, 3apETUCTPUPOBAHHBIE HA MOJCTABHBIX
JIU1L.

Jisi cnpaBku: HauOoliee YacTo JJisi COBEPIIEHHS TaKoro BHJIA
kubepnpectymiennit B bemapycu B 2020 romy  wucmosib3oBaiach
untepHert-iomaaka «Kufary. Tak, B 2018 romy mocpeactBoM Hee ObLIO
coBepuieHo 51 nmpecrymenue, B 2019 rogy — 126, B nepom nosyroguu 2020
roga — 102, Bo Bropom nosryroauu 2020 roga — 3 778.

l'unepcchuiku Ha (PUITUHTOBBIE CANTHI MOTYT MEPECHUIATHCS HE TOJIBKO
B XOJI€ TMEPENUCKU B MECCEHJIKEpax, HO U MPU OONIEHUU B COLMATBHBIX
CEeTAX, a TaKXKe pa3MeIaThCs Ha JIPYTUX CalTax, SKOOBI YTO-TO MPOJAFOIITUX
WM TOKymnaromux. B mnociegHee Bpemsi y4dacTHIIHCh CIIy4ad CO3JaHUS
(UIIUHTOBBIX CAaWTOB, OPUEHTUPOBAHHBIX IO/ 3alPOCHI MOJb30BAaTENEH B
MOMCKOBBIX cucTeMax. [paxaaHe momagaroT Ha HuUX mnpsimMo u3 Google u
Snpexca mocne 3amnpocoB Tumna «bemapycOaHk JHMYHBIA < KaOMHET»,
«benarponpoMOaHK UHTEPHET-OAHKUHI» U T. JI. YBUIEB 3HAKOMBII 3ar0JI0BOK
U JIOTOTHUII CaiiTa B BbIJau€ PE3yJIbTAaTOB MOKMCKA, HO HE YI0CTOBEPUBIIUCH B
COOTBETCTBUM aJpeca caWTa JCUCTBUTEIIBHOMY JOMEHHOMY HMEHH
OAHKOBCKOTO YUPEKACHUS, MOTEPIEBIINN 3aMOIHIET OTKPBIBIIYIOCS (hopMy
aBTOPHU3AIINH, TAHHBIC KOTOPOU OTIPABIISIIOTCA HE 0aHKY, a MPECTYIHHUKY.

st cmpaBKM: 4acTO TIpA  MOJMEHE  OPUTMHAJIBHBIX  CalTOB
(GUIIUMHTOBEIMU B HMMEHAx JaHHBIX PECypCcOB yKa3aHbl HAaWMEHOBAaHUS,
CO3BYYHbIE C Ha3BaHUSAMHM OAHKOBCKMX VUYPEXKJCHUH U  CEPBUCOB:
belarusbank-erip.online, ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u
unble. [Ipoiins mo Takomy danbii-agpecy U BBeAs KOH(MUICHIMATbHbBIC
CBEJICHMUSI, YEJIIOBEK OTIPABUT UX MOILICHHUKY.

IHomomb Apyry.

JlauHbI crioco0 mpecTyryieHud ObUT HamboJjiee pachnpoCTpaHEH B
2017-2019 romax, HO HE MOTEPsUT CBOEW AaKTyaJIbHOCTM OH U CETOIHS.
CHayana TmpecTymHUKM myTeM mnoaOopa maposist wWid — (UIIMHTA
OCYIICCTBIIAIOT HECAHKIIMOHUPOBAHHBIA JOCTYyNn (B3JIOM) K CTpaHHIlAM



conpanbHbeIXx ceredl (B ocHoBHOM BKonrtakrte). Ilocie »Toro wuHBIM
MOJIb30BaTeNsAM, JOOABIEHHBIM B paznen «/{py3bs» B3JIOMAaHHOW CTpaHMUIIbI,
pacchUIaloTCsl COOOIIEHUST ¢ TPOChOOM mpenocTaBuTh (Qororpaduro UiIu
JaHHbIE OAHKOBCKOM IIIATEKHOM KapThl MO Pa3IMYHBIMU MPEJIOTaMH,
HaIrpuMep, YTOObl CPOYHO CJIeJIaTh KAKOW-TO O€3HAJMYHBIN IJIATEXK, TAaK KaK
KapToyKa OOpaTHBIIETOCS SKOOBI 3a0JOKMpOBaHa. Takke 3JI0YMBIIIUICHHUK,
CKPBIBAIOIIUKCS MO HMMEHEM JIpyra, MOXET MPOCUTHh MEPEBECTU €My Ha
KapTy OIpPEIEICHHYI0 CYMMY JICHEr B CBSI3M C BHE3AIlHBIM MOMNAaJaHUEM B
CIIOKHYIO KU3HEHHYIO CUTyaluio. J[oBepurBbIi MOIB30BATENb, MOArasi, YTo
00IIIaeTCs C HACTOSIIMM BIIAJICNIBIIEM CTPAHUIIBI, MEPEBOIUT JIEHBIH JIMOO
cOOOIIIaeT MPECTYIMHUKY PEKBU3UTHI CBOEH OAHKOBCKOM KapThI (@ 4acTO U KOJ
0€30MacHOCTH, BBICBHIJIa€MBIN B SMS-coo01ieHun 0OaHKOBCKUM
YUPEKJICHUEM), TIOCIE YEro C €ro KapT-cuera MOXUIIAIOTCS JICHEXKHBIC
cpeacTBa. {ns crpaBku: €lie OJJHUM BUJIOM MOIIEHHUYECTBA B COLIMATbHBIX
CETAX, CBSI3aHHBIM C TOMOIIBIO JPYTUM JIOASIM, SIBISIETCS JIESITEIbHOCTD
(banpIIUBBIX OJAroTBOPUTEIBHBIX (DOHIIOB, KOTOpBIE OCYIIECTBIISIIOT COOp
JeHer Ha JiedeHue. B Takux ciyyasx MOIIEHHUKH CO3JAl0T TPpyHmy u
pacrpoCTpaHsaoT WH(POPMAIMIO O TOM, YTO SKOOBI HYXKHBI CPEICTBa IS
JICUCHUS TSHKEJIO00JIbHOTO uelioBeka (0COOEHHO 4acTo pebeHka). UToObl He
MONacThCcsl Ha YAOYKY MOIIEHHHKOB, HEOOXOJMMO BCErja 3alpaiiuBaTrh
JIOKYMEHTBI U JJONIOJIHUTEIbHBIE CBEJICHHUS.

Bummnr (ot anmi. voice fishing — 'romocoBoi ¢GuIMHT' wWin
'TosiocoBas pbiOHas JIoBNs'). JlaHHBIN cTOCO0 BBIpa)KaeTcs B OCYIIECTBICHUU
3BOHKAa Ha A0OHEHTCKMM HOMEp IOTEpIIEBIIETO WA B €ro akkKayHT B
MecceHkepe (B ocHOBHOM 3T0 Viber mnu Telegram). B xome romocoBoro
OOIlIeHUST  MPECTYMHUK  NPEACTaBIsACTCS  paOOTHUKOM  OaHKa WU
npaBooxpanutenbHoro oprana (MBJI, KI'b, CnencrBeHHOro komMuTeTa) U
10J1 BBIMBIIIIJIEHHBIM TPEIJIOroM (TIPECEUEHUE MO03PUTEIBLHON TPaH3aAKIIUH,
MOBBINICHUE YPOBHS OE30MAaCHOCTH TOJIb30BAHUSI KApTOH, IMEpernpoBEpKa
MACMOPTHBIX JIAHHBIX BIaJeblla OAHKOBCKOTO CYE€Ta W T. J.) BBISICHAET Yy
MOTEPIICBIIETO CBEJACHUS O HAIWYUU OAHKOBCKUX IUIATEKHBIX KapTOUeK,
cpokax ux nerctBusi, CVV-komax (Tpex3HauHbIN KOJ HAa 0OpaTHON CTOpPOHE
KapThl), MACIOPTHBIX JaHHBIX, SMS-KOJaX C IEJIbI0 XUIIEHUS JIEHEKHBIX
cpeactB. B psige ciaydaeB 3J0yMBIIUICHHMKaAM HM3BECTHBI HEKOTOPBIC
PEKBU3UTHI OAHKOBCKUX IUIATEKHBIX KAPTOUEK, a TAKXKE AHKETHBIC JIAHHBIC
JUIl, HA WUMSI KOTOPBIX OHM BBINYIIEHBL. B OONBIIMHCTBE ClydaeB MpHU
COBEPIIICHUH 3BOHKOB MIPECTYMHUKH UCTIONB3YIOT IP-Tenedonuto.

Jisi cnpaBku: ynpoiieHHo [P-tenedonuss — cucrtema TenedpoHHOM
CBSI3U TMOCPENCTBOM ceTH HHTEepHET, NpemoCcTaBisAroNas BO3MOXHOCTb
OCYILIECTBJIICHHSI 3BOHKOB W TOJIOCOBOTO OOIIEHUS U3 CHeUaIbHBIX
MPUJIOKEHUM ¢ aOOHEHTaMH MOOWJIBHBIX M CTAllUOHAPHBIX TeIe(HOHHBIX
cereil. [Ipu TakoM BXOJfIIEeM 3BOHKE KE€PTBAa BUIUT HA YKPpaHE MOOUIIBLHOIO



teneoHa MO0 TIOAMEHHBIM HOMEp, JHOO KOPOTKMM HoMep OaHKa:
COBPEMEHHBIE  IMPOTOKOJbI ~ MOOWIbHOM  TeneOHUHM U Pa3IUYHbIC
KOMIIBIOTEPHBIE ~ IPOTpaMMbl  TIO3BOJISIIOT ~ OCYIIECTBISATH  MOAOOHBIC
TenedoHHbIe 3BOHKUA. CBOU YCIyTH B 3TOM MPEJIaraloT pa3IMyHbIe TUIaTHBIE
CEpPBUCHI U CaWThl. {711 TOro 4TOOBI JOCTOBEPHO YCTAHOBUTH, SIBISIETCS JIU
HOMEp, C KOTOPOTO MOCTYIUJI 3BOHOK, aDOHEHTCKUM HOMEPOM Tele(OoHHOI
cetu win uaeHTuukaropom [P-renedonnn, He0OXOAMMO HAIPABUTH 3aMPOC
(3arpochl) B COOTBETCTBYIOIIME TEIEKOMMYHUKAIMOHHBIE OpraHU3aluu
Pecnyonuku benapyce.

[locnencTBusi MCHOJIB30BaHUSL  3JIOYMBIIIJIEHHUKAMU  TTOJIOOHOTO
crocoba MOIIEHHUYECTBa OBIBAIOT BeChMa Ie4yadbHbIMU. Tak, Harpumep, B
koHIle Mapta 2021 roga 370yMBIIIJIEHHUK MO3BOHMA uepe3 Viber 66-neTHel
KUTENbHUIIE  bopucoBa U OpenCTaBUICS  COTPYIHUKOM  CIIYXOBI
6e3omacHocTH Oanka. OH COOOIIWI, YTO B IEJSIX MPECEUCHUS] XHIICHUS C
OAHKOBCKOW TIJIATE)KHOW KapTOYKU IKEHIIMHE HEOOXOAMMO YCTaHOBHTH
onpeJielIeHHOE PUIOKEHHE YIAIeHHOTO JOCTYIAa, COOOINUTh KOABI KapThl U
IPUCIIATh CKPUHIIOTH U3 MOOMJILHOTO OAHKMHTA, 4TO OHA U cnenana. [lo3xe,
3aMo/1I03pUB HENAJHOE, IEHCUOHEPKa Molljia B 0aHK U 00HapyXuia, 4To C €€
KapT-cuera nponano noutu 40 Teicsy pyoOmei.

CBo0OoaHBINI J0CTYNl K 0aHKOBCKOM KapTte. He Bcerga mis xuiieHus
c OaHKOBCKHMX CYETOB MWCIOJIB3YIOTCSI XUTphle cXeMbl. B psjge ciyyaes
NPUYMHAMHU JTOTO CTAHOBSITCS yTeps OAHKOBCKUX KapT, OCTABICHHE HUX B
JETKOJOCTYITHOM MECTE, IMepefadya HMHbIM JIMLIAM JUIsl OCYLIECTBICHUS
pa3oBeIX Iatexed. Ilpm 3TOM yBenMUMBaeT PUCK OCTarhcs 0e3
3apabOTaHHBIX JCHEXHBIX cpenctB xpaHeHue PIN-koma psjmom ¢ kaproi
(HampuMmep, 3anrMcaHHbIM Ha OyMa)kKKe B KOIIEJIbKE UM HEMOCPEICTBEHHO Ha
OaHKOBCKOM KapTe). PasHOBUIHOCTBHIO TMOAOOHOIO JIETKOMBICIUS SIBISIETCS
xpaHeHue (HoTon3o0paxkeHnid OAaHKOBCKUX KapT WJIU IUIATEKHBIX PEKBU3UTOB
B MmaMsATH MOOWIbHOTO TenedoHAa, B TOYTOBOM aKKAayHTE WJIH
JUCTAHIIMOHHOM oOOmayHOM Xpanwiuine. [Ipy HECaHKIIMOHUPOBAHHOM
JOCTYTI€ K TAKOMY XPaHUJIUIILY MPECTYTHUK MOTy4YaeT U OeCIpensiTCTBEHHBIN
JOCTYT K 0AaHKOBCKOMY CUETY €Tro0 BIIaJIeIbIIa.

Iokynka ¢ npexomiaroi. Hanbonee npuMUTUBHON, HO OT 3TOTO HE
MeHee pabOoraromeid  (HOpMON  MHTEPHET-MOILICHHUYECTBA  SBJISIETCS
pa3MenieHre TMPEeCTYNHUKaMM Ha BUPTYaJIbHBIX JOCKaX OObBSBICHUM,
TEMATUYECKUX caiirax, B COIMAJIBHBIX CeTHX, rpymnmax
UHTEPHET-MECCEH/KEPOB OOBSABICHUN O MPOAAXKE KAKUX-IHUOO TOBAPOB IO
«OpocoBeiM» 1eHaM. OpHaAKO JUIsl MOMy4YeHHs ToBapa (SKOOBI MOCPEICTBOM
MOYTOBOM TMEPECHUIKM WM CIY>KOBl JOCTAaBKH) TpeOyeTcs mepeyucieHue
penoriaThl WM 3a/laTKa Ha yKa3aHHbIE «IIPOJABIIOM» OaHKOBCKYIO KapTy
WIN JJIEKTPOHHBIA Komuenek. IlpaBna, mocie mnepeducieHus: OXKuIaeMblIi
TOBap TAaK U HE MOCTYIAET, a «IIPOAABEL» IEPECTAET BHIXOJIUTH HA CBSI3b.



IlanTaK. B HEKOTOPBIX CITy4asix 3J0yMBIIUIEHHUKH MOTYT YIPOXKaTh
pasmIallleHuEM Pa3JIMYHbIX KOMIIPOMETHPYIOIIUX CBEICHHM C LEJBIO
BBIMOTaTeNNbcTBa. K mMpuMepy, MOJy4MB HECAHKIIMOHUPOBAHHBIM JOCTYI K
UHTEpHET-pecypcaM (CTpaHUIIaM B  COIMAJBHBIX CETAX, IEPEMUCKe
AJICKTPOHHBIX TOYTOBBIX SIIMKOB M OOJAUHBIM aKKayHTaM) M 3aBJIaJICB
U300pKEHUSIMU, HE TPEAHA3HAYCHHBIMH I MyOIMYHOTO TIPOCMOTPA,
NPECTYMHUKUA BCTYMAIOT B MEPENHUCKY C TMOTEPIEBIINMHU, TpeOys pa3HbIe
JIEHE)KHbIE CYMMBI M YIpoXas B CIly4ae OTKa3a paclpOCTPaHHUTh UX B CETH
NuTepuet. MHble MOmIEHHUYECTBA. TakKe€ MOKHO BBIJICIIUTD €IE€ HECKOJIBKO
TUIIOB MOIIIEHHUYECTBA, KOTOPhIE B HEJABHEM IMPOIIJIOM YacTO YCIEIIHO
UCIOJIb30BAINCh Ha Tepputopun Pecnybonuku  benapych: mpocbObl
MOMOJIHUTL CYET OINPEJCICHHOr0 HOMeEpa MOOWIBLHOrO TeiedoHa WIH
IJIaTeXHOM KapThl B BuJe «Mama, monosiHu cyeT Ha 20 pyOneil. MHe He
Nepe3BaHMBal — MO3XKe Mepe3BoHI0. HyXHO cpoyHO!»; 3BOHOK C HOMEpa
JIpyra Wi POJCTBEHHHKA, B KOTOPOM COOECEIHHK YTBEP)KIAET, YTO OH
COTPYIHHK TIIPaBOOXPAHUTEIbHBIX OPraHoOB, MPOCHUT BO3HArpaXICHUE,
oOelass TPeNOTBPaTUTh BO30YXKJIEHHE YTOJOBHOTO Jiela B OTHOIICHUU
OJTM3KOTO 4YeJOBEKa; KOIJa MOIICHHUK 3BOHUT M Cpa3y OTMEHSET BBI3OB,
NEPE3BOHMB Ha OTOOPA3UBIIMNCS HOMEp, A0OHEHT CJBIIMIMT ABTOOTBETUMK
WU TYIAKHA, B 3TO BPEMS CO CUETA €r0 MOOMJIBLHOIO TejiepOoHA CIUCHIBAIOTCS
JIEHbI'U, TaK KaK BBI30B COBEPIIACTCS C MPUMEHEHUEM Mepeajpecaii Ha
IUTATHBIA HOMEp; Korja MpuxoauT SMS-cooOleHrne O HEKOEM BBIMTPHIIIE,
nocye 4ero abOHEHTy MpeIaraloT OTIPaBUThH IUIATHOE COOOIIEHUE B OTBET
WIN OTIPABUTh HEOOJBIIYI0 CyMMY Ha OAHKOBCKYIO KapTy JJI MOITY4YCHUS
«BBIMTPBIIIA»; KOTAA MPUXOAUT SMS-coolIieHne ¢ runepcchUIkou, mpouas
0 KOTOPOM MOJIB30BaTENb 3aIllyCKaeT MPOIIECC CKAaYMBaHUS BHpyca; Korjaa
MOCTYyNaeT 3BOHOK OT «IIPEACTABUTENSI COTOBOIO OIEpaTropa», BO BpeMs
KOTOPOTO 3JIOYMBIIIJICHHUKU MPEIJIaralT Mnepepeructpuponars SIM-kapry,
OpyU 3TOM TMOJH30BAaTElIb BBOAUT CHEUUAIBHBIM KO WJIM OTHPABISET
SMS-coo0mienre, mocine dYero ¢ OajaHca ero MOOWJIBHOTO TenedoHa
CIIUCBHIBAIOTCS JICHBIH; KOTAa Mpuxomaut SMS-cooOlieHre Wid MOCTyHaeT
3BOHOK, B XOJE€ KOTOPOTO COOOIaeTcs, 4To aOOHEHT HE OIUIaThUil mTpad,
MOCJIe TOTO YEJOBEKY MpeaiaraeTcsl MPOU3BECTH €ro OIlIaTy, NepPeUHrCIINB
JIEHbI' Ha «CIEIUAJIbHbIN» PACYETHBIM CUET WM IOINOJIHUB OaHKOBCKUIA
cdeT; Korma mnpuxoguT SMS-cooOienne ¢ uHpOpMauend O TOM, 4YTO
nJaTexHass Kapra 3a0J0KUpOBaHA, W YKa3bIBA€TCSl HOMEP, MO KOTOPOMY
MOXXHO TIOJIyYUTh CIPaBKy WJIM TIOMOIb;, TOCJIE€ 3BOHKAa Yy aOOHEHTa
sanpamuBaioT PIN-kon, CVV-kox (Tpex3HayHBIM KOI Ha OOpaTHOM CTOpOHE
KapThl), HOMEP KapThl U APyrue AaHHbIC, HEOOXOAUMBIE JIs CHATHUSA JCHET C
OAHKOBCKOTO CYETAa.






