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Abstract. Detecting credit card fraud is a critical problem online vendor’s face 
in the finance marketplace. Many sectors of the financial sector suffer from 
fraud and heavy financial losses due to the rapid and fast growing of modern 
technologies. The support vector machine (SVM) and multi-layer perceptron 
Learning (MLP) techniques are used to quantify the uncertainty of credit card 
fraud detection and classification. Through experimental analysis, the accuracy 
of the SVM and MLP techniques is 94.59% and 91.21%, respectively. 
Experimental results show that SVM and MLP techniques are classified credit 
fraud transactions with more than 90% accuracy. 
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1​ Introduction 
 

A growing threat to the finance industry, corporations, and governments is financial 
fraud. A criminal act of deception to gain financial gain can be defined as fraud. The 
increased use of credit cards can be attributed to the high reliance on Internet 
technology. Credit card fraud rates have also risen as credit card transactions have 
become more prevalent for online and offline transactions. There are two types of 
credit card fraud: internal and external. 
Financial institutions have been severely affected by fraudulent credit card 
transactions. According to a recent report, credit card fraud accounted for 27.85 
billion dollars in losses in 2018. It was a 16.2% increase over 23.97 billion dollars in 
losses in 2017; estimates predict 35 billion dollars to be lost by 2023 (Tingfei et al., 
2020) [1]. Fraud monitoring and prevention can reduce these losses. Fraud 
monitoring and prevention can reduce these losses. Nonetheless, class imbalances in 
the datasets make it challenging to detect credit card fraud from a learning 
perspective (Dal Pozzolo et al., 2017) [2]. Many problems hinder credit card fraud 
detection, but class imbalance is the most important (Makki et al., 2019) [3]. 
Real-world ML applications suffer from class imbalance problems where datasets 
have an uneven distribution of classes (Rani, Singh, et al., 2022 [4]; Rani, Verma, et 
al., 2022 [5]). 
Similar tasks can be accomplished by numerous machine learning algorithms 
(Bhattacharyya et al., 2011 [6]; Seeja & Zareapoor, 2014 [7]). Each transaction is 
classified as legitimate or fraudulent by the algorithm in such a task. Supervised and 
unsupervised machine learning classifiers have been proposed to detect credit card 
fraud (Lucas & Jurgovsky, 2020) [8]. Supervised ML classifiers can teach the 
behavior of the customer(s) and fraudsters by using labelled transaction data. 
However, unsupervised machine learning does not rely on labelled data; it observes 
outliers. ML classifiers that are supervised produce fewer false alarms than those 
that are unsupervised. In this study, supervised ML classifiers are considered along 
with deep learning. In this paper, Multi-Layer Perceptron (MLP) is used to detect 
credit card fraudulent transactions and Support Vector Machine (SVM) is used to 
classify the credit card fraud transactions. 
This paper makes the following significant contributions: 
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•​ Data preprocessing has been performed, so errors and malware are 
effectively eliminated. 

•​ The deep learning (ML) technique is considered for detecting credit card 
fraud transactions. 

•​ The SVM-supervised ML classifiers were implemented on the public data to 
classify credit card fraud transactions. 

•​ The performance of the deep learning and machine learning technique are 
compared based on the various performance parameters. 

The remainder of the paper is organized as follows: Section 2 presents the related 
works based on the latest techniques and presents a comparative analysis based on 
their proposed method and objective. Section 3 gives a brief description of the 
proposed methodology. The result analysis and discussion of the dataset are 
presented in Section 4. Finally, the conclusion is discussed in Section 5. 

 
2​ Related Works  

 
     The past decade has seen much attention paid to fraud detection. The purpose of 
this section is to review various techniques used in the fraud detection domain of 
credit cards. Increasingly, fraud detection techniques have been proposed in related 
work. 
There are two types of credit card fraud transaction: internal and external (Chaudhary 
& Mallick, 2012 [9]; Shen et al., 2007 [10]), but a broader classification has been 
made into three groups, namely, traditional card fraud (application, theft, fake, 
counterfeit, and account takeover), merchant fraud, and Internet frauds (site cloning, 
false merchant sites, and credit card generators). A study (Evans et al., 2015) [11] 
shows that in 2014 banks and businesses worldwide suffered fraud losses worth more 
than USD 16 billion, an increase of nearly USD 2.5 billion over the previous year's 
recorded losses. According to the report, 5.6 cents of every USD 100 were fraudulent 
or 5.6 % for each USD 100.  
     The latest research focused on developing a hybrid model combining RF, LR, 
Gradient Boosting (GB), and voting classifiers to identify the fraud transaction using 
credit card datasets (Sivanantham et al., 2021) [12]. According to the author, there 
was a maximum detection rate for RF and GB. The studies mentioned above dealt 
with fraud detection; however, the algorithms used varied according to the datasets. 
Using machine learning methods, credit card fraud has been detected (Fanai & 
Abbasimehr, 2023 [13]; Ni et al., 2023 [14]). A supervised learning algorithm, which 
uses labelled datasets containing previous transactions to build ML techniques that 
can identify the fraudulent transactions, is highly effective in detecting credit card 
fraud. There are supervised learning techniques which contain logistic regression 
(Singadkar et al., 2021) [15], support vector machines (SVM) (Hussain et al., 2021) 
[16], decision trees (Mienye et al., 2019) [17], adaptive boosting (AdaBoost) 
(Randhawa et al., 2018) [18], random forest (Lin & Jiang, 2021) [19], and artificial 
neural networks (ANN)(Akande et al., 2021 [20]; Asha & KR, 2021 [21]; Dubey et 
al., 2020 [22]). Another study (Ileberi et al., 2022) [23] applied a genetic algorithm 
(GA) to feature selection to detect credit card fraud. After selecting features, ML 
models were trained using naive Bayes (NB), logistic regression (LR), decision trees 
(DT), ANNs, and random forests (RF). Various machine learning algorithms can 
detect fraud on credit cards using various algorithms, but random forest achieves the 
highest accuracy. A neural nestwork model based on artificial intelligence and 
machine learning (Ansari et al., 2023) [24], a distributed data mining system (Phua et 
al., 2010) [25], a sequence alignment algorithm based on a cardholder's spending 
profile, and an intelligent decision-making engine that uses meta-learning agents and 
fuzzy systems of artificial intelligence (Rani et al., 2021) [26]. 
 

Table 1: Research literature summary 

Authors & Year Proposed Method Problem Statement Objective 



 

(Xuan et al., 
2018) [27] Random Forest 

A weak classifier is 
used, and the data is not 

normalized 

The standard/fraud behaviour features 
are trained using two different types of 

random forests to deal with fraud 
detection 

(Randhawa et 
al., 2018) [18] AdaBoost 

Classification is 
computationally 

complex, and features 
are not selected 

properly. 

An evaluation of various ML models for 
fraud detection using real-world credit 

card data. 

(Dubey et al., 
2020) [22] 

Backpropagation 
Neural Network 

In education, classical 
algorithms are used 

The model is created using Artificial 
Neural Networks (ANN) technique with 

Backpropagation. 

(Taha & 
Malebary, 2020) 

[28] 

Gradient 
Boosting 

The input space has no 
feature selection, 

resulting in a complex 
input space. 

Combining bio-inspired optimization 
techniques with ML models may 

enhance the performance of the ML. 
 

(Shukur & 
Kurnaz, 2019) 

[29] 

Artificial Neural 
Network 

Trial and error is the 
best way to choose 
activation functions 

Proposed the combination of the ML 
and ANN technique 

(Yee et al., 
2018) [30] 

Bayesian, 
Logistics and J48 

Teaching different 
models is 

computationally 
complex 

The Bayesian Logistic and J48 ML 
technique is used for fraud prediction. 

(Save et al., 
2017) [31] Decision Tree 

Transfer of data 
between directories is 

not possible 

Design a novel technique for fraud 
detection using a tree-based ML 

technique. 
 

3.​ Methodology  
Large datasets can be used for decision-making and evaluating the probability of 
future events using machine learning methods. Fraud detection, marketing, and 
scientific discovery use machine learning insights (Alkhalili et al., 2021 [32]; 
Özdemir et al., 2019 [33]). In this paper, Multi-Layer Perceptron (MLP) is utilized 
to detect credit card fraudulent transactions and SVM is used to classify the credit 
card fraud transactions. The layout of the proposed methodology is presented in 
Figure 1. 

 

 

Figure 1: The layout of the proposed methodology. 

 

3.1 MLP  

In ANNs, the biological neural system is modelled mathematically. Multiplication, 
addition, and activation are the three main stages of this technique. An artificial 
neural network's value is multiplied by each weight. A full function, which includes 
all the inputs' weights, is on the middle side of the ANN. A weighted and activated 



 

input that is used activation phase, also known as the transfer function, is found at the 
end of the ANN. In MLP, each neuron is linked by its weights to form a feed-forward 
ANN. An MLP generates the desired outputs based on a set of inputs. The  input 28
layer,  hidden layer, and  output layer make up the MLP, as shown in Figure 1. A 12 1
hidden layer receives the input data from the input layers and forwards it to the 
output layer via the input layer (Krenker, n.d.; Ramchoun et al., 2016) [34].  

 

Figure 2: MLP network with 28 inputs, 12 hidden layers and 1 output.  

 

Perceptrons with multiple input, input, and output layers are called multi-layer 
perceptions. Each node uses encoders. When the weighted sum of the inputs is 
computed, the activated function adds bias. Research can be done by removing and 
ignoring individual transistors during external network construction (Asha & KR, 
2021) [21]. 
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3.2 Support Vector Machine (SVM) 

The SVM can classify, predict, recognize patterns, and detect outliers (Pouyan et al., 
2014) [35]. On the credit card dataset, SVMs are used for prediction and 
classification. Credit card transactions are classified into two categories using the 
SVM algorithm: fraud and genuine. The hyperplane acts as the decision-maker in the 
SVM. Kernel representation and margin optimization are the two important 
characteristics of SVM technique strength. 
The optimal hyperplane has the following characteristics: 
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An objective function can be seen in equation (2): 
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A kernel function is defined in the following way:  is the average vector to the 𝑥
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Where  maps transactions used as the input space  to higher dimensional  Ø:  𝑋⟶𝐷 𝑋
space . The credit card fraud dataset is processed using KF as distinct transactions; 𝐷
resultant is mentioned in the following: 
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Here is how an SVM is classified: 
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The kernel function (KF) inclination is determined based on the various dataset with 
classification requirements. In cryptography, there are 6 easily recognizable kernel 
functions available such as Gaussian matrix kernel (matrix kernel), polynomial 
function, normalized polynomial function, precompiling kernel, and string kernel. 
For classification tasks,  ∗ ∧D) is used as the polynomial kernel (𝑘(𝑥, 𝑦)≤𝑥, 𝑦 * Λ𝐷
function. The best-selected features are applied to the SVM algorithm to build a 



 

classification model. In addition to being famous for the solution to classification 
problems, the SVM is also accomplished of dealing with high dimensions dataset. 
 
4. Result Analysis and Discussion 

We have considered deep learning and machine learning technique for detecting and 
classifying credit card fraud transactions. The performance of both models is 
observed based on accuracy, recall, precision and specificity parameters. The result 
analysis and discussion of the proposed model is designed based on the mentioned 
Figure 3.  

 

Figure 3: The analysis of the proposed model. 

4.1 Performance Matrices 

A binary classification task based on ML and DL is presented in this paper. The 
primary performance metric is the accuracy (AC) of the training and test data. The 
recall (RC), the precision (PR), and the specificity (SC) of each model are additionally 
computed (Kasongo & Sun, 2020) [36]. AUC can also assess the quality of a model's 
classification. The confusion metric measures the effectiveness of a classifier for a 
specific classification task. 

●​ True positive (TP): An attack/intrusion accurately recognized as an 

attack. 

●​ True Negative (TN): It is common for traffic patterns/traces to be 

classified as expected when they follow a normal pattern.  

●​ False positive (FP): It is incorrectly labelled intrusive when 

legitimate network traces exist. 

●​ False Negative (FN): Incorrectly classified attacks/intrusions as 

non-invasive. 

 𝐴𝐶 = 𝑇𝑁+𝑇𝑃
𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁                                                                         (7)

 𝑅𝐶 = 𝑇𝑃
𝐹𝑁+𝑇𝑃                                                                                              (8)

 𝑃𝑅 = 𝑇𝑃
𝐹𝑃+𝑇𝑃                                                                                               (9)

   𝑆𝐶 = 𝑇𝑁
𝑇𝑁+𝐹𝑃                                                                                            (10)

 

4.2 Dataset​  

This implementation considers a dataset accessible via a public web platform called 
"Kaggle". A dataset is available in CSV format. In September 2013, European 
cardholders used their credit cards to make transactions. The input variables are all 
numerical and the results of a PCA transformation. The original features of the data, 
as well as more background information, cannot be shared due to confidentiality 
issues. PCA has transformed all but two features: 'Time' and 'Amount'. The remainder 
is the principal components derived through PCA. Each transaction in the dataset is 
elapsed seconds from the last transaction until the first transaction. The amount 
feature can be used for cost-sensitive learning based on example-dependent 
transaction amounts. If fraud is detected, the response variable 'Class' will take value 
1; otherwise, it will take value 0. 

4.3 Result Discussion 

We have implemented five SVM and MLP techniques in Matlab R2020a. The system 
configuration is an i5-4310U CPU with a 2.60 GHz clock speed. Each system's 



 

secondary and primary memory space is 1TB and 16GB, respectively. 
Figure 4 shows the SVM model's accuracy, recall, precision and specificity. The SVM 
technique's performance is measured based on above mentioned performance 
parameters, as shown in the bar plot in Figure 4. As shown in the Figure, the recall has 
the highest value compared to other performance parameters. The SVM technique 
observed the maximum valid positive rate is 96.99%, and the number of accurate 
predictions is 95.59 %. 

 

Figure 4: Performance analysis of the SVM technique based on accuracy, precision, 

recall, and specificity.  

The SVM technique shows the percentage of correct and incorrect classification is 
94.59 %, and 5.40 %, respectively, as shown in Figure 5. 

 

Figure 5: Classification rate of the SVM technique.  

The performance analysis of the MLP technique is observed based on accuracy, recall, 
precision and specificity, as shown in Figure 6. The graphical representation of the MLP 
technique performance shows that the accuracy is 91.21 %, recall 95.08 %, precision 
85.29 %, and specificity 88.51 %. Experimental results show that MLP gives the 
highest accuracy (91.21%) with the lowest error rate (0.003). The MLP has used 28 
inputs, 12 hidden layers and 1 output. The MLP technique shows the percentage of 
correct and incorrect classification is 91.21% and 8 .78%, respectively, as mentioned in 
Figure 7. 



 

 

Figure 6: Performance analysis of the MLP technique based on accuracy, recall, 
precision and specificity.  

 

 

 

Figure 7: Classification rate of the MLP technique.  

The cross-entropy represents the average square difference between outputs and input 
values. The lowest value of cross entropy indicates no error. Figure 8 displays that the 
average cross-entropy is almost 0 during the prediction of the credit card fraud 
transaction, which is very low. The selection of deep learning for predicting the credit 
card fraud transaction with train, test, and validation cross-entropy. The training 
cross-entropy is lower as compared to the test and validation.   



 

 

Figure 8: Cross Entropy of the MLP technique based on the train, test and validation 

set. 

 

This visualization of the classification model shows the relation between input and 
results once the earliest results have been associated. An association table is created by 
transforming the anticipated results into a variable. Confusion metrics can be plotted 
using the association table as a heat map. While confusion metrics can be visualized 
using numerous built-in methods, they can also be defined and visualized according to 
the score to improve the correlation. The figure 9 demonstrates the confusion metrics of 
MLP based on the training, test, validation and complete data. The fundamental 
confusion metrics calculate the four main parameters: TP, FP, TN and FN. Figure 10 
shows the comparative analysis of the SVM and MLP techniques based on the 
confusion metrics.   

 



 

Figure 9: confusion matrix of the MLP technique for training, testing, validating and 

completing the dataset. 

Figure 10: confusion matrix of the SVM and MLP techniques, respectively. 

 

Figure 11 compares the various parameters like accuracy, recall, precision and 
specificity concerning the MLP and SVM techniques. The Figure's graphical 
representation shows that SVM has better performance than the MLP technique. 

 

Figure 11: Comparative analysis of the SVM and MLP technique based on accuracy, 

recall, precision and specificity.  

 

The SVM and MLP technique shows the correct and incorrect classification percentage 
is 94.59 %, 5.40 % and 91.21%, 8 .78%, respectively, as shown in Figure 12. The SVM 
techniques show a higher correct classification rate than the MLP, But MLP observed a 
higher incorrect classification rate. The MLP did not consider any suspicious 
transaction in the correctly classified transaction.  



 

 

Figure 12: Comparative analysis of the classification rate of the SVM and 

MLP technique 

5. Conclusion 

Financial institutions have recently become especially concerned about credit card 
fraud. The need for investigating different reliable ways of detecting fraudulent credit 
card transactions still exists, despite the existing methods used in the past to detect 
fraudulent activities. The paper uses machine and deep learning techniques to detect and 
classify credit card fraud transactions. The accurately predictive class is high with 
reduced false alarms. The accuracy percentage for the SVM and MLP is 94.59% and 
91.21%. Compared to the MLP technique, the accuracy of the SVM technique is 
observed to be the highest. The experimental result shows that SVM is considered some 
missed or suspicious transaction, but MLP directly rejects it and counts it as an 
incorrect or fraudulent transaction. 
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