
 

CONFIDENTIALITY POLICY 
 
 

1. Purpose 

Ballygiblin National School is committed to safeguarding the privacy, dignity and rights of all 
pupils, parents/guardians and staff. 

This policy sets out the standards and procedures governing the handling, sharing and 
protection of confidential information within the school community. 

Confidentiality underpins: 

●​ Child protection and safeguarding​
 

●​ Trust between home and school​
 

●​ Professional integrity​
 

●​ Compliance with legal and regulatory obligations​
 

 

2. Scope 

This policy applies to all personnel working in or on behalf of Ballygiblin National School, 
including: 

●​ Teaching staff​
 

●​ Special Education Teachers​
 

●​ Special Needs Assistants​
 

●​ Ancillary staff​
 



●​ Student teachers​
 

●​ Substitute staff​
 

●​ Coaches, mentors and external facilitators​
 

●​ Bus escorts​
 

●​ Members of the Board of Management​
 

For the purpose of this policy, “staff” refers to all of the above. 

 

3. Legal and Regulatory Framework 

This policy operates in accordance with: 

●​ Data Protection Acts 1988–2018​
 

●​ General Data Protection Regulation (GDPR)​
 

●​ Education Act 1998​
 

●​ Children First Act 2015​
 

●​ Department of Education Child Protection Procedures for Primary and Post-Primary 
Schools​
 

●​ The school’s Data Protection Policy​
 

●​ The school’s Child Safeguarding Statement​
 

Where there is any conflict between confidentiality and child protection obligations, child 
protection reporting requirements take precedence. 

 

4. Roles and Responsibilities 

Board of Management 



●​ Acts as Data Controller.​
 

●​ Ensures systems are in place to protect confidential information.​
 

●​ Oversees compliance with this policy.​
 

Principal 

●​ Responsible for implementation of this policy.​
 

●​ Ensures staff awareness and training.​
 

●​ Manages breaches of confidentiality.​
 

All Staff 

●​ Must access, use and share information strictly on a need-to-know basis.​
 

●​ Must protect confidential information at all times.​
 

●​ Must report any suspected breach immediately.​
 

 

5. Definition of Confidential Information 

Confidential information includes, but is not limited to: 

●​ Personal data relating to pupils, parents/guardians and staff​
 

●​ Behavioural records​
 

●​ Educational assessments and reports​
 

●​ Individual Education Plans (IEPs)​
 

●​ Behaviour Management Plans​
 

●​ Medical information​
 

●​ Attendance and attainment records​
 



●​ Safeguarding information​
 

●​ Financial or employment records​
 

All written, digital or verbal information relating to a pupil, family or staff member is 
regarded as private and confidential unless formally designated otherwise. 

 

6. Principles of Confidentiality 

1.​ Information is shared only where necessary and proportionate.​
 

2.​ Information is shared only with those who require it to fulfil professional duties.​
 

3.​ Confidential information is not discussed in public areas.​
 

4.​ Confidential information is not shared on social media under any circumstances.​
 

5.​ Full names of pupils must not be used outside the school premises.​
 

6.​ Conversations regarding pupils must not occur in transport vehicles or public 
settings.​
 

7.​ Staff must not enter into discussion with parents regarding other pupils.​
 

 

7. Professional Conduct 

●​ Staff must not seek access to confidential information beyond what is required for 
their role.​
 

●​ Sensitive matters must only be discussed in private, secure settings.​
 

●​ Staffroom conversations must be professional and limited to legitimate educational 
purposes.​
 

●​ Behaviour or attainment records must not be publicly displayed. Where display is 
necessary for educational purposes, initials only should be used.​
 



●​ Student teachers may be informed of relevant pupil plans at the discretion of the 
class teacher and Principal.​
 

 

 

8. Digital Security and Data Protection 

Ballygiblin National School recognises the increased risk associated with digital data. 

Systems Used 

The school uses digital platforms including Aladdin and school-managed devices for storing 
confidential information. 

Device Security 

●​ All staff devices used to access school systems must be password protected.​
 

●​ Passwords must not be shared.​
 

●​ Devices must be locked when unattended.​
 

●​ Confidential data must not be downloaded to unsecured personal storage.​
 

Data Sharing 

●​ Personal data must not be transmitted via unsecured email.​
 

●​ Cloud storage must be school-approved.​
 

●​ Personal data must not be retained on personal devices beyond what is strictly 
necessary.​
 

Retention and Disposal 

●​ Records are retained in line with Department of Education retention guidelines.​
 

●​ Paper records must be securely stored.​
 



●​ Disposal of confidential material must be via shredding or secure digital deletion.​
 

 

9. Photographs and Personal Information 

●​ Photographs may be displayed within the school.​
 

●​ Where pupils are named in photographs, first names only shall be used.​
 

●​ Names, addresses or phone numbers of families must not be displayed publicly.​
 

●​ Personal contact information must not be shared externally without consent.​
 

 

10. Safeguarding Override 

Confidentiality does not prevent staff from reporting child protection concerns. 

Where a concern arises, staff must follow the school’s Child Safeguarding Procedures and 
report to the Designated Liaison Person (DLP). 

The safety and welfare of the child is paramount. 

 

11. Access to Records 

●​ Parents/guardians are entitled to access personal data relating to their child in 
accordance with data protection legislation.​
 

●​ Pupils, upon reaching 18 years of age, may request access to their records.​
 

●​ Staff must ensure that all written documentation is factual, objective and 
professional.​
 

 

12. Breach of Confidentiality 

A breach includes: 



●​ Unauthorised disclosure of personal information.​
 

●​ Loss of confidential documents.​
 

●​ Unsecured digital access.​
 

●​ Discussion of confidential matters in inappropriate settings.​
 

All breaches must be reported immediately to the Principal. 

Serious breaches may result in: 

●​ Disciplinary action​
 

●​ Referral to the Board of Management​
 

●​ Notification to the Data Protection Commission where required​
 

 

13. Monitoring and Review 

This policy will be formally reviewed every four years or earlier if: 

●​ Legislative changes occur​
 

●​ Departmental guidance is updated​
 

●​ A significant data breach occurs​
 

●​ The Board deems review necessary​
 

Ongoing evaluation will consider feedback from staff, parents/guardians and the wider 
school community. 

 

 
 
 



Signatures 

 
 

John O’Brien David Hyland 
Chairperson BOM Principal 
Date: 18/11/2025 Date: 18/11/2025 

 
 
 
Any breach of this policy may result in disciplinary action being taken by the Board of 
Management. Please ensure that any breach of this Confidentiality Policy is reported to 
the School Principal / Deputy Principal or most senior member of staff. 
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