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2017 marks the 30™ anniversary of
when the first 3D printer was commercialized
by 3D Co Systems [1]. 3D printing has since
sparked innovation in the architectural,
industrial design, and biotechnology industries
[2][3]. Now, it has developed in areas that
were previously thought to be only possible in
realms of science fiction, such as the creation
of low-cost prosthetic limbs for children in
war-torn countries [4]. While other
technologies from the same era—CDs, cells
phones, gaming systems—exploded into
homes across America, 3D printing has not
yet seen the significant commercial growth
needed to bring it to the forefront of public
discourse. Despite this protracted delay, the
market as a whole is still predicted to reach
$40 billion by 2020 [5]. The potential for
technological innovation and financial gain
has attracted international curiosity, and
firearm enthusiasts and self-proclaimed
crypto-anarchists are no exception. The
intention of this paper is to broadly outline
some of the concerns surrounding 3D printed
firearms and to highlight new accounts of
these weapons worldwide.

http://bit.lv/2I0vW6u

Chronology
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In 2012, an online open-source
organization called Defense Distributed began
3D printing gun components. By 2013, the
organization successfully fired the world’s
first 3D printed, single-shot pistol [6]. It was
named the Liberator after the FP-45 Liberator,
a single-shot pistol originally manufactured by
the United States military during World War II
[7]. The crude polymer design successfully
fired live ammunition before falling apart.
This was the first step in this area of
technology, with reproductions and variations
popping up across the world. In May 2013,
Defense Distributed released a working
blueprint for the Liberator handgun [8]. These
blueprints were downloaded over 100,000
times worldwide in two days before the US
Department of State requested that they be
taken down [9].

In May 2013, a person only known as
‘Joe’ created the Lulz Liberator, at a fraction
of the price of the original Liberator. From a
development standpoint, the creator simply
added rifling (spiral grooves inside the rifle to
improve accuracy of the weapon) to the
original design. Given the legal gray area he
was treading on by designing the Lulz
Liberator, ‘Joe’ elected not to make his
weapon’s design plans public. In 2013, Solid
Concept Inc., a custom manufacturing
company based in the United States that is
now owned by Stratasys Direct, created the
first metal 3D printed handgun. Named the
1911, this handgun is capable of firing several
rounds of ammunition without failure. It was
commercially available, but the number of
sales has not been disclosed [10].

Defense Distributed has also
developed modular weapons, or guns with a
core part that can be switched to give the
weapons different capabilities. In 2014,
Defense Distributed began to publicly sell
Computer Numerical Control (CNC) milling
machines named Ghost Gunners. US gun laws
regulate the sale of the lower receivers by
marking them with serial numbers on the
firearm, as well as imposing background

checks and waiting periods on those seeking
to buy them. These CNC milling machines
can grind particular parts of a legally-obtained
inactive lower receiver to turn it into a
functional component of a semi-automatic
AR-15 rifle. The remaining parts of an AR-15
rifle can be legally and easily obtained in the
United States. These firearms are known as
Ghost Guns because they are untraceable [11].
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Concerns Surrounding 3D Guns

e Undetectable — The plastic
composition of handguns, such as the
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Liberator, means that these firearms do
not trigger metal detectors. The firing
pins are usually the only metal part of
the gun, which can be too small to be
detected. British journalists put this to
the test in 2013 by successfully
navigating the Eurostar train security
checkpoints between London and Paris
whilst carrying a 3D printed pistol,
albeit without a firing pin or bullets
[12]. Israeli TV journalists went a step
further and succeeded in taking a
functioning 3D printed pistol through
security systems and into Israel’s
parliament building; however, this was
also done without bullets [13].

Accessible — The Computer Aided
Design files—AKA the
blueprints—for the Liberator were
downloaded approximately 100,000
times and are now available on file
sharing sites for worldwide access.
This is evidenced by media reports of
several cases of print and possession in
countries like Finland, Japan, and the
UK [14][15][16]. The costs of printers
and materials has already dropped
from when the Liberator and Lulz
Liberator were created. It is clear that
the cost and expertise required for
production will drop, which in turn is
likely to make 3D firearms more
readily available. A functional 3D
printer has now even been created
from scrap hardware in Togo [17].

Untraceable — 3D printers can
manufacture firearms with cast
markings to indicate the manufacturer
name, country, or logo. However, this
method does not provide unique serial
numbers to differentiate between one
3D firearm and another [18]. The
traditional methods of identifying steel
weapons, such as stamping and laser
marking, can be more easily erased on
3D printed firearms. Furthermore,

these weapons can be melted down,
leaving virtually no trace.

Fragile — 3D firearms are still
considered to be in the adolescent
stage of development. They are
composed of ABS, an inexpensive
plastic commonly used for parts in the
automobile industry. The weak nature
of the plastic could result in the
firearms exploding unpredictably and
the disintegration of the weapon [19].
A single shot nevertheless can be fatal.
There are no standards in
manufacturing, so 3D firearms can be
dangerous to the owners as well as to
others.

http://bit.ly/2NAVXjZ

International Response

e Following the publication of the

Liberator s blueprints, a number of
countries took pre-emptive and
cautionary measures to restrict 3D
printed guns including the US, the UK,
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Japan, Australia, Thailand, and
Denmark. Not surprisingly, the US, a
country that has a notoriously fierce
opposition to gun control, has been
slow to implement tough measures. In
2013, the Senate amended the
Undetectable Firearms Act to restrict
the possession or manufacture of guns
that cannot be detected by metal
detectors or X-ray machines.
Adversaries of the bill point out the
obvious flaw that people could print
guns with detachable metal parts [20].
The US has failed to take effective
national action in addressing the
manufacturing of guns using 3D
printers. Only a few state and local
governments have taken any steps
toward regulation. In 2013, in a
pre-emptive measure, Philadelphia
became the first US city to ban owning
or making 3D printed guns. New York,
Washington DC, and California have
all attempted and failed to pass
legislation banning the manufacturing
or ownership of 3D printed guns [21].
In California, one does have to register
a 3D gun, though [22]. The UK has
taken a stronger approach by
implementing strict regulations. In
2013, it passed legislation prohibiting
the sale, possession and manufacture
of 3D printed guns, with a maximum
punishment of 10 years in prison [23].
In Japan, a country with strict
anti-firearm policies, a man was
arrested and sentenced to two years in
federal prison after he posted videos
on YouTube of a 3D printed firearm
test-firing blank cartridges [24].
Australia, a country that saw major
gun law reforms in 1996, has taken
advanced steps in addressing the 3D
printed gun issue [25]. In 2013, the
New South Wales Police created a 3D
printed gun at a cost of $35 for
materials with a $1700 printer using
files downloaded from the internet

[26]. As a result of the experiment,
Australia has taken a firm stance
against using 3D printers to
manufacture guns. In 2015, the New
South Wales Parliament approved the
Firearms and Weapons Prohibition
Legislation Amendment Bill which
states, “A person must not possess a
digital blueprint for the manufacture of
a firearm on a 3D printer or on an
electronic milling machine,” and
possession of such blueprints is an
offense punishable by a maximum
penalty of 14 years in prison [27].

A more robust approach was taken by
Thailand in February 2016, when its
government approved legislation
stipulating that all imported 3D
printing machines should be registered.
Registration would also apply when
ownership of the machine was
transferred [28]. Critics believe this
move will drive up the price of the
machines and hamstring development
in the industry [29]. Significant
regulation and restriction on the use of
consumer 3D printing machines could
help to control the production,
possession, and use of 3D firearms.
Nevertheless, there is a significant risk
that 3D printing will widen the
economic gap between developing and
developed countries because it is such
fast-moving technology.

In the private sector, Danish company
Create It Real has developed smart 3D
printer software that analyses the
characteristics of the intended product,
using their own database of firearm
characteristics. If there is a match, the
3D printer will not print the part.
While this is an intelligent way to
tackle the problem, it is simply a
failsafe to prevent children
accidentally printing a firearm at home
[30]. There are also means of
bypassing the software and of
modifying parts of the firearm to avoid



detection, in addition to the software
being expensive [31].

United Nations Discussions

3D printed firearms were discussed in
detail at the United Nations Second Meeting
of Governmental Experts (MGE2) of the
Programme of Action on Small Arms and
Light Weapons in June 2015. It was noted that
new technologies such as laser marking and
micro-stamping, in conjunction with
traditional marking methods, could help to
uniquely identify these firearms and neutralize
the threats they pose. UN High Representative
for Disarmament Affairs [zumi Nakamitsu
said in a 2017 address to the Security Council
that policies must continue to update in order
to keep up with new technologies like
“unmanned aerial vehicles, 3D printers, and
[sic] the so-called dark web [32].” These
updates would hopefully bring 3D printed
firearms in line with the International Tracing
Instrument (ITT), which calls for each Member
State to provide a unique mark to identify the
manufacturer, the country of manufacture, and
a serial number at the time of manufacture of
each small arm or light weapon. An
alternative proposal was that all manufacturers
could insert a metal tag or plate in the polymer
frame [33]. The Chair’s summary at MGE2
concluded that the lack of affordable and
available machines for producing reliable
firearms gives some time for policy solutions
[34].

3D printing was further discussed
during the Sixth Biennial Meeting of States on
the Programme of Action (BMS6) in July
2016. The resulting report echoed that of
MGE?2, stating, “States [should] undertake to
apply the commitments of the International
Tracing Instrument to all small arms and light
weapons, regardless of the methods of

manufacture, including three-dimensional
printing [35].”

WL
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Conclusion

The legislation currently in place to
curb the dissemination of 3D printed firearms
is unlikely to prevent their ever-growing
production and possession. Criminals have
figured out how to remove ITI-compliant
markings, rendering them effectively useless
in many cases [36]. The majority of the
incidents in which 3D guns have come to the
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attention of the police at a national level are
either through blatant public use of the
weapons—as was the case in the
aforementioned incident regarding the
YouTube video in Japan—or through
unrelated police investigations that happened
to stumble upon the illegal use of 3D printed
firearms, as occurred in the United States in
May 2015 and Australia in 2016 [37][38].

Not only can the markings on a 3D
firearm be removed, but the polymer can more
easily be destroyed entirely, leaving no trace
at all [39]. Furthermore, the cost of laser
marking is relatively high and could subject
developing countries to higher hurdles than
developed countries when trying to implement
ITIs [40]. All of these are salient problems
facing the international community as 3D
printing technology only improves, and
criminals looking to subvert regulations only
get craftier.

It is important to remember that 3D
printing technology as a whole is not to blame
here, as it is also aiding in many humanitarian
efforts, such as social sustainability in
developing countries through the production
of medical appliance components, prosthetic
limbs, and housing projects. The use for
civilian benefit gives incentives to try to find a
middle path between open access to and
complete prohibition of the technology.

Though MGE2 concluded that the
issue of 3D printed weapons is not yet public
enemy number one, we don’t have much time.
Copycat weapons such as the Lulz Liberator
are being created at a cost of $25 for materials
using a $1,725 3D printer. Given that basic 3D
printers were created from recycled e-waste as
early as November 2013, it doesn’t require
much imagination to think that they will soon
be accessible to consumers. Recent trends of
movie piracy have indicated that the spread of
the blueprints will probably be far-reaching,
one of the only means of significantly
preventing the production of 3D firearms is to
proactively develop counter-technology. Also,
legislative bodies must keep up with the times
and look toward the future to protect the

public from the dangers of illegally printed
firearms.

Recommendations

Restriction of 3D firearms requires a
multi-pronged approach.

1. Industry experts need to be involved in
sharing information, educating
Member States and the public, and also
developing means of tagging and
tracing 3D firearms.



2. There should be a communal approach

in favor of criminalizing the
production, possession and use of 3D
firearms. Legislation should go further,
as it has done in Australia, to make it
an offense to even download blueprints
for 3D firearms.

Member States need to specifically
target areas of the problem without
significant side effects, such as
hindering the economic growth of
developing countries. One such
example is that of the 3D printing
company in Denmark that has
developed software that compares the
digital file requested by a consumer
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