IpoduaakTuka kudepnpecTymieHun

[ToBceMecTHOE  BHEIPEHHE UM  HUCIOJIb30BAHUE  KOMITBIOTEPHBIX
UH(OPMAITMOHHBIX TEXHOJIOTHH, O€3yCJIOBHO, CO37aeT BO3MOXHOCTH A
oonee 2¢GGdEKTUBHOTO pa3BUTHS HKOHOMHUKH, TOJUTUKH, OOIIECTBA M
rocygapcTBa B 1ejaoM. OJHAKO COBEPILIEHCTBOBAHUE M NMPUMEHEHHE BBICOKHX
TEXHOJIOTUM TPUBOJUT HE TOJBKO K YKPEIUICHHIO HH(POPMAIMOHHOTO
00111eCTBa, HO W TOSBJICHUIO HOBBIX YIPO3, OJHOM M3 KOTOPBIX SIBISETCS
KOMIIBIOTEPHAs IPECTYIHOCTD.

OKCTHOHCHIIMATBHO  YBEIMYMBAIONIUNACA  TOTOK  HWHGOpPMAIMU U
npeoOmananne 1udpoBoit  wHOpmamuu B oOpa3oBaTeIbHON  cpene
COBPEMEHHOM IIKOJIbl aKTyaJIM3UPYIOT MpoOIeMy TpOPMIaKTUKH IUGPOBOI
0€30MacHOCTH COBPEMEHHBIX HIKOJIBHUKOB. Oc000€ MECTO B JaHHOM BOIIPOCE
NPUHAJICKUT TOpoPuiIakTuke MUGPOBOH  3aBUCUMOCTH  IIIKOJBLHHUKOB,
MOCKOJIBKY JIETH MPOBOSIT B UHTEPHETE JIOBOJILHO MHOTO BPEMEHH.

Kak u3BeCTHO, MHTEPHET HE TOJIBKO COAEPKUT MHOKECTBO MOJIE3HOM
uH(pOpMaIIKU U NPETOCTABISIET BHIOOP pa3BJICUEHUM, HO U TAUT MacCy Yrpos,
KOTOpPbIE MOTYT TMOBJIMSITh M HAa MAaTE€pUAIBHOE COCTOSHHE CEMbU, M Ha
MICUXOJIOTUYECKOE 3/I0POBBE IETEH.

Ha Ttekymuii MOMEHT BO3pacT WHTEPHET-NOJIB30BATENS] CHU3BWICS
HACTOJIbKO, YTO MOPOM MATUIIETHHUE MAJIBIIIN OOpaIlatoTCs ¢ KOMIBIOTEPOM U
MOOMJIBHBIMU YCTpOMCTBaMHU OoJiee JIOBKO, 4eM B3pocibie. [lomumo Bcex
U3BECTHBIX MOJOXKUTEIBHBIX MOMEHTOB, HHTEPHET HECET B ceOE OIMacHOCTD,
KOTOpasi MOXET 3aTPOHYTh JaKe IMOJIb30BaTelIe MIIQJIIET0 JOIIKOIBHOTO
BO3pacTa.

PaccMoTpuM OCHOBHBIE YIpO3bl, KOTOPBIM MOJIBEPraeTcsi MOJOJEKb B
COBPEMEHHOM KHOEPIPOCTPAHCTBE.

1. BHUIIHUHI

Buwiunz — onvH W3 METONOB MOIICHHUYECTBA C HCIIOJIb30BAaHUEM
conpaibHOM uWHXKeHepuu. OH 3aKIIO4YaeTCs B TOM, UTO 3JOYMBIIUICHHUKH,
UCIIOIB3YS Tee(POHHYIO CBSI3b U BblJIaBasi ce0s 3a COTPYAHUKOB OaHKOB (MU
IPAaBOOXPAHUTEINICH, YTO OCOOCHHO YacTO MPOUCXOJUT B MOCIECAHEE BPEMS),
MO/l PAa3IUYHBIMKU TMPEJIOTAMHU BBISICHSIOT Yy TMOTEPIEBIINX CBEJICHUS O
HaJIM4YUK OAHKOBCKHMX TIUTaTeXKHBIX KapTodek (mamee — bBIIK), cpokax wux
nevicteusa, CVV (CVC)-komax, macmopTHBIX JaHHBIX, CMC-KOJaX C IIEJIbIO
XUIICHUS JEHEKHBIX CPeACTB. B psizie ciydaeB 3710yMBIIIUIEHHUKAM U3BECTHBI
HekoTopbie pekBU3UTHI bIIK, a Takke aHKeTHbIE TaHHBIC JIUII, HA UMS KOTOPBIX
OHU YMUTHUPOBAHBI.

B OonbmuHCTBE cilydaeB MIpPU COBEPIICHUU 3BOHKOB MOTEPHEBIINM
MPECTYIHUKUA HUCTOJNIb3YI0T [P-Tenedonunto, kKoTopas mo3BOISIET MACKUPOBATh
TenedOHHBIE HOMEpa TOJ HoMepa OelopyCCKHX OmMeparopoB cBsi3u. Kpome
ATOTO, 3a4acTyI0 3JIOYMBINIJIEHHUKH MCIOJIB3YIOT MECCEHKEphl Viber u
WhatsApp, B KOTOpPBIX CYyIIECTBYeT BO3MOXHOCTh  HCIOJIH30BaHUS
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BUPTYyaJIbHBIX HOMEPOB. Takke MPECTyMHUKH MACKUPYIOTCS IO/ JIOTOTHUIIOM
y3HaBaE€MbIX OEJOPYCCKHMX OaHKOB, BBOJS B 3a0MyKJICHUE MOTEHIUAIBHBIX
KEPTB.

37OYMBINIIEHHUKHU 3BOHST KEPTBE M OT UMEHU OAaHKOBCKOTO COTPYIHHKA
COOOIIIAIOT, YTO HEOOXOAMMO OCYIIECTBUTH Kakue-muoo aercteus ¢ BIIK, tak
KaK KTO-TO JIMOO TMBITaeTCsl TMOXUTUTHh C HEe JCHEXKHBIC CPEACTBa, JHOO
obopMIIsIET KpPeauT, JUOO TMPOU3BOIUT IMOAO3PUTEIBHYIO OIUIaTy. 3aBJiaJieB
PEKBU3UTAMHU KapThl, MPECTYIMHUKUA OCYIICCTBIISIIOT XWIICHUE JEHEKHBIX
CpEACTB ¢ OAHKOBCKOTO CU€Ta MOTEPIICBIIIETO.

B mnocnennee Bpemsi Haubornee akTyallbHash cxemMa — TOOYXKICHUE
HKEPTBBI OTKPBITH KPEAUT. 3JI0YMBIIUICHHUKN COOOIIAIOT KEPTBE O TOM, UTO
SIKOOBI KTO-TO TTOCTOPOHHUU TBITAETCS OTKPBITH KPEAUT HA €€ UMSI, U JJISI €r0
J€aKTUBAIIMN HEOOXOAUMO CaMOCTOSATEIIPHO OOpaTUThCS B OaHK M OTKPBITH
KPE/IUT, NepeciiaB BIOCIEICTBUA PEKBU3UTHI CUETA.

2. OUUIIUHI

@uwunz — BUA WHTEPHET-MOIICHHUYECTBA, IIEJIBI0 KOTOPOTO SIBIISCTCS
MOJIy4YEHHE JIOCTyNa K KOH(MUIACHIMAIbHBIM JaHHBIM MOJIb30BaTeleH —
JoruHaM W maposisiM. DUIIMHT KCTIONB3YETCS ISl TMOJy4YeHUs JOCTymna K
YYETHBIM 3alUCSAM I0JIb30BaTENIeN CaMbIX PA3IUYHBIX PECYPCOB, HO 3a4aCTYIO
OH TMPUMEHSIETCS U1 XUIIECHHUS JIaHHBIX [IOJIb30BATENIe  TOPTrOBBIX
OHJIAMH-TUIOMIAO0K.

JIns 3TOro 37IOYMBINIUICHHUKH TOJAMEHSIOT CTPAHMIYy HCIIOJIb3YEeMOTO
KEPTBON MHTEPHET-CEPBHCA Ha MOIICHHUYECKYIO, KOTOpasl BHEIIIHE SIBIISCTCS
JBOMHUKOM oOpuruHana. OUIIUHTOBas CTpPaHUIIA MOXET HUMEThb CXOJICTBO C
pasHeiMu cepBucamu: Kufar, bennoura, cinyxx0oit nocraBku, 6ankamu, EPUII
U T.J1. B COOTBETCTBUM C ATUM MOXKET UCIIOIb30BATHCS PA3HBIM MPEAJIOr IS
nepexojila Ha CTPAHMILy MPECTYIMHUKOM (3a0paTh 3a4MCIICHHBIE MM JCHBIH,
MOJATBEPAUTh TOJNYYCHUE TOCBUIKM Ha TOYTE€ WM B CIOy)KOe JOCTaBKH,
MOJATBEPAUTH TMPUEM CPEICTB HA OJHOM W3 OAHKOBCKMX CEPBHCOB U T.I.).
HeBHumarenbHbI MHTEPHET-TIOIB30BATENIb MOXKET U HE 3aMETUTh IOAMEHBI,
TaK KaK TMOJ00HBIE CTpPaHUIIBl BHU3YyaJbHO CXOXH C odopMieHHEM
OpUrHHaIbHBIX caiToB. Korma mojap30Baresb 3aX0UT HA TaKylO MOIJICIbHYIO
CTPAaHUIly W BBOAUT JIOTUH M Mapojib, OHU CTAHOBSTCS JOCTYIHBI
MOIICHHUKAM.

CrouT OTMETUTh, YTO TPUMEHsSIEMasl 3JIOYMBIIIJICHHUKAMH CXeMa
XUIIEHUN XapakTepHa HE Toibko st bemapycu. Ctonp K€ CUCTEMHO 3TH
MPECTYIUIEHUS] COBEPILIAIOTCA B OTHOIIEHUH MOJIb30BATENIEN CXOKUX PECYPCOB,
OpMEHTUPOBaHHBIX Ha WHBIE rocygapcTBa CHI': Poccuu (avito.ru), YkpauHsl
(olx.ua), Kazaxcrana (olx.kz) u np.

3. CBATHUHI

Ceamunz — 3aBEJIOMO JIO>KHBIN BBI30OB TIOJTAIINH,
aBapUUHO-CIACATENBHBIX CIIYX0, MyTeM (DabIIUBBIX JIOXKHBIX COOOLIEHHIN 00
OMAacCHOCTH (HampuMep, O MUHUPOBAHWUH, YOUNCTBAX, 3aXBaTE 3aJI0KHUKOB).
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CBaruHI B NEPBYIO OYEPENb PACIPOCTPAHEH B CPENAE, IJIE JIFOAU, Yalle
BCETO MOJIOAbIC, OOBEAMHSAIOTCA IO KakuM-To 1eiasiM. Hampumep, B
OHJIAMH-UTpax. Y HUX €CTh TEPMUH «BbI3BATh MUJIUIIUIO HA JIOM» — KOTJIa JJIsI
TOTO, YTOOBI, K TPUMEPY, MOCAAUTh OOMIUWKY, €My Ha JOM BBI3BIBAIOT
IIPaBOOXPAHMUTEINECH, TMOO COOOIIAIOT 0 MUHUPOBAHUH KaKOTO-TH00 00BbEeKTa.

B mocnenHue roapl cBaTMHT M3 3a0aBbl JIOOWTENCH OHJIAWH-WTP U
XaKEpOB TMPEBPATUIICS B MACCOBOE SBJICHHE W OONbBIIYyI0 MpoOiemMy s
MIPAaBOOXPAHUTENIHLHBIX OPraHOB PAa3IUYHbIX cTpaH. OOIIEeCTBEHHAs! OMACHOCTh
TaKUX JEAHUW COCTOUT B TOM, YTO 3aBEJAOMO HEIOCTOBEPHBIE CBEACHUS
JI€30pTraHU3yI0T HOPMAJIbHYI0 Pa0dOTy OOBEKTOB TpPaHCIIOPTa, MPEANPUSITUH,
TOCYIAPCTBEHHBIX OPraHOB W YUYPEXKJICHUMN, OpraHu3alliii HE3aBUCHUMO OT
dbopmbl coOCTBEeHHOCTH. B CBOIO ouepenp, 3TO MPUYHHSET CYIIECTBEHHBIM
SKOHOMUYECKHUH BpeJl KaK CyObEKTaM X035MCTBOBAHUS, TaK U TpaxaaHam. [1pu
3ToM HHGOpPMAILMS O BO3MOXKHOM B3PBIBE, MOJKOTE JHUOO MHBIX JCHCTBUSAX,
MPEAnoiaralonxX TAKKUE IMOCIEACTBUSA, CIOCOOHA TMOCESTh MaHUKY Cpenu
HACEJICHUS] U BHECTU HEYI0OCTBA B MIOBCEHEBHYIO KU3Hb.

CTOHUT OTMETUTH, YTO OTBETCTBEHHOCTH 34 3TO MPECTYIICHUE HACTYIIAET
¢ 14 ner. Hakazanue — mrpad, apect, orpaHuYeHUe CBOOOIbI Ha CPOK JO ISITU
JeT WM JIMIIeHuE CcBOOOABl Ha Cpok 10 cemu JjeT. Ecnu  peOeHky,
COOOIIMBIIEMY O JIOXKHOM MUHHUPOBAHWH, HE UCIIOIHUIOCH 14 JeT, HacTymaeT
aJIMUHUCTpATUBHAsI OTBETCTBEHHOCTh POAMTEINICH, a peOCHKA CTAaBAT HA YYET B
WHCIIEKIIHIO T10 JeJaM HECOBEPILIECHHOJIETHUX.

4. JAOC-arakm

DoS — 3710 araka Ha BBIYMCIUTENBHYIO CUCTEMY C LIENBIO IOBECTHU €€ 110
OTKa3a, TO €CTh CO3/laHUE TaKUX YCIOBHM, MPHU KOTOPHIX JOOPOCOBECTHHIE
MOJIb30BATENIM CHUCTEMbl HE MOTYT TMOJY4YUTh JOCTYN K HPEAOCTaBISIEMbIM
CHCTEeMHBIM pecypcaMm (cepBepam), aMOO OTOT JAOCTYN 3arpyaHeH. B
Hacrosimiee Bpemss DoS u DDoS-artaku monyiaspHbl TE€M, YTO MO3BOJISIOT
JIOBECTH JI0 OTKa3a MPAKTUYECKH JIIOOYIO CUCTEMY.

OOBIYHO aTaka OpraHu3yeTcsi MPU MOMOIIY TPOSHCKUX MPOTPaMM.
[IpenBapuTenbHO  TPOSIHBI  3apa)KalOT  HEAOCTATOYHO  3al[UIICHHBIE
KOMIIBIOTEPHl OOBIYHBIX IMOJIB30BATENIEM M MOTYT JOBOJIBHO JOJITO€ BpeMs
HUKaK ceOsl HE MPOSIBISATH HA 3apaKEHHOM KOMITbIOTEpE, OKHUJ1asi KOMaH bl OT
CBOETO XO03siMHA. KOMIIBIOTEp MOXKET MNOJABEPTHYTHCS TAKOW arake IpH
MOCEIICHUU PA3JIMYHBIX 3apPaKEHHBIX CANTOB, MPU MOTYUYECHUHU SJIECKTPOHHOU
MOYTHl WJIM TPHU YCTAHOBKE HEIUIIEH3MOHHOTO MPOTPAMMHOIO OOECTIeUeHUHI.
Korna 310ymblIlZIEHHUK cOoOMpaeTcs HayaTh aTaky, OH JaeT KOMaHIy, U BCE
paHee 3apaKEHHBIE KOMITBIOTEPHI HAYMHAIOT OJHOBPEMEHHO CJIATh 3AITPOCHI Ha
CalT-XKEPTBY.

Haubonee wmaccoBass DoS-araka B benmapycu Obuta mpousBeieHa
DKCTPEMUCTCKUMH KaHanamu B 2021 roxmy. 310yMBIIUIEHHUKH, HAaMEPEHHO
yTauBasi uWH(oOpManuio 00 YroJOBHOW OTBETCTBEHHOCTH 3a Y4YacTHE B
DoS-arake, mpuBnekin K ydactTuio B Hell Oonee 10 Thicsu rpaxkmaad
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(MpenMyIIeCTBEHHO U3 Yhciia MOJIoIeKH ). [IpakTHdecku Bce y9aCTHHKH ATOTO
IIPOTHUBOIIPABHOTO JCHCTBUSA OBUIM YCTAHOBJIEHBI, a HamOoJiee aKTHBHBIC W3
HUX OBLTH TIPUBJICYEHBI K YTOJIOBHON OTBETCTBEHHOCTH.

5. TPYMUHTI

I'pymunz — 510 BXOXKICHHE B3POCIIOTrO YeJIOBEKa B JIOBEPHE K PEOCHKY C
IEIbI0 CEKCYalIbHOTO CaMOYAOBIETBOPEHUS. 3I0yMBIIUICHHUK JUCTAHIIMOHHO
HaIlyIbIBA€T CBA3b C PEOEHKOM dYepe3 COlMalbHbIE CETH, MECCEHKEPHI,
OHJIAWH-UTPBI, DJCKTPOHHYIO IIOYTy. 3aTeéM MOXET BBIHYIUTH peOCHKA
npuciark ¢oTtorpadud HWHTHUMHOTO XapakTepa, BOBIICYb B H3TOTOBIICHUE
MOPHOTPAPUIYECKHX MaTepHaioB, CKJIOHHTh K WHTUMHOM BCTpedYe B
pEaIbHOCTH.

OT TpyMHHTa OTIMYAIOT CEKCTHHT — OTO TIEPEChUIKA JIMYHBIX
dotorpaduii,  cooOmEHW  MHTUMHOTO  COJICP)KAHHUS  IOCPEICTBOM
COBPEMEHHBIX CPEJICTB CBSI3U: COTOBBIX TeIE(OHOB, DIEKTPOHHON MOYTHI,
COITMAJIbHBIX UHTEPHET-CETEH.

[Topoii Tox BIMSTHUEM CUTYAllMH WJIM SMOIIAN, MOYKET MOKAa3aThCsl, U4TO
nepeciarb Takue (OTO — Xoporras uaes. Yarmie Bcero mapHU W JIEBYIIKH
JematoT 3T0 (UIUPTYsA, TOAJABIINCH HACTOMYHMBBIM YTOBOpPaM, IIBITASACH
pasBiiedb CBOUX JAPYy3el, YTOOBI MOJYyYHUTh MX MPHU3HAHUE (Yallle TMePeChUIaloT
qykre (QoTo, 4TOOBI MOXBACTATHCA), WM KE MPOCTO OTOMCTUTH. JTa e,
IPSIMO CKa)XeM, HE OYEHBb XOPOIIasi: 3JI0YMBIIINICHHUK MOXKET BOCIIOIb30BaTHCSA
TaKOM IOBEPYMBOCTHIO BO BPE.

6. KUGEPBYJIJIMHI'

Kubepoynnunz — TpaBis TIONB30BaTeNsl 4Yepe3 BCE KaHAIBI CETEBOTO
oOIIeHNs: COIMaIbHBIE CETH, (OPYMBI, HYaThl, MECCEHKEpHl. IIpoBoaUTH
TPaBII0 MOTYT KaK OJHOKJIACCHUKH, HWHTEPHET-APY3bsi U T.J., TaK H
COBEPIIIEHHO MTOCTOPOHHUE JFOMH.

Ota ¢dopMa TCUXOIOTHYECKOTO Teppopa MOXKET MPUHUMATh pPa3HBIC
00MMUMs: OCKOpOJICHHST dYepe3 JIMYHBIE COOOIIeHMs, MyOnuKamus |
pacrpocTpaHeHue KOH(MUICHITMAIBbHONW, MPOBOKAIIMOHHON WHGOpPMAIIUA O
XKepTBe; ¢u3MUeckas arpeccus W Tak jganee. IlpuwumHbl KnOepOyyuivHTa:
qyBCTBO IMPEBOCXOJCTBA, 3aBHUCTh, YYBCTBO MPEBOCXOJCTBA HAJ COIEPHUKOM,
YyBCTBO COOCTBEHHOW HETIOJTHOIICHHOCTH, CaMOPeaTU3aITHsl.

Ocob0 cregyer OTMETUTHh CIOCOO BO3JEHCTBUSL 3alPEIICHHBIM
KOHTEHTOM. Pe0eHKy MOTYyT IMOKa3bIBaTh MOpPHOTpadUUecKue Marepualbl,
HaHOCA yIIepO TMCUXHKE, TaK KaKk M300pa’keHHOE CO BPEMEHEM IepecTaHeT
BOCIIPUHUMATHCA PEOCHKOM KaK aMOpPaJIbHOE MOBEICHNE.

Yrpo3a HOBOro BpEMEHHM — TaK Ha3blBaeMble Tpymnmbl cMeptu. M xots
OOBIYHO CO3AaTeNIIMH TaKUX TPy SBISIOTCS CaMU TOAPOCTKH (IIe7h —
«Xalm», KaxJaa OCTPHIX OIIYIICHUH, KeJIaHWE JTOMUHHUPOBATh M YIPABISTH
JIPYTMMH ), B TIOJIOOHBIX TPYIaxX CO3/aeTcs OJaronpusTCTByIoIas armocdepa
JUTSI KyJIbTHBUPOBAHUS CYHUITHIAIBHBIX HAMEPCHUH.
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7. MOIIEHHUYECTBO B COLHCETAX

B nacrosimiee Bpemsi 0000 akTyaJdbHON CTAaHOBHUTCS MpoOJieMa 3allUThI
AKKAyHTOB B COIMAJIBHBIX CETAX W MPOTUBOJCUCTBUS Pa3IMUHBIM (PopMaMm u
BHaM MoIlIeHHHYecTBa. Hamboiiee THOUYHBIE CIOCOOBI OOMaHa B COILICETAX
CEroJIHs TaKOBBI:

Ilpeoonnama

3MOYMBIIIEHHUKH Pa3MEIIaloT OOBABICHUS O MPOAAKE KAKUX-JIHOO
TOBapoOB MO OpPOCOBBIM II€HAM, HO JUJISl €ro Moiy4yeHus (SKoObl MOCPEICTBOM
MOYTOBOM TMEPEChUIKA WM CIYXObl JOCTABKH) TpeOyeTcsl IMEepEeUrclICHHE
npenoriarbl WIM 3aJarka Ha yKa3aHHbIE «IPOJABLIOM» OaHKOBCKYIO Kapry,
AJIEKTPOHHBIN KomlesneK. OObIYHO MOCIe NEPEUNCICHUs 0KUIaeMblid TOBAp TAK
U HE MOCTYIIAET, a «IPOAABEL MEPECTAET BHIXOJUTH HA CBS3b.

Hlanmasic u evimozamenscmeo

B HekoTOphIX  ciydasx  3JOYMBIIUIEHHUKH  MOTYT  YIpOXKaTh
pasmialieHueM  Pa3ju4HbIX  KOMIIPOMETHPYIOIIUX CBEACHUM C  LEJbIO
BBIMOTaTEJIbCTRA.

CouunanbHble CeTM — 3TO KiIale3b NEPCOHATBHOW HHGOpPMAIMU O
yenoBeke. [lonmydyWB HECAHKIIMOHUPOBAHHBIM JOCTYN K CTpaHUIlaM B
COIIMAJIBHBIX CETAX, MEPEMUCKE IEKTPOHHBIX MOUYTOBBIX SIIIIUKOB M OOJIAYHBIM
aKKkayHTaM ¥ 3aBllaJieB M300paXCHUSIMU, HE TNPEIHA3HAYCHHBIMU IS
nyOJIMYHOTO  TPOCMOTPA, TMPECTYNMHHKKA BCTYyHalOT B MEPENUCKy ¢
MOTEpIEBIINMH, TpeOys pa3Hble JCHEKHBIE CyMMBI M yrpoxkas B ciydae
0TKa3a pacIpoCTPAHUTh UX B UHTEPHETE.

Ounnaitn-uzpol

Nunyctpusi mpou3BOJACTBA WIP MJIA TMEPCOHAJBHBIX KOMIIBIOTEPOB U
MOOWJIBHBIX TaJKETOB JaBHO CTaJl0 BBICOKOJOXOAHBIM OuszHecoM. He
YAUBUTEIBHO, YTO TIOBBIINICHHHBIM BHUMAHUEM OHAa TMOJB3YETCS U Yy
MOIIEHHUKOB. Ll€HHOCTh TYT NPEACTABIAIOT M AKKAyHThI MOJIb30BaTEIEH, K
KOTOPBIM HEpEeAKOo npuBs3aHbl pekBu3UTbl BIIK 1mmnd nokynkm uUrpoBbix
PEUMYIIECTB, U KOJUIEKIIMOHHBIC MPEAMETHI, KOTOPHIE UTPOKHU TAK)KE HEPEIKO
IpPUOOPETAIOT 3a pealibHbIC JEHBIU.

8. COBETHI 11O BE3OITACHOCTH

CyIl1eCcTBEHHYI0 4acTh CBOEH >KM3HU COBPEMEHHBIE JE€THU U MOAPOCTKU
OpPOBOJAT B MHTEpPHETE, a 3HauuT Oe3 0a30BbIX 3HAHUW B O00JACTH
KnOepOe30macHOCTH UM, KaK W B3POCIBIM, HE 000WTHCH. UeM paHbIlle Ha4aTh
IPUBHBATh HAaBBIKK O€30MACHOTO B3aMMOJEHCTBUS C BUPTYaJbHOU Cpemoi,
TEM IMPOYHEE OHU YCBOATCS. M CTaHYT TaKMMH 7K€ €CTECTBEHHBIMH, KAK MBIThE
PYK.

Coeemoeamucs c pooumenamu

Ecin peOeHOK XoyeT 3aperucTpupoBaThbcsl Ha KakoM-IHOO caiite,
co3aarb NpoQuiib B COLIMAIBHON CETU M BBUIOKUTH CBOM (poTorpaduu, aydiine
nepes 3THUM TOCOBETOBATHCS C POAUTENSIMU. B3poCiblii YENOBEK CMOMKET
Jydllle MPOAaHAIU3UPOBATh CUTYallMI0 W TMOHSTh, OMACEH JIM CalT, a TaKkKe
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IIOMOYb BBI6paTB CHUMKH, KOTOPBLIC MOXHO BBUIOXHTL Ha BCCO6H_ICC

0003peHue.
Yemanoeumsy oucmanyuonnwlii KOHmpop
OyHKIUA  «POAMTEJBCKOr0  KOHTPOJsS» — 3T0 H  Kak

cnenuanusupoBannoe [10, Tak u yciayru mpoBaiifiepa, KOTOPhIE BKJIIOYAET B
ce0s cTanAapTHHIN HAOOp QyHKIMM. A UMEHHO:

- OrpaHWYEHHE BPEMEHH HAXOXKJICHHUS peOCHKA B CETH;

- OTpaHMYCHHE BPEMEHH IOJIb30BAHHS KOMITBIOTEPOM;

- BO3MOXHOCTH CO37aHHUs Tpaduka C TONMyCTUMBIMH dYacamMH pabOTHI B
TEYCHHE JTHS,

- OJIOKMpPOBKA CalTOB C 3aIPEIICHHBIM KOHTEHTOM;

- OrpaHMYCHHE Ha 3alMyCK TMPUJIOKEHUW (Hampumep, UIPp W HWHBIX
MPWIOKEHHI ) U YCTAHOBKY HOBBIX MPOTPAMM.

bepeuv nuunvie oannvie

Jlaxe eciau peOCHOK JyMaeT, YTO XOpOIIO 3HAET YeJIOBEKa, C KOTOPhIM
oOmaercss OHJAWH, HE HYXHO paccKa3bplBaTh MOAPOOHOCTH O cebe W O
pomutensx. Homep Tenedona, agpec, HOMep IIKOJIBI B Kilacca, MECTO PabOTHI
ponuTeneit U ux rpaduk, BpeMs, Korma B KBapTUPE HET B3POCIHBIX, a TaKkKe
JaHHBIE U3 JOKyMEHTOB, HOMepa 0AaHKOBCKUX KapT — TaKyr HH(POPMAIINIO HH
B KOEM CJTy4ae Helb3s MepeaBaTh APYTHM JIFOISM.

He oenumucsa ungopmayueit o 3nakomoix

[IpaBuo, mpuBeACHHOE BBIIIE, PACTIPOCTPAHSACTCS U Ha APYTUX JIIOACH.
He Hy>XHO pacckaspiBaTh PO JAPy3el U OJHOKIACCHUKOB, COOOIIATh, IJIe€ OHU
KUBYT M Yydarcs, Kakue KPYKKH TocemaroT. Henb3s mMoka3siBaTh UX
dotorpaduu — HU BHIKJIAJBIBATh UX B CBOMX MPOQPUISAX B COMHATBHBIX CETSIX,
HU TeM 0o0Jiee B YaCTHOM IMEePEIHUCKE.

Ecmm xodercst BBUIOKUTH TpymmoBoe ¢GOTO ¢ TMpa3IHUKA WA
TPEHUPOBKHU, CHaYajaa CTOUT OOCYAUTH 3TO C TEMH, KTO U300paKeH Ha CHUMKE.
N nydire, ecnu OHM COOOIIAT POAMTENSM, YTO Takoe (GOTO MyONHMKyeTCs B
UHTEpHETE.

Dunvmposamov unghopmayuro

MollleHHHKH aKTHBHO HWCIOJIB3YIOT MHTEPHET B CBOMX MHTepecax. OHu
MOTYT OOMaHBIBaTh JIIOACH M MaHUITYJIUPOBATh UMH, JaBS HA YKAIOCTh WIIH
ctpax. I[loaToMy Hag0 HAy4YUTHCA CKENTUYECKH OTHOCHUTHCS K JIFOOOU
uH(pOpMaIH, Pa3MEIICHHOW B MHTEPHETE, U HE JIOBEPATH CIIEMO BCEMY, YTO
TaM TMHUIIYT.

Anvunuctpanusa MockoBckoro paiiona r. bpecra



OCTOPOJ)XHO!

MOIIEHHUKU B UHTEPHETE

BULLUWHI

HE cosepiuait HUKakmnx
LeicTBuiA Ha cmapTdoHe no
npockbe NoCTOPOHHUX NnL,

HE cneayit HcTpykuuam
HE3HAKOMLEB, MNO3BOHMBLUMM
C HEM3BECTHOrO HOMepa

HE coobuwaii Hem3BeCcTHbIM
NWLL @M CBOW NEePCOHanbHble
JaHHble

HE nepeBopym geHbru
HE3HaKOMbIM N0ASM B
KayecTBe npeaonnaTsl

Coxpauu 3Ty MHbopMaLio ¥ MOJENNUCH C APYTAMMU



OCTOPOJXHO!

MOIIEHHUKU B UHTEPHETE

htp'ﬁ\@v. Q

He Toponuce nepexoamnTb

MO CCbINKE, NONy4YeHHON
OT HE3HaKOMLLa:

BO3MOXXHO, OHa BEAET Ha m M I-IJ M H r
bULLKMHrOBBIA CAlAT

HE nonb3yiica oTKpbITEIMM
Baii-ait-cetamu B kade
WK Ha ynuue

—_————— — —
htpp: I
e
He cnewm nepexoputb no @PULKNHroBas CCbINKa MOXeET
CcCbinke: BBEAW aapec NPWIATM B MecceHapkepe, no
BPYU4HYIO 3NEKTPOHHOI NoYTe, B

CMC-Co00LLEHUM

Coxpanu 3Ty MHPOPMAaLNIO M MOAENNUCH C JPYTAMMU




BHUMAHUE!

BE3OITACHOE MCITO/Ib30BAHIE CQ].ICETEI?I,
MECCEH]JDKEPOB 1 STIEKTPOHHOM ITOYTHI!

a8 P&
Pasmel,atb nepcoHanbHyto @ T, Pearuposatsb Ha
1 KOHTaKTHYIO nucbma ot
nHpopmaumio o cebe B HEW3BECTHOro
OTKPbLITOM A0CTyne 9 OTnpaBuTENs
Wcnonb3oearb @ o OrpbisaTs

yKa3aHue reoniokauum * NOA03PUTENBHOE
Ha doTo B nocTax Oteevarth Ha arpeccuio u B/IOXEHWE K NMUCbMY
. . 06MAHbIE BbIPAXKEHMS!

' Coxpanu 3Ty MHGOPMaLMIO ¥ OAENNUCE C KPYTUMM
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BHUMAHUE!

SAIINTHU CBOIO

BAHKOBCKY10 KAPTY
HEJIb3A 546 )

Coobwats CVV-kog unm

XpaHWUTb NUHKOA, BMecTe

C KapToit oTnpaBnsTb ero Goto
PacnpoctpaHsits Coobuiatb AaHHble,
JIMYHbIE AAHHBIE, NIOTUH MoJy4eHHble B BUAE

¥ Naposb AocTyna K SMS-coobLueHui,
cucteme CeaHcoBble NaponK, KOA,
«MHTEpHET-BaHKMHM aBTOPU3aLMU U T.A,

Coxpanu 3Ty MHPOPMAaLNIO M MOAENNUCH C JPYTAMMU
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BHUMAHUE!

1TUPPOBASA BE3OITACHOCTD

B MHTEPHETE
YCTAHOBUTE AHTMBUPYC HA BCE %l‘

BALLIM YCTPOMCTBA %

HE nepexopure no HE coobwaiite cou
CCbIIKAM U MUCbMaM OT nepcoHasbHble JaHHble
HE3HaKOMLIEB, He ¥ aHHble GaHKOBCKOM
HaXKMMaTe Ha KapPTUHKM U KapTbl

KHOMKH!

o=
- -

QO
i i
HE ykasbiBaiite nuuHyio

HE sepbre obelaHusm
uHdopMaLmio B

BHE3aMHbIX BbIMIPbILLEH -
HE ucnonbayiite ogmHakosble OTKPbITBIX MCTOYHMKAX
Naponu ANs BCEX aKKAyHTOB

| Coxpany 5Ty MHGOPMAIMIO U TOAENUCH C APYTHMI




S8 ATAKA HATOCOPLARVMSRIIVN!

CTbl OTMEYAIOT ¥V WE
rOBbIX ATAK HA HHbIE
NOYTOBLIE ALLUKU rOCOPI AHUSALIMRA!

[IPUIRAGOIE CI3JIEKTIPOHHOW 08 T,0M

HE HA1O:

... OTKPbIBATb BJIOXXEHUA
MNOYTOBbLIX COOBLLEHUNA
OT HEU3BECTHbIX
OTNPABUTEJIEX

... NIEPEXOOUTDL NO
CCbUJIKAM. NOJIYYEHHbIM
OT HEU3BECTHbIX

..- XPAHUTb U
NMEPENABATbL B OTKPbITOM
BUILE BAXHbIE 1AHHbIE
(BAAPMXUBUPYHUTE UX U
YCTAHOBUTE MNMAPOJIb)

... MPU PETMCTPALLUUA
AWLLUKA YKA3bIBATD
BUOI PAOUYHECKUE
NAHHbBIE. UCMNOJIb30BATb
MPOCTLIE NMNAPOJIU U
NOBTOPAKOLLUECAH
CUMBOJIbI

HALQO:

... NOAKJTHYUTb
2-OAKTOPHYIO
AYTEHTUOUKALUIO

... PETYNIAPHO MEHATDb
NAPOJIb OT 3J1.N0YTHI

-.- UCIOJIb30BATDH
HECKOJIbKO NOYTOBbIX
ALLUKOB N9 PA3HbIX
PECYPCOB (NEPEINUCKA.
PET UCTPALIUA. IEJIOBAA
NOYTA)

... UCIMOJIb30BATDH
YHUKAJIbHBIE MNMAPOJIU
IUTA PA3HbBIX
UHTEPHET-PECYPCOB

... BBOAUTHb
UWHADOOPMALIUIO TOJILKO HA
SALIULLEHHBIX CARTAX
(HTTPS)

BHUMAHUE!
EAUHCTBEHHbIA HANEMHbBIA CNOCOB SALLUTDI
- 3T0 BAWIA BAUTEJNIbHOCTb!

I TABHOE YNPABJIEHUE M0 NPOTUBOAEACTBUIO KUEEPTIPECTYNHOCTU KM MB1 BENIAPYCU
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KAK 3ALLUTUTD NPEANPUATUE

OT KUBEPYIPO3

B 2048-2020 I'T NPEANPUATUAM NMPUYUAHEH
VILEPE HA CYMMY BOJIEE 2 MITH. PYBJIER

OCHOBHBIE CXEMBbl KMWEEPNPECTYNHWKOB

IE"'&_'E Eﬂ_? 5o

Nogmexa peKBEHIUTOR ? %
ANA NEPEBOAA CPRACTE oo
WudposaHue 00 KPR COED BONOABTYEDCE DuwmnHrosoe
KO MMEPYECHOR JUPATE Prb B PONBLLHE, R0 B STHOWE HRE NALEMO
WHopMaL K Benopycind $upas u RapyBEsniin kiaTRaneHT), Ha saerpan sy nesTy
Kar2 bl METYHSIT AOCTYR K Robtpeat AKTrE) KOWIIKTUENOT A3 MAEXT ol S s e P e T T
T ] B TE. TR0y MBALINEHHNKH MHUT43ST DOCTHN IO H M M- BPEOEB00,
RpEApIEANT I B SRHOLTY W] EUMEDS, TR GOSN B BEpHRE. APEOEHEEN NS L T LEHH
BexinesCneHHrE KIGOP CLUBOME EDURA Y KEMILINMA MAMEHTCR EDYTHEN CREAKD, A RN AA USRS &
B GTARAET MRS R — “‘{“W“'“t‘“"“ s HLE HIGOD (HEBINE,
NPELIOSERAEM PICLIASPORITE SErgel ANEwTpomma s BOUT LK LLLIRMHT
[AHMRE 1 AESIM, M JAPE00A] KKEE LA B DL Par(bda), B

OB DT HELEHA IGPNELS FEERSAAANT
B POl Oh MIME N DEREATATON Af
B2pESOAA DPEACTE.

KAK SAWWWTUTBCA OT KWBEPYTPO3

Bs <= ol

= =

BOCROARI0BATHEA PRTYNAPHD BEAOANATE om0 BATHCR HACTPONTE CRELARTEMDE
YEMYTaMH NPOYECCRORINGE pEIEPBHOE AKTYANBHEMM NECpaMAEHDE Blermeuime,

N FALUEATE [SEH b FONAPDEAHEE DaHEEX EH-'IHBHH'H'HH ﬁ!ﬁﬂ"w ||l|]'I'['lH|F]'E-aHI'I-H'|!

ANARH B =0 PR D H b
CHCTE N

[ NABHOE YNPABJIEHWE N0 NPOTHBOAEWCTBIIO KHBEPTIPECTYNHOCTH KM MBLL PB
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Kak He cTaTb *epTBOM KMbepnpecTynHMKa.

3ALLUTA BAHKOBCKOWU KAPTOYKU

OcHoBHbIe NpaBuna uH$popMaLMoHHOU 6e30nNacHOCTM NOo 3alumTe
6aHKOBCKOW KapTO4KM:

He pekoMeHgyeTcA

’ XpaHUTb B TalHe NWH-Kog HapTebl
@ XPaHWTk NUH-KOL BMECTe

NMPUKPBIBaThL ad0oHbB =
= Hap‘roquon/Ha KapTo4Ke
HnaeBuaTypy npuv Beoae

&

Hk-HARA8 . : N coobuwate CVV-Kog unu
o¢opMnATL ; Y ) ! OTNpaBnAThL ero ¢oTo

I__l oTAeNbHYIo - Vo i
‘0 KapTy AnA s 4 : - pacrpoCTpaHATb INYHbIE
OHNaiH-MOKYMoK e\ - r AaHHble (HanpuMep
OEeHbrM 3a4UCcnATh % = A ﬂaCI"IO{JTHbIE), noruH
TONBKO B pasMepe W Naposib OCTYNa K cucTeMe

"MHTepHeT-6aHKUH"

@ coobLaTb AaHHbIe,

nony4eHHble B BUOe
cKpbiTe CVV-Kog**Ha KapTe (TpexaHauHbIM HOMep Ha SMS-coobLeHui, ceaHcoBLIe
obpaTHOI CTOPOHE), NpeaBapUTENBHO COXPaHWB ero naponu™**, Kog aBTop13auum,

npennonaraeMoﬁ MOKYIMKKX

ncrnonb3oBath yenyry 3-D Secure* v nuMKUTLI Ha
MaKCUMasbHbIe CyMMbl OHMaiH-onepauuni

naponu 3-D Secure

nogKn4uTL yenyry "SMS-onoeelyerne”

08, &

* Yenyeo 3-0 Secure - 0nf nodmsepsGeHuUs OHIaUH-NIamesKa Gepamers KOpMmoYKU Beodum ocobbit Kod
(nonydaem e2o 8 cMc-coobujeHUU Ha mesedoH).

**Kod CVV - nocnedHue 3 yugpe! Homepa Ha obpamHold cmopoHe nnamexHold Kapmel cnpasa Ha besol IuHUU,
npecHazHaveHHol s nodnucy. Kod daem Bo3MOMHOCTE PACNOPAMHOMBCA CPedCmBamMu, HOXOOSWUMUCS Ha cHemy,
u3UHECKU He KOHMaKkmupys ¢ kapmod.

“** CeaHcosbil Naposs - NPeGOCMAsAeMCA NPU BXo0e 8 UHMepHem-6aHKuHe, deticmaumeseH AUlUb B meveHUe
00HO20 NIAMEeHHO20 CeaHca.

Wectounuk: MBI Benapycw. © WHdorpaduka ﬁ
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| |yyacTinmch CRyyAN

TENEDOHHOT 0 MOLIEHHWYECTBA!

MOLIEHHHK ILHE BEAWTECh A

MOXET HA CZI0BAY
MPEACTABUTBLCA: MOLLEHHUKA:

« CoTtpyaHukom baHka * Bawa kapra

3abAokupoBaHa
CoTPYAHUKOM CAYXObI
6e3onacHocTu Gaxka « B OTHOLWIEHUM BALLEH
o COTPYAHUKOM GOAbHULLbI KapTbl NPeANPUHUMAIOTCA
MOLUEHHUYECKHEe AeHCTBUSA
| « COTPYAHUKOM
GAQroTBOPUTEABHOM « Bawemy poACTBEHHUKY
OpPraHu3aumm HY>XHO MOMOLLLb
AU A€YEeHUe
* POACTBEHHUKOM

* Bam noAoXkeHa oTCpo4Ka

| I'IUI'IPUGMTb: NO KPEAUTY MAM NOCOBHIO

AQHHbIE KAPTbI: MapoAs: NepeBeCcTu A€HbIU:
G- ol T

* HOMEePp KapThbl ¢ OTUHTEpPHeT-6aHKA;, . Ha CNeLMUaAbHbIN
« CVV/CVC-koa a u3 SMS-coobuwieHus CYeT UAM KapTYy,
* PIN-xoaA (aAs BXOAQ B rA€ OHU ByAyT
* CPOK AEMCTBUA MHTEPHET-BAHK MAU B 6e30NACHOCTH

KApThi MOATBEPXKAESHMA

onepatum)

- COOBLLANTE HUKOMY ACHHbIE KAPThbI

- COOBLLAUTE HUKOMY MAPOAU U KOAbI U3 SMS

- BbIMOAHAUTE AEUCTBUA C OAHKOBCKOM
KAQpTOM Nno npocbbe TpeTbUx AULL




MOLUEHHWYECKASA CXEMA “YEJIOBEK NOCEPEOWHE"™:
SALLUUTWUTE CBOKO IJIEKTPOHHYHD MNOYTY!

IABHOEN P ABERVIEINOIMROTVBOAEHCTBNIOIKMBERTRECTYHOCTH KM MBI Benapycu
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Kak He cTaTb epTBOM KMbepnpecTyrnHMKa.

3ALUMUTA BAHKOBCKOU KAPTbHI

Haubonee pacnpocTpaHeHHble MeTofbl paboTbi
3N10YMbILNEHHUKOB

HE COOBLUAWTE

BbiMaHWBaHWe PeKBHU3NTOB HA HO My

6aHKOBCKMX NNATEHKHbIX
%, KapTc . B vHdopMaumio, paaMeLLeHHYIo

WCNoNL30BaHUEM > - Ha Baleid baHKOBCHOM
B3NOMaHHLIX aHKayHTOB - nnaremHoi Kapte (Ha obeux
3HaKOoMbIX B = . CTOpoHax): HoMep, OaTty, Ko

CoUnaNeHbIX CETAX B uvdposbie UK byKeeHHbIe

KOObl
B nacnopTHele QaHHble
JIKENOKYNATENDb -
noa BMAOM NoKynaTtena
3N0YMBIWNEHHWK CBA3LIBAETCA C NPOOABLIOM, \ EC/IM BAM
npegnaraeT BHeCTU 3an0r Nepes NoKyNKoi Toeapa, a ANA i\ nocrtynun
NONy4YeHUA QEHEeHHOro NepeeoAa NPeaocTaBnAeT emy COMHUTENBHbIN

CChITKY Ha MOLUEHHWYECKWUIA CaNT, BM3YanbHO MOXOMKIA Ha 3BOHOK

opUUMaNEHBIA CalT BaHKa
. HeMenneHHo zagepluuTe

O BULLMHI - npeacrasnanck no TenedoHy RAEEER
COTPYAHUKOM BaHKa, 3N0YMBILNEHHUK NbITAETCA Ml 06paTUTEC B KOHTaKT-LIEHTP
Y3HaTb Y AepKaTens KapTbl KOHGUAESHUMANLHYIO baHKa, BbinycTUBLUErO KapTy
WH$opmMauuio (ee peKBU3UTLI, & TaK#e HoMep nacnopra, B cnegyinTe peKoMeHaaLUuAaM
NUYHBLIA MOEHTUGUHAUMOHHEIA HOMEp, NOMWHBI, Naponu, COTpYOHWKA BaHKa
CMC-xopbl)

JnA 33WmTEl AEHEeHMHbIX PaboTHWKK 6aHKa no TenedoHy He aaeaiiTe HUKOMY CBOW
CPeacTe KNMEHTOB y baHKa He JOMKHbLI CNpalWKWBaTh HW MOBMIbHDBIA TenedoH 1

€CTb BCA HeobxoanMan PEHBM3WUTEI KapTbl, HK npeaynpeauTe 06 3TOM BalMX
uHdopmauma NacnopTHble AaHHbIE 6nm3Kmx, ocobeHHo aeTein u

N1y NoXKWNoro sospacra

WerouHuk: HayvwoHanbHei 6aHK Benapycw.
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BIHIHIMIRTHIM]E]

BEPEINTE CBOW OEHbI W!

YYACTUNMUCb CIYYAN XULWEHWA OEHET C BAHKOBCKX KAPT-CHETOB!

A l -

Ecnu Bam npuLno . HU B KOEM Ccriyyae

.. B KOTOPOM rOBOPUTCH
coobLleHve B o opo REOPITICA, He nepexopuTe no
| 47O DaHKOBCKas kapTa ehiico)

38010KMpOBaHa, He3zameanuTenbHo
NPEANECILe obpalyantecs B

IIOKMPOBATH
pa3(§ R Y besonacHocTu -
NPoONas Mo CCbIMKE. .. -
6aj4|<a! ,/

- 7
EcnviBEIFnany4mnv cooﬁm,el-me olbnokupoBke

6aHKOBCKOM KaprI / ’
- He mepexoanTe Mo I'Ipl/l.\l(‘p@ll‘l’ﬂeHHOVI EhIIKE,
HUKyAa He NepeckinanTe cBou uaHﬁ
Q - NpoBepbTE BanaHc cBoen |[ﬁu B OaHkomare,
MHOKMOCKE, Mo6mancyf{'f/| NHTEPHET-DaHKMHIE;
&i - obpatutech B cnyxoy 6esonacHocT baHka.

I

FnaBHoe ynpaBneHue nol npousogedcTBulo] kubepnpecTynHocTu
KpUMUHGABHOU MunuUUUU M °i Pecny&nmm Benapyce



FJIABHbIE MPABIIA I_IH(DPUBUW TWWEHDI 222 2=

rE eonsiag

IPHALID HESHAKDMLY. Y], BODBE, B UHTEPHETE HE PASMEWAT CBELEIA O GESE ) CEMbE

GOBETYACA © POMMTENAMM, KAK NPABIIBHO NOETYITS,
ECTA CTONKAYACA © YEM-TO HENDRATH: WAk TV AJOLUI

o, YTO B WHTEPHETE HAND 54T
DYEHL=DYEND BIVMATENLHE,
DTaAPACA USEETATS OBWENR C

HE PA3BJIEYEHME, A NNPECTYNJIEHKE!

YIr0JIOBHAA OTBETCTBEHHOCTb 3A KNBEPNPECTYNJIEHWA HACTYNAET:

C 14 NIET — C 16 NIET
- ] | &k k% fel )
CTATbA 212 YK BENAPYCH _ CTATbA 349 YK BENAPYCH

p) - HAKA3bIBAETCA (OMMbIOT HOOPUALA HAKASHIBAETCA
110 NMWIEHUS CBOBOMbI HA GPOK - BINOTH 10 JWLIEHAS CBOBOJIb HA CPOK

CTATbA 340 YK BEJIAPYCH CTATbA 222 YK BENAPYCH

HAKASIBAETCA BIINOTb 10 SIMIIEHUA NATE ] TPYMEHTOB HAKASBIBAETCA
GBOEOIbI HA CPOK DN/ SN0T> 0 MHLEHHA CBOG0RbI HA GPOK

m@
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BHAMAHWELGIMERAL WA «BUALLIVIE !

ADEPUCT MOXET A®EPUCT MOXET A®EPUCT COOBLLAET,
M03BOHWTD MO NnosoaY MPEACTABUTLCA YTO POOCTBEHHUK
TOBAPA HA TOPI0BOM bAHKOBCKWM PABOTHWUKOM W )EPTBbIMOMNAJ BBEQAY
MJIOWAAKE X BbIMAHUTb W EMY HY)XXHA
MPEASI0XWUTD CAESIKY C KOH®WAEHLIWATBbHbBIE (®WUHAHCOBAA MOMOLLLb
MPEOMNATON NIAHHBIE

a5 & 0
g 6

BULLWHI - cnocos MOLLEHHWYECTBA C NOMOLLbH TENEMOHA, KOr 1A MOLLEHHUK NoA
PA3JINYHBLIM MPEOrOM NbITAETCA BbIMAHWUTD NEPCOHAJIbHYH) MHOOPMALIUH] XXEPTBbI
NNIA NOCNEAYOLLEN0 XULWEHWA OEHET C EE BAHKOBCKOI 0 CHETA

- HUKOT 1A HE COOBLLIATE - HALLEXXHO 3ALLIVILIAATE CBOK
HE3HAKOMOMY CBOW [IAHHBIE (1BYXMAKTOPHAA
[EPCOHAJIbHBIE JAHHBIE ABTOPU3ALIVA,

CMC-OMOBELLIEHVE , N T.0.)
- HE TOPOIMWTECD BbIMNOJIHATD

10,470 0T BAC MPOCUT

COBECEHVIK. MOLLEHHWKM 7 BCTVHAE YTERMWINKEAXH
0UEHb M3O0BPETATENbHbIM KAPTbI 3ABIOKVPYHTE EE 0
TENEGOHY LI B GAHKE

YBEUTEJIbHbI!

YK KMIMBIIL PECTY.BINKN EENARYCH
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BHUMARHAENOMKRBITBIARWIE
YI'PO3A YIPO3A

JUIA BNANENIBLEB WI-FI: JUTA NO/b30BATENER
= SNOYMBIWNEHHNK MOXXET BHEAPWTD - BBOAUMBIE BAMW NEPCOHANBHbLIE 1AHHbIE
BPEQIOHOCHLIE NPOrPAMMbBI HA BAWE MOryT BbiTb NEPEXBAYEHbI XAKEPOM
YCTPOAGTBO YEPES OTKPHITOE (NNATEXHAR UHDOPMALLNA, PEBUSHUTDI,
Wi-FI-COEAWHEHKE KOHTAKTbI HA TENEDOHE, NAPONW)
- BAWll TPA®WK MOXKET BblTb NEPEXBAMEH = 3NOYMBIWNEHHAK MOXXET NONYYATL
SNOYMbILNEHHAKOM, BKNIOYAA N0CTYN K BAWWM NEPCOHAJbHBIM AHHbIM,
NEPCOHANDBHLIE AAHHDLIE, PEKBUSUTBI KAPT, U ®OTO-BU/ED, XPAHALULMMCA HA YCTPOACTBE,
T.A. nT.A.

= BALL KOMNbIOTEP MOXET BbiTb NOAKMNOYEH K = 3NOYMbIWNEHHWK MOXXET B3/IOMATD BALUW

BOT-CETW, OCYLLECTBNAIOWER DDOS-ATAKMW, NPOrPAMMbI W COUMANBHLIE CETH,
YTO MOXET NOBNEYL YTONOBHYO COBEPLIAA SATEM PASNIWYHLIE AEACTBUA OT

OTBETCTBEHHOCTb BALLET0 UMEHW

| 4.
[NABHOEY PABIEHUENOINROTVBOAENCTBMIOIKMBERNRECTYTHOCTVNN -~
KPUMWHATIBHOVIMANLIMMIMBTIPECTY,6 INKWBEARY.CD




bBesonacHely UHMEepHem
/1A oemeu

. . e
He coobuimi He3HaKoMuam
CBOL MI02UH U NAporb

HE omipsIBaU,@atins! u3
Henpaaepeﬁﬁmu CMOYHUKOB

im& HOMOpIE,

HE om I HE3HAKOMLIOM JJ_J_II./J .IJ_I.J-J./J}
[O1 &%“ HEUYUITERE

IJJJ’J;JJ_J;JJJ

3AOYMBILLIAEHHWKH MOTIYT Y3HATb YTO-TO
HY>KHO€ MM O TBOeU XXM3HKU

|:|‘1 HE scTpesalica ¢ AomM LIAIMEPHE

KOTOpI:IMH 3HAKOM TOABKO - — . y
r HHE 3a MCIZ:C')M OHAQMH-cOBeceAHUKa 'lj - ,. Bana!
|'| PABMM MOXET CKPbIBATECA 3A0YMBILLUASHHWK e L)
LIN®POBOW

TUIVEHB! M B Sosroscmasr o

QApec 1 TeAeoH

3AOYMBILLAEHHMK MOXET BCTPETUTL
1€68 C HeAOOPbIMM HOMEPEHUAMM

HE OmpaBASi AWMHbIE AaHHue

AN YHGCTHA B KOHKYPCOX
HQ MOAOH3BECTHBIX COMTAX

MHbopmaumer MOTYT 3ABACAETL U
BOCTOAB3OBATLCA HEAODPOXEAQTEAU 4

S EONOMBTBAHENDABMALHOE NOBEASHNE
B RIS EPMORKEIMIPVHECTV OOABLLION BPEA.

\

KPYrnoCcyTOYHbIN
MHHHCTEPCTBO BHVTPEHHMK JAEN eAWHbIN
PECMYBNUKYM BENAPYCh Homep < 102 >




C T““-B [nﬂaﬂb'x cxeMD ( BYIBTE BHHMATENbHbI! )

3BOHOK M3 BAHKA

3BOHALMIA NPEACTABARETCA COTPYAHUKOM CRYHKGbI
6eaonacHocTi GaHka W ysepaeT: «C paweid KapTel KTO-TO “
XOTEN NOXUTUTb AEHbLIW, ANA OTMEHbLI ONEpalui HazoBuTe
CBOM JaHHble». Buimanns CBEAEHNA, MOWEHHNK BLIBOQUT CO CYeTa BCe
CPEACTEA M UCYE3aeT.

Kak He nonacTbca? CkamuTe, 4TO Bbl HE KNWEHT 3TOFO YYPeRAeHHA
(nae ecnu 10 TaK). ECAu Ha TOA CTOPOHE MTHOBEHHO NEPeKNioyaT Ha
«CNeyranucTa U3 eawero BaHKa» - 9T0 TOYHO MOLIEHHHYECTBO.

Wnu npocTo nonoxwTe Tpy6Kky W NEpe3BOHKTE B BaHK camn. Tonbko
HOMED TeneoHa CMOTPHTE HE BO «BXOAALLM», @ Ha CalTe.

CEOP AEHET HA NEYEHUE

MOWEHHUKN B COLICETRX CO3AAIOT rPyNy AKOGHI C
yenbro clopa CPeACTE Ha neveHHe TAKEN0GonbHOro.
[leHbru npefckasyemo 3atupaioT cebe.

Kak He nonacTteca? 3anpocuTe y agMUHMCTPaTOpa
TPYNMNbI CNPABKK, AOKYMEHTI, APYTHE AONCIHHTENbHBIE CBEACHNA,

MUCBLMO OT JIPYTA
MpecTynHUK B3NaMbIBAET YYXKHE COLUCETH W paccbinaer
APY3bAM NONb30BaTENR coOBIEHMA C npackBoil cApocuTs
AEHEr HNW OTNPABHTL OTKPOBEHHBIE ¢UTD. MoweHHNK 3apaHee u3y4aet

[

WHTEPHET-
MOLUEHHHHOB

MEPTBbLI U
MR CTUAL NUCBMA.
Kak He nonacthca? M03BOHUTE OPYry W YTOMHM-
Te,AEﬁCTEII‘!TETEbHU 1M OH Bam NMULLET.
Ecnu HeT BO3MOXHOCTH NO3BOHWTL - HAaNWLWUTE
B APYrom MecCeHamepe.

0 noxo-

[OELUEBBIE BELLW

Bop coapaer B couuanbHoi cety (Yawe - B Instagram

W «BKOHTaKTE®) CTPAHNLY AKOOLI HHTEPHET-MarasuHa c

NOACIPHTENBHO HUIKUMK USHAMH. KOrAa JKepTBa BHOCHT Npeao-

NAaTY WAW NEPEYUCNAET BCKO CTOMMOCTE TOBapa, TO OKa3blBaeTcA B
“4EPHOM CRMCKen 1 GONbUWE HE MOXET CBA3ATBCA € NPOAABLIOM.

Kak e nonactbcA? Ha cTpaHnue HaipnTe pekBU3NTLl NPoAaBua
(kaKk muHUMyM, YHI, KOTOPEIA JONXKEH yKa3blBaTLCA 0BASATENLHO) M
npoBepkTe Wy Ha caiiTe kartoteka.by, nowWUTe OT3bIBEI YEPE3 MOKCKO-
BHK.

Hacrausaiite Ha 0TNPaBKE C HANOMKEHHBIM NAaTeXOM (Onnarta npu
NONYYEHUM).

APEH[IA KBAPTUP

BbICTABMB HU3KYIO LEHY 32 apeHAy KBapTHPbl, MOWEH- &
HHMK XfeT OTKNMKOB. B nepenucke yBepseT: MHTepec Gonb-
LIOH, 4TOBLI OCTABUTE GPOHE - BHECHTE Npegonnaty. Janbiue
fABa NyTH: unn BpacaeT GeiikoBYIO CTPEHKLY W CPasy KpajeT BBEfieH-
Hble JaHHbIE KapThl, WK JAET PeaNbHbie PeKBUIUTHI CBOETO NAACTHKA
(ycbinnser 6AMTENLHOCT). Bo BTOPOM Cnydae ByAbTe roTOBLI NONYYHTE
COOBLEHHe 06 OTMEHE CABNKM C UIBMHEHUSMU W NPOCLGON NpUCnaTh
MH(OPMELMIO O CHeTe AKOSLI A4NA BO3BPATa CPE/ICTB.

Kawk He nonactbca? HacTaueaiiTe Ha NWYHOH BCTPEYR AnA nepefa-
4K iCHET N0A PACTIHCKY.

Elle oAHa NpOCTaA NpoBepKa - NONPOCHTb CO3BOHHTLEA: hanbluy-
BbIE «aPEHA0AATENMS N0 PA3HLIMM NPEANOTaMN HIGEraIOT XNBLIX pas-
TOBOPOB.

o | &
JAHATOM NOKYNMATENb

Yenosek aKTUBHO WHTEPECYETCH TOBAPOM Ha TOProBOR
nnowaake (Tom xe «Kyhapes) U NPOCHT NUBO OTNPABUTH N0~
CBISIKY KYPbEPOM (TRIKENO HECTH C MOUTHI/HE MOXKET OTAYYMTLCA C paBOTI),
NnB0 NPAMO Cefvac NPMHATL NPEONAATY Ha KapTy. CAeAoM B Nepenucky
NIETUT (MILMHIOBAR CCLLKA, @ HYKHO YKA3aTh AAHHLIE KAPTOUKM

Kax He nonacTbea? OTKaXKUTECH OT Takux OPM ONNaTLl/fOCTABKKM

He BeogyTe faHHbIe kapTbl (0cabeHHO - cpok AeiicTeus U CVV-koa)
Ha caiTax, kyna no oT

He cornawafitech yXOAWTh ¢ TOPrOBOH NNOWAKN W NPOAOMKATL
NEPEnuCKY B 4PYroM NPUIOKEHIM.

POSbIrPLILLK W NOTEPEM (=0TAM JAPOM)

Ha nouty uam B IMMKY NPUXOOAT NHCLMa BROAE «Bbl
Ccfienanu penocT U Belurpank npuals. Unu KTo-To Ha caii-
Te-bapaxonke obeljaeT oTAATh AapoM AOPOTol rajxer.
Cefom - yenosHA NONYYEHHA HAAO YKa3aTb NACNOPTHLIE AAHHDIE U 3a-
NNaTTh 3a AOCTABKY (CTPAXoBKY).

Kak He nonacTbeA? He NepexofuTe HU N0 KAKUM CChINKAM W3 NUCH-
Ma (Aake ecn OHM AKOGBI BEAYT K peaynbTatam Wrpbl). Hepea nomc-
KOBMK y3HaiiTe, AACTBMTENLHO NM PO3bITpbIW Gbin NPOBEACH, ECTL NH
ADYTUE NPHIEpbI.

MHE TO/IbKO NO3BOHUTE

Yenosek npocwHT Baw TEJI9¢UH CPOYHO NO3BOHHUTL KOMY-
TO, NOTOMY KaK Y HEro Cen akkymynatop. Monyuua mMoGuns-
Hblfi, MOWEHHNK GbICTO YCTaHaBNMBEET HA HEro crejsliee
npunoxeHie. Kak TonbKo Bbl PENTE BOIHTH B WHTEPHET-GaHKMHI, BOP
nepenuweT AaHHbIE M OMYCTOWMT CYET UM NPAMO B JIHYHOM KaGHHeTe
BO3bMET KPEJJHT.

Kax ve nonactsea? [lyuwe BoBce He aBaT CBOH CMAPT(HOH KOMY-
T0. Wnn Habupaiite HoMep camm i BnokupyiiTe skpaw, korpa Bynete
nepeaasathb ragxkeT AnA Pasrosopa.

HHTepHeT-NpecTynnexni CTaHoBUTCA Gonbiue

OUwnHr

(Cnosapb )

DanblKBLIi caifT

9710 noaaenbHble cOOBLIEHUA-CCbINKU BPOAE «Bam nocTynun pe-
HEXHbIi NepeBof», KOTOPbIE NPUXOAAT Ha INEKTPOHHYIO NOYTY (Yawe),

yepea CMC unu MecceHpKepbl.

Ecnu npocTo 0TKpoeTe (NPouTeTe) COOBLLEHHE - HUYETD CTPALIHO-
ro. Ho kak Tonbko nepeiifeTe no 3apameHHoM CCbiNke BHYTPU NUCbMa
UK BBEJETE TaM NEPCOHaNbHYI0 MHHOPMALNIO - MOWLEHHWKK NonyYaT
JOCTYN K aHHBIM Ha KOMMbIOTEpE MK TenedoHe. MM He COCTaBuT Tpy-
[la 3aXBaTUTb BallM CTPAHUYKH B COLICETAX, YKPACTb PEKBU3NTDI GaH-

KOBCKKX KapT.

MNEPEXO[IUTb NO CCbINKAM W3 NOAO3PUTENDBHbBIX MNATEMX-

HbIX MACEM HENb3A
Buwmnr

370 NpueM, KOraa MOLEHHUKI BbIBEABIBAIOT 10-
TMHbI/NaponK Yepe3 3BOHOK N0 TeNnedoHy. Y3HaB HyxK-
HBIE JaHHBIE, MPECTYMHUKM CHUMAIOT C KApThbl AEHbIM

W UCYEe3alT HaBcerna.

Ecnu noctopoHHni npocut CVV-Kog - oH 100% xou4et ony-

CTOWWTL BalU CHET.

CPA3Y KNAWTE TPYBKY, ECNW 3BOHALUWA NPOCUT

KOB.
MapKepbi:

HaAnKch «He 3aLMUEHo;

3T0 WHTEPHET-CTPaHMLA, NMOBTOPAKLLAA 0hOPM-
neHne HacToAwel. BoT TONbKO AaHHbIe, KOTOpbIE Bbl
BBOANTE HA Heil, UAYT NPAMUKOM B PYKM MOLIEHHU- |

BYALTE BHHMATENbHBI! /\

\

Bu3ayanbHo 3aMeTUTb NOAMEHY CNOXHO, HO CThb XapaKkTepHble
- 3aMOYeK CNneBa OT aAPecHON CTPOKW He 3aMKHYT UNU ecTb

- 3NEKTPOHHbIA aAPEC HEHAaCTOAWMA unu GYKBbl B HEM

nepenytaubl (bel-post.by BMecto belpost.by, bealrushank.by eme-

cto belarusbank.by).

BHUMATE/IbHO CMOTPHTE HA A[IPECHYI0 CTPOKY CANTA

YnaneHHbiit gocTyn

Cvv

EIERT FEY-
& Bbiaoss 1 conbutenan

Koo "Boca”

MOLUEHHWMKN NPOCAT YyCTaHOBUTbL W3 Google Play unmn App Store
npunoxenne (Yauie scero - AnyDesk unu TeamViewer, Ho ecTb U Apy-
THE) W C ero NOMOLLbBI NONYYalT [OCTYN K YYKOMY
rajpkety. OHW CMOrYT yBUAETb U 3anucaTb BCe N0-
TMHbI/NApoNKU/KOAbI, KOTOPbIE Bbl BBOAWTE B COLCE-
TAX, UHTEPHET-BaHKNHTE.

NOTUH/MAPONb OT UHTEPHET-BAHKWHIA UNW IAHHBIE U3
cMC

MHorodakTopHas (aByxaTtanHas) ayTeHTudukaums

970 AoNONHUTENbHAA 3awMTa. To Xe camoe, 4To BTOPOK
3aMOK Ha ABEPM, KNOY OT KOTOPOr0 HAaXOAWTCA B APYroii CBA3-
Ke. e

Ecnu Bbl BKIOYKTE ee (BO BKnagkax «Hactpoiikuy, «Kow- | T
(MAEHUMANBHOCTLY), TO NPUNOKEHNE BYAET NPOCUTL HE OfMH
napons, a fisa (Mnu paxe 6onbLue).

Bxon, B aKKayHT CTAHET [ONBLUE, HO HA CETOAHS 3T camas |

Dar
[y

DuETwn weTapuo CooSueion

paboratowas 3awuTa - y6epexer ot 99% pacnpocTPaHeHHbIX
aTak.
BKJTIOYUTE MHOTO3TAMHYIO AYTEHTUOUKALNIO

OTKAMMUTECb, ECNW HE3HAKOMEL, NPOCHT
BAC YCTAHOBWUTb KAKOE-TMBO NPUNOXEHUE

3alwuTa 0T NUWHNX 3BOHKOB

OTkpoiiTe «Bait6ep» Ha TenedoHe, BoAAWTE B pas-
nen «Ewe» (npaebli HUXHKIA yron) v BbiGepuTe BKNAZ-
Ky «HacTpoiiku». HaxmuTe Ha «BbI30Bbl 1 COOGLLEHUA
1 aKTUBUPYWATE NMYHKT «3aL4UTa OT NULIHNX 3BOHKOBY.
Ecnu Takoi CTPOuKM HeT - 06HoBUTE «Baiibep».

Tenepb Bbl He GyfeTe Nony4aTb 3BOHKU OT HEM3-
BECTHbIX KOHTAKTOB (OHW aBTOMATUYECKM NOMYYaT no-
METKY «NPONYLLEHHBIA»).

AKTUBUPYWITE 3ALLMTY OT JINLLHWUX 3BOHKOB
CEBE W BJIN3KUM




25

OULLIAHT: KAK SALLMLILATD
CBOW BAHKOBCKWW CYET

HUKOI AA HE MNEPEXOOWUTE N0 HESHAKOMbIM CCbUIKAM,
NMPUCJIAHHbIM BAM B MECCEHO>KEPAX, 10 3J1.INOYTE, B SMS-COOBLUEHUN

[pu3HaKkun ABHOro

MOLWUWeHHNYecCTBa
T \ / [oTeHLManbHbII NOKynatenb BaLlero
|

TOBapa NPeANaraeT nepeiiTi B MecceHkep,
0TKa3bIBaACb 06LATbCA HEMOCPEACTBEHHO
Ha TOproBoii noLaAKe.

Ha6onee kpynHble AAOLIAZKH ANA 3aLNTLI CBOMX
Monb30BaTeNeil OTPaHHYHBAKT GYHKLWI OTNPaBKI CCHINOK

\ ﬁ »\, Heut3secTHblil B MecceHpepe
) 4 NpUCbINaeT CColky 71
nepexoa Ha UHTepHeT-cailt

NoZ MPELNOTOM KOHTPONA KapT-CYeTa,
npocvoTpa 6anaHca wu npoBepKM
COCTOAHYA ONATHI.

He3HaKomeL, npenaraet nepepatb emy
NONHblE AaHHbIe Ballieil BaHKOBCKOI
KapTbl, BKtoYas CYV-kog 1n60 noruH

Il Iaporib OT BalLlero UHTepHeT-OaHKuHra.,

=

NoOPOBHOCTH -
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