TOIlN-20 npaBun, siKi AONOMOXYTb 3aXUCTUTU Bally AUTUHY B IHTEpPHeTI

1. AHTUBIpYC | 6NOKYyBaHHA CNMBaKOYUX BiKOH

Lle 6a3oBe npaBmno 403BONSE BiAdINsTpyBaTh BENMKY YAaCTUHY BiPYCHOMO KOHTEHTY Ta LKIANNMBUX CanTiB. AHTUBIpYCH
000B’A3KOBO MaloTb ByTM BCTAHOBIEHI HA KOXXHOMY KOMM'tOTEPI Ta B4aCHO 0B6HOBNATUCE. A Anst BrioKyBaHHA Nigo3pinol
peknamMm Ta CnamBarymx BikOH MOXXHa BCTAHOBUTUM pO3LUMpPEHHS Ans bpay3aepis, Taki sk AdBlock abo AdMuncher.

2. Ocobucra iHhbopmauisa 3aBxAan Mae 6yT NPUXOBaHO

[MoACHITL OUTKHI, WO HE MOXHA Hige nybnikyBaTn CBi HOMep TenedOoHy Ta agpecy, a TakoxX Ha3By abo agpecy LKonu,
Apys3iB 4n poamdiB. He 3abyabTe TakoX BigKMIOYNTKU reonokauito Ha dpoTorpadisix, y MeceHmkepax Ta npyn JoAaBaHHi
ny6nikauin y coumepexax.

3. 3aknagku

MokaxiTb AOiTaM 6e3neyHi canTtu, e BOHU MOXYTb NOCryXxaTu My3uKy, noauBuTuca inbm, ckadatu rpy. [logante ix B
3aKknagku, Wwob aAnTuHI Byno 3pyyHo 3HaxoamnTn fo3sBoneHi cantn. Odopmite cimerHy nignucky Ha Google abo Apple my3suky
Ta KiHO.

4. HapinHi naponi

O6epiTb HaginHi naponi, ki cknagHo Bragatu. Hikonu He BUKOPUCTOBYWTE B Naporsii iMeH, Npi3BuLL, AaTN HApPOgKeHHSA abo
HoMepa TenedoHy — Lie 3aHaATO NPOCTO. XOPOLUWIA Naposib — YHIKanbHUN Ta cknagHwii. Mloro aosxuHa noBuHHa 6yTu He
MeHwe 15 cumBoniB. Y HbOMY NOTPIGHO 3miwaTn BykBM Ta LUnpw.

O60B’A3KOBO pO3KaXiTb ANTUHI, LLLO NAPOMi HE MOXHa AaBaTh HIKOMY, KpiM 6aTbKiB: HaBiTb KpalLMM ApPY3sIM.

5. HaBuiTb AUTUHY OCTepiraTuca HesHanomMuUiB, SIKi MPOMNOHYOTL NOoAAPYHKU
Taki nogn 4YacTo NPOCATb HadicnaTM HoMep KapTku 6aTbKiB, 4aTU AOMAaLLHIO agpecy abo HOMEp LUKONM YM BUCAATW iHTUMHI



doTorpadii B 06MiH Ha Aoporni nogapyHoK.
MOACHITE ANTWHI, WO IHTEPHET-LIaxpal — Le Taki XX Hebe3neyHi 3novmHLi. Tinbkn BOHM BPMBaOTLCS B OYANHOK He BUBUBato4m
ABepi, a NpoCTo Yyepes |IHTEPHET.

6. lNosicHiOUTEe AUTUHI NPO Ge3neKy B iHTepPHeTi Ha NpuKnaAdi peanbHOro CBiTy
Konun Tn 3axoguLu B iIHTEPHET 3 YYXXOro KoMMm'roTepa — He 3abyBan BUXOLAUTU 3i CBOIX ODJSTIKOBUX 3anuCiB, KOMM BUXOAULL 3



KiMHaTW. AHaAnoris: TU XX He 3anuwiaew asepi byamHKy BigYUMHEHNUMUN, KONK ngew 3 gomy?

Tv X He cTaHeL PO3MOBNATU 3 HE3HANOMUSAMM Ha Bynuui? He Bygell 3ycTpiyaTtucs 3 HUMK Ta UTK Y siIkeCcb NoTanHe Micue?
Tv XX HEe po3noBiCK HE3HANOMLSAM CBOI CEKPETH i 0COBUCTY iHdhopMaLito?

Ocb i B IHTEpHETI Ue Ti )X cami HeBe3neyHi He3HaMoMLUi, IKUM HE MOXXHa OOBIPATHW.

7. OpyXiTb 3i CBOEO AUTMHOIO Yy coLiMepexax
Akwo antruHa nybnikye potorpadii abo komeHTapi, aKi 11 copomMHO Byno 6 nokaszaTn 6aTtbkam — MMOBIPHO, LLO LM 3anucam
He Micue B iHTEepHETI, Ae X MOXYTb NoBaunTK iHLWI Noaw.

8. O6roBopiITbL 3 AUTUHOK BCi MOXNUBI HEGe3NeKu iIHTepHeTy i NnaH Ain Ha BUNaaoK, AKLWO AUTUHA 3iTKHETbCA 3
npoo6nemoto

TyT noTpibHO 3ragaTtu KibepOyniHr, cekCTUHr (NepecunaHHs ocobucTnx otorpadin), Wwaxpais, HEMPUAHATHUA KOHTEHT,
BipyCHn, LWWaHTax Ta iHwWe.

9. HanawTyBaHHSA NPUBaTHOCTI
[onoMOXiTb OiTAM 3aKpUTK CBOK CTOPIHKY Big HE3HanoMmuiB. Bigdinstpynte Tnx, Xx1o moxe 6a4nt abo KomeHTyBaTn
doTorpacii abo nucaTn NOBIAOMMEHHS BaLUi OAUTUHI.

10. CninkyBaHHA B IHTepHeTi

Po3kaxiTb, WO gogaBaTu Nogen, SKux guTnHa He 3Hae — HebeanedHo. 3a npodinem 10-pivHOI AiBUMHKM abo cMMnaTU4HOro
niganiTka-poBecHnKa Moxe xoBaTtuca 50-pivyHnin 3rnoumHelb. Hexan guTtnHa 3aBxau nepeBsipsie 3anuTi Ha ApYyxXOy i HIKonu He
NOroXXYeTbCs Ha NpUBaTHUN YaT 3 HE3HANOMUEM.

Takox 4OMOBTECH, WO AUTMHA 060B’A3KOBO PO3MNOBICTb BaM, AKLLO BipTyarbHUIA ApYr NPONOHYE 3yCTpiv B pearnbHOCTI.



11. BiguyTtTa 6Ge3neku
CKaxiTb OUTUHI, WO AKLWO nobayeHe B MepPEXi BUKIMYE B HET AMCKOMAOPT, BigdyTTa Hebeanekn abo TpmBorn — i Bapto
oapasy 3akpuTu BeB-CTOPIHKY, BUMKHYTU KOMM'IOTEP | HEranHO 3BEPHYTUCHA 4O KOroCb 3 AOPOCIIMX.

12. OcobucTi Ta iHTUMHI chboTorpadii
[AnTrvHa NnoBWHHA 3HaTH, WO NyonikyBaTu, nepecunatn abo npogasatu ocobucti gootorpadii He MoXKHa Hikomy. MNMOACHITb, Wo
SIK TiNIbKWM BOHA BMcKNae cBoi potorpadil xoda 6 ogHin noguHi — Ui OTO MOXYTb BUSIBUTUCS e WU Y KOro 3aBrogHo.



13. AKwo To6i NOrpoXyrTh — 3aBXAU 3BepTancs Ao 6aTbKiB

HanTte oUTWHI 3po3yMmiTK, LLO BM 3aBXan Ha 1i 6oui. LLlo B pasi npobnem 40 Bac MOXHa 3BEPHYTUCS 3a JONOMOrOK0, a He 3a
nopuieto Mopanen i ppas «A x Tobi kazanaly. Arpecieto i 3ansikyBaHHAM B/ He nuwle BTpaTUTU LOBIpY AUTUHW, ane 1
AOCsArHeTe Toro, WO B pasi peanbHux npobnem BoHa byae 60aTucs 3sepHyTUCS 40 Bac. Hexan aAnTuHa 3aexam posnosigae
BaM Mpo MNOBIiAOMNEHHS, AKi 1 HansKkann abo 3aHenoKoinu.

14. Npouwli B iHTepHeTi

Ha4iTb AUTUHY HiKONM He po3rornoLwlyBaTh AaHi KpeaAUTHOT KapTKKU. MNosACHITE AUTUHI, WO poBUTM MNOKYMNKN OHMManH MOXHa
TiNbKM pasom 3 6aTbkamun. HaBiTb SKWO Le gogaTtok Ang cmapTdoHy. [esiki oronoweHHs NPOnoHyoTb 6e3KoLWTOBHI pedi abo
MOXYTb MOBILOMIIATM MPO BUrpaLl BeENMKOI CyMu. Ane Hacnpasgi BOHW 36upatoTb Bally ocobucty iHpopmadito abo

CnpobyoTb BKpACTM BaLli rpoLui.

15. Hikonun He BigKpnBan nucTu, ki npuxoaaTb 3 HeBiJOMUX iMenniB
BoHn MOXYTb MiCTUTHK Bipycn abo gilUMHIoBi NocunaHHs (Konm Tobi 30aeThCs, WO TU NepexonuLl 3a NOCUTaHHAM Ha LikaBy
TOGi TeMy, a TaM BUABNAKOTLCA LWKIANUBI Nporpamu, nporpaMmmn-WnuryHn Ta iHwe).



16. CtexTe 3a cninnbHOTaMU, B SIKUX CUAUTb AUTUHA

B iHTepHeTI iCHYIOTb Uini rpynu, WO HaB’A3yoTb AUTUHI NOBEAIHKY, SKe MOXe 11 nokaniymTn. Tak 3BaHi «rpynu CMepTi», KCUHIN
KAT», KMOMOY», FPynn aHOPEKCIT Ta iHLWI CTpaLLHi pedi BTAryoTb AiTen B TEMHI irpu. BoHn MOXyTb npuBecty oo
HaMCTpaLLHILWMX HAcnigKiB: HaHeCceHHA cobi (abo iHWKMM) KaniuTe, )XOPCTOKOCTI i HaBITb 40 camorybcTsa.

17. He nuwn Toro, npo wo nowkKoAayeLl nisHiwe
Baxnueo, WwWob AnTnHa 3Hana Ta nam’satana: B iHTEPHETI HIYOro He MOXXHa BUAANUTU. AKLWO TN NULLELL WOCb — Lie MOXHa
chotorpadyBati Ti€l XX MUTI. | HABITb AKWO TV NOTIM BUganuwl noct abo KOMeHTap — BiH MOXe 3anuWNTUCA B 3arasibHOMY

AOCTYnNi HaBiYHO.



18. TecTn Ta goaaTKu 3 A4OCTYNOM JO OCOOUCTUX AaHUX

B iHTepHeTi Ta coumepexax 6eaniyv TecTiB Ta goaatki. [leski 3 HAX 3anuTyoTb 4OCTYN 4O 0cobucTol iHhbopmauii — go
CMWCKY Apya3iB, iMenny, Homepy TenedoHy abo HaBiTb HOMepPY NNaTiKHOI KapTKKU. [Nonepenbre ANTUHY, O NPOXOANTU TaKi
TECTW Ta BCTAHOBNIOBATW Taki gogatkm HebesnedyHo. Matoun Taky iHpopMauito, akayHT MOXYTb 3arnpoCTo 3riamaTtu.

19. ByayuTe [OBIpPNUBI CTOCYHKU

MoroBopiTb 3i cBOEKD AUTMHOM. [lepekoHanTecs, Lo BOHa BigvyBae cebe KoMOPTHO, 3BEPTAOYNCH A0 Bac, KOMKU B HET
BMHWKaOTb Npobrnemu B iHTEPHETI.

Konu gitn gopocniwaroTb, CTa€ CKNagHille KOHTPOBATK IXHiK Yac, NpoBeAeHU B iIHTEpPHETI. BOHN HOcATb 3 coboto
cMapTdoHu Byab-ge. A LWwe BOHWM XO4yTh | NOTpedyoTb NeBHOI KOHMIAEHUINHOCTI. Lle HopManbHO, OCKiflbKM BOHU CTaloTb
OiNbLU HE3aneXXHUMM Bif, CBOTX BaTbKIB.

Po3skaxiTb Npo Te, 9K NpaBUIbHO KOPUCTYBATUCL canTamu i gogatkamu. O6roBopiTe Hebe3neky B3aemogil 3 He3aHanoMusIMm
B IHTEPHETI | HaragaunTe, WO J0AN He 3aBXAW roBopsTb Npasay. AKTMBHA POSb B iIHTEPHET-AIANIbHOCTI BalLnX OiTen
Aonomoxxe 3abesnedunTy KOMGOPTHI Ta 6e3neYHi YMOBU KOPUCTYBAHHS IHTEPHETOM AS1S1 KOXKHOTO.

20. OcTaHHE Ta, MabyTb, HanBaxxnuBiLe — KibepOyniHr

YkpaiHa — B TOl-10 kpaiH €Bponu 3a nowmnpeHicTio 6yniHry cepea wkonapis 11—15 pokis. 3a LM NOKasHMKOM MU
nuwaemo ganeko nosaay He nvwe [anito ym Hopserito, ane n YropwuHy 3 [peuieto.

3a paHumun gocnigxerHHs UNICEF YkpaiHa 2017 poky, 67% aiten ctukanucsa 3 dyniHrom (6ynu >xepTeoto abo CBiaKom).

3 PO3BUTKOM IHTEPHETY Ta COUMEpPEX 3’ IBUBCS HOBUI BUA LUKISTbHOMO HacunbCcTBa — KibepbyniHr. Lle NpuHMmKeHHS Yn
LibKyBaHHS 3a 4OMNOMOro0 MOBifbHUX TeNemOoHIB Ta iHLWKX ragXeTiB.

IHoAi KiGepbyniHr 3aBaae bGinbLue WwKoau, HiXX NoduTTa. BiH Mae TpuBanun TpaBMyrYMin BRAIMB Ha NCUXIKY OUTUHU Ta MOXe
npu3BecTn 0o aenpecii abo HagiTb camorybcTaa.



Ak gisHaTucs, Wo AUTUHa NigaaeTbCa Hanagam B iHTEPHETI? Ak 3axuctuTu i Big kibepbyninry? Lo pobuTtn, akuo sawwa
ANTUHA cama € arpecopomM? [lisHanTecsa B okpemin nybnikauil npo kidepOyninr!
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ARTEFACT — apT-npoekT 3a y4acTio MibXXHapO4HUX Ta YKpalHCbKUX MUTLIB, WO eaHae Meia, digital Ta apTt. [NpoekT
NPUCBAYEHNIA aKTyanbHIN Npobnemi MaHinyntoBaHHS iHpopmaLieo, PenkoBnx HOBMH, NOCT-NpaBan Ta Mae 3a MeTy
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