12/02 18:13:16.459 [19980] ipc: 01dd7bb0 del client

12/02 18:13:16.537 [19980] tap: driver-requested close

12/02 18:13:16.803 [19980] vpn: domain [Hamachi] -> 'VPN_down'

12/02 18:13:16.803 [19980] ses: on_ip_change()

12/02 18:13:16.803 [19980] ses: on_rt_change()

12/02 18:13:18.082 [16840] svc: control command 1

12/02 18:13:18.082 [16840] svc: entering STOP_PENDING mode ..

12/02 18:13:18.410 [19980] ses: go_offline, keep_tunnels 0, login_on_relaunch 1, actual state
17 ..

12/02 18:13:18.410 [19980] ses: logout sent

12/02 18:13:18.410 [19980] dbg: del member [110-264-070] -- [111-451-017]
12/02 18:13:18.410 [19980] ses: [110-264-070], tunnel reset

12/02 18:13:18.410 [19980] dbg: del member [118-037-769] -- [111-451-017]
12/02 18:13:18.410 [19980] dbg: del member [118-921-107] -- [111-451-017]
12/02 18:13:18.410 [19980] dbg: del network [111-451-017]

12/02 18:13:18.410 [19980] dbg: del member [110-264-070] -- [141-132-082]
12/02 18:13:18.410 [19980] ses: [110-264-070], tunnel reset

12/02 18:13:18.410 [19980] dbg: del peer [110-264-070]

12/02 18:13:18.410 [19980] tun: deleting link, type 3, peer 118-037-769
12/02 18:13:18.410 [19980] tun: deleting link, type 2, peer 118-037-769
12/02 18:13:18.410 [19980] ses: [118-037-769], tunnel reset

12/02 18:13:18.410 [19980] dbg: del member [118-037-769] -- [141-132-082]
12/02 18:13:18.410 [19980] ses: [118-037-769], tunnel reset

12/02 18:13:18.410 [19980] dbg: del peer [118-037-769]

12/02 18:13:18.410 [19980] tun: deleting link, type 3, peer 118-921-107
12/02 18:13:18.410 [19980] tun: deleting link, type 2, peer 118-921-107
12/02 18:13:18.410 [19980] ses: [118-921-107], tunnel reset

12/02 18:13:18.410 [19980] dbg: del member [118-921-107] -- [141-132-082]
12/02 18:13:18.410 [19980] ses: [118-921-107], tunnel reset

12/02 18:13:18.410 [19980] dbg: del peer [118-921-107]

12/02 18:13:18.410 [19980] dbg: del network [141-132-082]

12/02 18:13:18.410 [19980] pnp: term()

12/02 18:13:18.410 [19980] pnp: clear() ports.size=0 active.size=0 queue.size=0
12/02 18:13:18.410 [19980] pnp: term() completed

12/02 18:13:18.410 [19980] Ige: closing win32 poll logon events

12/02 18:13:18.410 [19980] ipc: shutdown

12/02 18:13:18.410 [19980] svc: entering STOPPED mode

12/02 18:13:18.410 [16840] svc: exiting ..

12/02 18:13:24.197 [15788] svc: entering START_PENDING mode ..

12/02 18:13:24.213 [15788] cfg: cannot open
[C:\Windows\system32\config\systemprofile\AppData\Local\LogMeln
Hamachi\h2-engine-override.cfg]

12/02 18:13:24.213 [15788] dbg: deploy_id " parse failed



12/02 18:13:24.213 [15788] starting up ..

12/02 18:13:24.213 [15788] sys: version win64-2.1.0.284

12/02 18:13:24.213 [15788] sys: os version 6.1.7601 sp 1.0 suite 0100 product 01
12/02 18:13:24.213 [15788] vpn: IPv6 support is: 3

12/02 18:13:24.213 [15788] ipc: init() ok

12/02 18:13:24.306 [15788] sys: initializing vpn domains, vpn-reinstall = 0 ..
12/02 18:13:24.306 [15788] vpn: added [Hamachi] domain (not roaming)
12/02 18:13:24.306 [15788] dbg: setup_vpn_domain [Hamachi]

12/02 18:13:24.306 [15788] dbg: vpn_domain::config - [Hamachi]

12/02 18:13:24.306 [15788] vpn: switched [Hamachi] domain into L3 mode,
25.171.178.199/255.0.0.0

12/02 18:13:24.306 [15788] dbg: enable(Hamachi), locked: 0

12/02 18:13:24.306 [15788] vpn: domain [Hamachi] -> 'VPN_opening'

12/02 18:13:24.306 [15788] vpn: enabling [Hamachi] domain ..

12/02 18:13:24.306 [15788] tap: win32_set_hw_tapdev(Hamachi) ..

12/02 18:13:24.306 [15788] tap: list_netdev_win32() ..

12/02 18:13:24.322 [15788] tap: job [Hamachi, JOB_set_tapdev, 1] start thread ..
12/02 18:13:24.322 [15788] vpn: added [Null] domain (not roaming)

12/02 18:13:24.322 [15788] dbg: setup_vpn_domain [Null]

12/02 18:13:24.322 [11356] tap: job [Hamachi, JOB_set tapdev, 1] thread started
12/02 18:13:24.322 [15788] dbg: vpn_domain::config - [Null]

12/02 18:13:24.322 [11356] tap: set_tapdev(Hamachi, up) ..

12/02 18:13:24.322 [11356] tap: list_netdev_win32() ..

12/02 18:13:24.322 [15788] Ige: init_logon_events

12/02 18:13:24.322 [15788] Ige: init win32 poll logon events

12/02 18:13:24.322 [15788] sys: connmgr_go_online, reconnect 1

12/02 18:13:24.322 [15788] svc: launch_in_session: [Services], session_id: 0
12/02 18:13:24.322 [15788] svc: launch_in_session: 0

12/02 18:13:24.322 [15788] svc: process 'explorer.exe' not found

12/02 18:13:24.322 [15788] svc: launch_in_session: [Console], session_id: 1
12/02 18:13:24.322 [15788] svc: launch_in_session: 1

12/02 18:13:24.338 [11356] tap: device found, status enabled, running

12/02 18:13:24.338 [11356] tap: already in a requested state

12/02 18:13:24.353 [15788] svc: spawned process in session 1

12/02 18:13:24.353 [15788] svc: ui started, session: 1

12/02 18:13:24.353 [15788] svc: entering RUNNING mode ..

12/02 18:13:24.353 [15788] svc: entered RUNNING mode

12/02 18:13:24.353 [15788] tap: job [Hamachi, JOB_set tapdev, 1] done, result: success
12/02 18:13:24.353 [15788] vpn: on_set_tapdev(Hamachi, 1) -> ok

12/02 18:13:24.353 [15788] tap: init(), devName [Hamachi]

12/02 18:13:24.353 [15788] tap: list_netdev_win32() ..

12/02 18:13:24.369 [15788] tap: devName Hamachi

12/02 18:13:24.369 [15788] tap: fileName :



\\.\HamachiTap.67237D1A-9B2C-44CD-BF2A-41BF20451EC6

12/02 18:13:24.369 [15788] tap: mac : 7a:79:19:ab:b2:c7

12/02 18:13:24.369 [15788] tap: queueSize : 64

12/02 18:13:24.369 [15788] tap: linkSpeed : 100000000

12/02 18:13:24.369 [15788] tap: linkMtu : 1404

12/02 18:13:24.369 [15788] tap: linkState : 1

12/02 18:13:24.369 [15788] tap: vdhcp 1

12/02 18:13:24.369 [15788] tap: vdhcp.srv : 25.0.0.1

12/02 18:13:24.369 [15788] tap: vdhcp.cli: 25.171.178.199 / 255.0.0.0

12/02 18:13:24.369 [15788] tap: vdhcp.sec : 255

12/02 18:13:24.369 [15788] vpn: domain [Hamachi] -> 'VPN_up'

12/02 18:13:24.369 [15788] dbg: setup_vpn_domain [Hamachi]

12/02 18:13:24.369 [15788] dbg: vpn_domain::config - [Hamachi]

12/02 18:13:24.369 [15788] vpn: domain [Hamachi] -> 'VPN_setting_up'

12/02 18:13:24.369 [15788] tap: config(25.171.178.199,255.0.0.0)

12/02 18:13:24.369 [15788] tap: GetAdapterindexByGuid
[{67237D1A-9B2C-44CD-BF2A-41BF20451EC6}]

12/02 18:13:24.369 [15788] tap: adapter 0000000b
[\DEVICE\TCPIP_{FE447573-B7E9-4638-BEDC-C7754F9D1CB6}]

12/02 18:13:24.369 [15788] tap: adapter 0000000e
[\DEVICE\TCPIP_{67237D1A-9B2C-44CD-BF2A-41BF20451EC6}]

12/02 18:13:24.369 [15788] tap: Oxe info 1, 25.171.178.199, 255.0.0.0

12/02 18:13:24.384 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} address
2620:9b::19ab:b2c7

12/02 18:13:24.400 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} address
fe80::6450:8d1d:fb0b:95e4

12/02 18:13:24.400 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
2620:9b::/64

12/02 18:13:24.400 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
2620:9b::/96

12/02 18:13:24.400 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
2620:9b::19ab:b2c7/128

12/02 18:13:24.400 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
fe80::/64

12/02 18:13:24.400 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
fe80::6450:8d1d:fb0b:95e4/128

12/02 18:13:24.400 [15788] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451ECG6} prefix ff00::/8
12/02 18:13:24.400 [15788] tap: adapter addr 25.171.178.199/255.0.0.0, dhcp yes, want
25.171.178.199/255.0.0.0, [2620:9b::19ab:b2c7/96]

12/02 18:13:24.400 [15788] tap: GetAdapterindexByGuid
[{67237D1A-9B2C-44CD-BF2A-41BF20451EC6}]

12/02 18:13:24.400 [15788] tap: adapter 0000000b
[\DEVICE\TCPIP_{FE447573-B7E9-4638-BEDC-C7754F9D1CB6}]



12/02 18:13:24.400 [15788] tap: adapter 0000000e
[\DEVICE\TCPIP_{67237D1A-9B2C-44CD-BF2A-41BF20451EC6}]

12/02 18:13:24.400 [15788] tap: enabling virtual dhcp server ..

12/02 18:13:24.400 [15788] tap: setDhcp(1, 25.0.0.1, 25.171.178.199/255.0.0.0) = 1, 183

12/02 18:13:24.400 [15788] ses: on_conn_state(connected, 0x0)

12/02 18:13:24.400 [15788] ses: select conn mode 'dns Ib'

12/02 18:13:24.400 [15788] ses: go_offline, keep_tunnels 1, login_on_relaunch 0, actual state 4

12/02 18:13:24.400 [19516] tap: config_thread started

12/02 18:13:24.400 [19516] tap: list_netdev_win32() ..

12/02 18:13:24.400 [15788] sys: go_online, reconnect 1

12/02 18:13:24.400 [15788] ses: resolving hamachi-dc.logmein-gateway.com ..

12/02 18:13:24.416 [19516] tap: rebind(Hamachi Network Interface, ms_tcpip, 1)

12/02 18:13:24.447 [15788] ses: resolving hamachi-list.1.logmein-gateway.com ..

12/02 18:13:24.525 [15788] ses: selected (h-app01-07.hamachi.cc, 6976)

12/02 18:13:24.525 [15788] ses: trying last-known connection type

12/02 18:13:24.525 [15788] ses: selected 01 connection type

12/02 18:13:24.525 [15788] ses: resolving h-app01-07.hamachi.cc ..

12/02 18:13:24.540 [19516] tap: pncbp->IsEnabled() 00000000

12/02 18:13:24.540 [19516] tap: rebind(Hamachi Network Interface, ms_tcpip6, 1)
12/02 18:13:24.587 [19516] tap: pncbp->IsEnabled() 00000000

12/02 18:13:24.587 [19516] tap: GetAdapterIndexByGuid GUID:
[{67237D1A-9B2C-44CD-BF2A-41BF20451EC6}]

12/02 18:13:24.603 [19516] tap: Oxe info 1, 25.171.178.199, 255.0.0.0

12/02 18:13:24.603 [19516] tap: config_thread, have 25.171.178.199/255.0.0.0, want
25.171.178.199/255.0.0.0

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} address
2620:9b::19ab:b2c7

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} address
fe80::6450:8d1d:fb0b:95e4

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
2620:9b::/64

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
2620:9b::/96

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
2620:9b::19ab:b2c7/128

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
fe80::/64

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451EC6} prefix
fe80::6450:8d1d:fb0b:95e4/128

12/02 18:13:24.603 [19516] tap: {67237D1A-9B2C-44CD-BF2A-41BF20451ECG6} prefix ff00::/8
12/02 18:13:24.603 [15788] ses: connecting to 64.94.18.77:12975 ..

12/02 18:13:24.634 [15788] ses: connection is established



12/02 18:13:24.634 [15788] ses: control connection is bound to 192.168.1.16

12/02 18:13:24.650 [15788] ses: << msg_helo ..

12/02 18:13:24.650 [19516] sys: run_command(netsh interface ipv6 delete route interface="14"
prefix=2620:9b::/64), done with 0

12/02 18:13:24.665 [15788] ses: on_ip_change()

12/02 18:13:24.665 [15788] ses: >> msg_helo, rc 1

12/02 18:13:24.681 [15788] ses: << msg_auth.pwd ..

12/02 18:13:24.884 [15788] ses: >> msg_auth, 1

12/02 18:13:24.884 [15788] ses: bound new udp sock 652 to 192.168.1.16:56174

12/02 18:13:24.884 [15788] ses: bound new icmp sock 640 to 0.0.0.0:0

12/02 18:13:24.899 [15788] pnp: init(192.168.1.16)

12/02 18:13:24.899 [15788] pnp: m-search sent

12/02 18:13:24.899 [15788] ses: upnp 110

12/02 18:13:24.899 [15788] pnp: 01de7730 new (add udp/56174 -> 192.168.1.16:56174)
12/02 18:13:24.899 [15788] pnp: cancel(40244908)

12/02 18:13:26.428 [15788] ipc: new connection

12/02 18:13:26.428 [15788] ipc: connection from [Admin]

12/02 18:13:26.428 [15788] ipc: user [Admin]

12/02 18:13:26.428 [15788] ipc: 01eb7¢c10 add client 1

12/02 18:13:26.428 [15788] ipc: init() ok

12/02 18:13:26.709 [19516] sys: run_command(netsh interface ipv6 delete route ::/0 "14"), done
with 0

12/02 18:13:28.721 [19516] tap: dev id -> ipv6: [14]

12/02 18:13:28.752 [19516] sys: run_command(netsh interface ipv6 add route ::/0 "14"
2620:9b::1900:1 metric=9000 publish=yes), done with 0

12/02 18:13:30.765 [19516] tap: config_thread done, rc 1

12/02 18:13:30.765 [15788] tap: config() completed, rc 1

12/02 18:13:30.765 [15788] vpn: domain [Hamachi] -> 'VPN_up'

12/02 18:13:30.921 [15788] pnp: m-search timed out

12/02 18:13:30.921 [15788] pnp: 01de7730 request FAILED, rc -2

12/02 18:13:30.921 [15788] ses: << msg_disc ..

12/02 18:13:30.952 [15788] ses: >> msg_udp_preq

12/02 18:13:30.952 [15788] dbg: len 4, dst 64.94.18.77:19281, ttl 64, spi f8fcd4b1, rc 4, err 0
12/02 18:13:30.983 [15788] dbg: len 4, dst 64.94.18.78:23998, ttl 64, spi df9c5735, rc 4, err 0
12/02 18:13:31.014 [15788] dbg: len 4, dst 64.94.18.77:30908, ttl 64, spi be65b40c, rc 4, err 0
12/02 18:13:33.323 [15788] ses: >> msg_tcp_open, sk 2021633.0, listener 0

12/02 18:13:33.354 [15788] ses: >> msg_tcp_connect, sk 2021633.704, dst 64.94.18.77:50001,
raw O

12/02 18:13:35.850 [15788] ses: >> msg_tcp_close, sk 2021633.704

12/02 18:13:35.850 [15788] ses: >> msg_disc, 1

12/02 18:13:35.850 [15788] Ige: got logon event: [logon], force: [yes]

12/02 18:13:35.850 [15788] ses: << msg_sync ..

12/02 18:13:35.850 [15788] nat: drc: 0, nat_udp: 3, nat_udp_type: 1, nat_step: 1, nat_tcp: 3



12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:

12/02 18:13:36.147 [15788] ses
12/02 18:13:36.147 [15788] dbg

12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] ses:
12/02 18:13:36.147 [15788] dbg:
12/02 18:13:36.147 [15788] dbg:
12/02 18:13:36.162 [15788] dbg:
12/02 18:13:36.162 [15788] dbg:
12/02 18:13:36.162 [15788] dbg:
12/02 18:13:36.162 [15788] dbg:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] dbg:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:

12/02 18:13:36.162 [15788] dbg

>>msg_h2_info, self

virtual ip 25.171.178.199

nick FSLSVR
network info, [111-451-017]
add network [111-451-017]

owner 000-000-000

bits 0003000a

perm 00000006

notice 1, rev 00000000, length O

jregs O items, op DEL

name FSLNetwork

netw_own_email [111-451-017]

nodes 4 items, op ADD
added peer [110-264-070], vpn [Hamachi]
add member [110-264-070] -> [111-451-017]
added peer [118-037-769], vpn [Hamachi]
add member [118-037-769] -> [111-451-017]
added peer [118-921-107], vpn [Hamachi]
add member [118-921-107] -> [111-451-017]

peers 2 items, op ADD
<< msg_netop 1, [111-451-017]
>>msg_h2_info, [110-264-070]

virtual ip 25.49.208.141

nick FSL-NOTEBOOK1
>>msg_h2_info, [118-037-769]

virtual ip 25.73.124.209

bits 20129066

nick STEVE-NOTEBOOK
>> msg_h2_info, [118-921-107]

virtual ip 25.174.85.201

bits 20129066

nick MATT-DESKTOP
network info, [141-132-082]
add network [141-132-082]

owner 000-000-000

bits 0003001e

perm 00000006

notice 1, rev 00000000, length O

jregs O items, op DEL

name FSLtest

netw_own_email [141-132-082]

nodes 4 items, op ADD
add member [110-264-070] -> [141-132-082]



12/02 18:13:36.162 [15788] dbg:
12/02 18:13:36.162 [15788] dbg:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.162 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] ses:
12/02 18:13:36.178 [15788] sys:

add member [118-037-769] -> [141-132-082]
add member [118-921-107] -> [141-132-082]
peers 2 items, op ADD
<< msg_netop 1, [141-132-082]
>>msg_h2_info, [110-264-070]
virtual ip 25.49.208.141
nick FSL-NOTEBOOK1
>>msg_h2_info, [118-037-769]
virtual ip 25.73.124.209
bits 20129066
nick STEVE-NOTEBOOK
>>msg_h2_info, [118-921-107]
virtual ip 25.174.85.201
bits 20129066
nick MATT-DESKTOP
>>msg_sync 1
found computer GUID

('BBDABE51-AABE-4773-A58A-4E00D7078EEG', '095-138-503')

12/02 18:13:36.194 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:

>>msg_netop 1, rc 1
>>msg_netop 1, rc 1
>> msg_netop 1, rc 28

12/02 18:13:36.209 [15788] assert ipc_pending.size() > 0 in
.\client2\engine\engine_ipc.cpp:1914

12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.209 [15788] ses:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] tun:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] tun:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] tun:
12/02 18:13:36.225 [15788] ses:
12/02 18:13:36.225 [15788] tun:

>>msg_h7_status, online in [111-451-017]
>>msg_h24_drop_tun, [118-037-769]
[118-037-769], tunnel reset
>>msg_h24_drop_tun, [118-921-107]
[118-921-107], tunnel reset
>>msg_h18_peer, op ADD, count 2

[118-037-769], bits 20129066

new link [server tcp 07091d09 07091d09]
[118-037-769], new rddp session

[ON ] link 0000000001E00790, type 3, tid_o 07091d09
servicing [118-037-769] tunnel

add link [via_server 07091d09]
servicing [118-037-769] tunnel

[118-921-107], bits 20129066

new link [server tcp 07169793 07169793]
[118-921-107], new rddp session

[ON ] link 0000000001EOOE?70, type 3, tid_o 07169793
servicing [118-921-107] tunnel

add link [via_server 07169793]
servicing [118-921-107] tunnel



12/02 18:13:36.225 [15788] ses
12/02 18:13:36.225 [15788] ses

:>>msg_h7_status, online in [141-132-082]
:>>msg_netop 1, rc 28

12/02 18:13:36.225 [15788] assert ipc_pending.size() > 0 in
.\client2\engine\engine_ipc.cpp:1914

12/02 18:13:36.318 [15788] ses

12/02 18:13:36.318 [15788] dbg:

12/02 18:13:36.365 [15788] ses

12/02 18:13:36.365 [15788] dbg:

0

12/02 18:13:36.396 [15788] dbg:

12/02 18:13:36.443 [15788] ses

12/02 18:13:36.443 [15788] dbg:

12/02 18:13:36.630 [15788] ses

12/02 18:13:36.630 [15788] dbg:

err 0

12/02 18:13:36.646 [15788] dbg:

err 0

12/02 18:13:36.662 [15788] dbg:

err 0

12/02 18:13:36.677 [15788] dbg:

err 0

12/02 18:13:36.693 [15788] dbg:

err 0

12/02 18:13:36.708 [15788] dbg:

err 0

12/02 18:13:36.724 [15788] dbg:

err 0

12/02 18:13:36.740 [15788] dbg:

err 0

12/02 18:13:36.755 [15788] dbg:

err 0

12/02 18:13:36.771 [15788] dbg:

err 0

12/02 18:13:36.786 [15788] dbg:

err 0

12/02 18:13:36.802 [15788] dbg:

err 0

12/02 18:13:36.818 [15788] dbg:

err 0

12/02 18:13:36.833 [15788] dbg:

err 0

12/02 18:13:36.849 [15788] dbg:

err 0

:>>msg_udp_preq

len 4, dst 64.94.18.77:30000, ttl 64, spi f68401fc, rc 4, err O
:>>msg_udp_preq

len 52, dst 76.10.156.74:51794, ttl 2, spi 08e339cc, rc 52, err
len 4, dst 64.94.18.77:30001, ttl 64, spi 483bda80, rc 4, err 0
:>>msg_udp_preq

len 4, dst 64.94.18.77:30002, ttl 64, spi ddd82142, rc 4, err 0
:>>msg_udp_preq

len 52, dst 99.229.86.135:62837, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62838, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62839, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62840, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62841, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62842, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62843, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62844, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62845, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62846, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62847, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62848, ttl 2, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62849, ttl 2, spi e3051716, rc 52,

len 52, dst 99.229.86.135:62850, ttl 2, spi e3051716, rc 52,

len 52, dst 99.229.86.135:62851, ttl 2, spi e3051716, rc 52,



12/02 18:13:36.864 [15788] dbg: len 52, dst 99.229.86.135:62852, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:36.880 [15788] dbg: len 52, dst 99.229.86.135:62853, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:36.896 [15788] dbg: len 52, dst 99.229.86.135:62854, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:36.911 [15788] dbg: len 52, dst 99.229.86.135:62855, ttl 2, spi e3051716, rc 52,
err 0

12/02 18:13:36.927 [15788] dbg: len 52, dst 99.229.86.135:62856, ttl 2, spi 3051716, rc 52,
err 0

12/02 18:13:36.942 [15788] dbg: len 52, dst 99.229.86.135:62857, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:36.958 [15788] dbg: len 52, dst 99.229.86.135:62858, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:36.974 [15788] dbg: len 52, dst 99.229.86.135:62859, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:36.989 [15788] dbg: len 52, dst 99.229.86.135:62860, ttl 2, spi 3051716, rc 52,
err 0

12/02 18:13:37.005 [15788] dbg: len 52, dst 99.229.86.135:62861, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:37.020 [15788] dbg: len 52, dst 99.229.86.135:62862, ttl 2, spi €e3051716, rc 52,
err 0

12/02 18:13:37.036 [15788] dbg: len 52, dst 99.229.86.135:62863, ttl 2, spi €e3051716, rc 52,
err 0

12/02 18:13:37.052 [15788] dbg: len 52, dst 99.229.86.135:62864, ttl 2, spi 3051716, rc 52,
err 0

12/02 18:13:37.067 [15788] dbg: len 52, dst 99.229.86.135:62865, ttl 2, spi 3051716, rc 52,
err 0

12/02 18:13:37.083 [15788] dbg: len 52, dst 99.229.86.135:62866, ttl 2, spi €3051716, rc 52,
err 0

12/02 18:13:37.114 [15788] dbg: len 4, dst 64.94.18.77:30003, ttl 64, spi 600cb5be, rc 4, err 0
12/02 18:13:37.114 [15788] tcp: laggy read, breaking out..

12/02 18:13:37.223 [15788] tun: initiating KE

12/02 18:13:37.223 [15788] xhg: starting new exchange [l ¢1 d591 0000]

12/02 18:13:37.301 [15788] xhg: accept

12/02 18:13:37.301 [15788] xhg: updated exchange [l ¢1 d591 a929]

12/02 18:13:37.301 [15788] xhg: ke_frame

12/02 18:13:37.301 [15788] xhg: creating new sa ..

12/02 18:13:37.301 [15788] xhg: now have (old, cur) (0000 0000, d591 a929)

12/02 18:13:37.301 [15788] xhg: completed

12/02 18:13:37.301 [15788] xhg: prodding the exchange ..

12/02 18:13:37.301 [15788] tun: servicing [118-921-107] tunnel

12/02 18:13:37.301 [15788] tun: setting up keep-alives



12/02 18:13:37.301 [15788] tun: initiating AE

12/02 18:13:37.301 [15788] xhg:

starting new exchange [l c2 9994 0000]

12/02 18:13:38.284 [15788] tun: promoting new sa

12/02 18:13:38.284 [15788] xhg:
12/02 18:13:38.284 [15788] xhg:
12/02 18:13:38.284 [15788] xhg:
12/02 18:13:38.284 [15788] xhg:
12/02 18:13:38.284 [15788] xhg:
12/02 18:13:38.284 [15788] xhg:
12/02 18:13:38.284 [15788] xhg:
12/02 18:13:38.284 [15788] xhg:

new_sa_used, for completed exchange
offer

symmetrical xchg, we are the responder
cancelled

starting new exchange [R c2 247c 0d3f]
ae_frame, auth 01

auth sig is valid

now have (cur, new) (d591 a929, 247c 0d3f)

12/02 18:13:38.362 [15788] tun: promoting new sa

12/02 18:13:38.362 [15788] xhg:
12/02 18:13:38.362 [15788] xhg:
12/02 18:13:38.362 [15788] xhg:

new_sa_used
completed
prodding the exchange ..

12/02 18:13:38.362 [15788] tun: servicing [118-921-107] tunnel
12/02 18:13:38.362 [15788] tun: initiating CE

12/02 18:13:38.362 [15788] xhg:
12/02 18:13:38.362 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] xhg:
12/02 18:13:38.424 [15788] vpn:

starting new exchange [l ¢3 7¢27 0000]
sending ce 0d

offer

symmetrical xchg, we are the responder
cancelled

starting new exchange [R ¢3 ¢870 7d37]
received ce Od

creating new sa ..

now have (cur, new) (247c 0d3f, c870 7d37)
sending accept

peer [118-921-107] uses [L3, r 25.174.85.201, |

25.171.178.199], have [L3, r 25.174.85.201, 1 25.171.178.199]
12/02 18:13:38.580 [15788] tun: promoting new sa

12/02 18:13:38.580 [15788] xhg:
12/02 18:13:38.580 [15788] xhg:
12/02 18:13:38.580 [15788] xhg:

new_sa_used
completed
prodding the exchange ..

12/02 18:13:38.580 [15788] tun: servicing [118-921-107] tunnel
12/02 18:13:39.423 [15788] ses: >> msg_udp_preq

12/02 18:13:39.423 [15788] dbg:

len 4, dst 64.94.18.77:30004, ttl 64, spi b7e7ed74,rc 4, err 0

12/02 18:13:39.485 [15788] ses: >> msg_udp_preq

12/02 18:13:39.485 [15788] dbg:
err 0
12/02 18:13:39.516 [15788] dbg:

len 52, dst 76.10.156.74:51794, ttl 64, spi 08e339cc, rc 52,

len 4, dst 64.94.18.77:30005, ttl 64, spi 0bd64336, rc 4, err 0

12/02 18:13:39.688 [15788] tun: initiating KE

12/02 18:13:39.688 [15788] xhg:
12/02 18:13:39.938 [15788] xhg:

starting new exchange [l c1 4e55 0000]
offer



12/02 18:13:39.938 [15788] xhg
12/02 18:13:39.938 [15788] xhg
12/02 18:13:39.938 [15788] xhg
12/02 18:13:39.938 [15788] xhg
12/02 18:13:39.938 [15788] xhg
12/02 18:13:39.953 [15788] xhg
12/02 18:13:39.953 [15788] xhg
12/02 18:13:39.953 [15788] xhg
12/02 18:13:39.953 [15788] tun:
12/02 18:13:39.953 [15788] tun:
12/02 18:13:39.953 [15788] tun:
12/02 18:13:39.953 [15788] xhg
12/02 18:13:40.156 [15788] ses
12/02 18:13:40.156 [15788] dbg
12/02 18:13:40.343 [15788] tun:
12/02 18:13:40.343 [15788] xhg
12/02 18:13:40.359 [15788] ses

12/02 18:13:40.359 [15788] dbg:

err 0

12/02 18:13:40.374 [15788] dbg:

err 0

12/02 18:13:40.390 [15788] dbg:

err 0

12/02 18:13:40.406 [15788] dbg:

err 0

12/02 18:13:40.421 [15788] dbg:

err 0

12/02 18:13:40.437 [15788] dbg:

err 0

12/02 18:13:40.452 [15788] dbg:

err 0

12/02 18:13:40.468 [15788] dbg:

err 0

12/02 18:13:40.484 [15788] dbg:

err 0

12/02 18:13:40.499 [15788] dbg:

err 0

12/02 18:13:40.515 [15788] dbg:

err 0

12/02 18:13:40.530 [15788] dbg:

err 0

12/02 18:13:40.546 [15788] dbg:

err 0

: symmetrical xchg, we are the responder

: cancelled

: starting new exchange [R ¢1 5426 f638]

: ke_frame

: creating new sa ..

: now have (cur, new) (0000 0000, 5426 f638)

: completed

: prodding the exchange ..

servicing [118-037-769] tunnel

setting up keep-alives

initiating AE

: starting new exchange [l c2 615d 0000]

:>>msg_udp_preq

. len 4, dst 64.94.18.77:30006, ttl 64, spi 1652201, rc 4, err O
promoting new sa

: new_sa_used, for completed exchange

:>>msg_udp_preq

len 52, dst 99.229.86.135:62839, ttl 64, spi e3051716, rc 52,

len 52, dst 99.229.86.135:62840, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62841, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62842, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62843, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62844, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62845, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62846, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62847, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62848, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62849, ttl 64, spi 3051716, rc 52,
len 52, dst 99.229.86.135:62850, ttl 64, spi 3051716, rc 52,

len 52, dst 99.229.86.135:62851, ttl 64, spi 3051716, rc 52,



12/02 18:13:40.562 [15788] dbg:

err 0

12/02 18:13:40.577 [15788] dbg:

err 0

12/02 18:13:40.593 [15788] dbg:

err 0

12/02 18:13:40.608 [15788] dbg:

err 0

12/02 18:13:40.624 [15788] dbg:

err 0

12/02 18:13:40.640 [15788] dbg:

err 0

12/02 18:13:40.655 [15788] dbg:

err 0

12/02 18:13:40.671 [15788] dbg:

err 0

12/02 18:13:40.686 [15788] dbg:

err 0

12/02 18:13:40.702 [15788] dbg:

err 0

12/02 18:13:40.718 [15788] dbg:

err 0

12/02 18:13:40.733 [15788] dbg:

err 0

12/02 18:13:40.749 [15788] dbg:

err 0

12/02 18:13:40.764 [15788] dbg:

err 0

12/02 18:13:40.780 [15788] dbg:

err 0

12/02 18:13:40.796 [15788] dbg:

err 0

12/02 18:13:40.811 [15788] dbg:

err 0

12/02 18:13:40.842 [15788] dbg:

12/02 18:13:40.842 [15788] tcp:
12/02 18:13:40.842 [15788] xhg

12/02 18:13:40.842 [15788] xhg:
12/02 18:13:40.842 [15788] xhg:
12/02 18:13:40.842 [15788] xhg:
12/02 18:13:40.842 [15788] xhg:
12/02 18:13:40.842 [15788] xhg:
12/02 18:13:40.842 [15788] xhg:

len 52, dst 99.229.86.135:62852, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62853, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62854, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62855, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62856, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62857, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62858, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62859, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62860, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62861, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62862, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62863, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62864, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62865, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62866, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62867, ttl 64, spi e3051716, rc 52,
len 52, dst 99.229.86.135:62868, ttl 64, spi e3051716, rc 52,
len 4, dst 64.94.18.77:30007, ttl 64, spi 07e9720e, rc 4, err 0

laggy read, breaking out..

: offer

symmetrical xchg, we are the responder

cancelled

starting new exchange [R c2 a93f 0127]

ae_frame, auth 01

auth sig is valid
now have (cur, new) (5426 638, a93f 0127)



12/02 18:13:41.373 [15788] tun: promoting new sa

12/02 18:13:41.373 [15788] xhg:
12/02 18:13:41.373 [15788] xhg:
12/02 18:13:41.373 [15788] xhg:

new_sa_used
completed
prodding the exchange ..

12/02 18:13:41.373 [15788] tun: servicing [118-037-769] tunnel
12/02 18:13:41.373 [15788] tun: initiating CE

12/02 18:13:41.373 [15788] xhg:
12/02 18:13:41.373 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] xhg:
12/02 18:13:41.685 [15788] vpn:

starting new exchange [l ¢3 281e 0000]
sending ce 0d

offer

symmetrical xchg, we are the responder
cancelled

starting new exchange [R c3 775c e581]
received ce 0d

creating new sa ..

now have (cur, new) (a93f 0127, 775c €581)
sending accept

peer [118-037-769] uses [L3, r 25.73.124.2009, |

25.171.178.199], have [L3, r 25.73.124.209, 1 25.171.178.199]
12/02 18:13:42.075 [15788] tun: promoting new sa

12/02 18:13:42.075 [15788] xhg:
12/02 18:13:42.075 [15788] xhg:
12/02 18:13:42.075 [15788] xhg:

new_sa_used
completed
prodding the exchange ..

12/02 18:13:42.075 [15788] tun: servicing [118-037-769] tunnel

12/02 18:13:42.543 [15788] ses:

12/02 18:13:42.543 [15788] dbg:

12/02 18:13:42.652 [15788] ses:

12/02 18:13:42.652 [15788] dbg:

err 0
12/02 18:13:43.869 [15788] ses:

12/02 18:13:43.869 [15788] dbg:

12/02 18:13:44.274 [15788] ses:

12/02 18:13:44.274 [15788] dbg:

err 0
12/02 18:13:45.772 [15788] ses:

12/02 18:13:45.772 [15788] dbg:

err 0
12/02 18:13:47.285 [15788] ses:

12/02 18:13:47.285 [15788] dbg:

12/02 18:13:47.675 [15788] ses:

12/02 18:13:47.675 [15788] dbg:

err 0
12/02 18:13:49.173 [15788] ses:

12/02 18:13:49.173 [15788] dbg:

>>msg_udp_preq

len 4, dst 64.94.18.77:30008, ttl 64, spi a193ac44,rc 4, err 0
>>msg_udp_preq

len 52, dst 76.10.156.74:51794, ttl 64, spi 08e339cc, rc 52,

>>msg_udp_preq

len 4, dst 64.94.18.77:30009, ttl 64, spi 4104d6f0, rc 4, err O
>>msg_udp_preq

len 52, dst 99.229.86.135:62840, ttl 64, spi e3051716, rc 52,

>>msg_udp_preq
len 52, dst 99.229.86.135:62840, ttl 64, spi e3051716, rc 52,

>>msg_udp_preq

len 4, dst 64.94.18.77:30010, ttl 64, spi ddf5f63f, rc 4, err 0
>>msg_udp_preq

len 52, dst 99.229.86.135:62842, ttl 64, spi e3051716, rc 52,

>>msg_udp_preq
len 52, dst 99.229.86.135:62842, ttl 64, spi e3051716, rc 52,



err 0

12/02 18:13:50.670 [15788] ses:
12/02 18:13:50.842 [15788] ses:
99.229.86.135:54474, raw 0
12/02 18:13:55.850 [15788] ses:
12/02 18:13:55.850 [15788] ses:
12/02 18:13:55.850 [15788] udp:
12/02 18:13:55.881 [15788] udp:
12/02 18:13:55.912 [15788] udp:
12/02 18:13:55.943 [15788] udp:
12/02 18:13:55.974 [15788] udp:
12/02 18:13:56.006 [15788] udp:
12/02 18:13:56.037 [15788] udp:
12/02 18:13:56.068 [15788] udp:
12/02 18:13:56.099 [15788] udp:
12/02 18:13:56.130 [15788] udp:
12/02 18:13:56.162 [15788] udp:
12/02 18:13:56.193 [15788] udp:

>>msg_tcp_open, sk 553639376.0, listener O
>> msg_tcp_connect, sk 553639376.704, dst

>>msg_tcp_close, sk 553639376.704

>>msg_h5 ereq
1bae3472 -> 64.74.103.70:17771, 76
c1941224 -> 64.74.103.68:17771, 76
8e0d8030 -> 64.74.103.80:17771, 76
a1150f0e -> 64.94.18.68:17771, 76
96e69f6d -> 64.94.18.74:17771, 76
987ad7f5 -> 64.94.18.82:17771, 76
605ce4c8 -> 212.118.234.80:17771, 76
b405954b -> 212.118.234.68:17771, 76
81d84202 -> 212.118.234.70:17771, 76
a48130ba -> 216.52.233.80:17771, 76
9d3f117b -> 216.52.233.72:17771, 76
5cefa18d -> 216.52.233.70:17771, 76

12/02 18:13:56.193 [15788] tcp: laggy read, breaking out..

12/02 18:13:56.193 [15788] udp:
12/02 18:13:56.193 [15788] udp:
12/02 18:13:56.193 [15788] udp:
12/02 18:13:56.193 [15788] udp:
12/02 18:13:56.193 [15788] udp:

relay pong, from 64.74.103.70:17771, 343 ms
relay pong, from 64.74.103.80:17771, 281 ms
relay pong, from 64.74.103.68:17771, 312 ms
relay pong, from 64.94.18.74:17771, 219 ms
relay pong, from 64.94.18.68:17771, 250 ms

12/02 18:13:56.442 [15788] udp:
12/02 18:13:56.474 [15788] udp:
12/02 18:13:56.474 [15788] udp:
12/02 18:13:56.474 [15788] udp:
12/02 18:13:56.474 [15788] udp:
12/02 18:13:56.505 [15788] ses:

relay pong, from 212.118.234.80:17771, 405 ms
relay pong, from 216.52.233.80:17771, 344 ms
relay pong, from 216.52.233.70:17771, 281 ms
relay pong, from 216.52.233.72:17771, 312 ms
relay pong, from 212.118.234.70:17771, 375 ms
>>msg_h5 ereq

12/02 18:13:56.505 [15788] udp:
12/02 18:13:56.536 [15788] udp:
12/02 18:13:56.567 [15788] udp:
12/02 18:13:56.598 [15788] udp:
12/02 18:13:56.630 [15788] udp:
12/02 18:13:56.661 [15788] udp:
12/02 18:13:56.692 [15788] udp:
12/02 18:13:56.723 [15788] udp:
12/02 18:13:56.754 [15788] udp:
12/02 18:13:56.786 [15788] udp:
12/02 18:13:56.817 [15788] udp:
12/02 18:13:56.848 [15788] udp:

9e0be448 -> 64.74.103.70:17771, 76
6c44b136 -> 64.74.103.68:17771, 76
3c546¢6d -> 64.74.103.80:17771, 76
56284188 -> 64.94.18.68:17771, 76
5340677d -> 64.94.18.82:17771, 76
0e521399 -> 64.94.18.76:17771, 76
11ff942f -> 212.118.234.80:17771, 76
65cdb12e -> 212.118.234.68:17771, 76
34059371 -> 212.118.234.70:17771, 76
591a4863 -> 216.52.233.80:17771, 76
63b7e3e1 -> 216.52.233.72:17771, 76
06772418 -> 216.52.233.70:17771, 76

12/02 18:13:56.848 [15788] tcp: laggy read, breaking out..



12/02 18:13:56.910 [15788] udp:
12/02 18:13:56.926 [15788] udp:
12/02 18:13:56.942 [15788] udp:
12/02 18:13:56.942 [15788] udp:
12/02 18:13:56.942 [15788] udp:
12/02 18:13:57.004 [15788] udp:
12/02 18:13:57.020 [15788] udp:
12/02 18:13:57.020 [15788] udp:
12/02 18:13:57.020 [15788] udp:
12/02 18:13:57.035 [15788] udp:
12/02 18:13:57.144 [15788] ses:
12/02 18:13:57.144 [15788] udp:
12/02 18:13:57.176 [15788] udp:
12/02 18:13:57.207 [15788] udp:
12/02 18:13:57.238 [15788] udp:
12/02 18:13:57.269 [15788] udp:
12/02 18:13:57.300 [15788] udp:
12/02 18:13:57.332 [15788] udp:
12/02 18:13:57.363 [15788] udp:
12/02 18:13:57.394 [15788] udp:
12/02 18:13:57.425 [15788] udp:
12/02 18:13:57.456 [15788] udp:
12/02 18:13:57.488 [15788] udp:

relay pong, from 64.74.103.68:17771, 374 ms
relay pong, from 64.74.103.80:17771, 359 ms
relay pong, from 64.94.18.76:17771, 281 ms
relay pong, from 64.94.18.82:17771, 312 ms
relay pong, from 64.94.18.68:17771, 344 ms
relay pong, from 216.52.233.80:17771, 218 ms
relay pong, from 212.118.234.70:17771, 266 ms
relay pong, from 212.118.234.68:17771, 297 ms
relay pong, from 212.118.234.80:17771, 328 ms
relay pong, from 216.52.233.72:17771, 218 ms
>>msg_h5_ereq

41c4c825 -> 64.74.103.70:17771, 76

15daf03d -> 64.74.103.68:17771, 76

b8da673a -> 64.74.103.80:17771, 76

05348d19 -> 64.94.18.68:17771, 76

bfce2b5a -> 64.94.18.82:17771, 76

75aefaeb -> 64.94.18.76:17771, 76

Teee74e4 -> 212.118.234.80:17771, 76

1917ac0e -> 212.118.234.68:17771, 76

9cac9710 -> 212.118.234.70:17771, 76

cb9df373 -> 216.52.233.82:17771, 76

0e66c47d -> 216.52.233.80:17771, 76

75221066 -> 216.52.233.70:17771, 76

12/02 18:13:57.488 [15788] tcp: laggy read, breaking out..

12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.488 [15788] udp:
12/02 18:13:57.519 [15788] udp:
12/02 18:13:57.534 [15788] udp:
12/02 18:13:57.566 [15788] udp:
12/02 18:13:57.706 [15788] ses:
12/02 18:13:57.706 [15788] dbg:
12/02 18:13:57.800 [15788] ses:
12/02 18:13:57.800 [15788] dbg:
err 0

12/02 18:13:57.800 [15788] ses:

relay pong, from 216.52.233.70:17771, 640 ms
relay pong, from 64.74.103.68:17771, 312 ms
relay pong, from 64.94.18.68:17771, 250 ms
relay pong, from 64.74.103.70:17771, 344 ms
relay pong, from 64.74.103.80:17771, 281 ms
relay pong, from 64.94.18.82:17771, 219 ms
relay pong, from 64.94.18.76:17771, 188 ms
relay pong, from 212.118.234.80:17771, 156 ms
relay pong, from 212.118.234.68:17771, 125 ms
relay pong, from 212.118.234.70:17771, 94 ms
relay pong, from 216.52.233.82:17771, 94 ms
relay pong, from 216.52.233.80:17771, 78 ms
relay pong, from 216.52.233.70:17771, 78 ms
>>msg_udp_preq
len 4, dst 64.94.18.77:30011, ttl 64, spi 01185702, rc 4, err 0
>>msg_udp_preq
len 52, dst 76.10.156.74:51794, ttl 64, spi 08e339cc, rc 52,

>>msg_h2_info, [118-037-769]



12/02 18:13:57.800 [15788] ses: bits 20129062

12/02 18:13:57.800 [15788] ses: status []

12/02 18:13:57.800 [15788] ses: >> msg_h2_peer, [118-037-769], rc 1

12/02 18:13:57.800 [15788] ses: new link [relayed udp 90a7cc56 8bdf38fc]

12/02 18:13:57.800 [15788] ses: [off] link 0000000001E00790, type 3, tid_o 07091d09
12/02 18:13:57.800 [15788] ses: [ON ] link 0000000001E01950, type 2, tid_o 90a7cc56
12/02 18:13:57.800 [15788] tun: servicing [118-037-769] tunnel

12/02 18:14:12.869 [15788] ses: >> msg_tcp_open, sk 553641196.0, listener 0

12/02 18:14:12.900 [15788] ses: >> msg_tcp_connect, sk 553641196.704, dst
76.10.156.74:54141, raw O

12/02 18:14:17.908 [15788] ses: >> msg_tcp_close, sk 553641196.704

12/02 18:14:17.908 [15788] ses: >> msg_h5_ereq

12/02 18:14:17.908 [15788] udp: a03667c6 -> 64.74.103.78:17771, 76

12/02 18:14:17.939 [15788] udp: 7592fc9a -> 64.74.103.72:17771, 76

12/02 18:14:17.970 [15788] udp: 076ef658 -> 64.94.18.78:17771, 76

12/02 18:14:18.002 [15788] udp: 156ed568 -> 64.94.18.80:17771, 76

12/02 18:14:18.033 [15788] udp: 97c10181 -> 64.94.18.72:17771, 76

12/02 18:14:18.064 [15788] udp: 1884cb6a -> 212.118.234.78:17771, 76

12/02 18:14:18.095 [15788] udp: 543f097a -> 216.52.233.78:17771, 76

12/02 18:14:18.126 [15788] udp: 4b3768b3 -> 216.52.233.68:17771, 76

12/02 18:14:18.126 [15788] tcp: laggy read, breaking out..

12/02 18:14:18.126 [15788] udp: relay pong, from 64.74.103.78:17771, 218 ms

12/02 18:14:18.126 [15788] udp: relay pong, from 64.74.103.72:17771, 187 ms

12/02 18:14:18.126 [15788] udp: relay pong, from 64.94.18.78:17771, 156 ms

12/02 18:14:18.126 [15788] udp: relay pong, from 64.94.18.80:17771, 124 ms

12/02 18:14:18.126 [15788] udp: relay pong, from 64.94.18.72:17771, 93 ms

12/02 18:14:18.158 [15788] udp: relay pong, from 212.118.234.78:17771, 94 ms

12/02 18:14:18.189 [15788] udp: relay pong, from 216.52.233.78:17771, 94 ms

12/02 18:14:18.251 [15788] udp: relay pong, from 216.52.233.68:17771, 125 ms

12/02 18:14:18.438 [15788] ses: >> msg_h2_info, [118-921-107]

12/02 18:14:18.438 [15788] ses: bits 20129062

12/02 18:14:18.438 [15788] ses: status []

12/02 18:14:18.438 [15788] ses: >> msg_h2_peer, [118-921-107], rc 1

12/02 18:14:18.438 [15788] ses: new link [relayed udp 2afadb23 28e3d9ee]

12/02 18:14:18.438 [15788] ses: [off] link 0000000001EQQE70, type 3, tid_o 07169793
12/02 18:14:18.438 [15788] ses: [ON ] link 0000000001E026CO0, type 2, tid_o 2afadb23
12/02 18:14:18.438 [15788] tun: servicing [118-921-107] tunnel



