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1.  Overview 

This Privacy Policy describes how Fatoorah – Invoicing App ("the App"), developed by 
AppLauders, handles information when you use the App on your Android device. We are 
committed to protecting your privacy and being transparent about our data practices. 

Key Summary:  Fatoorah is an offline-first application. All invoice, client, and business data 
you create is stored exclusively on your device. We do not collect, transmit, or sell any 
personal data to third parties. 

2.  Information We Collect 

Fatoorah does not collect, store, or transmit any personally identifiable information to external 
servers. All data you enter is stored locally on your device using Android's Room database 
(SQLite) and DataStore Preferences. 

The following categories of data are stored locally on your device only: 

●​ Business Profile: Business Profile — your business name, VAT registration number, 
address, phone, and email. 

●​ Client Data: Client Information — client names (English and Arabic), email addresses, 
phone numbers, addresses, and VAT numbers. 

●​ Invoice Data: Invoice Data — invoice numbers, line items, amounts, tax calculations, 
dates, and payment status. 

●​ Settings: App Settings — your selected currency, tax region (Saudi Arabia / UAE / Other), 
default VAT rate, and invoice prefix. 

This data never leaves your device unless you explicitly choose to share it (for example, by using 
the 'Share PDF' or 'Send via Email' features, which use your device's standard sharing 
mechanism). 

3.  Data We Do Not Collect 

AppLauders does not collect any of the following: 

●​ Your name, email address, or any account credentials — the App has no user accounts. 
●​ Location data — the App does not request or use GPS or network location. 
●​ Device identifiers (IMEI, advertising ID, etc.). 
●​ Usage analytics, crash reports, or behavioural tracking data. 
●​ Financial transaction data or payment card information. 



●​ Contacts, call logs, or any other on-device data outside the App's own database. 

4.  Android Permissions 

Fatoorah requests the following Android permissions: 

●​ INTERNET & ACCESS_NETWORK_STATE: Used only to check network availability for 
optional future sync features. The App functions fully without an internet connection. 

No other permissions (camera, microphone, contacts, storage, location, etc.) are requested or 
used. 

5.  Third-Party Libraries and SDKs 

Fatoorah uses the following open-source libraries. None of these libraries collect personal data 
or communicate with external servers: 

●​ ZXing Core (v3.5.3): Google / ZXing Authors — Generates ZATCA QR codes on-device. 
No network calls. 

●​ Jetpack Compose & Material3: Google — UI framework. No data collection. 
●​ Room (SQLite): Google / AndroidX — Local database. All data stays on device. 
●​ Hilt (Dagger): Google — Dependency injection. No data collection. 
●​ DataStore Preferences: Google / AndroidX — Local settings storage. No data collection. 
●​ Kotlin Coroutines: JetBrains — Async operations. No data collection. 

The App does not integrate any advertising SDKs, analytics platforms (e.g., Firebase Analytics, 
Amplitude, Mixpanel), or crash-reporting services (e.g., Crashlytics, Sentry). 

6.  Data Storage and Security 

All App data is stored in the App's private storage area on your Android device, which is 
sandboxed and inaccessible to other applications without root access. The database is 
protected by Android's built-in application isolation. 

We recommend the following best practices to protect your data: 

●​ Enable screen lock (PIN, pattern, fingerprint, or face unlock) on your device. 
●​ Keep your Android operating system updated to receive security patches. 
●​ Do not install apps from unknown sources that may attempt to access device storage. 

If you uninstall the App, all data stored by Fatoorah is permanently deleted from your device as 
part of the standard Android uninstall process. We have no ability to recover this data. 

7.  Data Sharing and Disclosure 



AppLauders does not share, sell, rent, or disclose any user data to third parties. The only 
scenarios in which invoice data leaves your device are: 

●​ User-Initiated Sharing: When you deliberately choose to share an invoice using the App's 
built-in 'Share PDF', 'Send via Email', or 'Share via WhatsApp' functions. In these cases, 
the data is handled by the app you choose to share with (e.g., your email client or 
WhatsApp), subject to that app's own privacy policy. 

●​ Legal Requirements: If legally required by a valid court order or applicable law. We will 
notify affected users to the extent permitted by law. 

8.  ZATCA and Tax Compliance Data 

For Saudi Arabia (ZATCA Phase 1) compliance, the App generates QR codes containing the 
following information encoded in TLV (Tag-Length-Value) format: 

●​ Seller name and VAT Registration Number 
●​ Invoice timestamp, total amount (with VAT), and VAT amount 

This QR code is generated entirely on-device using the ZXing library. No invoice data is sent to 
ZATCA's servers or any third-party service by the App itself. Phase 2 ZATCA integration (direct 
API submission) is not implemented in the current version. 

Tax Disclaimer:  Fatoorah is a productivity tool to assist with invoice creation. It is not a 
licensed tax advisory service. Always verify ZATCA and FTA compliance requirements with 
a qualified tax professional before issuing invoices for regulatory submission, as 
requirements are updated periodically. 

9.  Children's Privacy 

Fatoorah is a business productivity application intended for use by adults (18 years and older) 
engaged in commercial activities. The App is not directed at children under the age of 13 (or the 
applicable age in your jurisdiction). We do not knowingly collect personal information from 
children. If you believe a child has provided data through the App, please contact us at the 
address below and we will take appropriate steps. 

10.  Your Rights and Data Control 

Since all data is stored locally on your device, you have full control over it: 

●​ Access: Open the App at any time to view all stored data. 
●​ Edit: Modify any client, invoice, or settings data directly within the App. 
●​ Delete: Delete individual invoices, clients, or all App data by uninstalling the App. 
●​ Export: Use the App's share features to export invoice data in PDF format. 

We do not maintain any server-side copy of your data, so there is no additional data deletion 
request process — uninstalling the App is sufficient to remove all data. 



11.  Changes to This Privacy Policy 

AppLauders may update this Privacy Policy from time to time to reflect changes in the App's 
features, applicable law, or our practices. When we make material changes, we will: 

●​ Update the 'Effective Date' at the top of this document. 
●​ Post the updated policy on the Google Play Store listing. 
●​ Notify users via an in-app notice on the next App launch (for significant changes). 

We encourage you to review this Policy periodically. Continued use of the App after changes are 
posted constitutes acceptance of the updated Policy. 

12.  Contact Us 

If you have any questions, concerns, or requests regarding this Privacy Policy or the App's data 
practices, please contact: 

AppLauders​
Developer & Publisher: AppLauders​
Google Play Store: https://play.google.com/store/search?q=pub:AppLauders​

Support Email: support@applauders.com​

​

We aim to respond to all inquiries within 5 business days.​
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