Your privacy and data security are extremely
iImportant to us. When you use our services, you
entrust us with your information and we
understand this is a significant responsibility. If you
have any questions, you can always email us
bangsawancyberindoindonesia@gmail.com.

This Privacy policy explains our data protection
policy and describes the types of information we
may process when you use one or more of our
mobile applications (the “App”, “our App”) and
explains how we and some of the companies we

cooperate processing that information.

Information we collect
1) Data

Number of clicks, landing pages, browsed pages,
opened apps, permission status, whether functions
are normal, number of apps installed by users,
package name, app brand, app network status,
device id, app model, SIM card country, system
language, cookies that advertisers can store or
read, etc.



These data will only be passed to certified
third-party statistics platforms: Max, Adjust and our
own data statistics system.

The above information is only used to improve
product experience and will not be shared with any
third party. We will not use this information for any
purpose other than improving product experience
and advertising effectiveness.

2) Device Information

We collect information about your device and
network connection to provide you with a better
experience when you use our apps.

This information depends on the context in which
you interact with us, the choices you make
(including your privacy settings), and the products
and features you use, and may include:

- SDK/API code version, platform, timestamp,
application identifier, application version,
independent device identifier, terminal
manufacturer, terminal device OS version,
language location, time zone and network status



(Wi-Fi, etc.), application publishing status in
Google Play, ad loading strategy, advertising
platform and ad delivery ID.

- We store information collected through the
Android ID associated with the device you use. In
this way, we can retain your advertising behavior
when using the app. We will treat this information
as personal information.

3) Monetization and analytics information from
other sources

Third-party SDKs integrated in our applications
may have access to your information, including

- Google advertising ID

- Demographic data (e.g. determining your IP
address)

- Data used to combat fraud (e.g. click fraud in
ads)



- Data related to your device (e.g. device type,
technical information, country)

- Data used for advertising, marketing and
analytics

- Advertisers can store or read cookies The
information collected by third-party SDKs is
managed by the providers of these SDKs and we
have no control over these third parties. Third
parties include monetization partners such as
Google Admob, Facebook Audience Network,
lIronSource, AppLovin, Vungle, Unity, Amazon,
Pangle, Mintegral, Yandex, Kwai, Bigo,Inmobi,
etc., as well as analytics tool partners such as
Adjust, Max and our own data. Links to the privacy
policies of these platforms are included in the
"Privacy Policy of Third-Party Partners" section.

4) Android Advertising ID

We use your Android Advertising Identifier to
provide you with a customized advertising
experience. It is used only for advertising and
analytics. Please note that the Advertising
|dentifier does not contain any user-sensitive



information that can be used to identify you as a
user or your device. It is not associated with
personally identifiable information and is not
associated with any permanent device identifiers
(e.g. SSAID, MAC address, IMEI, etc.).

5) Payment Information

If you make a withdrawal or other financial
transaction, we may collect information you
provide directly to us, and the payment processors
in our application collect financial account
information and other payment details.

6) Other information

We may collect information that you directly and
voluntarily provide to us, including but not limited
to: nickname, feedback content.

How do we use this information

In order to provide you with a better experience,
we may ask you to provide us with certain
personally identifiable information when using our
services.



As described above, your personal information
may be shared with our third-party partners. We
may disclose your personal information to our
business partners, including advertisers,
publishers, and data tracking companies. These
business partners may use your personal
information to show you ads, measure your
ad/website interactions, and better understand
website and app traffic usage or user behavior to
improve their services. Such partners' use of the
information we disclose to them will be subject to
their privacy policies..

Legal basis of your personal data

As described above, we process personal data for
the purposes set out in this Privacy Policy. Our
legal bases for processing personal data include:
processing necessary to perform a contract with
you (e.g., to provide you with services you request
and to identify and verify your identity); processing
necessary to comply with legal requirements (e.g.,
to comply with applicable accounting regulations
and mandatory disclosures to law enforcement);
processing for our legitimate interests (e.g., to
manage our relationship with you, ensure the
security of our services, and communicate with



you about our products and services); and based
on our customers’ consent (e.g., to place certain
cookies and share your information with third
parties for advertising purposes). In some cases,
you may need to provide us with personal data for
the processing described above so that we can
provide you with all of our services and all the
features of our applications.

Your rights

When you use our services, we provide you with
the rights described below. If you want to exercise
your rights under applicable law, please contact
bangsawancyberindoindonesia@gmail.com. When
we receive your individual rights request, please
make sure you are ready to verify your identity.
Please note that your individual rights are limited.
We may limit your individual rights: where the law
requires or authorizes the denial of access; where
granting access would negatively impact the
privacy of others; to protect our rights and
property; and where the request is frivolous or
burdensome.

1) Right to withdraw consent



If we rely on consent to process your personal
information, you have the right to withdraw your
consent at any time. Withdrawing consent will not
affect the lawfulness of our processing or the
lawfulness of any third party processing based on
consent before you withdraw it.

2) Right to access and correction

If you ask for a copy of the personal information
we hold about you, we will promptly provide you
with a copy free of charge, unless we are legally
permitted to charge a fee. We may limit your
access if such access would adversely affect the
rights and freedoms of other individuals. You may
also ask to correct or update any personal
information we hold about you, unless you are able
to do so directly through the Services.

3) Right to be forgotten

You can ask us to delete any of your personal
information we hold: that is no longer necessary
for the purposes for which it was collected or
otherwise processed; that was collected in
connection with processing to which you



previously consented but later withdrew such
consent; or you object to the processing activities
and we do not have overriding legitimate grounds
for the processing.

4) Right to restriction

You have the right to restrict our processing of
your personal information when one of the
following applies:

- You contest the accuracy of your personal
information that we process. We will restrict the
processing of your personal information as long as
we need to verify the accuracy of your personal
information, which may result in partial or full
interruption of the service;

- The processing is unlawful and you oppose the
erasure of your personal information and request
the restriction of its use;

- We no longer need your personal information for
the purposes of the processing, but you need it to
establish, exercise or defend legal claims; or you
object to the processing pending the verification



that our legitimate grounds for processing override
your rights.

- We will only process your restricted personal
information with your consent or for the
establishment, exercise or defense of legal claims
or to protect the rights of another natural or legal
person or for reasons of important public interest.
We will inform you if the restriction is lifted.

5) Right to object to processing

If we process your personal information on the
legal basis of consent, contract or legitimate
iInterests, you can object to our processing at any
time in accordance with applicable law. We may
continue to process your personal information if it
Is necessary to defend legal claims or for any other
exceptions permitted by applicable law.

6) Right to data portability

If we process your personal information based on
a contract with you or your consent, or if the
processing is carried out by automated means,



you can request to receive your personal
information in a structured, commonly used and
machine-readable format. Where technically
feasible, have us transfer your personal
information directly to another controller, unless
exercising this right would adversely affect the
rights and freedoms of others.

/) Notification to third parties

If we share your personal information with third
parties, we will inform them of any request to
correct, delete or limit your personal information,
unless this proves impossible or requires
disproportionate effort. Upon your request, we will
identify such third parties.

8) Automated individual decision-making, including
profiling

You have the right not to be subject to a decision
based solely on automated processing of your
personal information, including profiling, which has
a legal or similarly significant impact on you,
unless an exception is provided by applicable law.



9) Right to complain

If you believe that we have violated your privacy
rights, please contact us at
bangsawancyberindoindonesia@gmail.com. So
that we can address your concern. You also have
the right to lodge a complaint with the competent
supervisory authority in the Member State of your
habitual residence, place of work or place of the
alleged infringement.

Privacy policy of third-party partners

We list links to the privacy policies of our
third-party partners here. Please note that these
policies are managed by the third parties and we
have no control over them. Please review the
following links for detailed information on how user
data is collected, used, and shared.

Max/Applovin
https://www.applovin.com/privacy/
Adjust

https://www.adjust.com/terms/privacy-policy/



Vungle

https://vungle.com/privacy/

Unity
https://unity3d.com/legal/privacy-policy
Mintegral
https://www.mintegral.com/en/privacy
ironSource
https://www.is.com/privacy-policy/
Pangle

https://www.pangleglobal.com/privacy

EU and UK residents



If you live in the UK or another member state of
the EU, you have certain rights under EU data
protection law. You can ask us to:

1) confirm that we process your personal data and
ask what personal data we hold about you.

2) change or rectify your data.
3) delete your data.

4) stop using some or all of your data if we have
no legal right to continue using it.

5) provide you with a copy of the personal data
you have provided to us in a machine-readable
format.

If you wish to exercise any of these rights, please
email us at
bangsawancyberindoindonesia@gmail.com. You
will not have to pay a fee to exercise your rights. If
you make a request, we have one month to
respond to you. You also have the right to
complain to your local data protection authority if



you believe we have not complied with data
protection laws. In order to verify your identity
when you make a request, you must provide us
with your email address and respond to the email
verification request. We will match that information
with the information in our systems.

California residents

We have prepared a separate privacy statement
for California consumers to comply with the
California Consumer Privacy Act of 2018 (CCPA)
and other California privacy laws. This statement is
intended to supplement the information we
describe and applies only to users (consumers or
you) who reside in California.

If you are not a California resident, this policy does
not apply to you. Please refer to our main privacy
statement here.

1) Your right to request information

Under the requirements of CCPA, you (or your
authorized agent) have the right to request that we
disclose to you how we have collected, used, and
shared your personal information in the past 12



months. This information includes: the categories
of personal information we collected; the
categories of sources from which we collected
personal information; the business purposes for
which we collected that personal information; and
the categories of third parties with whom we
shared that personal information.

2) Your right to delete information

Under CCPA, you (or your authorized agent) have
the right to opt out of the sale or sharing of your
information. You (or your agent) have the right to
request that we delete certain personal information
about you that we collected from you and retained,
except in the following circumstances. These
circumstances include: we need your information
to detect security incidents and prevent malicious
or illegal activities; we need your information to
identify and fix application errors that impair
existing intended functionality; we need your
information to exercise freedom of speech, to
ensure that other customers exercise their
freedom of speech rights, or to exercise other
rights provided by law. Based on your relationship
with us, we need to use your information for



internal purposes that are reasonably consistent
with your expectations; and other circumstances in
accordance with CCPA and other California laws.

3) How You Exercise Your Rights

To exercise the rights listed above, please submit
a verifiable consumer request to us at
bangsawancyberindoindonesia@gmail.com. Only
you or your authorized agent may make a
verifiable consumer request for your personal
information. You may only make a verifiable
consumer request twice in a 12-month period. A
verifiable consumer request must: Provide
sufficient information for us to reasonably verify
your identity and allow us to confirm that we have
collected personal information about you. Describe
your request in detail so that we can understand
and respond to it. If we cannot verify your identity,
we will not be able to accurately respond to your
request.

4) How We Respond to Your Request

We strive to respond to a verifiable consumer
request within 45 days of receiving it. If we need



more time (up to 90 days), we will notify you of the
reason and extension by email, telephone or other
electronic means. We will not charge a fee to
process or respond to your verifiable consumer
request unless the request is excessive, repetitive,
or manifestly unfounded. If we determine that the
request warrants payment, we will inform you of
the reasons for our decision and provide you with
a fee estimate before completing your request.

5) Non-discrimination

We will not discriminate against you for exercising
any of your CCPA rights. Such discrimination
includes: refusing to provide you with our services;
charging you different prices or rates for services;
providing you with a different level or quality of
service; suggesting that you may receive different
prices or rates for services or a different level or
quality of service.

6) Notes on the collection of data from minors

These services are not intended for anyone under
the age of 13. We do not intentionally collect
personally identifiable information from children



under the age of 13. If we become aware that a
child under the age of 13 has provided us with
personal information, we will immediately delete
that information from our servers. If you are a
parent or guardian and you know that your child
has provided us with personal information, please
contact us so that we can take necessary action.
Users aged 13 to 16 have the right to opt-in, and if
you are the parent or guardian of a user aged 13
to 16, you can also contact us.

Our children’s information policy

We do not knowingly contact or collect personal
information from children under the age of 13. If
you believe that we have inadvertently collected
such information, please contact us so that we can
promptly obtain parental consent or delete the
information.

How we change this policy

Our Privacy Policy may change from time to time.
When we do, we will revise the "Last Updated"
date at the bottom of the Privacy Statement. We
will obtain your consent for any updates to this
Privacy Policy that materially expand the sharing



or use of your personal information in a manner
not disclosed in this Privacy Policy at the time of
collection.

If you have any questions or concerns about this
policy, you may contact us by email at:
bangsawancyberindoindonesia@gmail.com

Last Updated: May 13, 2026
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	EU and UK residents 

	If you live in the UK or another member state of the EU, you have certain rights under EU data protection law. You can ask us to: 
	1) confirm that we process your personal data and ask what personal data we hold about you. 
	2) change or rectify your data. 
	3) delete your data. 
	4) stop using some or all of your data if we have no legal right to continue using it. 
	5) provide you with a copy of the personal data you have provided to us in a machine-readable format. 
	 
	If you wish to exercise any of these rights, please email us at bangsawancyberindoindonesia@gmail.com. You will not have to pay a fee to exercise your rights. If you make a request, we have one month to respond to you. You also have the right to complain to your local data protection authority if you believe we have not complied with data protection laws. In order to verify your identity when you make a request, you must provide us with your email address and respond to the email verification request. We will match that information with the information in our systems. 
	California residents 

	We have prepared a separate privacy statement for California consumers to comply with the California Consumer Privacy Act of 2018 (CCPA) and other California privacy laws. This statement is intended to supplement the information we describe and applies only to users (consumers or you) who reside in California. 
	If you are not a California resident, this policy does not apply to you. Please refer to our main privacy statement here. 
	1) Your right to request information 
	Under the requirements of CCPA, you (or your authorized agent) have the right to request that we disclose to you how we have collected, used, and shared your personal information in the past 12 months. This information includes: the categories of personal information we collected; the categories of sources from which we collected personal information; the business purposes for which we collected that personal information; and the categories of third parties with whom we shared that personal information. 
	2) Your right to delete information 
	Under CCPA, you (or your authorized agent) have the right to opt out of the sale or sharing of your information. You (or your agent) have the right to request that we delete certain personal information about you that we collected from you and retained, except in the following circumstances. These circumstances include: we need your information to detect security incidents and prevent malicious or illegal activities; we need your information to identify and fix application errors that impair existing intended functionality; we need your information to exercise freedom of speech, to ensure that other customers exercise their freedom of speech rights, or to exercise other rights provided by law. Based on your relationship with us, we need to use your information for internal purposes that are reasonably consistent with your expectations; and other circumstances in accordance with CCPA and other California laws. 
	3) How You Exercise Your Rights 
	To exercise the rights listed above, please submit a verifiable consumer request to us at bangsawancyberindoindonesia@gmail.com. Only you or your authorized agent may make a verifiable consumer request for your personal information. You may only make a verifiable consumer request twice in a 12-month period. A verifiable consumer request must: Provide sufficient information for us to reasonably verify your identity and allow us to confirm that we have collected personal information about you. Describe your request in detail so that we can understand and respond to it. If we cannot verify your identity, we will not be able to accurately respond to your request. 
	4) How We Respond to Your Request 
	We strive to respond to a verifiable consumer request within 45 days of receiving it. If we need more time (up to 90 days), we will notify you of the reason and extension by email, telephone or other electronic means. We will not charge a fee to process or respond to your verifiable consumer request unless the request is excessive, repetitive, or manifestly unfounded. If we determine that the request warrants payment, we will inform you of the reasons for our decision and provide you with a fee estimate before completing your request. 
	5) Non-discrimination 
	We will not discriminate against you for exercising any of your CCPA rights. Such discrimination includes: refusing to provide you with our services; charging you different prices or rates for services; providing you with a different level or quality of service; suggesting that you may receive different prices or rates for services or a different level or quality of service. 
	6) Notes on the collection of data from minors 
	These services are not intended for anyone under the age of 13. We do not intentionally collect personally identifiable information from children under the age of 13. If we become aware that a child under the age of 13 has provided us with personal information, we will immediately delete that information from our servers. If you are a parent or guardian and you know that your child has provided us with personal information, please contact us so that we can take necessary action. Users aged 13 to 16 have the right to opt-in, and if you are the parent or guardian of a user aged 13 to 16, you can also contact us. 
	Our children’s information policy 

	We do not knowingly contact or collect personal information from children under the age of 13. If you believe that we have inadvertently collected such information, please contact us so that we can promptly obtain parental consent or delete the information. 
	How we change this policy 

	Our Privacy Policy may change from time to time. When we do, we will revise the "Last Updated" date at the bottom of the Privacy Statement. We will obtain your consent for any updates to this Privacy Policy that materially expand the sharing or use of your personal information in a manner not disclosed in this Privacy Policy at the time of collection. 
	If you have any questions or concerns about this policy, you may contact us by email at: bangsawancyberindoindonesia@gmail.com 
	Last Updated: May 13, 2026 
	 

