Tema. Ilpu3HavyeHHsl, MOK/JIMBOCTI i OCHOBHiI 3aXMCHI MeXaHI3MM MixkMepeKeBHX
ekpaHiB (Opanamayepis). IlepeBaru Ta HexoJiku Opanamayepis.
ioni:
vV HaeuanvbHa: NATU YSIBICHHA TPO MOXKJIMBOCTI 1 OCHOBHI 3aXHCHI MeXaHi3MHU
MIKMEPEKEBUX EKPaHIB;
v po3eueanvna: po3BUBATH KOMIIETEHTHOCTI POOOTH B Ipymnax,
JIOT1YHE MUCJICHHS, T1aM’SITh;
(dbopMyBaTH BMIHHS y3arajibHIOBATH;
v 6uxoéna: BUXOByBaTd iHGOpPMALIWHY KyJabTYpY, (OpPMYBaHHA OEpEKIMBOTO

CTaBJICHHA J0 OONagHAHHS KOMII'IOTEPHOTO KaOiHETy, BHXOBAaHHA YMIHHS
MIPAIFOBATH B TPyTi; JOPMYBAHHS MO3UTUBHOTO CTABJICHHS /10 HABYAHHS.

Tun ypoky: KomGiHoBaHMiA.
O0naiHaHHSA Ta HAOYHICTD: JIOIIKA, KOMIT FOTEPH 3 MiJKITIOYSHHAM 10 Mepexi [HTepHeT.
IIporpamue 3ade3nedyenHsi: 6paysep, oicHI mporpamu.
Xix ypoxky
I. Opranizaniinuii eTan

® TIPUBITAHHS
® [iepeBipKa MPUCYTHIX
® [iepeBipKa TOTOBHOCTI YUHIB JIO YPOKY

I1. AkTyaJjizanisi onIOpHUX 3HAHB
®poHTaNbHE ONUTYBaHHS

III. MoTuBaniii HaBYAJILHOI AiAJILHOCTI
IV. BuBueHHS HOBOTO MaTepiaJry

Hinpyynuk B.O. Xopomko, B.C. Yepennnuenko, M.€. lllenaect. OcHoBu
indopmauiitnoi 0e3nexu http:// www.dut.edu.ua/ua/lib/1/category/729/view/1365

Mixkmepe:keBuii ekpan (ME) Ha3uBaroTh JIokanbHUM a00 (YHKITIOHAIBHO PO3MOIITICHUN
nporpaMHuil (MporpaMHO—anapaTHuii) 3acid (KOMIUIEKC), SIKUH pealizye KOHTPOIIb 3a
iH(opMarri€ro, Mo HAIXOAUTh B ABTOMATHU30BaHy CUCTEMY 1/a00 BUXOAWTH 3 aBTOMAaTH30BaHO1
cucTeMu. Takox 3yCTpiuaroThCs 3aralibHONIPUIHATI Ha3BU Opanamayep i firewall (anm. Borusaa
CTiHA).

ME BUKOHYIOTH TaKi pyHKUIII:

1. ¢i3uuHe BiAALIEHHS poOOYMX CTAHILIIN 1 CEPBEPIB BHYTPIIIHBOTO CETMEHTAa MEPEXKI Bij
30BHIIIHIX KaHAIIB 3B’ S3KY;

OaratoeTanHy 1IEHTU(IKALIIO 3aMUTIB, 1110 HAIXOIATh B MEPEKY;

NepeBipKy MOBHOBAXEHD 1 MPaB IOCTYIy KOPUCTyBaya 10 BHYTPIIIHIX PECYPCiB MEpexi;
peecTpallio BCIX 3aIUTIB 10 KOMIOHEHTIB BHYTPIIIHBOT MIAMEPEXK1 330BHI;

KOHTPOJIb IIUTICHOCT] MPOTPaMHOT0 3a0€3TICUCHHS 1 TaHUX;

€KOHOMIIO a/IpECHOTO MPOCTOPY MEPEKi;

npuxoByBaHHs [P—anpecu BHyTpIlIHIX cepBepiB 3 METOIO 3aXUCTY BiJl XaKepiB.

Nownbkwbd



®inprparnis iHGopMaIiHUX TOTOKIB 3A1MCHIOETHCS MIXMEPE)KEBUMHU €KpaHAMH Ha OCHOBI
Ha0OPYy MPaBHII, IO € BUPAKEHHSIM MEPEKEBUX ACIIEKTIB MOJIITUKH Oe3IeKH opraHizarii. Y mux
npaBmiax, kpiM [Hpopmarii, sika 30epiraeTbes y GpuUIBTPOBaHUX MMOTOKAX, MOXKYTh (Pirypysaru
JlaHi, OTpUMaHi 3 OTOYEHHS, HAllPUKJIaJl, TIOTOYHUH Yac, KIIbKICTh aKTUBHUX 3'€/IHAHb, MIOPT,
yepe3 SIKUi HaiiIoB MepeKeBHi 3anmuT 1 T.A4. TakuM 4HHOM, Y MIKMEPEXKEBUX eKpaHax

BUKOPHCTOBYETHCS JTy’Ke MOTY>KHUH JOTTUHUH MIXiJ] 10 PO3MEXKYBaHHS JOCTYIIY.

Icnye Tpu Tunm firewall: MepexxHOTO PiBHS, IPUKIATHOTO PiBHS 1 piBHS 3'enHaHHA. KokeH

3 HUX TPbOX THIIIB BUKOPUCTOBYE CBili, BIAMIHHHUM BiJl IHIIUX MiAX1A 0 3aXUCTY MEPExi.

e Firewall mepe:xkHoro piBHSI TpeACTaBIEHUN EKPAaHYIOUUM MapiIpyTu3aTopoMm. Bix
KOHTPOJIIOE JIMIIIe JIaHI MEpEeXeBOro i TpaHcmoptHoro piBHIB (mauB.Momens OSI)
ciyx00Boi iH(popmaiii makeriB. MiHycOM TakuxX MapHIpyTHU3aTOpIB € Te, L0 IIe M'ATh
PIBHIB 3aJHMINAIOTHCSI HEKOHTPOJIbOBAaHUMHU. Hapermiri, aaMiHICTpaTOpH, sKi IPaIIOIOTh 3
EKpaHYIOYMMH MapUIpyTH3aTOpaMU, MOBUHHI MaM'TaTH, 10 y OUIBIIOCTI MPUIAIIB, 110
3MICHIOIOTH (DUIBTpAIil0 TTAaKeTiB, BIICYTHI MEXaHI3MH ayAWTy Ta II0Aadi CUTHAITY
TPUBOTU. [HIIMMM cIIOBaMu, MapUIpyTU3aTOPU MOXKYTb IiIJaBaTUCS aTakaM 1 BiIOMBaTH
BEJIMKY X KUTBKICTB, @ a]MiHICTPaTOPH HaBITh HE OyAyTh MPOiH(OPMOBaHi.

e Firewall NMPHUKJIATHOTO piBHS TaKOXK BIJIOMUI AK MPOKCi-CEPBEP
(cepBep-nocepenHuk).DaepBor MPHUKIATHOTO PIBHS BCTAHOBIIOIOTH MEBHUM (Pi3UYHHIMA
MOJIT MDK JIOKJIbHOI Mepexero 1 Internet,ToMy BOHM BIANOBIZAIOTH HAWBHIIUM
BUMoram 6e3neku. [Ipore, oCKIbKM IporpaMa MOBUHHA aHaNi3yBaTy MaKeTH 1 MpUiMaTH
pIlIEHHS MI0JI0 KOHTPOJIO AOCTYITy 1O HUX, (acpBOIHM MPHUKIATHOTO PIBHS HEMHUHYYE
3MEHIIYIOTh ~ IPOXYKTUBHICTh MEpeXi, TOMY B SKOCTI cepBepa-locepeqHuKa
BUKOPHCTOBYIOTHCSI OUTBIII MIBHJIKI KOMI'TOTEPH.

e @aepBoJ piBHA 3'€IHAHHSA CXOXUU Ha (paepBOJ MPUKIATHOTO PIBHS THM, L0 OOUABA
BOHHU SIBJISIFOTBCS CepBEpaMU-TNOcepeHUKaMu. BiiMiHHICTh nondrae B ToMy, 1o firewall
INPUKIIAJHOTO PIBHS BMMAararoTh CHELIaJbHOIO MPOrpPaMHOr0 3a0e3MeueHHs ISl KOKHOI
MmepexeBoi cinyxOou Ha 3pa3zok FTP a6o HTTP. Haromicts, firewall piBHS 3’enHaHHS
00CIIyrOBYIOTh BEJIUKY KIIbKICTh IPOTOKOJIIB.

Henoniku 0panamayepis
OO0MeskeHHS B JOCTYII /10 MOTPIOHMX cJ1y:Kk0am

CamuMm OYEBUIHUM HEAOTIKOM OpaHaMayepa € Te, [0 BiH MOXKe OJIOKyBaTH s CIIyXO, sKi
BUKOPUCTOBYIOTH KopucTyBaui, Taki sk TELNET, FTP, X Windows, NFS i in Tum He meHite, 11
HEONIKM HE BJIACTUBI TUIBKU OpaHAMayepiB; MEpPEXEBHM JOCTYIl TaKOXK MOXKE OOMEKyBaTucs
IpU 3aXUCTI HA PIBHI XOCTIB Y BIAMOBIAHOCTI 3 MOJIITUKOIO O€3MEKH.

Benuka KJIbKicTh 3a/IMIIIEHUX BPAa3JIMBHUX Miclb

Bpannmayepn He 3aXWIIalOTh BiJ] YOPHUX BXOIB (JIIOKIB) y Mepexi. Hanpukian, sKmo MoxHa
3MIMCHUTH HEOOMEKEHUI JOCTYN MO0 MOAEMY B MEpEKy, 3aXHWIIeHy OpaHaIMayepoM, aTakKyrodi
MOXYTh e(heKTHBHO 00IATH OpaHaMAyep.

Ilorana 3axmcT Bi aTak cBOIX cHiBPOOITHUKIB



Bpannmayepu 3a3Buuail He 3a0e3MeuyrOTh 3aXMCTY BiJl BHYTPIIIHIX 3arpo3. Xoua OpaHaMmayep
MOJKE€ 3aXUIIATH BiJl OTPUMaHHS CTOPOHHIMHM O0COOaMHM KPUTHYHUX JIaHUX, BIH HE 3aXUIIAE BiJl
KOIIIOBaHHS CBOIMM CHIBpOOITHHUKaMM JaHUX Ha CTpIUKy abo AMCKETy 1 BUHOCY ii 3a Mexi
Mepexi. Tomy, Oygo © TMOMIJIKOIO JyMaTH, IO HasSBHICTh OpaHIMayepa 3axHINac BiJl aTak
3cepeIuHM abo arak, JJIs 3aXUCTY Bij SKUX MOTPiOEeH He OpaHamMayep.

V. 3acBO€HHA HOBUX 3HaHb, (POPMYBAHHS BMiHb
VI. Ilincymkn ypoky
Pegpnexcia

1. ITix gac ypoky s
v/ Ji3HaBcH...
v 3pOo3yMiB...
v/ HaBUUBCA...
2. Hatibinbmre MeHi cnogodanocH. ..
3. Ha ypokax Halikpallle B MEHE BUXOJUIIO. ..
4. 5l maB (-y1a) TpymHOIII 3...
5. 51 xotiB OU 1I€ Ai3HATHCS TIPO...

VII. JlomaniHe 3aBIaHHsI
KoHncrexr.

VIII. OuiHoBaHHA po00TH Y4YHIB



