ONIT =V,
DESIGN PRINCIPIEDS TOR PAINED

Neltooks of &vall, low- Poury de\ices

!\\S NS a0 e
collecd  ateor

-hal e QSed o moni-loy o(mc’f
L‘Iuﬂah'u:h'“.v‘lcz e IONment-- These este

faovan Hhe
Sevresal  design P'”‘r’?d{a les -lhalt are 'rrf\.pm{*cm‘[, (6
) C

When desiqining a  WSN, Tncluding -

CoNStael
X Evergy & F{qfcr"r‘-ma&\ ¢ SN podes ave often POLUQ”‘”"{
by batlesios, so H % (fmpotant to desigo the
Metwoorfe 0 @ oy “hat mMinim %y eh-eﬂ_‘*‘rv\a,

fong LLnxP{-?or') ;

¥ ;:;Jlm'o‘(litai © bISAS can potentially fnclicle Houwsands
Vo Even MilUlions oFf modes, @o L T8 TMPGY{:Go(_ﬁ,
1o design the onectkworbt n o woy 4hal allowws ik
0 Soale easfly.
¥ Robusiness ¢ LISals often Opevate in hoawiy
CHVIYOh e nts and Can  be Selojected to °m{f,\,b¢
nce, So B Tmporbant o degign Ahc peleoght
o be Robust and eSilient o Adbesge C[f:a,([cnodeg.
¥ 8 C%f(’;‘] ¢ (AloNs often handle Cemetfue Aata, So
-t 75 TMPO‘)’C‘O(}}‘ ‘o desr Caﬂ o= Peteoork 4o lbe
Lecuoe C"Lﬁcdfr)%i— attochks och Aota b’i'@mc»[,uz,g_
-+ fnz’*&.o[gwobd'?(f% ¢ talends Moy ne ed 1o Te %YQ-{—C—
Wt othef LyStems and devices, So T T
tmpoviant- Lo ofeef’carj the  petwosr to b
f’r’){—&tqa@i‘able (OTth o-lkhey tcchnologies -
Adaptabildy 7 (ASNs  may heed Lo odapt To
gLLanaa fnca CVvDNYWentS Clhc/ qu,{,{i}fé’ merﬂ‘i’:,
rn ™ 15 fMPO’)‘fTCPV}l" +{+o c/\es?cﬁf‘) the phefromsmic
‘o be Alexible and oble Ao owlapt +o Hesc

. ()

~

o
4]

1

M

iy

;” f:"\.:\ (‘Lc:r) C?/S .



T : ;
- g “_I C‘iv_{if-'f/\ e rf COH /'r’J';’_}S 4 ﬁ/}J

(
_— ' e a,JD/c_ @
X 10 -hig end | the Wenl Ffivel of all has Lo = )

obile device O 8

U

B0 exchange deta Whh 8uth o MO vides
Lt B Soil B g‘]a-leu)atj L wobTelh PP e
e [‘[f\'JE.i',r“cz_f connection o lhe Tﬁ‘zﬁmb ”

K Thie s —clee ("('t_fr'(,c,I ¢_§-ha.t’,ﬂrﬂ7[.“»fb?vﬂm-ff J@m the pP \flﬁ(o
MAC ond (0K !“""J(f’f“ eTlbes b coblle quu[ci/
the qatecay g egtuipped ITh a vadic ~fanste
~{elecr, a5 wUsSed 5n Ahe wlSA, oy SomtT [/mbabﬂj |
hot all ) npdes i he  WSN Suppoal &iano}aﬁﬁj |
liorelegs Conmictnt coclt o {cchﬂf?bﬁﬁﬁ/s Luth 5
LEEL €0Qd- 1. E£Fthes o[rh’on CAN  |pe maiuam%acaeow%
f“{‘)(‘rm’*?ﬂq O 1he aﬁoif’cﬁﬁ’on o Ahe “[‘d pical Use
CALC.

b a tdend , m E]Q:Ltwmj s a device dhat Connegls
the senSey  podes 4o ofher nekoos, Such as
+the Herwel—, The qa:é&ﬂ@j Cerves s the
1f“’W'/:CiL[r'CLCC’ be-lwoeen -lhe IS and —the oOutsise
{“A._{@’T[d) f?L”,OUOTV'LCJ LBensor Hdetor 4o e —Eransm'(,tﬁa%
to  Yemodc  |ocations ~for armujs? s ancd processt mj_

£ Thewr ot cevered Koy concepts acladed —to
%cx~hw-90uj cle;s’f’cgﬂ anel O[:@r,ccﬁ@m N LJS Ms:

T communicoebion puioloco)s »
able o

The g arteeooy roust L;C'
ComMiunicarle ot ‘e Senstr  mosles
USTNG 150 ﬁ.pm@/;qﬁa{r commun [Cation /)m'['DC@Lb.f
This may involve _‘iu.jo(:zom'-(" Jor Pkt e Frr;-h)(‘o[&, .
dcp::’.mc/?mcd on -lhe E[occ,.'i-ﬁ‘c NeedsS of <the L\l&f\j
*  Deola Dxc\yc\wccdqrh'm: The gateusoy road  be
"—3"€?S{:3ong’€(3(c;’ e F’\gﬁ’r’ﬁﬁa-é‘?ﬁg Aeta  Aon
M»erf{olf LensSer  noks befor ‘HCIFWSVV&JGHHCJ



N

s plo dhe oudside  ovld This can help o )
ﬁzﬁc_iuff the ariocunl- of docta ol reecls o
?4/;?295 transmitled . and can also be used -to
f (o™ Simple data pAroCresinig  toshs.
‘ef\ﬂ Pofmtﬁﬂ Mana‘ac.mﬂﬂ'l': The 3Q;{_gm,j o cy QCCGP
£ Manage the  Powest aomgumryﬁ’on G ~the
=enSor Modes dp epsSuwie that  they o nok

| WD out of powest  before el batleries
l can e 'Yﬁ{:)(CQCECP O ‘T@choﬁgf_—g}'.

Sk eecarlh £ =ie . |
. - Uj o SQEU"CLLj MUSH e Secued agaiog]“
| CREC AT g 13 e Tr0 S0in |
el . Ay ooind of
iy _45@7 OutsTae  access 15 4he 2SN s
M@b«d mVvo f\/é; the nse O(r er C'Yl_j f)67 &7) (SL/’?C[
Dtlrest  Cecoirs {—fj meastutes 4o pw%ec[— anc‘os}
Aator bT‘@C?!CLvG’S- |
4 Deploy mest : The qedeway must  be Caretetly |
deplogyed in dhe WSN 4o ensuve dbat H# pae
Jood coverage ond can Coromunicate e&b@cﬁvtuj

with the sSensor nodes . this My THVolVeE e

T OF mutiple gatewcags o povide Ve dundanny
raYe TmF‘Y‘OV e “Telfolst L:.bj ]

| GATERIAYS 1 WISN/MANET

%_af-)r{ooo remole  access o /from the  <)SH

e Boidge ke gop between different Intetach on
Semandics .
£9¢ doba V5. nddvesg - Cerntic D@%upom['{ing_

* Need Support- for differemt- Todios | protocols

—-(0/ [

P, ——

((En- ', Car)) == 9 2 -

’Ll ¢ ;;(J Gdf"“’mf M fhzzi:s
e 2 se
E=e /7% S|



9.3-NEED oFf ¢n TErIAY o san® K 2
—_— T O i
LN g 5 | il
S / 2N . A o
INTERME T } s 9/
= m A e
\/ ¥ Ny £ i
- (?‘G\‘L(DJCL‘—J &Q‘& D /:
£ E ) ode Q‘(\
L\'_':z UseEr Q /Lj U Q .I::-E] \‘
W\\‘\\ ) //‘
i rr

Thewe awe Seuenal easons wlhy a gatcomay
be rneeded H @ et8 Bl ¥

¥ Data 4+ransmission: Ibe P oy “hunclion of &
Goctcwoay 7n @ Wisnl 8 4o bansmit dete Fom TME
Qercor podes o a0tk joeationsS  —for ama(.zjsl's
ond  proceseing - tditrouwl @ Galeway, —fhe Sentor

- nodes rdould bz Teolected amd Unabile o Arasm! B

L Tl et

# Metwork M&‘W\cx@emeof P The gateway tan be USE4
to manage and comtrol the Semsom nodes 1w e
KISNs - for €xample , it Can be used to updatc fnt

 Frmwdove on ke nodes, ov o C@o—ﬁfgu’af thews) SenSor

L Feelometons .

é—‘{‘Sgcuﬁ-{ﬂjZ- e gatewoay Sewvves as  the pﬁmav\j

; poinl of ety fovr ockside Occess 4o Iho [f\\g;\],

. By gecmtog fhe gataway, ™ 1§ possible +o

protect dne entite Llsn agedn sk attacks CLMJ

| data  byeaches.

¥ Totetoperabiliy t The gadeway can be used To inkegral

| ;“OC el Ldith ot ey s(jg{-.cms gmc,s ;leurces.—%w‘ eq o

| L G be uUsed —Ho tramgmit datol —Hom the WSA 1D ac
clowd ~ poged analyfice b lscl Bory, o e o (opa)

Servel for  Tusthes Ph’DCfSc’:’:?:ﬂg.



: 7.) ‘ =y i Er == S — ]
\ V! IabLLLL\Lf : e Lse of G D azteusa l'j (Cen ) e i[)’ YN @
g v NS ( (_,‘)
= ) n o fe - ‘ . .
}Y) reslio el Gt wJ of the  Ialsud by DV r(ff‘rr} 2
/(ﬁLG{LLmC‘!Om(" Cc:)rY‘)rﬂur\cchrgn lgr,{ 1F ,/ A (7(”) - Vlrﬁf/ .

./rf’ r—pe:L.-‘—LS [eay dot‘b Orr{fﬂ f._) Ih L (;]O —{\[7,5_)-1_3 [ J { o r-\ L{_} e (_-'.-'J .'..ﬂ"' . {O

Lransnids datd from  othen nod es in  he  trelustsh
WEN 4o Trtertmel Communicaztion :
+ E_ﬂ = Aeliver an alonm m(’.SGOrge’ lo can Poleane (-
host- .
X (Bsues:
* Meed Ho find a galeway [‘r.’ﬂ{cﬁfm-(_ca 'a-oul'iﬂ{j ‘“"‘c}
Sewyice discoveny )
° Choosc ‘begt’ geclewsay of  gevesal ane avoilable
» How to Hnd mlise oy Hllee's tp !
_ALERT. ALICE . e ALICES DeskTop

1!‘ « )), _ 3 __;__j

i
] —=

1 'y
\

' N i OLIE’s PDA

¥ ASsurve  dhalb Abe PHiator oF & WIS - (mleamed~
Comim . tesides G0 Ihe 116N~ ~Tor 29~ a Semnsoy
Nade olamnis to  delivey ao alovym roessage -t
Zome  [nlemnet host.

s The ffvst moﬂolem 1o aolve T @kin
Networh 3, narmely, how kO Pind he  galewry

frormn  WiHhin  Ahe netuwor il -
K BQSCf/fC«ﬁiD_j; A 'YD(,L—[;’;ﬂg F'mlofwﬁ Lo~
oftfeyse O S]Ocaf/é:l& Seyvice NHAB dn be Solweds

a - g4 ) ; a C) -' o .
i ntegrating yuling ond Sewuice diScove

1o ad hoc

pode Pt



FWISNS Qe @ petwools of Srmally loto-power  dev; § 4
dbal qee used o montlor and collect dala Foo, L A
e Scmﬂﬁuncﬁﬂﬂ coviaornment . (D ovcler o "z‘foﬂ"ﬂ'f'(\
this datla -to -the inleynel o7 o1he F@r_:—éana_)
”C”‘(COO?!QB) Q gcﬂ-aoag (= “EF'JPTCQU-U tg-ecl Lo comnech
The  WleN 4o these Networks .

K Thewre ave Secveral diffesend- hloy G that Q L oK
Carm communicale (OTth 4the Tolest-ef-, ;\J@Pemclrﬂ’j 2r)
he  Spectic peede of e networte and Ihe
aNe ] alsl = Tn qﬂr&gmc_{smf ‘

K Ccellulay— A WSN cam wee a Cellulos Metweork ~fo
trangmi{ data Ao Ahe Trteanet . TATS can bco clome
WEIng o asllulny wesdew Fmnseted 4o Hhe g etlziiny
o by wsing Speclialized Sercos nades Abotl Taclude
o budf-in cellulas hﬂo&crﬂ.

¥ [/Llfiﬁ(';jg he JSN s cJCfJ[ngCP fn an omrea with
Wl FI Coverage , 16 CanD USE O WA netwosaix o
tvaengm it dafa 4o the tteinetl - TThig can be olpine
Using tIIFL modenny C(onnected o <the Sa-é:wa/lj/oy
oy usTng speclalized fencor nocles Wity bl in LF)
¥ Satellite s I1n vemote or hard4o-veach caras, a_
Caotellite rnetworlt May be tsecl o “+transnlt
Aoda Frorn the WS o the Trieibel. THs Earrs b
done using a calellite roden connecteel 4o the
CEJQJ?CL'UQJj/ or by u_STr‘?g SFECJ&,[}%C
bec] k- ip - sat=lidtc rmpdemS.

i LO”E}—'&‘Qﬂg@ Llireless @ 10 Some Cages ; ¢ MY e
Posetble —({p wse fonf] Yangc, whirel

LoRa Siglon ;-6 tiansmit  data
(Mteanet. hase

cj Sengoy nodes itk

e.5$ %chnobﬂias, Such as
_ frorn the Lsnl Lo the.
f&CcBr‘)Dfog)é'S can b& u,s.f:cf —t
“ransmid- dola oLy, long  distarces, Making them

ndel - Swdies for Yermole oy havel —tD~reach - avear



%
2

£1
#

’[?

-
.S-:j,'{l—( €S (L r‘lu] \\“("fj ;Q{)a h(“("CL\O) [ I N-ea QO 5
v N
:?{3'1' o ~telhy I (1! Mt at {\5‘ f"f?f:"{} C“.i:f_ij" o h ‘;’; ¥
/rh"{. dblokl ¢ _r(-cﬁ E_“](Ad YESS ",'J'rr’??f,;—) C,’ﬂtfl'-l?—'*f n::\'f ol o
(/ J! vEn nclteootfl, and Aoca and wdber : = _-_,;.'39;,; !
in the intcinet S nisal-

C\P(f‘[r'(‘a' tion - leegest protocel

& pec (E s [0 to (‘O[S .

)
/‘ ‘ T 1 F="=7 £
) )2 LiE =
- "—?;‘_:-;- -
4 ‘w\ ‘\.C - & ———
& alens C £ VoA q_" = ‘;‘; -
1alewa R - s B e
') (2\’(' L \l\'\\ E— P ; E_ -h ’77
< ;L ==
( Yoo W N
- - = =7 W
T =3

) .

TUTERNET o WS CoMMUUICA ToN .

* i e N
kisNe ane NlWs of Svatl, (0w - powey devicas +hat
& s =

e used “Ho rooHor and cellect data -from the

SLLW‘DUﬂchl’la envirtonreent. » ower o trensmid dets
s —Sypically

from -fhe Tntexmet to @ ISN, a . gatewaay
used -to Cennect the Sal 4o dhe Totein et
Lays  TFhat tee

avec SeVlevral| AiTffFetent
M[ﬁh ™M 5’\5:\1-

s Thewse
(OoLestime -
¥Rermote mana@emer)b: “The gecte coay
“afrﬂo{f(ﬂ mancuac’ teod  Conted Hhe Sencory nodes 1o
be uged o Lepdortd thz
the ¢

car Communicat =

| S 4
can be use.]| ¥g

the w(snl o €9 - 1t Can
Lmlooote on dhe  ondeS, ey 4o Confrgure

Lemcor Pevenin e tees |

o

x Pocla collecHor 2 The Fecte v q iy s 1
o la¥g] C U Ses

colle e &
lect dada -Pn?rﬂ the Sengov podes \n e WlSal

anal  transmi . I
Temit W 2o the  foleipet £4 analgsrs

A oy ocgv T, .
F | DCE&S{’\Q . Tf‘?{ S cecuw [:)8 C}!DWC L[\;!’yjj -

-~ =~ -
- -~

Oy Teto ,
Y o Paviocels, Such as IR ~eT) ) o,




-

| -“{' Comma nc{ (Incl Con +-ol - The fj octeu ey cor be u A
| 4o {’?'Clﬂé;rnr e (Dn’irs«'?:’u"ta 5 ’F/'O rvl ”'jf“ Tr"afl_‘/g/r.f/i +o o
LlsN, odlowt n9 Fermote CLECYS fo cnnteOl  Hpe
Le B0 hodrs AN a4 Ccolleck Aator  on C‘I”Ef”""”‘ﬂ, :
£ Alerts and notificationS- The gateustsy Cof e

transoit  adats and noli FicaAion S

used o
n vesl-

Lrom e SN Ao the rtean< [
Jor =9~ I A Sencod hrode cletccts 2 Fﬁb?‘?f‘f’ 24
anemaly ) the Gatewday 02l sl E O alerT

notify +he a»f;rz;‘m/.:’ﬁ AT

[

1 “"‘/ E

4+ e TNlewvnef +to

[
v s
e ( ansgerzat nodlc )
_—
t&]gr\J = - )
Ty

s +) Sfﬁﬁff - poale O:,chf-f:fc;iu"re n o ks
w”g‘if-'s f*ﬂ c. SenSos node that incdudes TTHE

y «PDHOUJIng "bgﬂ-f}hjaﬁe COMJPOOCO—&S Ll

€or TROLLER. © A micvoontelles oT Q TG proce Sz
thot— 13 Tesponsible oy processing dato , making
Jdecceshons, and conteolling  the  ofh & Cormponeals

of the Hoale
SENGORG [ ACTOATORS - Devices that Colleck dcode ~Aroro

the enrnonments ord/or contl p‘m_jgf'cal P"uff-&‘:'f%,

They con tnclude {CWLFCTG;{LUI@ L enfor3.

hU-MIDJ?% Lenlors, light Lenso7s, e =l emmre A

Et1Ce>

f - £

/e
J

~J



-
\ & - N - .y &
N !"\ 1 ! rﬁu ) 1 P A ]" - - Y N omens WO LI ¢
& ~ . 8 W — — - — e
J— - =
g -
—g— >Tre .
48 “ e >3 T = o~ - ol =23 SRS — - -~ >
;t - - & e \ 8 - L CO Oyl - X A -h\_\_
¢ 5
- ~ -~ - B -~ - —- —
& COrmommuniCaxe Th e oL -7 NoOoNC S &3 O Centrea
b r
s e r - -
\\:‘ “\__-‘h. \‘-? :
- \ oy .
AW T B0 & ¥ =t ~ ~ o~ - e - e
ot 4 ¥ \_" rd NoYl« ¥ O T ! 5 BN ) i _— o \
vl Ovl ~ 1T Ty xf"'":.—;\i acViCe ucn. QA
-
) 1 i, —r— 1 y
4 g B > T T —€ o~ . 1 - |
“TLASY A cwlt b ~~"‘J o e cet ROM, that CtoreS data
— A
- - —
el | pPhrocqra o
‘ N

P - - f ] » - -~
PoldER Supply i A n:utt\_:z,ﬂ ov othesn cwes] SouXce

to the pode.

) - -~
oviae QPOUUIED
¥
o "nAatce T P @
OES (6N ConNsS TeniN .
P els

tpitonl — lindibed bater, (e 6 a
- 0

oot ConSEroust 5 Lo PO (D e f{;{:&'(‘_?fn% TS

C—= =
28 COBLT T 2 Enson nodfs roUSE e Tm’weactoens‘y\ff 45

manufnctire  and depley  ig [Mtje Nnumbers -

and lightweight fov eosy deplogrment ov—d

mcb?bilj .

SINGLE NODE  -ARCHITELTORE

[rtemeny ]
1 cOmmun‘mcaﬁm l |

deviCe

|

gengms/
o cluadms

LenSor ynode Hovldwaie (OM]DOY\.Cﬁ"S'



pitacks in WS layey hale -the  Knowles
NI Y St [T 53y QO LS 1) l'l\;”l"‘?:’t-“"\,'!(T{f(‘ “]( 'il(Oi
O change  the  geman hes., AL e vesu f_I,‘ y Jalge
~,
seoted il{?r'ift;:..'t{f‘f)ﬂg; ond  lead Tt

N v i \?\;\'-" :‘1;‘ _‘_:_\‘Lf [EESE = | {
Secbion, he -fof?ouﬁ?f”'ﬁ

iy E:
« e

\"‘.‘i‘:‘?‘\‘\\“\j “;‘L\"(:\\: 6 l'\ L
A webet :\\‘\\' e k\\’:“\‘ ':\Dt:,{‘-‘]
cclock Skecoing
N - i ‘v \_‘ -~ 7 1.
R s lsSoge ’o‘e:'_‘c’-’mﬂ"”'ﬁ
- TR e A L -
Lon - AGQyega o Dot on
~ “
oK Sketoirng— The {‘a&aifs ef -Abis ottock ave
e \l a !/'n
—thcse Senscrs m vieed ©F Sﬂr)oh—rﬂt’)ﬁcsl OPE‘T&{‘IDHS
(ear (99)(solle]): By d-i.-sscm'ir):r{;nca false -Himing i nformirtion
L afacks oailm <o desyochronixre Lhe 8€eNSOTS
(i€ Skewd o clocks) -
s =]
in tEEE goa-ll (Wiich con foe

:’ir.-:ln’lfblf)

Weds) |, nodes are Teguided 4o e "
access Po?n%- Bea.con Fackﬁf-

aAprlied <o
Io ey odicatly-

ynCooniied with -the
: tedd oy the access point
contain +Tming T 0 fermation 4o be
by nodes Br clock adyustment - AHackers
oeocor PAddets Wt by ud'f‘cng

'@elg Semnd —toals
. Oonhece nodes a\sﬂjusf_ Yreiy clochS

Haing informatie
based o e Lvong Information, they Al e
the occess poiot .

& i 2. g -
51:”*1(: NOh iz oticn ol th
o

”""':"‘Cubgr) true beowcon \omc!«@c’ﬁ latey Cam bﬁﬂg
:.;joahwnﬁ-zcd—?o*m ‘e modes wu

—Br e bocks 4
sCcitate belidmen tHhe —wo Léotes ard be unstable

Llective Message HtonoaTding - Aoxr Amie  odtocl<,

e  sdVersary bas to be on the pecth
nnd  the  Slesttnation,

—+the Scowuwrce




Ov  past-tial MEs5sages g elec w/f?"j

a 1= 2
rlote thot e atfock (o ditfele 2la

5 .

Hi. o . "2 (=~ |« '
Cined Selective oo ding ottack M dhe
= - = " —_— - f. ’
ook (o SHEeT: e (o n ch the 2gelechye —.Ef/r-f/);“-’dff-’f/

. i = g

Lack 1n th e Crpplfco.{—%f:‘r) llj ) otlo-Chers nﬁfﬁ/
gue) uf‘cif;"‘rSLO.md toe ©

Semarnrtics of the ployloxd
ol O.ppil Cation

Paci<et as q meaningful mcg cage in8tcod ok

v

o) ('l“'a»Cf'JCU'fi“rC/ Uf‘)“.j‘{: " o,r)c:,{ SC’,LC’(_"{ '.frjf” F/JC,HC%“J —tO
ve donwareled based on dbe  Sermorstice. in

Corpovision, -+he gelertive fornoa 7ding attq ck in
Hhe netuoerk baget only wrquives odackess 4o

' - 3 -
Sglet "”’76 D"*ﬂfuar*-*rlc Lr“—ﬁ'“_,vrrr)o;i-zcn; $'J£b as the

=z | z= 0
Lo he-thest —n “G'WS’JJ"—'J o ets 'a_cu;zd g J-f; tho s&
kinds o= 1

O—rﬂ"’r‘fr')’_)'ﬂ ON on “‘j 5 9.("}’:;

- 1—

toerelore Operdic
al coovrge oran UJ_orn'Jj_J )

ORLE

(n

: o
[*#=110 ;Z’J:,L,ﬂn]” J

[fHz110 230¢c .

REETY

\'

BAEE STATIO)

BeoTHMTION)

-
e
’_!{ 1y = 3 a r R R ¥ L= !A:CCIS:_—
FIGQURE : _A SE[ECTIWVUE S
foriin DING ExATAPLE.



| pata_Aggreqection Pitloion - poee deta 16 RS
~'c‘l|~'.‘(\".|. Qertsong (r.".(fmu[!r, m'r:-‘ l ’-'-'f(f’\ Lo

; I)()(‘_F\ I~ se Al e ltevr s e |2 O t""‘.".l-llf'l oL CHREYS ‘
AR IR AN vl fr‘ﬂ(r‘-:('tl nw\lr'[\l l19e ~evter GO b f"j'J"f"L‘j‘w{,rf,’
(‘\rn\“ VYU e Lixe [ e | ”',i"]"“"'}“‘””” e s utdls
compided by the bage Slaliong rft'(r[!'ﬂ'("‘"-

(fweﬂq’\_f;r.-l.(lr,'rﬁ “:r y =l lee &€ ‘f:..(”-{’fm( 1] el Ihalfr ar)
Meowe et Vicco off lhe ey hvrnwen [ monTloreof
(ﬁ'gj e SenSo™S, af ved  toa «f (- e iHr‘l r-,w._/) ( ;].,,, { A=
ac-&-tmonNg.
X linyos s an open-Sowice  opevaling  &y6tern /J(_',t’jf\r‘ rroj
gpeci-Feally - o0 O 6 and otk €1 cw,lg%c-cl({ Ve (;! £ys terns .
W o ooftten in the fnr)cjoﬂn’)m-ﬁng» {crmc aqge
and g e sianeol o Ioe g ylwoaeiah |- - et Y-
et Cient. making M wlel] -Suiled -fos U

oM
SrT‘)aL[ K (o - POLUQW dc.u'r C e

SoNME F\e,L 4 = TrlUre ¥ s
OHE KEY TLATORES OF TINYOS MCLUDE

e ——

¥ MODULAR f“\jc””tcm'ﬂ:"‘Tfﬂ_LJOS 6 cdeslgmed to be.

Modalay s wuith o lojde ~ra ng € OfF retusa lole
Corn o ents -thal can be E’CLS”_LJ cormbined| to
Csreo=t-e cgtomn omol’IC‘CLLTOﬂC :

S EVENT - DRIVEN  WNoDEL - .ﬂi‘mjoa\‘, s es an cyersl - dwven

[-“J"OCJD‘OUYj f‘ﬂ]’f‘lg mod el, wtwhevre ALashks oxre *E"a'v'fjfjt"c‘:p

by clermts Such as th-<e eorival of o pPEt kel-

or -ibe = Yo Hton Of- T e . """f‘f’)‘f:‘)‘ Cerr H(‘LP

to minihmite ecemevgy ¢ OSUN TP (oo
-the <yg-tern Lo

by allowcing
8[€'°-'[9 LOCF[LO&'GH <e rj*['s,
K SOPPORT FOR ) WIDE RAMGE OF fm R Dmm\( = th’OG

.

—

2 - -
eludes Seppor —for Q@ Mmb- yange o4 hackcome
Plecltforns, oeluddt " i conteoll Vs,

SenSo*vS, ard ~adic +ta NScel\lers .



. i
|

Q ﬁl( f.('*]('.‘l'*'l"\'ff\ffl OINCK = Hinyog nceluwdcdes a --fcc,[(zfr [ N {((')c'c‘f )
e — . . ., C:‘
% pettvor king  stack thal Supports Q (wide vange

*aetuding  [PY4o IPVE ot o

C\‘f e eoen ((lf‘l 1 [‘M‘[[\(‘;\l:\‘

G Lol~l A nl
X DeveLlopmen T Teols = tingpe. includes a aNge of
c'lc'\/'(‘f(_i\l“)l‘f")f‘r")[‘ _,((,m,,:;’ Theluding a cimulatory , A Hfbugge”f)
and A code PAO-LC e, Tt help c'“fr\/c‘loptﬂs Create
O N (g Qo f‘l"”““ . (.-;r,,.)b; .
toverad, Tiyog s @ populay choice o1 de cleping
applicalions -—for wderls and othen ernbedd e of
S%J.‘;{'(‘r*-')-.; Awe o s light co:*?g byl Arsi‘g N, MC‘CJ“(C"“I
QT chtecteote oA gtL[)[’)@'a{_' —~fov wide ramgc Dl
hardwerae  p al{prm s
-‘-/}‘-[/\IESI\IS arTe OcluwoaKks of Seall, low - pocJey ‘Heufcﬁg
Abat eaTe uged €0 rmen 1 and CO”EC'{ data ~Qom
Lhe AU~ qd?mg envivonment - These Helic€S
-—tLJPTCCLLh_J have mi-led processing  powey and memoTy
and as o "tecdurlty “ltheyy TEQALLME SPECTC‘LU’ ?1-6,«4
operatting  s4ysgtems and execield om envinonments
“dhal ove optimired -for “lhelt umigue Constraints.
# Somc  exarndles ok Op@va--b??mg cyslems a0 C}
erecultior -\ iIvOnmenNts ot Qe com nﬁOnLH

Used T W6Als oclude 2

M = RRE 1B WD e SElTes cﬁ{w‘\n?i‘ﬂﬂj Sﬂﬁkm
Lenls - T s walitten 0

dc?{ﬁi'q e c| Q)rx*c* vlicar I.(LJ [y
leac ‘l CLC Lc] e QN &'.‘{ 7__5 (*le;‘tﬁfqﬂ ‘5\1{
\ ~

‘thc Neas C P',C)(?'J'\ UM rY')Tr’}c}
o e l'l‘ﬂi'j'l. u?c"?‘f\]h( - and cneo 9 eLicten l' -

i i i “!_1 P
v conlikl — e ool

& il le L 18 Lle Tn «lhe C- progyoum
F}H{;»[:c-rrp oY fx_,f)I\Ib . _!_‘L | & L,\[ﬁ 1Hle 0 l e ¢ PTD'-—] " |

e onothey "—7lf‘f‘(3 - 80U Ce C‘]‘DC] (r{'i-ﬁg

- N (‘j () =L l()LLj e AN (.’4 T()('.l LV{L'.'.“[ (\5 St ib[,)(p"ﬁ l" - ([11’ o
- - | ) - O ‘
ot (I e el q € o[~ MNe ook lﬁcJ PO lo>e ols an L"{

- o .
e PI 51 l(,‘n"l:' LOr <



CROT = Rof 16 an Open s sowsCe  opeialiog Sysier
irvlenmel OF '“;'\'u)rl-., (](‘-)'{‘) and  WISKs, S

LEByvil{en o AN iy \\-a\\]..\intnr{i:)(i ((’\rw_'J“L_i(_'lf s Owc 1S |
\\.:~,;‘;§u‘~_{ o e h‘(‘{!vluwr‘f.]hl- (‘H")({ emﬁcj‘j 6LHC’?€(‘5}~_

* A emet b - .ﬁﬂ“\"‘-? -Grnlf)(‘({({gcl‘ 6" aL Jvq €?-zt’atﬁ{1‘vr)

Sovhonmen]s halt can e wsed to wun Jallo  applca

“Uens on WSA deufces | e 76 desigped -to be
Wbtaeghts anel erevgy - ehbicfent, and includes

Sl ;‘! NN % g {(_\ v [ \)’ﬂch ) ‘E]C’ o \:' (jClLCo L(’ b'[a-r;eg Ciﬁc’
P T ‘

LN S ‘ 7{'\ 1A p, S : " "
ov talovking  cOlth  Sensors and  ofhey  basdeoare.

R R



