
BEEHIVE – ACTIVIST APPLICATION – PRIVACY POLICY 
 
Welcome to BeeHive. This platform is dedicated to providing activists with a safe, secure, and 
anonymous space to communicate, plan, and collaborate. By using this application, you agree to uphold 
the values of safety, security, and respect. Our code of conduct ensures that the platform remains a safe 
haven for activism. 
 
1. User Authentication and Security 

●​ Two-Factor Authentication (2FA): For your protection and to safeguard access to the platform, 
all users must enable 2FA. This ensures that only authorized individuals can access your account, 
adding an essential layer of security. 

●​ Account Responsibility: Users are responsible for maintaining the security of their own 
accounts. If you suspect unauthorized access, please report it immediately and take action to 
secure your account. 
 
 

2. Privacy and Encryption 
●​ End-to-End Encryption: All communications between users on this platform are encrypted to 

ensure that your messages remain private. We do not store or access the content of your 
messages. Users must respect this privacy and refrain from attempting to intercept or access the 
data of others. 

●​ Message Confidentiality: Respect the self-destructing message feature by not saving, recording, 
or distributing content from others without their consent. Breaches of this guideline may lead to 
suspension or removal from the platform. 

●​ Respect Everyone's Privacy: This platform values privacy and anonymity above all else. Do not 
attempt to reveal the identity of other users, either through their messages or external methods. 

●​ No Data Uploads: Your data is not uploaded to any cloud servers. Respect this principle by not 
manually sharing or uploading conversations or user details to external platforms. 
 
 

3. Moderation and Safety 
●​ Respectful Behavior: Users must treat each other with respect. Harassment, hate speech, 

threats, or any form of abusive behavior will not be tolerated. Violations may result in warnings, 
suspension, or a permanent ban from the platform. 

●​ Content Moderation: Any content that violates our community standards, including but not 
limited to violent threats, illegal activities, or explicit hate speech, will be flagged for review and 
action. Repeated violations will lead to account removal. 

●​ Reporting Violations: Users are encouraged to report any behavior or content that compromises 
the safety or well-being of others. Reports will be handled discreetly, with appropriate action 
taken swiftly to ensure the platform remains secure. 

●​ No Retaliation: Any attempt to retaliate against someone for reporting a compromised safety 
situation is strictly prohibited. 
 

 
4. Respectful and Safe Interactions 

●​ No Harassment or Abuse: You are expected to treat fellow activists with respect. Harassment, 
threats, or any form of abusive behavior will not be tolerated and will lead to an immediate ban. 



●​ Constructive Communication: The app is built for collaboration. Ensure that your 
communications are constructive and relevant to the cause or task at hand. 
 
 

5. Self-Destructing Messages 
●​ Respect the Timer Feature: The app allows you to set timers on messages, ensuring they 

automatically disappear after a set time. Avoid circumventing this feature by taking screenshots 
or saving messages in ways that violate the spirit of the app. 

 
 

6. Robust and Secured Server Infrastructure 
●​ Data Protection: Our server infrastructure is designed to maintain the integrity, confidentiality, 

and availability of the platform. We continuously work to prevent data breaches, cyberattacks, 
and other security threats to protect users and their communications. 

●​ No Data Sharing: User data is never shared with third parties. Any form of data scraping, 
hacking, or unauthorized access to user information will not be tolerated. This includes 
attempting to track or trace the identities of other users. Any attempt to breach the security of 
the server or platform will result in immediate expulsion and possible legal action. 
 
 

7. Invitation-Based Sign-Up and User Profiling 
●​ Vetting New Users: To ensure the platform is used for its intended purpose—supporting 

activists—new users must be invited by existing members and undergo a manual profiling 
process. This helps to verify that only legitimate users gain access, preventing infiltration by bad 
actors. 

●​ Maintain the Community: Users must only invite individuals they trust, who align with the 
platform’s goals and values. Inviting or enabling access for individuals with harmful intentions 
will result in suspension or removal from the platform.​
​
 

8. Compliance with Local Laws 
●​ Follow Local Laws: While the app is designed to protect user anonymity, users must not engage 

in illegal activities that could put themselves or others at risk. 
●​ No Harmful Content: Sharing harmful content, including explicit threats or calls for violence, is 

not permitted. Violating this rule may lead to an immediate ban. 
●​ Legal Use of the Platform: While we respect freedom of speech and the privacy of users, 

activities that violate local or international laws are prohibited. Users engaging in illegal activity 
will be reported to the relevant authorities, in compliance with legal requirements. 

 
9. Enforcement and Consequences 

●​ Anonymous Reporting: Users can report violations of this code anonymously. We encourage the 
community to help us keep this space safe and secure. 

●​ Warnings and Bans: Violations of this code of conduct will result in warnings, suspensions, or 
permanent bans, depending on the severity of the breach. 

●​ Appeals: If you believe you’ve been wrongly accused of violating the code of conduct, you can 
appeal the decision through our support team. However, final decisions rest with platform 
administrators. 


