PRIVACY POLICY

This document is the privacy terms regarding the processing of your personal data
by Nocash. The protection of your personal data is important to us, and we strive to

ensure your complete control over your own personal data.

You can get detailed information through this document about who we are, the
purposes for which we collect and process your personal data, the third parties to whom
we transfer and disclose your personal data, as well as how we ensure the protection of
your personal data and how long we keep this data. You can contact us if you have any

questions about the protection of your personal data.
About us

We are a company established and acting in the territory of the Republic of

Azerbaijan. More details about us:
Name: "NOCASH GROUP" LLC (Nocash)

Address: AZ1025, Baku city, Khatai district, 8, November str., house 15, Azure

Business Center, c. office 165B
Registration number: 2007688041
Email address: support@nocash.az
Phone number: +994507700301
Information we collect about you

As the owner of your personal data, we collect information about you from our
software, terminals, websites and other means. The categories of personal data collected

by us about you are as follows:

e Name, surname, patronymic;

Date and place of birth;

Address;

Identity card information;



e Financial information including but not limited to the following;:

— Information about the organization that issued your payment card and
the payment service provider servicing your account;

— Amount of funds in your bank account or other payment accounts;

— Your payment transaction data (the transaction identification number,
the date and amount of the transaction, the name and address of the
recipient as well as the trading point, the trading point activity code
(MCCQC) and other information).

® Your device information, including but not limited to the following:

— IP address of your phone, computer or other device;

— Brand of your device, type of operating system, browser and other
information;

— Geolocation data in real-time mode;

— Other information about your identification device (for example, your
device's IMEI number, MAC address, etc.);

— Usage data, including but not limited to web history, diagnostic data,
etc.

e Email address;

e Telephone number;

e Employment (place of work, service terms, amount of salary and other
information) and social insurance information;

e Biometric data (fingerprint, etc.);

e Cookies.

e Cookies
Cookies

While visiting our website, we may collect your personal data called "cookies".
Cookies are information located in small text files allowing to identify your device. Our
main purpose in processing that data, identifying your device and personalizing you is to
analyze your behavior. We understand that if that information allows you to be identified
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regardless of the type of cookies we use, the so-called information is considered personal

data and must be processed in accordance with the legislation.
We use cookies in the manner and for the purposes set out in this Privacy Policy.
How your data is collected

Your personal data that we hold consists of information that you and any third
party (resource) provide to us or that we collect directly. In this section, we inform you

about how and from which sources we collect your personal data.

e Information collected directly from you. This information mainly consists of
information we collect about your device, as well as information we obtain as a
result of your use of our software and website.

e Information collected from open sources. We may collect information about
you from public sources. Such open sources include websites, social networks,
professional media and others.

e Information you provide to us. The data we work out with the most is data
from this category. Such information includes name, surname, patronymic,
address, date of birth, place of birth, financial information and other
information.

e Information provided by third parties. This type of information includes
name, surname, patronymic, address, date of birth, place of birth, family
composition, financial, insurance and other information. Third parties provide
us with this information. It is the third party’s responsibility as the owner of

that data to determine the legal basis for the transfer of that data.
Reasons why we collect your data

We collect and process your personal data for the purposes we have previously

stated to you. Those goals include:

e To serve you. We need to process your personal data to ensure that you receive

your tip payment.



e To evaluate customer’s behavior. We do not do social scoring, but we may
need to measure your behavior to tailor our software and website. This can
help us to improve our performance.

e Marketing. We process your personal data in order to be able to offer you the
services provided by us and our partners. For example, we may process your
information to provide you with products that may be of interest to you.

e To ensure security. We are improving our security measures to ensure the
safety of the use of our Services. Therefore, we provide you with personalized

security information to authenticate you and your transactions.

Where we store your data
We store your data in our internal data processing centers and cloud infrastructure.
How we keep your data secure

We ensure the security of your data by applying encryption, hashing,
pseudonymization (nicknaming) and other advanced organizational & technical measures.

We encrypt data while they are stored and exchanged in the data processing center.

To whom we transfer your data

As we explained here above, we market and improve our own and our partners'
products. In addition, we receive services from banks, people who provide us with
technical support, consultants and others. We may sometimes transfer your information to

third parties for this purpose. These third parties are as follows:

e Consultants;

e Auditors;

e Technical, marketing, analytical, banking, financial and other service providers;
e State bodies authorized to request certain information;

e Courts.



How long we keep your data

We keep your information for as long as it is necessary to fulfill the purposes set out
in this Privacy Policy. When we no longer need to process your data in accordance with

this Privacy Policy, we will destroy the data and delete their copies.
Changes to the Privacy Policy

Please note that we may update and make changes to this Privacy Policy from time
to time. We will provide you with the text of the updated or amended Privacy Policy at

least 3 (three) days before it becomes effective.
Contact us

If you have any questions about the processing of your data, please do not hesitate
to contact us. You can contact us using the software and the contact information provided

on our website.



