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Consultant Profile 

​
🛡️ This security assessment was performed by Oktawian Komornicki, Principal Security 
Consultant at Bug Zapper. 

Bug Zapper provides specialized cybersecurity services focused on identifying and 
mitigating risks. Our approach is centered on a meticulous and ethical testing methodology 
designed to strengthen our clients' security defenses. 

Consultant Profile: 

👤 Name:  Oktawian Komornicki 

💼 Title:  Principal Security Consultant 

📜 Certifications: ISC2: CC 

📧 Contact: oktawian.komornicki@bugzapper-testing.com 
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Executive Summary 

Engagement Overview 

An external penetration test was conducted to assess the security posture of the 'Cicada' 
system, which was identified as a Windows Domain Controller. The engagement simulated 
an attacker with no prior knowledge of the environment, aiming to identify and exploit 
vulnerabilities to gain unauthorized access and escalate privileges. 

Attack Path Summary 

The engagement resulted in a full compromise of the Domain Controller. The attack path 
began with anonymous enumeration of an SMB (Server Message Block) share, which 
disclosed a default password for new employees. This password was used in a password 
spraying attack against a list of usernames gathered via RPC (Remote Procedure Call) 
enumeration, granting initial access as a low-privileged user. 

The attacker then pivoted between user accounts by discovering additional credentials 
stored in insecure locations, including an account description field and a PowerShell script 
on another exposed SMB share. The final stage of the attack involved exploiting excessive 
user privileges (SeBackupPrivilege) assigned to one of the compromised accounts. 
This privilege was abused with the robocopy utility to directly copy protected system files, 
including the administrator's flag, from a protected location to an accessible one, bypassing 
all standard file permissions. 
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Key Findings 

The assessment identified several critical vulnerabilities that contributed to the total system 
compromise: 

Information Disclosure 
via SMB 

Anonymous access to an SMB share exposed internal 
documents, leading to the leak of a default password. 

 

Insecure Credential 
Storage 

Passwords were found stored in cleartext in a user's account 
description and hardcoded in a script. 

Lack of Password 
Policies 

A single default password was in use, allowing a password 
spraying attack to succeed. 

Excessive Privileges A non-administrative user was granted powerful backup 
privileges (SeBackupPrivilege), providing a direct path to 
system compromise. 

Risk Posture Assessment 

The overall security posture of the 'Cicada' Domain Controller is rated as Critical.                   
The system was plagued by a series of fundamental security oversights that created a direct 
and easily exploitable path from zero knowledge to full domain compromise. Information 
disclosure, insecure credential storage, and excessive user privileges demonstrate                      
a significant deficiency in security hardening and auditing. 
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Strategic Recommendations 

To address the identified risks and improve the overall security posture, the following 
strategic initiatives are recommended: 

 

​
Project Objective 

The primary objective of this penetration test was to perform an external security assessment 
of the designated target system, 'Cicada'. The engagement was designed to simulate           
an attack from an external threat actor with no prior knowledge of the internal infrastructure. 
The goal was to identify security vulnerabilities, assess their potential impact, and achieve 
the highest possible level of administrative access to the system. The findings                       
from this assessment are intended to provide actionable recommendations for improving   
the overall security posture of the environment. 

​
​
​
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​
Scope 

The scope of this engagement was strictly limited to the 'Cicada' laboratory machine, 
accessible at the IP address 10.10.11.35. The assessment was conducted as a black-box 
test, meaning no credentials, documentation, or prior information about the target were 
provided. All testing activities were performed remotely and were confined to the systems 
and services hosted at the specified IP address. 

Methodology 

The assessment followed a structured and phased approach consistent                        
with industry-standard penetration testing frameworks. The methodology is designed                
to ensure comprehensive and systematic testing, covering all stages of a realistic attack. 

1.​ Information Gathering: The initial phase involved passive and active 
reconnaissance to map the target's attack surface. This included port scanning          
and service identification to discover open ports, running services, and their 
respective versions. 

2.​ Vulnerability Analysis & Enumeration: The services identified                        
in the reconnaissance phase were thoroughly enumerated to uncover potential 
weaknesses. This involved probing services like SMB and RPC to discover 
usernames, network shares, and other configuration details that could be leveraged 
for an attack. 

3.​ Exploitation & Lateral Movement: This phase focused on exploiting the identified 
vulnerabilities to gain an initial foothold on the system. After initial access,                   
the objective shifted to discovering additional credentials and information that would 
allow for lateral movement between user accounts. 

4.​ Post-Exploitation & Privilege Escalation: Once a foothold was established,            
the focus was on escalating privileges to gain administrative control. This involved 
abusing excessive user permissions and leveraging misconfigurations to dump 
system credentials and ultimately compromise the Administrator account. 

5.​ Reporting: All findings, from initial discovery to final compromise,                        
were documented. This report provides a detailed description of the vulnerabilities, 
their business impact, and a set of actionable recommendations for remediation. 
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Risk Level Definitions 

The risk levels assigned to each finding are defined in the table below. 

Risk Level Description 

Critical Vulnerabilities that can lead to a full system compromise, significant data loss, or major 
service disruption with minimal effort. These issues require immediate attention. 

High Vulnerabilities that are difficult to exploit but could still lead to a system compromise, or 
easier-to-exploit flaws that grant significant unauthorized access or expose sensitive data. 
These should be remediated as a high priority. 

Medium Vulnerabilities that provide limited access, disclose non-critical information, or are difficult 
to exploit. These weaknesses could be leveraged by an attacker in combination with other 
vulnerabilities. 

Low Vulnerabilities that have a minor impact and are unlikely to be exploited on their own. 
They pose little direct risk but may violate security best practices. 

Informational Findings that do not represent a direct security vulnerability but provide information that is 
useful for system hardening or security awareness. 

​
Summary of Findings 
A summary of the findings is presented below. The assessment identified a chain of 
vulnerabilities that, when combined, allowed a complete compromise of the target system. 
The key issues stemmed from a lack of basic security hygiene, including the use of outdated 
and vulnerable web application software, weak and easily guessable administrative 
credentials, and an insecure system configuration that granted excessive privileges to a user 
account. Each of these findings is detailed in the following section.​
​
​
​
 

​
​
​
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Findings and Remediation 

This section details the specific vulnerabilities discovered during the assessment, along with 
their associated risk and recommended remediation steps.​
 

Finding 1: Information Disclosure via Anonymous SMB Access 

●​ Description: The SMB service allowed anonymous, unauthenticated access to the 
HR share. A welcome letter found on this share contained a default password 
intended for new hires. This information provided the attacker with the first key piece 
needed for initial access. 

●​ Risk: High 
●​ Remediation: 

1.​ Disable anonymous or "Guest" access to all SMB shares. 
2.​ Regularly audit share permissions to ensure only authorized users have 

access. 
3.​ Remove all sensitive documents from publicly accessible locations. 

●​ Evidence: 
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Finding 2: Insecure Credential Storage 

●​ Description: The assessment uncovered multiple instances of plaintext credential 
exposure. The password for user david.orelious was found in their user 
account's description field. Additionally, the credentials for user emily.oscars were 
hardcoded in a PowerShell backup script located on the DEV share. 

●​ Risk: Critical 
●​ Remediation: 

1.​ Enforce a strict policy against storing passwords or sensitive information in 
insecure locations like description fields, scripts, or text files. 

2.​ Utilize secure methods for service account authentication, such as Group 
Managed Service Accounts (gMSA). 

3.​ Conduct regular audits of Active Directory user objects and file shares for 
exposed credentials. 

●​ Evidence: 
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Finding 3: Privilege Escalation via SeBackupPrivilege Abuse 

●​ Description:  The compromised user account emily.oscars was found to have the 
SeBackupPrivilege enabled. This high-level privilege allows a user to read any 
file on the system by bypassing standard NTFS permissions. This was exploited 
using the robocopy utility's backup mode (/b switch) to copy the root.txt file from 
the Administrator's highly restricted desktop folder to a publicly readable directory 
(C:\ProgramData\temp). This allowed a low-privileged user to read files owned by 
the Administrator, signifying a full system compromise. 

●​ Risk: Critical 
●​ Remediation: 

1.​ Apply the Principle of Least Privilege. SeBackupPrivilege and other 
powerful rights should only be granted to dedicated administrative or backup 
service accounts. 

2.​ Regularly audit user and group privileges to identify and remove excessive 
permissions. 

3.​ Implement file integrity monitoring on critical system files to detect 
unauthorized copy or access attempts.​
​
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●​ Evidence:​
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Vulnerabilities Summary 

Id Severity Name Status 

TR2F1 High Information Disclosure via Anonymous SMB Access N/A 

TR2F2 Critical Insecure Credential Storage N/A 

TR2F3 Critical Privilege Escalation via SeBackupPrivilege Abuse N/A 
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