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TN 0'9TN

Cablefish.py:

from threading import Thread

from cf import protocols

from cf.packet manager import PacketManager
from gui.gui import CFGUI

class CableFish (object) :
"""The CableFish application.”""
def init (self):

mn

Create and run a new application.

self.protocols = protocols.import from('./protocols/")
self.packets = PacketManager (self)

self.sniffer = None

self.session running = False

self.root = CFGUI (self)

self.root.mainloop ()

def new session(self, action):

mn

Utility method, used to start a new capture session on a Thread.

:type action: function
:param action: The function to execute on the Thread.
if self.sniffer and self.sniffer.isAlive():
self.session running = False
self.packets.running = False
while self.sniffer.isAlive(): pass
self.sniffer = Thread(target=action)
self.sniffer.start ()
self.session running = True
self.root.capture_menu.update()
self.root.after (1, lambda: self.root.update packets (self.packets.queue))

def update filter(self, filter):

mn

Change the display filter.

:type filter: str

:param filter: The new display filter
self.packets.set filter(filter)
self.root.clear packets()
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def quit(self):

mn

Ask user to save the capture, then close everything and quit safely.

mmn

if self.packets.saved or not self.packets.packets:
self.root.quit ()
self.packets.stop()
return

self.root.asksave()

self.packets.stop()

# run the application

if name_ == '__main_': app = CableFish()
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Protocols.py:

import json

import os

from collections import OrderedDict
from importlib import import module
from cf import fields

from cf.fields import Parser

# dict[str, Parser]: Stores the imported parsers. Access using protocol ID. """

protocols = {}

# dict[str, dict]: Types are defined in the JSON files, and are used as
base-classes for parsers.
types = {}

# dict[str, module]: Python modules that have functions that the parsers use.

modules = {}

# set[str]: Used to keep track of which files we've imported.

imported = set ()

def import from(dir):

mn

Imports all files from specified directory.

type dir: str
:param dir: Name of directory of files to import.
:rtype: dict[str, Parser]
:return: Dictionary contains imported parsers.
min
for i in os.listdir(dir):

if i.split('.")[-1].lower() == 'json':

import file(dir, 1)

return protocols

def import file(dir, name):
mrrmr
Imports a JSON file from a directory, and generates Parser objects (which are

then inserted into protocols).

type dir: str

:param dir: Parser file location.
:type name: str

:param name: Name of parser JSON file.
ol

if name in imported: return

imported.add (name)

file = json.loads (open(dir + name, 'r').read())
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# If file depends on other files' data, import them first
for fn in file.get('using', []): import file(dir, £fn) # possible TODO: remove
file dependency

# Import python code that the Parser will use
for m in file.get ('include modules', []):
if m in modules: continue
modules[m] = import module ('protocols.python.' + m)

# Import types
for t in file.get ('types', []):
if 'base' in t:
t = dict(types[t['base']], **t)
t.pop ('base')
types[t['name']] = t

# Generate Parser and put it in protocols
if 'protocol' in file:
file['protocol'] ['children'] = [] # fixme: does not belong here
protocols[file['protocol']['id']] =
Parser (**fix JSON data(file['protocol']))

# dict. Default values for required attributes of parsers.
default = dict(size=0, name='"', id="'"', bit value=False, str=str, parse=lambda ,

None)

def fix JSON data(data):

mrn

Fixes raw JSON data so it can be used by the Parser.

:type data: dict[str, object]
:param data: JSON data to be fixed.
:rtype: dict[str, object]

:return: Fixed data.

mn

# Use values from type

if 'type' in data:
data = dict(types[datal'type']l], **data)
data.pop ('type')

# Add missing attributes that are required
data = dict (default, **data)

# If field is a header, parse its fields
if 'header' in data:
data['parse'] = fields.parse header
fields dict = OrderedDict ()
for f in data['header']:
fields dict[f['id']] = Parser (**fix JSON data(f))
data['header'] = fields dict
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# Parse payload data
if 'payload' in data:
data['payload'] = Parser (**fix JSON data(data['payload']))

# Replace function names with actual functions from modules.

for k in data.keys():
if k.startswith('f ') and not callable(datalk]):

data[k[2:]] = get func(data.pop(k))

return data

def get func(name):

mrn

Get a function from the one of the imported modules

:type name: str

:param name: Name of the function. Format: '<module>.<function>'
:rtype: function

:return: The imported function

:exception: If the module does not exist or does not have the function.
min

s = name.split('.', 1)

return getattr (modules[s[0]], s[1])
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Fiel

from collections import OrderedDict
from math import ceil

import protocols

class Parser (object):

mn

Used to parse a specific Header or Field from raw packet data.

mn

def init (self, **kwargs):

mn

Create a new parser.

:param kwargs: Parsing options

o

self.args = kwargs

{}

for k in kwargs.keys():

if k.endswith('_func'):

functions[k[:-5]] = self.args([k]
del self.args(k]

self.args['functions'] = functions

functions

parents = []
if 'parent' in self.args:
parents.append (protocols.protocols[self['parent']])
elif 'parents' in self.args:
for p in self.args|['parents']:
parents.append (p)
for p in parents:
if not hasattr(p, 'children'):
setattr(p, 'children', [])
p.children.append(self)

def getitem (self, item):
return self.args[item]

def setitem (self, key, value):
print key, value
self.args[key] = value

def parse main(self, data, offset, packet): # TODO: rename

mn

Parse raw packet data using Parser's arguments.

:type data: buffer

:param data: The raw packet data.

:type offset: int

:param offset: The offset of the relevant data in the packet.
:type packet: Packet

:param packet: The Packet object.
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:rtype: Field|Header
:return: The parsed data, in a Field object that contains additional info.

min

res dict = self.args.copy ()

if 'functions' in self.args:
res dict.pop('functions')
for f in self.args['functions']:
res dict[f] = self.args['functions'][f] (packet)

res dict['offset'], res dict['parent'] = offset, packet

if 'header' in self.args:
res dict['parser'] = self
res = Header (res dict, data)
delattr(res, 'header')

if 'endpoints' in self.args:
res.endpoints = (getattr(res, 'src'), getattr(res, 'dst'))

else: res = Field(res dict, data)

return res

class Field(object):

mrn

Represents a field of a protocol in the Packet.

def init (self, args, data):
mrnn

Create a new Field, using raw data and info from the Parser.

type args: dict

:param args: Information about the Field.
:param data: The raw packet data.

self. dict = args

self.value = self.parse(self, data)
delattr (self, 'parse')

def repr (self):

min

Represent the field as str. What this function does changes per Field.

:return: The textual representation of the Field.

mrn

return self.str(self.value)

class Header (Field) :

mn

Represents the header of a protocol in the Packet.

mn

23



Cablefish

def getattr (self, item):

mn

Enables access to the values of this Header's Fields.

:type item: name
:param item: The name of the field.
:return: The value of the field.
:raise AttributeError: If item is not an attribute of the header or a Field.
o
if 'value' in self. dict and item in self.value:
return self.value[item].value
raise AttributeError (repr(item))

def repr (self):

mrrr
Represent the header as str. Requires an additional function since an f str
is not defined for headers.

Unused.

:rtype: str
:return: The textual representation of the Header and its Fields.

return '{\n\t%s\n}' % \
(",\n\t'.join('%s: %s' % (f.name, repr(f).replace('\n', '\n\t')) for f in

self.value.values () if repr(f)))

def get payload(self):

mn

Gets the type of this protocol's payload, 1f found.

:rtype: str

:return: The ID of the next protocol in the Packet (if exists).

o

if not hasattr(self, 'payload'): return None

# Convert self.payload from a Parser object to the ID (str) of the payload.
self.payload.args|['parent'] = self

self.payload = self.payload.args['func'] (self.payload)

return self.payload

def parse header (header, data):

mrrnmn
Used to parse Headers (or Fields that have Fields of their own (treats them as

Headers) ) .

:type header: Field

:param header: The Field object containing the parsing information.

:type data: buffer

:param data: The raw packet data.

:rtype: OrderedDict[str, Field]

:return: The 1list of Fields in the Header (can also be accessed using IDs).
o

header.value = OrderedDict ()

# Parse all Fields in the Header. f is the current Field's Parser.
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for f in header.header.values():
# Bit offsets are represented by 0.125 per bit.
# If the field doesn't support bit offsets, move to the next byte.
if not f['bit_value']: header.size = int(ceil (header.size))
# Generate a Field object using f.
v = f.parse main(data, header.offset + header.size, header)
# Put the Field object in the header, and increase its size
header.value[f['id']] = v
header.size += v.size

return header.value
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Packet.py:

from collections import OrderedDict
from datetime import datetime

class Packet (object):

mn

Represents a captured packet. Contains packet data and protocols.

mn

def init (self, index, ts, data, manager):

mn

Create a new Packet.

:type index: int

:param index: Packet's index in the capture.

:type ts: int

:param ts: Timestamp.

:type data: buffer

:param data: The raw data of the packet.

:type manager: PacketManager

:param manager: The Packet Manager. Used for detecting conversations &
general capture info.

self.layers = []

self.index = index

self.raw data = str(data)

self.size = 0

self.ts = ts

self.time = (datetime.fromtimestamp(ts) -
manager.capture start) .total seconds()

p = manager.protocols|['ethernet']

res = None

while p:
self.layers.append(p['id'])
res = p.parse main(data, self.size, res)
setattr(self, pl['id'], res)
self.size += res.size

if hasattr(res, 'endpoints'):
self.src, self.dst = res.value['src'], res.value['dst']
e = frozenset (res.endpoints)

if p['id'] not in manager.conversations:
manager.conversations([p['id']] = OrderedDict ()

c = manager.conversations[p['id']]

if e not in c: cle] = []

cl[e] .append(res)

res.conversation id = manager.conversations[p['id']].keys () .index (e)

res.conversation = manager.conversations[p['id']] [e]

p = res.get payload()
if isinstance(p, unicode): p = manager.protocols|p]
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self.protocol = res.name

def getattr(self, name):

mn

Used to access protocols and fields.

:type name: str
:param name: The name of the required protocol. To access protocol fields,
use: "<protocol-name>.<field-name>"

:return: The value of the field, or the protocol's Header object.

mn

t = self

for i in name.split('.'"):
if not hasattr(t, 1i): return None
t = getattr(t, 1)

return t

def matches(self, filter):

mn

Check i1f Packet matches this filter.

rtype filter: str

:param filter: The filter to check.

:rtype: bool

:return: whether the packet matched the filter.

min

return eval (filter) if filter else True
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PacketManager.py:

import ast

import pickle

from Queue import Queue

from datetime import datetime
from pcap import pcap

from threading import Lock

from cf.filter import fix filter
from packet import Packet

import export pcap

class PacketManager (object) :
Manages captured packets, and keeps track of conversations.

Used to pass packets to the GUI.

mn

def init (self, app):

min

Create a new PacketManager

:type app: CableFish
:param app: The application that controls this PacketManager.

min

self.app = app

self.protocols = app.protocols
self.conversations = {}
self.capture start = None

self.packets = []
self.queue = Queue ()
self.lock = Lock()
self.thread = None

self.filter = "'
self.filter valid = True

self.saved = True
self.running = False

# pickle: packets, filter (if valid), capture start

def add(self, p):

mn

Add a Packet object to this PacketManager, and queues 1its display.

:type p: Packet

:param p: The Packet
:rtype: Packet

:return: The added Packet

min

with self.lock:
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def

def

self.packets.append(p)
if p.matches(self.filter):
self.queue.put (p)
return p

set filter(self, filter):

mrn

Set the display filter for the Packets.

type filter: str
:param filter: The user-inputted filter

mn

# Fix the user's input to be usable
self.filter = fix filter(filter)

try:

# Check if the filter is valid code. If it's not, ignore it.

ast.parse(self.filter)
except:
self.filter valid = False
self.filter = "'
else:
self.filter valid = True

# Only display Packets that match the filter.
with self.queue.mutex:

self.queue.queue.clear ()
for p in self.packets:

if p.matches(self.filter): self.queue.put (p)

sniff (self, name=None) :

min

Sniff network traffic using PCAP, and organize captured data in Packet

objects.

:type name: str

:param name: The id of the network interface, or the name of the

(defaults to None).

def

def

mrrrmn
self.running = True

self.saved = False
self.capture start = datetime.now ()

for i, (timestamp, packet) in enumerate (pcap (name=name)) :

if not self.running: return
self.add(Packet (i, timestamp, packet, self))

stop(self):
"""Stop the current capture."""

self.running = False

save (self, filename) :

mn

Saves the Packets in a .cf, using Python's pickle format.

29
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:type filename: str
:param filename: Name of the .cf file to save the data in.
o
self.running = False
with self.lock:
pickle.dump (self.packets, open(filename, 'wb'))
self.saved = True

print 'saved packets in', filename

def open(self, filename) :

min

Open a .cf file and add its content.

:type filename: str

:param filename: The name of the .cf file to open.
:rtype: List[Packet]

:return: The Packets from the opened .cf file.

Al

for p in pickle.load(open(filename, 'rb')): self.add(p)
return self.packets

def export pcap(self, filename) :

mrn

Export Packets to a .pcap file.

:type filename: str
:param filename: The name of the .pcap file to export data to.

mn

export pcap.generatePCAP (self.packets, filename)

def import pcap(self, filename) :

min

Import Packets from a .pcap file.

:type filename: str

:param filename: The name of the .pcap file to import data from.

try: self.sniff (filename)

except TypeError: pass # There's a bug in pypcap's code that raises an

Exception for no reason

def clear(self):

min

Delete all Packets in this PacketManager.

self.packets = []

self.conversations = {}

with self.queue.mutex:
self.queue.queue.clear ()
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Filter.py:

import re

pattern MAC = re.compile('[:-]'.join('[0-9a-fA-F]{1,2}' for in range(6)))
pattern IP = re.compile('\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}")

pattern IDENTIFIER =

re.compile (' (?<!'\w) (([a-2zA-2Z_][a-2A-20-9_]1*\.)*[a-2zA-Z_][a-2A-Z0-9 ]*)")

def address replace (match, split, base):
return '+'.join('chr(%i)' % int (i, base=base) for i in re.split(split,

match.group()))
def ip replace(match): return address replace (match, "\.', 10)
def mac replace (match): return address replace(match, '[:-]1', 16)

def identifier replace (match):
m = match.group ()
if m in ['and', 'or', 'not', 'chr']: return m

o)

return 'self.getattr("%s")' $ m

def fix filter(filter):

mrn

Converts a filter given by the user into usable code.

:type filter: str

:param filter: The filter.

:rtype: str

:return: The fixed filter.

filter = filter.lower ()

filter = re.sub(pattern MAC, mac replace, filter)

filter = re.sub(pattern IP, ip replace, filter)

return re.sub(pattern IDENTIFIER, identifier replace, filter)
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Export_Pcap.py:

import binascii
import calendar
from datetime import datetime

pcap_global header = ('D4 C3 B2 Al'
'02 00' # File format major revision (i.e. pcap <2>.4)
'04 00" # File format minor revision (i.e. pcap 2.<4>)
'00 00 00 00
'00 00 00 00
'FF FF 00 00'
'01 00 00 00")

pcap_packet header = ('AA 77 9F 47'
'90 A2 04 00'
TXX XX XX XX!' # Frame Size (little endian)
'YY YY YY YY') # Frame Size (little endian)

def write header bytes(bytestring, f):
f.write(binascii.a2b hex(''.join (bytestring.split())))

def write int(i, f):
hex str = '%08x' % i
1

f.write((hex str[6:] + hex str[4:6] + hex str[2:4] + hex str[:2]).decode('hex'))

tz correction = datetime.fromtimestamp (calendar.timegm( (1970, 1, 1, 0, 0, 0)))

def generatePCAP (packets, filename):

mn

Exports packets into a libpcap file.

:type packets: list[Packet]

:param packets: The packets to export.

:type filename: str

:param filename: The name of the libpcap file.

mrn

f = open(filename, 'wb')
write header bytes(pcap global header, f)
for p in packets:
time = datetime.fromtimestamp (p.ts)
write int((time - tz correction).total seconds(), f)
write int(time.microsecond, f)
write int(len(p.raw data), f)
write int(len(p.raw data), f)
f.write(p.raw_data)
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