
Table 5: International human rights law landscape1  
Topic  Instrument HRC and GA 

Resolutions  
General comment  UNSR and OHCHR reports  

Human rights  Universal Declaration 
of Human Rights 
(UDHR) 
 
International 
Covenant on Civil and 
Political Rights 
(ICCPR) 
 
International 
Covenant on 
Economic, Social and 
Cultural Rights 
(ICESCR) 
 

X  X X 

Digital rights   Protection of human 
rights online 
A/HRC/RES/20/8 
A/HRC/ 32/L.2016 
A/HRC/38/L.10./Rev.1 
A/HRC/20/L.13 
 
FoAA Online 
A/HRC/RES/21/16 , 
A/HRC/RES/24/5 
 
Protecting HRDs online 
A/HRC/RES/22/6  
 
UNGA Resolution - 
Right to privacy in a 
digital age 
A/RES/68/167 
 

  

Access to internet 
and ICTs 

ICESCR (Article 15) A/HRC/32/L.20 
 
A/HRC/47/L.22 

 UNSR on FoE Report - 
Access to internet & FoE 
A/HRC/35/22 

1 Table of relevant international human rights law instruments for human rights online 

https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://www.ohchr.org/en/professionalinterest/pages/cescr.aspx
https://www.ohchr.org/en/professionalinterest/pages/cescr.aspx
https://www.ohchr.org/en/professionalinterest/pages/cescr.aspx
https://www.ohchr.org/en/professionalinterest/pages/cescr.aspx
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/20/8
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/32/L.20
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/38/L.10/Rev.1
https://documents-dds-ny.un.org/doc/UNDOC/LTD/G12/147/10/PDF/G1214710.pdf?OpenElement
https://documents-dds-ny.un.org/doc/RESOLUTION/GEN/G12/174/63/PDF/G1217463.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G13/178/33/PDF/G1317833.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/22/6
https://undocs.org/A/RES/68/167
https://www.ohchr.org/en/professionalinterest/pages/cescr.aspx
https://documents-dds-ny.un.org/doc/UNDOC/LTD/G16/131/89/PDF/G1613189.pdf?OpenElement
https://undocs.org/A/HRC/47/L.22
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G17/077/46/PDF/G1707746.pdf?OpenElement


 
UNSR on FoE Report - 
Access to internet during 
pandemics 
A/HRC/44/49 

Internet shutdowns   A/HRC/32/L.20 
 
A/HRC/RES/38/7 
 
A/HRC/RES/20/8 
 
Restriction to internet 
during peaceful 
protests 
A/HRC/RES/38/11 
 
UNGA Resolution on 
FoAA and internet 
shutdowns 
 A/RES/73/173 

 UNSR on FoE Reports 
A/HRC/35/22 
A/HRC/32/38 
A/71/373 (p. 21, 22) 
A/HRC/44/49 (p. 26-29) 
A/HRC/35/22 (p. 8-16) 
A/HRC/17/27 (p. 30, 31) 
 
UNSR on FoAA Reports 
A/HRC/41/41  
 
UNSR on FoAA & UNSR on 
extrajudicial executions 
A/HRC/31/66 (p. 75),  
 
Joint Declaration on 
Freedom of Expression 
and Responses to Conflict 
Situations 

Privacy  ICCPR 
 
 

UNGA Resolutions 
 
ICTs for development 
UNGA Res. 68/198 
 
Right to privacy in 
digital age 
UNGA Res. 69/166 
A/RES/68/167 
A/RES/71/199 
 
HRC resolutions on 
privacy 
A/HRC/DEC/25/117 
Res. 37/2 (2018) 
HRC Res. 28/16 
A/HRC/RES/34/7,  
 
Restrictions on privacy 
- UNGA: 
A/69/397 

Article 17 - Right to 
Privacy 
General Comment No. 
16 (1988) 
 
General Comment No. 
31 (2004) [using 
privacy under Art. 17 
of the ICCPR as an 
example) 

OHCHR and privacy in the 
digital age 
 
Annual reports from UNSR 
on privacy 
 
Reports from UNSR on 
right to privacy 
A/HRC/40/63 
A/HRC/43/52 
A/HRC/37/62  
A/HRC/34/60 
A/HRC/31/64 (data 
protection) 
A/75/147 
A/74/277 
 
UNSR on FoE report on 
privacy and expression 
A/HRC/23/40 
A/HRC/29/32 

https://documents-dds-ny.un.org/doc/UNDOC/GEN/G20/097/82/PDF/G2009782.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/LTD/G16/131/89/PDF/G1613189.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/38/7
https://documents-dds-ny.un.org/doc/RESOLUTION/GEN/G12/153/25/PDF/G1215325.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G18/213/58/PDF/G1821358.pdf?OpenElement
https://undocs.org/en/A/RES/73/173
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/35/22
https://undocs.org/en/A/HRC/32/38
https://undocs.org/en/A/71/373
https://undocs.org/A/HRC/44/49
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/35/22
https://undocs.org/en/A/HRC/17/27
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G19/141/02/PDF/G1914102.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/31/66
https://www.osce.org/files/f/documents/a/0/154846.pdf
https://www.osce.org/files/f/documents/a/0/154846.pdf
https://www.osce.org/files/f/documents/a/0/154846.pdf
https://www.osce.org/files/f/documents/a/0/154846.pdf
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://unctad.org/system/files/official-document/ares68d198_en.pdf
https://undocs.org/en/A/RES/69/166
https://undocs.org/A/RES/68/167
https://undocs.org/en/A/RES/71/199
https://undocs.org/A/HRC/DEC/25/117
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G18/099/87/PDF/G1809987.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/28/16
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/34/7
https://undocs.org/A/69/397
https://www.refworld.org/docid/453883f922.html
https://www.refworld.org/docid/453883f922.html
https://www.refworld.org/docid/478b26ae2.html
https://www.refworld.org/docid/478b26ae2.html
https://www.ohchr.org/EN/Issues/DigitalAge/Pages/DigitalAgeIndex.aspx
https://www.ohchr.org/EN/Issues/DigitalAge/Pages/DigitalAgeIndex.aspx
https://www.ohchr.org/EN/Issues/Privacy/SR/Pages/AnnualReports.aspx
https://www.ohchr.org/EN/Issues/Privacy/SR/Pages/AnnualReports.aspx
https://undocs.org/A/HRC/40/63
https://undocs.org/A/HRC/43/52
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G18/324/47/PDF/G1832447.pdf?OpenElement
https://undocs.org/A/HRC/34/60
https://undocs.org/en/A/HRC/31/64
https://undocs.org/A/75/147
https://undocs.org/en/A/74/277
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G13/133/03/PDF/G1313303.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/29/32


 
 
 

 
Report of UN High 
Commissioner for Human 
Rights on privacy 
A/HRC/39/29 

Data protection   Developments in the 
field of information 
and communications in 
the context of 
international security 
UNGA Res. 68/243 

  

Surveillance   HRC Panel on right to 
privacy in digital age 
Decision 25/117 
(March, 2014)  
 
UNGA Resolutions on 
surveillance 
GA Res. 68/167 
GA Res. 71/199 
GA Res. 73/179  

 Report of UN entity on 
gender equality 
A/HRC/41/3 
 
Report of UNSR on FoE on 
surveillance 
A/HRC/23/40 
A/HRC/38/35/Add.2 
(surveillance of 
journalists) 
A/HRC/23/40  
A/HRC/35/22 
 
OHCHR Report 
A/HRC/27/37 
 

Content moderation    
 
 

 Report of UNSR on FoE on 
online content 
moderation  
A/HRC/38/35 
A/HRC/35/22 
A/HRC/32/38 
 
Research on online 
content moderation by 
UNSR on FoE 

Freedom of 
expression  

ICCPR UNGA Resolutions  
A/RES/68/163 (safety 
of journalists) 
A/RES/68/198 (ICTs for 
development) 
A/RES/68/243 (ICTs 
and international 

General Comment No. 
34 (2011) 
 
General Comment No. 
22 (1993) 

Reports from UNSR on FoE 
A/HRC/44/49, 
A/HRC/44/49/Add.2 
A/71/373, A/HRC/29/32, 
A/69/335, A/HRC/26/30, 
A/HRC/20/17, A/66/290, 
A/HRC/14/23, 

https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/39/29
https://undocs.org/A/RES/68/243
https://ap.ohchr.org/documents/dpage_e.aspx?si=A%2FHRC%2FDEC%2F25%2F117
https://ap.ohchr.org/documents/dpage_e.aspx?si=A%2FHRC%2FDEC%2F25%2F117
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/449/47/PDF/N1344947.pdf?OpenElement
https://undocs.org/en/A/RES/71/199
https://undocs.org/en/A/RES/73/179
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/41/3
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/23/40
https://undocs.org/en/A/HRC/38/35/Add.2
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/23/40
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/35/22
https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session27/Documents/A.HRC.27.37_en.pdf
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G18/096/72/PDF/G1809672.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/35/22
https://undocs.org/en/A/HRC/32/38
https://www.ohchr.org/Documents/Issues/Opinion/ResearchPaper2020.pdf
https://www.ohchr.org/Documents/Issues/Opinion/ResearchPaper2020.pdf
https://www.ohchr.org/Documents/Issues/Opinion/ResearchPaper2020.pdf
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://undocs.org/A/RES/68/163
https://unctad.org/system/files/official-document/ares68d198_en.pdf
https://undocs.org/A/RES/68/243
https://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf
https://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf
https://www.refworld.org/docid/453883fb22.html
https://www.refworld.org/docid/453883fb22.html
https://www.ohchr.org/en/issues/freedomopinion/pages/annual.aspx


security) 
UNGA Res. 70/184 
(ICTs for development) 
GA Res. A/66/290 
(WSIS outcomes) 
  
HRC Resolutions 
A/HRC/RES/24/21 (civil 
society) 
HRC Res. 26/13 
(protection of human 
rights online) 
HRC Res. 12/16 
HRC Res. 20/8 
(protection of human 
rights online) 

E/CN.4/1995/32, 
E/CN.4/1998/40, 
E/CN.4/1999/64 
 
OHCHR Report on 
incitement to hatred 
A/HRC/22/17/Add.4  
 
Report on independent 
fact-finding mission to 
Myanmar 
A/HRC/42/50  

Access to 
Information 

   Report from UNSR on FoE 
on access to information 
A/72/350 
A/70/361 (protection of 
whistleblowers) 
A/68/362 
A/HRC/17/27 (access to 
information online) 
E/CN.4/2000/63 
 

Hate speech  The Rabat Plan of 
Action 
 
Guiding principles on 
Business and Human 
Rights 

HRC Resolution on 
combating religious 
intolerance and 
incitement to violence 
HRC Res. 16/18 
 
 

 Report of UN High 
Commission for Human 
Rights on incitement to 
national, racial or religious 
hatred 
A/HRC/22/17/Add.4 
 
Reports from UNSR on FoE 
on hate speech 
A/HRC/38/35 
A/73/348 
A/74/486  
A/67/357 
 
Report on fact-finding 
mission to Myanmar 
A/HRC/39/64 
 
Report from UNSR on 

https://www.itu.int/en/ITU-D/Regional-Presence/UN/Documents/GA_Resolutions_ICTs/ares70d184_en.pdf
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N11/476/22/PDF/N1147622.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/24/21
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/26/13
https://undocs.org/A/HRC/RES/12/16
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/20/8
https://undocs.org/A/HRC/22/17/Add.4
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/42/50
https://undocs.org/A/72/350
https://undocs.org/A/70/361
https://undocs.org/A/68/362
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G11/132/01/PDF/G1113201.pdf?OpenElement
https://undocs.org/E/CN.4/2000/63
https://www.ohchr.org/Documents/Issues/Opinion/SeminarRabat/Rabat_draft_outcome.pdf
https://www.ohchr.org/Documents/Issues/Opinion/SeminarRabat/Rabat_draft_outcome.pdf
https://www.ohchr.org/documents/issues/business/a-hrc-17-31_aev.pdf
https://www.ohchr.org/documents/issues/business/a-hrc-17-31_aev.pdf
https://www.ohchr.org/documents/issues/business/a-hrc-17-31_aev.pdf
https://www2.ohchr.org/english/bodies/hrcouncil/docs/16session/A.HRC.RES.16.18_en.pdf
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/22/17/Add.4
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/38/35
https://undocs.org/A/73/348
https://undocs.org/A/74/486
https://undocs.org/en/A/67/357
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/39/64


countering terrorism 
A/HRC/40/52 
 

Assembly and 
association 

 HRC Resolutions 
A/HRC/RES/21/16 
Res. 24/5 

Freedom of 
movement 
General Comment No. 
27 (1999) 

Reports from UNSR on 
FoAA 
 
 

Gender ICCPR  
 
Convention on 
Elimination of All 
Forms of 
Aiscrimination 
against Women 

UNGA Resolution 
UNGA Res. 
68/191(gender related 
killings) 
A/RES/68/181 
(protecting WHRDs) 
 
HRC Resolutions  
A/HRC/RES/23/2 (FoE 
and women 
empowerment) 
A/HRC/38/L.6 (violence 
against women in 
digital contexts) 
HRC Res. 31/7 (rights 
of child) 
 

In 2017 the UN 
Committee on the 
Elimination of 
Discrimination against 
Women adopted 
General 
Recommendation No. 
35 on gender-based 
violence against 
women.  This updated 
General 
Recommendation No. 
19 included a 
reference to 
contemporary forms 
of violence against 
women occurring on 
the internet and in 
digital spaces.  
 
General Comment No. 
18 (1989) 
(Non-discrimination) 

SR VAW  / WG 
Discrimination / Report of 
the United Nations High 
Commissioner for Human 
Rights on ways to bridge 
the gender digital divide 
from a human rights 
perspective  
 
Report of UNSR on FoE on 
gender and expression 
E/CN.4/2001/64 
 
Women’s Human Rights 
and Gender Equality 
 
Report from UNSR on 
violence against women 
A/HRC/38/47 
​ ​  

Caste  
 
 

  UNSR on minority issues 
report 
A/HRC/31/56 

Other topics   UNGA Resolution on 
safety of journalists 
A/RES/72/175 
 
HRC Resolution on 
journalists 
A/HRC/RES/45/18 
 
Role of civil society 
A/HRC/47/L.1 
 

 UNSR on FoE report on AI 
A/73/348 

https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/40/52
https://documents-dds-ny.un.org/doc/RESOLUTION/GEN/G12/174/63/PDF/G1217463.pdf?OpenElement
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/res/24/5
https://www.refworld.org/pdfid/45139c394.pdf
https://www.refworld.org/pdfid/45139c394.pdf
https://www.ohchr.org/EN/Issues/AssemblyAssociation/Pages/AnnualReports.aspx
https://www.ohchr.org/EN/Issues/AssemblyAssociation/Pages/AnnualReports.aspx
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://www.un.org/womenwatch/daw/cedaw/
https://www.un.org/womenwatch/daw/cedaw/
https://www.un.org/womenwatch/daw/cedaw/
https://www.un.org/womenwatch/daw/cedaw/
https://www.un.org/womenwatch/daw/cedaw/
https://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2013/General_Assembly/A-RES-68-191.pdf
https://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2013/General_Assembly/A-RES-68-191.pdf
https://undocs.org/A/RES/68/181
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/23/2
https://undocs.org/en/A/HRC/38/L.6
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/RES/31/7
https://www.ohchr.org/en/hrbodies/cedaw/pages/gr35.aspx
https://www.ohchr.org/en/hrbodies/cedaw/pages/gr35.aspx
https://www.ohchr.org/en/hrbodies/cedaw/pages/gr35.aspx
https://www.refworld.org/docid/453883fa8.html
https://www.refworld.org/docid/453883fa8.html
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session35/Documents/A_HRC_35_9_AEV.docx
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session35/Documents/A_HRC_35_9_AEV.docx
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session35/Documents/A_HRC_35_9_AEV.docx
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session35/Documents/A_HRC_35_9_AEV.docx
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session35/Documents/A_HRC_35_9_AEV.docx
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session35/Documents/A_HRC_35_9_AEV.docx
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session35/Documents/A_HRC_35_9_AEV.docx
https://undocs.org/en/E/CN.4/2001/64
https://www.ohchr.org/EN/Issues/Women/WRGS/Pages/WRGSIndex.aspx
https://www.ohchr.org/EN/Issues/Women/WRGS/Pages/WRGSIndex.aspx
https://undocs.org/en/A/HRC/38/47
https://documents-dds-ny.un.org/doc/UNDOC/GEN/G16/013/73/PDF/G1601373.pdf?OpenElement
https://undocs.org/en/A/RES/72/175
https://undocs.org/en/A/HRC/RES/45/18
https://undocs.org/A/HRC/47/L.1
https://undocs.org/A/73/348


New and emerging 
digital technologies 
and human rights 
A/HRC/47/L.12/Rev.1 
 

Counter terrorism Counter terrorism:  
Human rights and 
preventing and 
countering violent 
extremism 
 
Counter-Terrorism 
Committee Executive 
Directorate 

UNSC Resolutions:  
Res. 1373 (2001) 
Res. 1456 (2003) 
Res. 1624 (2005) 
Res. 2129 (2013) 
Res. 2178 (2014) 
S/2004/124 
S/2005/800 
S/2006/989 
 

 Reports to HRC 
A/HRC/15/15, 
A/HRC/43/46, 
A/HRC/40/52, 
A/HRC/37/52, 
A/HRC/34/61, 
A/HRC/31/65, 
A/HRC/29/51, 
A/HRC/25/59, 
A/HRC/22/52, 
A/HRC/20/14, 
A/HRC/16/51, 
A/HRC/16/51/Add.1, 
A/HRC/14/46, 
A/HRC/13/37, 
A/HRC/13/37/Add.1, 
A/HRC/10/3, 
A/HRC/10/3/Add.1, 
A/HRC/6/17, 
A/HRC/6/17/Add.1, 
A/HRC/4/26, 
A/HRC/4/26/Add.1, 
E/CN.4/2006/98, 
E/CN.4/2006/98/Add.1 
 
Reports to GA  
A/75/337, A/74/335, 
A/73/361, A/72/495, 
A/71/384, A/70/371, 
A/69/397, A/68/389, 
A/67/396, A/66/310, 
A/65/258, A/64/211, 
A/63/223, A/62/263, 
A/61/267, A/60/370 
 

 
 

 

https://undocs.org/A/HRC/47/L.12/Rev.1
https://www.ohchr.org/EN/Issues/RuleOfLaw/Pages/PCVE.aspx
https://www.ohchr.org/EN/Issues/RuleOfLaw/Pages/PCVE.aspx
https://www.ohchr.org/EN/Issues/RuleOfLaw/Pages/PCVE.aspx
https://www.ohchr.org/EN/Issues/RuleOfLaw/Pages/PCVE.aspx
https://www.ohchr.org/EN/Issues/RuleOfLaw/Pages/PCVE.aspx
https://www.un.org/securitycouncil/ctc/
https://www.un.org/securitycouncil/ctc/
https://www.un.org/securitycouncil/ctc/
https://www.unodc.org/pdf/crime/terrorism/res_1373_english.pdf
https://www.undocs.org/S/RES/1456%20(2003)
https://undocs.org/S/RES/1624(2005)
https://undocs.org/en/S/RES/2129(2013)
https://www.undocs.org/S/RES/2178%20(2014)
https://undocs.org/S/2004/124
https://undocs.org/en/S/2005/800
https://undocs.org/S/2006/989
https://www.ohchr.org/EN/Issues/Terrorism/Pages/Annual.aspx
https://www.ohchr.org/EN/Issues/Terrorism/Pages/Annual.aspx
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