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Introduction

Compromised Cryptomonkz NFTs are a serious and impactful issue to the Victims, the DAO,
and to DAO members.

Victims lose their investments, associated voting rights, and other benefits.

Listings below the floor price damage the value of Cryptomonkz NFTs.

Moral conflict and damage to the social fabric of the community occurs when there is a
lack of policy on how community members should react.

There is no perfect answer, but the policies, processes, and recommendations contained herein
provide a framework on how we can best respond to these unfortunate incidents.

Victim’s Action Plan

If you are a victim of a wallet compromise, you should take immediate action to mitigate further
loss. There may be actions you can take independently based on your own circumstances such
as revoking wallet permissions. That said, you are urged to reach out to the Monkz Temple
Guard immediately so they may provide guidance on the actions you need to take and work to
communicate details of the compromise to the community.

Official Community Announcements

We ask that you do not provide direction to the community. All communication about the incident
should be handled through the Temple Guard and Community Manager in official Discord
channels. No official statements shall be released surrounding the root cause, post mortem, or
post mortem directive outside of this process. This will reduce confusion on the part of the
community and provide clear and concise “next steps” during a security incident.



The Temple Guard and Community Manager will work with you to release statements via
Discord announcements. If possible they will provide your clear directive to the community
based on the options below as soon as you are confident on how you would like to proceed. If
you are not ready to make a decision at this time, then the first announcement will be more
limited in scope to notification purposes only.

The Temple Guard will engage with you in private group chat and voice chat to:

Consult on the security compromise
Attempt to mitigate further losses
Quarantine the threat

Identify the cause of the compromise.

You will need to provide guidance on how you wish the community to respond to the potential
post of your NFTs for sale by the malicious party.

The NFTs are traded on the open market. The DAO does not have authority over the free
market to mandate the actions of participants.

If you do not communicate to the DAO regarding the compromise within 24 hours or
If you plan to report them stolen and file a police report:

The community will be notified that purchases are at their own risk.

Wallets interacting with stolen NFTs could be banned from NFT marketplaces.
Purchased NFTs will likely become non saleable resulting in loss of principal.
The DAO will not spend any funds recovering them.

The NFTs will not be burnt or disabled in any way.

Note that parties affected by unknowingly purchasing compromised NFTs before an
announcement is made may submit a support ticket. These will be considered on a
one-off basis. The DAO will NEVER take ownership of a reported NFT but may elect to
either refund the purchase or provide a replacement NFT. This is not a guarantee that
the DAO will take any action on the purchaser’s behalf. If the DAO chooses to help, then
the Temple Guards will advise you on where to send the NFT(s) prior to refund or
replacement. The destination will generally be to a wallet held by the original owner or to
a known burn wallet.

If you do not plan to report them stolen and will not file a police report:
We will make recommendations based on your wishes, but market participant actions will be
their own. In many cases community members will wish to help you as requested.

Do you wish to ask community members to buy and return the NFTs to you at cost?
Do you wish to ask community members to buy them for their own collections?
Do you wish to ask community members to buy and offer them to the DAO at cost?



General best practices for purchasing NFTs on the Market:

As a best practice you may wish to use a burner wallet to purchase any NFTs - whether they
have any reason to believe the NFT is stolen or not. This is especially true if you notice NFTs
being liquidated significantly below floor price.

The DAO Quarantine Wallet

The DAO must set up a separate “DAO Quarantine Wallet” isolated from all business as usual
assets. The wallet will be used only to hold dedicated funds earmarked for asset recovery and
associated purchased NFT assets. This quarantine helps to protect the DAO from being flagged
if a victim reneges on their agreement not to report the assets stolen.

Last Monk Stolen Policy

If you are a highly active community member or regularly participate in DAO business and your
last Monkz Genesis NFT is stolen, you may submit a support ticket to lobby for temporary
reinstatement of your Discord holder role for up to 90 days. A review of your Discord message
and DAO participation history will be completed before a decision can be provided on whether
to grant this courtesy. If approved, it is meant to be a temporary measure to maintain holder
access while you work to recover or purchase a Monkz Genesis NFT. We are stronger as a
community with you here and we want to help however we can.

Stolen Eternal Policy

Should an Eternal be stolen, they may be "recovered" by the victim. This recovery process takes
place through a process which can best be described as a "swap". The policy is retroactive and
may be applied to any previously stolen Eternals.

1. The victim reports the stolen Eternal through the same procedures previously outlined in
this document and they notify the Temple guard of their intent to recover the Eternal so
that a notification can be sent to the community.

2. The victim will select a Target (non-Eternal) Cryptomonkz Genesis NFT from their wallet
to be swapped with the stolen Eternal.

3. As a means of checks-and-balances the Keepers Eligible Voters hold the authority to
decide if the requested swap is warranted. This will be determined by a simple majority
during a 24-weekday-hour Keepers vote on whether to permit the swap.

4. If the vote passes, the stolen Eternal NFT will become a normal Monk and the Target
NFT will become an Eternal. This is achieved by swapping the image, stats, and genome
between the two NFTs. No Monkz NFT is burnt or minted in the process.



5. Any costs related to the swap will be covered up to and not to exceed $100 USD
equivalent in combined gas and transaction fees. Any additional costs must be covered
in advance by the victim.

Disclaimer

We make a best effort to help our community members in difficult times but you agree we will
not be held accountable for any possible shortcomings of those efforts. Cryptomonkz DAO and
its representatives take no responsibility for your security or assets. If you choose to
communicate with our team members regarding security or asset compromises, you release us
from any and all liability and losses resulting from associated communications. We do not
guarantee the accuracy of said communications, or that any actions we propose will protect you
or your assets, or that any assessment or post-mortem of a security breach will be accurate or
complete. It is wholly possible that our advice could make things worse and so you are strongly
advised to hire your own professional security consulting firm.
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