What Really Matters in Cybersecurity

A data-driven case for focusing on the core twelve threat categories that account for 80-95% of
real-world losses / risk impacts, and why specialized outliers matter less than discipline.

TL;DR

Most real-world cyber risk comes from a small set of repeatable problems: about a dozen threat categories
account for roughly 80-95% of business impact across SMBs and large enterprises. Ransomware,
phishing, credential abuse, supply chain compromise, and basic vulnerability exploitation remain the
primary drivers of loss, with Al now amplifying these rather than creating entirely new battlegrounds.

SMBs experience these as high-frequency, opportunistic “smash-and-grab” attacks, while larger
organizations face more complex, Al-accelerated, and ecosystem-driven variants. In both cases, a
disciplined focus on fundamentals—strong identity controls, MFA, patching, backups, and basic Al
governance—can cut the majority of practical risk.

Outlier threats (OT/ICS, quantum, geopolitical operations, agentic Al, and similar edge cases) matter, but
they are either sector-specific or extensions of the same core vectors, not a separate universe of risk. A
CSP/Cloud Cyber Shield (CCS)-style cloud hardening baseline can credibly reduce 70-95% of
mainstream risk exposure for SMBs and substantially strengthen larger organizations, with clearly defined
add-ons where specialized or regulatory needs justify them

BLUF: CCS - A no/low cost, easy, scripted, straightforward, and relatively quick way to PROVE your
risk posture and show ‘reasonable security’ and demonstrate due diligence in one process. Take the worry
out of cyber for leadership (and your boss). It's easy to pull the report weekly (example at the end) and
show status / progress = “Hakuna Matata Cyber” Best Business RISK Value Improvement Approach

This helps cloud-centric SMBs reduce breach risk using included CSP tools—proving due diligence with
minimal cost. Covers 90+% of CIS IG1 controls (and many IG2) and almost 2/3 of NIST CST 2.0
safeguards- the two lead frameworks.

From Infinite Threats to Twelve That Matter

The starting point is simple: most real-world cyber risk comes from a small set of repeatable problems.
Ransomware, phishing/BEC, compromised credentials, third-party compromise, and basic vulnerability
exploitation show up again and again as primary drivers in breach data. Layer in cloud misconfigurations,
insider threats, Al-enhanced variants, OSS/software supply chain risk, and DDoS/logging gaps, and you
can describe the vast majority of what is actually hurting businesses today.

Once this consolidation is done, something powerful happens: you no longer have “infinite risk.” You
have twelve concrete, observable threat categories that you can measure, plan for, and mitigate in a
structured way. This is not just a taxonomy exercise; it is a way to anchor cybersecurity in risk and value
instead of hype and fear.

Multiple large-scale studies over recent years converge on the same conclusion: ransomware, phishing
and social engineering, credential abuse, supply chain compromise, and vulnerability exploitation
dominate real-world breach patterns and cost drivers. When these are grouped into a dozen well-defined
categories, they account for approximately 80-95% of incidents and business impact across industries and
company sizes (for example, top vectors appear in roughly 92% of breaches in recent Verizon data). The
remaining threats tend to be either niche, sector-specific, or extensions of the same underlying vectors
rather than entirely new attack types.



Data for this consolidation draws primarily from 2025 reports (no full 2026 editions as of January 2026),
including Verizon DBIR, IBM Cost of a Data Breach, CrowdStrike, Fortinet, and others.
SMBs—representing the vast majority of companies and concentrated in high-frequency, opportunistic
attacks—and large enterprises—facing more evolved, ecosystem-driven variants—show consistent threat
rankings when stratified by scale. In practice, these twelve look different in a 100-employee SMB versus
a 5,000+ employee enterprise, but the underlying patterns are the same.

Either way, these twelve threats define the cyber battlefield. Stats are based on 2025 reports; monitor
2026 updates and refresh the figures annually.

Why this matters for risk and value
If you accept that these twelve categories account for 80-95% of real-world impact, you can then ask a
much sharper question:
“Given limited resources, how do we allocate time, money, and focus to reduce the most risk, the fastest,
with a business risk value lens, against these twelve threats?”
That moves you from:
e “We need to buy another tool because of a new LinkedIn threat post,”
to:
e “Does this materially improve our position against ransomware, phishing, credentials, supply
chain, misconfigurations, etc.—or is it just chasing an edge case?”
It also forces a clearer impact vs. resources discussion:
e What does a ransomware/extortion incident cost in our environment (downtime, lost revenue,
incident response, reputational hit)?
e How does that compare with, say, quantum ‘harvest now, decrypt later’ risk over the next 10
years, given our data profile?
e  Where does another dollar of spend or hour of engineering time remove the most expected
loss—not just the most exciting-sounding threat?
Framed this way, a lot of “must-have” investments suddenly look like long-tail insurance for outliers,
while basics like identity, MFA, patching, backups, email security, and cloud hygiene become the
obvious higher-ROI moves.

The Top 12 Threats for SMBs and Large Enterprises

The same twelve threat categories show up in both SMB and large-enterprise environments, but they
manifest differently depending on scale, complexity, and resourcing. "SMBs (around 100 employees,
often with limited dedicated security staff and MSP reliance) primarily see high-frequency, opportunistic
attacks such as ransomware (88% of breaches per Verizon), phishing, and simple credential theft. Larger
organizations (over 500 employees, multi-environment, higher Al and cloud adoption) face more
sophisticated and chained variants of the same threats, especially in supply chain compromise, advanced
identity abuse, and Al-enhanced campaigns. We will discuss the ‘outlier’ aspects later.

Consolidated Risk Coverage Table

Rank | SMB Risk (% / Aggregate Corresponding Key Differences Coverage Rationale
Description) Risk Level Large-Org Risk (SMB vs. Large) (Vast Majority
(% / Description) Contribution)
Ransomware Ransomware SMB: Volume-driven | Ransomware is present
(88% of SMB (39-62% of initial and primary in around 44% of
breaches; large-org outcome; Large: Part | breaches, up from
1 disproportionately | High breaches; of automated attack roughly one-third year
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Rank | SMB Risk (% / Aggregate Corresponding Key Differences Coverage Rationale
Description) Risk Level Large-Org Risk (SMB vs. Large) (Vast Majority
(% / Description) Contribution)
impacts small Al-evolved chains with higher over year (a 37-41%
orgs) multi-extortion) nonpayment rates rise per Verizon and
(rising, with 64% Varonis), with SMBs
refusing per latest seeing ransomware in
estimates) 88% of breaches;
together this covers a
major share of
extortion-driven
incidents
Phishing and social
engineering drive a
large slice of initial
SMB: Focus on quick | access (~16% of
Phishing / Social fraud and payment breaches; human
Engineering redirection; Large: element in ~60-68% of
Phishing / Social (16—-60%; includes | Tailored, Al-crafted breaches), and basic
Engineering incl. Al deepfakes and | lures against controls can mitigate up
BEC (16-60% of synthetic media executives and to ~95% of
2 initial vectors) High lures) high-value targets. human-factor issues.
Credentials are
highlighted as the
number one
battleground, with
SMB: Basic stolen stolen credentials,
Compromised Compromised credential entry and exploitation, and
Credentials / Credentials password reuse; phishing being the top
Identity Attacks (4-48%; Large: Governance three initial vectors; the
(7-88% of entry shadow-Al-enable | and shadow-Al gaps | human element
points across d leaks increase adding about $670K | contributes to roughly
3 scenarios) High impact) per Al-related breach. | 60-68% of breaches.
Third-party
involvement in
breaches doubled from
Supply Chain SMB: Limited 15% to 30%, making
Supply Chain / Compromises vendor audits and supply-chain
Third-Party (15-30%; due diligence; Large: | compromise one of the
Compromises SaaS/MSP Complex ecosystems | fastest-growing
(15-30% of tampering, and cascades across categories and a major
breaches, doubled partners and managed | overlapping contributor
4 growing) High year-over-year) services. across environments.




Rank | SMB Risk (% / Aggregate Corresponding Key Differences Coverage Rationale
Description) Risk Level Large-Org Risk (SMB vs. Large) (Vast Majority
(% / Description) Contribution)
Exploitation of
SMB: Edge/VPN and | vulnerabilities jumped
endpoint gaps are by ~34%, representing
common; Large: about 20% of breaches
Vulnerability Vulnerability Targeted exploitation | and forming a key part
Exploitation Exploitation of externally exposed | of ATT&CK technique
(~20% of (20-30%; often systems and coverage when
breaches; up 34% part of zero-day high-value combined with identity
5 YoY) High and APT chains) environments. and phishing.
IBM's 2025 report
notes around 13-16%
SMB: Primarily of breaches now
cost-additive and involve Al (including
opportunistic Al use | Al-generated phishing),
Al-Enhanced by attackers; Large: with shadow Al
Threats (13-20%; | Widespread gaps incidents adding $670K
Al-Enhanced ungoverned Al, where 97% of to costs and
Threats (~13-16% prompt-injection, | Al-related breaches governance/automation
overall; ~10-15% Al-powered lacked proper saving about $1.9M per
6 SMB exposure) Medium phishing) controls. breach.
Secrets and
vulnerabilities in
OSS SMB: Under-patched | external repositories
Vulnerabilities / 0SS / Software OSS libraries and and OSS dependencies
Software Supply Supply Chain dependencies; Large: | contribute materially to
Chain (10-20% (15-30%; repo Focus on build supply-chain risk, with
tied to supply secret leaks and pipelines, CI/CD, and | third-party and OSS
chain and repo tampering in secret exposure in exposures overlapping
7 issues) Medium CI/CD) repositories. in the 10-30% range.
SMB: Often Misconfigurations are a
experienced as common cause of
Cloud downtime and breaches, with roughly
Misconfigurations | accidental exposure; 30% or more of
Cloud (15-25%; Large: Orchestrated incidents linked to
Misconfigurations multi-environment | exploitation of configuration issues
/ 10T Exploits exposures, ~$5M | misconfigurations at | and the human element,
(~10-15%; hybrid average breach scale across especially in cloud and
8 cloud gaps) Medium cost) environments. hybrid environments.
Insider / SMB: Skills gaps and | The human element
Insider Threats Compromised errors add around (including insider
9 (4-10%; Medium Credentials $1.57M to breach misuse and error) is




Rank | SMB Risk (% / Aggregate Corresponding Key Differences Coverage Rationale
Description) Risk Level Large-Org Risk (SMB vs. Large) (Vast Majority
(% / Description) Contribution)
accidental (4-48%; behavior | costs; Large: involved in about
dominant) anomalies, Malicious insiders 60-68% of breaches,
malicious and complex access making insider-driven
insiders) paths push average and human-linked
costs toward $4-5M. | identity risk a major
contributor.
Builds on the core
SMB: Low-bar entry | ransomware category,
Ransomware-as-a- Al-Orchestrated via turnkey RaaS extending coverage to
Service Variants Ransomware platforms; Large: emerging service-based
(10-20% (10-20%; More evolved, and Al-amplified
emerging, autonomous, Al-supported, and ransomware vectors
low-skill Low—Mediu | service-style service-backed that reuse the same
10 accessible) m variants) campaigns. initial access methods.
Human involvement
Human Error in SMB: Frequently the | remains roughly
Chains (~60-68% | #3 direct cause and 60-68% across
Human Error / of breaches amplifier of phishing | breaches, and targeted
Misconfigurations involve a human and ransomware; controls against error
(20-30% element, including | Large: Adds and social engineering
contributing misconfigurations | complexity and cost | can remove most of this
factor; major #3 Low—Mediu | and social in already complex contribution when
11 cause) m engineering) environments. properly implemented.
DDoS accounts for a
SMB: Primarily smaller share of
downtime and incidents (roughly
performance 5-15%) but can be
Logging / disruption; Large: effectively mitigated
Monitoring Gaps | Downtime plus with managed services,
DDoS Attacks (5-10%; audit and | regulatory and while logging and
(5-15%; growing observability evidentiary gaps monitoring gaps
with IoT, failures that when logging and amplify breach costs
primarily worsen impact and | monitoring are and regulatory
12 availability) Low compliance risk) insufficient. exposure.

With these core threats in mind, the next step is to address the long tail of outliers that often distract from
disciplined work on the fundamentals.

Outlier Threats: Important, but Not Core
Beyond the top 12 threats, there is a long tail of outlier risks—OT/ICS exploitation, quantum “harvest
now, decrypt later,” data sovereignty shifts, agentic Al sprawl, Al-generated code flaws, fraud




marketplaces, and concentrated infrastructure failures—but current data suggests they collectively
account for less than 10% of incidents and are usually extensions of the same 12’s core patterns.

Outliers are real—but they shouldn’t run the roadmap

These outlier risks are real and matter in specific contexts These outlier risks are real and matter in
specific contexts—especially for critical infrastructure, highly regulated environments, or global,
hyperscale enterprises—but they remain low-frequency compared to the core twelve and typically extend
the same underlying patterns.

Where there are three key points:

1. They are low-frequency compared to the core twelve. For most sectors, they represent well under
10% of observed incidents.

2. They are usually extensions of the same core patterns. Identity abuse, misconfigurations,
vulnerabilities, supply chain weaknesses—ijust in fancier clothes.

3. They are often partially mitigated when you get the fundamentals right. Strong identity,
segmentation, patching, backups, logging, and basic Al governance already knock down a large
portion of the practical impact.

The risk, from a value perspective, is that organizations chase outliers at the expense of foundations:

e Standing up a quantum working group, but still no consistent MFA on admin accounts

e Running an OT “red team” while patching SLAs are months behind (not focused on KEV)

e Investing in Al ‘safety’ boards while shadow Al is logging sensitive data into unsecured cloud
storage

From a risk-value standpoint, that’s backwards. Outliers should be overlays—considered after you have a
credible, measurable posture against the core twelve.
[See the Outlier Threats tab for details on each risk, how CCS addresses it, and residual gaps.]

So how effective are these measures?

CCS plugs into that broader program as the cloud-hardening engine that implements and verifies CIS
1G1-class controls in your CSP environment, but it assumes other program elements exist or will be built
alongside it.

The monthly CCS report will track status by threat, not just by control, to reinforce the business lens.

The Top 10 Controls supporting Twelve Threats
The major CCS controls do not change—they are the technical foundation that has always driven risk
reduction. What changes is how they are measured: now each control is explicitly mapped to the specific
threats it helps prevent.
The Ten Core Controls
1. MFA enforced on all human users; root fully locked down
No “god-mode” (overly permissive IAM); no dormant powerful roles
No storage publicly exposed
No dangerous ports open to the internet
Immutable multi-region CloudTrail log integrity
Default encryption everywhere
Trusted Advisor security score 100% green
CloudTrail sending logs to CloudWatch Logs
9. VPC Flow Logs enabled on all VPCs
10. KMS key rotation enabled; no “zombie” keys
Bonus controls (B1-B3, A1-A4) add patch automation, backup testing, and continuous misconfiguration
detection.

XN RN

Using the twelve threats as a risk lens



Treat the twelve threats and related mitigations as a lens for decision-making, not just a list:
Map current controls to the twelve.
For each category (ransomware, phishing, credentials, supply chain, misconfig, etc.), ask:
e What are we actually doing today?
e How would we know if it’s working?

e Where are the obvious gaps?
2. Quantify impact and coverage.

e Use business language: revenue at risk, downtime per hour, regulatory exposure.
e Estimate how much each existing control reduces likelihood or impact for that threat.

3. Prioritize by risk-adjusted ROI.

e Investments that significantly reduce risk across multiple core categories (e.g., strong
identity + MFA, good backup/restore, patch and exposure management, baseline Al
governance) get priority.

e Niche controls for outliers get justified only when business context demands it (industry,
regulations, data profile).

4. Use outliers as stress tests, not design drivers.

o Ask: “If we had a quantum/OT/geopolitical incident tomorrow, how much better off are
we because we did the basics well?”

e Then decide which bolt-ons (OT gateways, PQC roadmap, multi-region resilience, Al
governance extensions) are worth the incremental cost.

This transforms the conversation with executives from tool-centric (“Do we have X product?”)

to threat-and-value-centric (“How much risk do we still carry from ransomware, phishing, credentials,

etc., given what we’ve already invested?”).

Risk Reduction Summary Table — 12 Core Cyber Threats (two separate estimation processes)

# Threat Category Primary impact 2M est Risk Reduction factors
Mapped
Controls
MFA, KEV-first patching, no public
storage/ports, immutable backups and
logging directly hit initial access and
blast radius; residual is mostly
Ransomware & MFA, patch, non-cloud assets and sophisticated
1 extortion EDR, backups 80% 70-80% hands-on campaigns.
CCS cannot stop clicks but sharply
reduces credential-theft value (MFA,
IAM) and improves detection; with
Phishing & social basic email filtering and training
engineering (incl. | Email filter, assumed, most business impact paths
2 BEC) MFA, training 60% 60-70% are constrained.
Identity is where CCS is densest: MFA
Compromised everywhere, no god-mode, no
credentials / MFA, IAM, dormant roles, strong logging and key
3 identity abuse training 60% 70-80% hygiene; this closes off a large share




Threat Category

Primary
Mapped
Controls

impact

2" est

Risk Reduction factors

of credential-stuffing and escalation
routes in cloud estates.

Supply chain /
third-party
compromise

TPRM, IAM
scoping

40%

25-35%

CCS limits blast radius and improves
forensics via scoped IAM, logging,
and network visibility, but it cannot
affect vendor security or contracts;
most risk here remains
governance/TPRM-driven.

Vulnerability
exploitation

Patch, EDR

55%

50-60%

KEV-driven patching plus exposure
management (no 0.0.0.0/0 on critical
ports, no public buckets) removes a
large fraction of commodity exploit
paths; residual is zero-day and
off-cloud infrastructure.

Al-enhanced /
Al-assisted threats

MFA, patch,
EDR, CSPM

55%
(technical
vectors

**)

70-80%
(technical
vectors

**)

CCS does not touch Al governance
but it does harden the vectors Al
amplifies (phishing, credential theft,
misconfig exploitation, ransomware),
so the technical component of
Al-boosted attacks is reduced
similarly to threats 1-3.

OSS & software
supply-chain
weaknesses

Patch, backups,
CSPM

60%

45-55%

CCS mitigates exploitability and
impact (patching, backups, CSPM)
but not SDLC/AppSec, build pipelines,
or signing; roughly half of realized risk
at the infra layer is plausibly removed,
but not 60%+ of end-to-end
supply-chain risk.

Cloud
misconfigurations
/ 10T exposure

CSPM, IAM,
encryption/DLP

45-50%

50-60%
(pure
cloud)

Top 10 + Config/Security
Hub/GuardDuty/Lambda squarely
target misconfig and drift, which drive
a large share of cloud incidents; for
the cloud slice, CCS probably does
slightly better than your 45-50%
number.




# Threat Category

Primary
Mapped
Controls

impact

2" est

Risk Reduction factors

Insider threats
(malicious &
9 error)

IAM, training,
SIEM

40%

25-35%

CCS gives least privilege, logs, and
backups that limit and expose
insiders, but cannot change hiring,
monitoring, or HR processes; the
majority of insider risk remains outside
pure cloud-control influence.

RaaS &
crimeware
10 | ecosystems

MFA, patch,
EDR, backups

80%

70-80%

RaasS largely reuses
ransomware/credential/phishing
vectors; CCS addresses those
strongly, but turnkey kits plus gaps on
unmanaged endpoints and SaaS
mean some residual is higher than
“classic” ransomware alone.

Human error &
configuration
11 | mistakes

CSPM, training

80%

70-80%

Raas largely reuses
ransomware/credential/phishing
vectors; CCS addresses those
strongly, but turnkey kits plus gaps on
unmanaged endpoints and SaaS
mean some residual is higher than
“classic” ransomware alone.

DDoS & logging /
12 | visibility gaps

DDoS service,
SIEM

30%

40-50%

Shield Standard, CloudFront/load
balancers, and comprehensive
logging meaningfully reduce
availability and “no-evidence” pain for
SMB-scale web apps; CCS likely
provides slightly more value here than
30%, especially where pre-CCS
logging was minimal.

Key Insight: These 12 threats account for ~80-95% of real-world breach loss incidents.

Typically, “mid-50s to mid-60s average risk reduction across the 12 core threats from CCS alone for
cloud-centric SMBs, with 70%+ reductions on identity- and extortion-driven categories,” where higher
portfolio reductions depend on EDR/email, training, and basic GRC/TPRM overlays

When CCS-style controls are fully implemented, average potential risk reduction across the
portfolio is ~50-60%, with strongest gains on identity/ransomware/phishing and more modest

reductions on supply chain, insider, and error-driven threats.

** NOTE: These controls primarily blunt Al as an amplifier of existing vectors; they do not solve Al
governance or model-behavior risk.

How CCS-Style Controls Close Most Of The Gap
Practical foundation. A CSP/Cloud Cyber Guide (CCS)-style cloud and identity hardening baseline is
designed to address the core threats—not by adding exotic tools, but by executing the same fundamentals
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that incident data shows are responsible for 70-95% of real-world losses: strong identity and MFA, key
and certificate management, patching, secure exposure, logging, backup, and basic Al governance. For
specialized cases—heavy OT, long-horizon quantum exposure, complex geopolitical and regulatory
environments—CCS serves as the technical core, with clearly defined bolt-on governance, GRC, and
sector-specific controls where warranted.

Coverage Summary.
e For SMBs, the CCS stack credibly covers 80-95% of practical risk. Outliers fall into two
categories:
o Sector-specific (OT, data sovereignty), where CCS covers IT-side hardening, but
OT/legal controls remain separate.
o Long-horizon/speculative (quantum, agentic Al sprawl), where CCS encryption and
governance establish the foundation for future-proofing.

e For larger / specialized organizations, position CCS explicitly as the technical hardening core
that:
o Gives ~70-95% reduction on mainstream vectors (e.g., Fortinet: Al industrialization
amplifies but basics counter),
Plus partial coverage of the outliers' technical aspects,
With clear flags where additional domain-specific layers (OT, PQC, advanced Al
governance, GRC) are required.
Building on this practical approach, leaders can focus their roadmaps on executing fundamentals against
the twelve core threats before diverting attention to edge cases.

The takeaway
If everything is a top priority, nothing is.
Using a twelve-threat view as a foundation gives leaders a way to:
e Bound the problem space
e Align investments with actual loss drivers
e Avoid over-rotating on outliers that are already partially controlled by doing the basics well
e Make security a risk-value discipline, not a reaction to the latest headline
This turns “what really matters in cybersecurity” from a slogan into a repeatable, defensible way to run
the program

What Decision-Makers Should Do Next

For most organizations, the fastest and most cost-effective path to meaningful risk reduction is to stop
treating every new prediction as a separate program and instead double down on the fundamentals that
neutralize the majority of real-world threats.. Prioritize disciplined implementation of identity security,
MFA, patching, secure cloud configuration, resilient backups, and basic Al governance, anchored to the
twelve core threat categories. Then, selectively layer on specialized controls only where clear business
drivers—industry, regulation, or scale—justify the complexity and cost.

The data is solid: the top 12 threats account for 80—95% of real-world impact, and CCS-style hardening
closes most of the remaining gap for SMBs while substantially reducing risk for larger organizations.

Use the twelve threats as your default decision lens, and treat outliers as structured overlays once that core
posture is solid and proven.
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TAB --- Outlier Threats: Important, But Not Core

Beyond the top 12 threats, there is a long tail of outlier risks—OT/ICS exploitation, quantum “harvest
now, decrypt later,” data sovereignty shifts, agentic Al sprawl, Al-generated code flaws, fraud
marketplaces, and concentrated infrastructure failures—but current data suggests they collectively
account for less than 10% of incidents and are usually extensions of the same core patterns.

The following sections map each outlier to the top 12 categories it extends, its incremental cost, and
residual coverage gaps.

Operational Technology (OT) Exploitation / Cyber-Physical Attacks

Extends: Rows 5 (Vulnerability Exploitation) and 8 (Cloud/IoT Exploits)

Frequency: 5—10% in critical sectors; <5% overall per Verizon DBIR 2025

Incremental impact: High in infrastructure sectors (5—10% revenue loss if hit), rare across most industries
Targets industrial systems for physical disruption, often bridged through IT gateways. CCS-style controls
reduce [T-facing attack surface by ~70—-85%, but don't replace sector-specific OT hardening (PLC
isolation, safety systems, plant-level segmentation). For OT-heavy SMBs, add a small OT bolt-on: map
plant networks, put OT behind hardened gateways, and log OT—IT cross-overs.

Quantum "Harvest Now, Decrypt Later" Attacks

Extends: Row 5 (Vulnerability Exploitation) and encryption fundamentals

Frequency: Emerging 2—-5% per Solutions Review/Dark Reading

Incremental impact: Low immediate threat for non-sensitive data holders (IBM 2025: adds <$500K now)
Adversaries steal encrypted data today for future quantum decryption. Speculative since quantum tech
won't mature until 2030+ per most skeptics. CCS enforces encryption by default for cloud data stores and
backups, and tightens key management/rotation with KMS and IAM. This already protects the vast bulk
of encrypted data that might be attractive for harvesting in SMB contexts. Post-quantum crypto planning
is out of scope for most SMBs; CCS is sufficient unless the org holds very long-lived, highly sensitive
data (e.g., health, R&D).

Data Sovereignty / Geopatriation Risks

Extends: Row 12 (Regulatory Failures) and Row 8 (Geopolitical Cybercrime)

Frequency: 5-10% per Gartner/Solutions Review (global firms primarily)

Incremental impact: Mostly fines (up to 4% revenue under GDPR-like regs, but <2% average per IBM)
National laws forcing data localization, leading to compliance breaches or geopolitical targeting. Affects
global firms primarily. CCS cloud misconfiguration and identity controls ensure workloads and data stay
in intended regions/tenants when configured that way, and logging proves where data actually resides.
Security Hub / Config give a foundation for region and resource-location policies, covering most "we
didn't know data moved there" failures. However, CCS cannot replace legal and policy work: DPA
reviews, cross-border transfer assessments, and regulator-specific obligations remain essential.

Agentic AI Sprawl / "Manchurian Agents"

Extends: Row 6 (Al-Enhanced Threats) and Row 11 (Human Error)

Frequency: 5-15% per Solutions Review/Gartner/Dark Reading (adoption nascent)

Incremental impact: Adds $670K via shadow Al (IBM 2025), but <10% incidents today

Autonomous Al agents creating blind spots or being hijacked. CCS controls identity, secrets, and network
paths for Al agents and their back-end services; logging and GuardDuty/Security Hub detect abnormal
use of cloud APIs and data stores. This addresses ~80-90% of the technical risk: stolen tokens,
misconfigured agents, and agent-triggered cloud changes. Requires a light Al governance wrapper:
approved-use list, review of autonomous actions, and change-management for agent-driven workflows.
Al-Generated Code Vulnerabilities

Extends: Row 7 (OSS Vulnerabilities) and Row 5 (Vulnerability Exploitation)

Frequency: 5-10% per Solutions Review (early-stage Al dev)

Incremental impact: Moderate (trust loss <1-2% revenue)

Flaws in unmaintained Al-coded software eroding trust. CCS KEV-driven patching, Config / Security
Hub checks, and secure exposure (no public buckets, limited ports) reduce exploitability and impact of
bad code revisions. For most SMBs, this covers ~80%+ of the realistic risk, since issues show up as just
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another web/app vulnerability. CCS does not add SDLC/AppSec governance; code review and basic
SAST/DAST remain a separate (lightweight) recommendation.

Fraud-as-a-Service Networks

Extends: Row 2 (Phishing/BEC) and Row 10 (Ransomware-as-a-Service)

Frequency: 5-10% per Solutions Review

Incremental impact: Aggregates to billions but individual impacts align with top threats (Verizon: BEC
median $50K)

Real-time criminal marketplaces scaling tactics. Treated as an amplifier of phishing/BEC and
ransomware-as-a-service; CCS identity, email, and logging controls already address the resulting tactics
(credential theft, account takeover, extortion). This means CCS still mitigates ~90% of the on-the-ground
impact for SMBs, even if the attacker is "renting" tooling. No unique residual gap beyond what is already
in phishing/ransomware rows.

On-Device Zero-Day Malware via NPUs

Extends: Row 5 (Vulnerabilities) and Row 6 (Al Threats)

Frequency: 2—-5% per Solutions Review (hardware-specific, low adoption)

Incremental impact: Rare (<5% endpoints affected)

Al hardware enabling local malware. CCS's EDR/patching mitigate most exposure. These are mostly
extensions of vulnerabilities and Al threats already captured in the 12 rows.

Data Exhaust from Al

Extends: Row 6 (Al-Enhanced Threats) and Row 8 (Cloud Misconfigurations)

Frequency: 2—5% per Solutions Review (dev-environment focused)

Incremental impact: Additive $100-300K

Exposed Al artifacts (e.g., prompt logs, training data) causing breaches. CCS governance and cloud
misconfiguration controls prevent most exposure.

Economic-Driven Insider Threats

Extends: Row 9 (Insider Threats) and Row 5 (Credentials)

Frequency: 2-5% per Solutions Review

Incremental impact: 4-10% frequency (IBM), but top 12's insider/Al monitoring covers 90%
Financially pressured staff selling access. Opportunistic, not core. CCS identity monitoring and audit
logging detect unusual access patterns.

Concentrated Infrastructure Risks

Extends: Row 4 (Supply Chain) and Row 8 (Geopolitical Cybercrime)

Frequency: 5-10% per Solutions Review (systemic but infrequent: 1-2 major events/year)

Incremental impact: High potential (5—10% global impact), but individual businesses see <1% probability
Cascading failures from big vendors (e.g., AWS/Microsoft breaches). CCS's third-party vetting and
resilience (multi-region backups, vendor redundancy planning) handle most exposure.

“Large-org only considerations" and don't fit the SMB-focused frequency/impact model.

Regulatory / Compliance Failures at Scale

Large organizations face higher exposure to fines, consent decrees, and sector-specific regulation
(financial, healthcare, critical infrastructure). Basic CSP hygiene helps, but enterprises need mature GRC,
data residency, and legal/oversight capabilities beyond CSP control baselines.

Geopolitical / Nation-State Cyber Operations

Attacks tied to geopolitical events (sabotage, large-scale espionage, systemic supply-chain compromise).
CSP hardening limits some techniques, but impact management demands cross-region redundancy, crisis
playbooks, and sector-level coordination.
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