
[Fri Jul 24 00:12:02 BST 2020] ===Starting cron=== 
[Fri Jul 24 00:12:02 BST 2020] Already uptodate! 
[Fri Jul 24 00:12:02 BST 2020] Upgrade success! 
[Fri Jul 24 00:12:02 BST 2020] Auto upgraded to: 2.8.7 
[Fri Jul 24 00:12:02 BST 2020] Renew: 'MY-FreeNAS.Hostname' 
[Fri Jul 24 00:12:04 BST 2020] Multi 
domain='DNS:MY-FreeNAS.Hostname,DNS:MY-FreeNAS2.Hostname' 
[Fri Jul 24 00:12:04 BST 2020] Getting domain auth token for each domain 
[Fri Jul 24 00:12:07 BST 2020] Getting webroot for domain='MY-FreeNAS.Hostname' 
[Fri Jul 24 00:12:07 BST 2020] Getting webroot for domain='MY-FreeNAS2.Hostname' 
[Fri Jul 24 00:12:07 BST 2020] Adding txt value: 
HJporHmvnKiyPg8aNbnd0iMcha_o1lDG3DwuZAI5bP8 for domain: 
_acme-challenge.MY-FreeNAS.Hostname 
[Fri Jul 24 00:12:11 BST 2020] Adding record 
[Fri Jul 24 00:12:12 BST 2020] Added, sleeping 10 seconds 
[Fri Jul 24 00:12:22 BST 2020] The txt record is added: Success. 
[Fri Jul 24 00:12:22 BST 2020] Adding txt value: 
y8zKtNFUrrcijHPX84JeMndEBrI0Y5zSXW07AEmU6h4 for domain: 
_acme-challenge.MY-FreeNAS2.Hostname 
[Fri Jul 24 00:12:24 BST 2020] Adding record 
[Fri Jul 24 00:12:25 BST 2020] Added, sleeping 10 seconds 
[Fri Jul 24 00:12:35 BST 2020] The txt record is added: Success. 
[Fri Jul 24 00:12:35 BST 2020] Let's check each DNS record now. Sleep 20 seconds first. 
[Fri Jul 24 00:12:55 BST 2020] Checking MY-FreeNAS.Hostname for 
_acme-challenge.MY-FreeNAS.Hostname 
[Fri Jul 24 00:12:56 BST 2020] Domain MY-FreeNAS.Hostname 
'_acme-challenge.MY-FreeNAS.Hostname' success. 
[Fri Jul 24 00:12:56 BST 2020] Checking MY-FreeNAS2.Hostname for 
_acme-challenge.MY-FreeNAS2.Hostname 
[Fri Jul 24 00:12:57 BST 2020] Domain MY-FreeNAS2.Hostname 
'_acme-challenge.MY-FreeNAS2.Hostname' success. 
[Fri Jul 24 00:12:57 BST 2020] All success, let's return 
[Fri Jul 24 00:12:57 BST 2020] Verifying: MY-FreeNAS.Hostname 
[Fri Jul 24 00:13:00 BST 2020] Success 
[Fri Jul 24 00:13:00 BST 2020] Verifying: MY-FreeNAS2.Hostname 
[Fri Jul 24 00:13:04 BST 2020] Success 
[Fri Jul 24 00:13:04 BST 2020] Removing DNS records. 
[Fri Jul 24 00:13:04 BST 2020] Removing txt: 
HJporHmvnKiyPg8aNbnd0iMcha_o1lDG3DwuZAI5bP8 for domain: 
_acme-challenge.MY-FreeNAS.Hostname 
[Fri Jul 24 00:13:07 BST 2020] Removed: Success 
[Fri Jul 24 00:13:07 BST 2020] Removing txt: 
y8zKtNFUrrcijHPX84JeMndEBrI0Y5zSXW07AEmU6h4 for domain: 
_acme-challenge.MY-FreeNAS2.Hostname 
[Fri Jul 24 00:13:10 BST 2020] Removed: Success 
[Fri Jul 24 00:13:10 BST 2020] Verify finished, start to sign. 



[Fri Jul 24 00:13:11 BST 2020] Lets finalize the order, Le_OrderFinalize: 
https://acme-v02.api.letsencrypt.org/acme/finalize/49768188/4345333055 
[Fri Jul 24 00:13:12 BST 2020] Download cert, Le_LinkCert: 
https://acme-v02.api.letsencrypt.org/acme/cert/042524aa6a7277f1983c07003ca9e1733464 
[Fri Jul 24 00:13:13 BST 2020] Cert success. 
-----BEGIN CERTIFICATE----- 
I have checked the Cert and this is valid 
-----END CERTIFICATE----- 
[Fri Jul 24 00:13:13 BST 2020] Your cert is in 
/root/.acme.sh/MY-FreeNAS.Hostname/MY-FreeNAS.Hostname.cer 
[Fri Jul 24 00:13:13 BST 2020] Your cert key is in 
/root/.acme.sh/MY-FreeNAS.Hostname/MY-FreeNAS.Hostname.key 
[Fri Jul 24 00:13:13 BST 2020] The intermediate CA cert is in 
/root/.acme.sh/MY-FreeNAS.Hostname/ca.cer 
[Fri Jul 24 00:13:13 BST 2020] And the full chain certs is there: 
/root/.acme.sh/MY-FreeNAS.Hostname/fullchain.cer 
[Fri Jul 24 00:13:13 BST 2020] Run reload cmd: /root/deploy_freenas.py 
Traceback (most recent call last): 
File "/usr/local/lib/python3.8/site-packages/urllib3/contrib/pyopenssl.py", line 485, in 
wrap_socket 
cnx.do_handshake() 
File "/usr/local/lib/python3.8/site-packages/OpenSSL/SSL.py", line 1915, in do_handshake 
self._raise_ssl_error(self._ssl, result) 
File "/usr/local/lib/python3.8/site-packages/OpenSSL/SSL.py", line 1647, in _raise_ssl_error 
_raise_current_error() 
File "/usr/local/lib/python3.8/site-packages/OpenSSL/_util.py", line 54, in 
exception_from_error_queue 
raise exception_type(errors) 
OpenSSL.SSL.Error: [('SSL routines', 'tls_process_server_certificate', 'certificate verify 
failed')] 
 
During handling of the above exception, another exception occurred: 
 
Traceback (most recent call last): 
File "/usr/local/lib/python3.8/site-packages/urllib3/connectionpool.py", line 665, in urlopen 
httplib_response = self._make_request( 
File "/usr/local/lib/python3.8/site-packages/urllib3/connectionpool.py", line 376, in 
_make_request 
self._validate_conn(conn) 
File "/usr/local/lib/python3.8/site-packages/urllib3/connectionpool.py", line 994, in 
_validate_conn 
conn.connect() 
File "/usr/local/lib/python3.8/site-packages/urllib3/connection.py", line 386, in connect 
self.sock = ssl_wrap_socket( 
File "/usr/local/lib/python3.8/site-packages/urllib3/util/ssl_.py", line 370, in ssl_wrap_socket 
return context.wrap_socket(sock, server_hostname=server_hostname) 



File "/usr/local/lib/python3.8/site-packages/urllib3/contrib/pyopenssl.py", line 491, in 
wrap_socket 
raise ssl.SSLError("bad handshake: %r" % e) 
ssl.SSLError: ("bad handshake: Error([('SSL routines', 'tls_process_server_certificate', 
'certificate verify failed')])",) 
 
During handling of the above exception, another exception occurred: 
 
Traceback (most recent call last): 
File "/usr/local/lib/python3.8/site-packages/requests/adapters.py", line 439, in send 
resp = conn.urlopen( 
File "/usr/local/lib/python3.8/site-packages/urllib3/connectionpool.py", line 719, in urlopen 
retries = retries.increment( 
File "/usr/local/lib/python3.8/site-packages/urllib3/util/retry.py", line 436, in increment 
raise MaxRetryError(_pool, url, error or ResponseError(cause)) 
urllib3.exceptions.MaxRetryError: HTTPSConnectionPool(host='MY-FreeNAS.Hostname', 
port=443): Max retries exceeded with url: /api/v1.0/system/certificate/import/ (Caused by 
SSLError(SSLError("bad handshake: Error([('SSL routines', 'tls_process_server_certificate', 
'certificate verify failed')])"))) 
 
During handling of the above exception, another exception occurred: 
 
Traceback (most recent call last): 
File "/root/deploy_freenas.py", line 40, in <module> 
r = requests.post( 
File "/usr/local/lib/python3.8/site-packages/requests/api.py", line 116, in post 
return request('post', url, data=data, json=json, **kwargs) 
File "/usr/local/lib/python3.8/site-packages/requests/api.py", line 60, in request 
return session.request(method=method, url=url, **kwargs) 
File "/usr/local/lib/python3.8/site-packages/requests/sessions.py", line 533, in request 
resp = self.send(prep, **send_kwargs) 
File "/usr/local/lib/python3.8/site-packages/requests/sessions.py", line 668, in send 
history = [resp for resp in gen] if allow_redirects else [] 
File "/usr/local/lib/python3.8/site-packages/requests/sessions.py", line 668, in <listcomp> 
history = [resp for resp in gen] if allow_redirects else [] 
File "/usr/local/lib/python3.8/site-packages/requests/sessions.py", line 239, in 
resolve_redirects 
resp = self.send( 
File "/usr/local/lib/python3.8/site-packages/requests/sessions.py", line 646, in send 
r = adapter.send(request, **kwargs) 
File "/usr/local/lib/python3.8/site-packages/requests/adapters.py", line 514, in send 
raise SSLError(e, request=request) 
requests.exceptions.SSLError: HTTPSConnectionPool(host='MY-FreeNAS.Hostname', 
port=443): Max retries exceeded with url: /api/v1.0/system/certificate/import/ (Caused by 
SSLError(SSLError("bad handshake: Error([('SSL routines', 'tls_process_server_certificate', 
'certificate verify failed')])"))) 



[Fri Jul 24 00:13:13 BST 2020] Reload error for :MY-FreeNAS.Hostname 
[Fri Jul 24 00:13:13 BST 2020] Error renew MY-FreeNAS.Hostname. 
[Fri Jul 24 00:13:13 BST 2020] ===End cron=== 
 
 


