CemuHap 7
YTo Takoe BUpTYyarnibHasa NamMATb
Yntaem gaHHbIN pasgen, BONPOCOB B HEM HET, OH BBOAHbIN.

I/Isyqume KapTbl NaMATU nNpoLuecca
Hac npocat HayaTb paboTy ¢ 3anyLeHHbIMK NpoueccaMmn B Katanore /proc. [laBanTte cHayana
nepenaém B HEro 1 NOCMOTPUM:

user@Llp-ubuntu:~S cd /proc
user@Llp-ubuntu:/proc$ 1ls

| 1275 é 1 26 399 748 driver

1464

asound
buddyinfo
bus
Cgroups
cmdline
consoles
cpuinfo
crypto
devices
diskstats
dma

execdomains
fb
filesystems
interrupts
iomem
ioports

irg
kallsyms
kcore

keys
key-users
kmsg
kpagecgroup
kpagecount
kpageflags
loadavg
locks
mdstat
meminfo
misc
modules
mounts

mtrr

net

pagetypeinfo
partitions
sched_debug
schedstat
SCS1

self
slabinfo
softirgs
stat

SWaps

SysS
sysrq-trigger
SYSvV1ipc
thread-self

timer list

tty

uptime

version
version_signature
vmallocinfo
vmstat

zoneinfo

user@Llp-ubuntu:/

BuaHo, 4To NpoCTO 3anyLeHO MHOXECTBO pa3HbIX NPOLECCOB(KaXabI NpOoLEeCC B CBOEM KaTanore)
Bonpoc: nocmoTpuTe, Kakme y Bac 3anyLeHbl npoueccol. Beibepute oguH (Hanpumep,
060104Ky, KOTOPOW Bbl NOMNb3YETECH) M MOCMOTPUTE Ha cogepxmnmoe aupektopum /proc/PID/, rae PID

— ero naeHTudukaTop.
OTBer:
Ho He Bygem crnewnTb 1 06s3aTeNibHO NPoYNTaeM AaHHYK CTPaHWYKY. Tam MHOIO NOMe3Horo.
3 cTaTbmn cpasdy CTaHOBUTCSA OYEBMAHO, YTO Yy BCEX MPOLIECCOB ECTb KOHKPETHbIE AAHHbIE, HAaNpUMep


https://losst.ru/fajlovaya-sistema-proc-v-linux#procPID

= cmdline - coAepXnT KOMaHzZy € NOMOLLILIO KOTOPOIA 6bI 3anyLLeH NpoLece, a Takke nepejaHHble
el napameTpbl

= cwd - cuMBOINYECKas CCbIIKa Ha TeKyLLyo paboudyto ANPeKToOpuio NpoLecca

= @Xe - CChUIKa Ha NCMONMHAEMbIN dalin

= root - CCbl/IKa Ha nariky cyrnepnosib3oBaTens

= environ - nepeMeHHble OKpYXXeHWs, LOCTYMNHbIE 4/18 npouecca

= fd - cosepxuT painoBkle JeCKPUNTOPLI, Parinbl 1 YCTPONCTBA, KOTOPLIE UCMONL3YET NPoLecc

= maps, statm, 1 mem - nH$opmaLms 0 NamATK Npouecca

= stat, status - cocToAHVe npoLecca

Hy 3angém B noboK npoLecc N NMOCMOTPUM Ha ero cogepxmmoe(a Bolbpan npouecc 222, Bbl MOXeTe
Bblb6paTb nobor 13 CBOUX):

user@Llp-ubuntu:/
user@Llp-ubuntu:, C
ls: cannot read symbolic link 'cwd': Permission denied
ls: cannot read symbolic link 'root': Permission denied
1s: cannot read symbolic link 'exe': Permission denied
attr mounts projid_map status
autogroup fd mountstats syscall
auxv fdinfo e sched task
cgroup gid map ns schedstat timers
clear_refs io numa_maps sessionid timerslack _ns
cmdline limits oom_adj setgroups uid_map
comm loginuid oom_score smaps wchan
coredump filter map_files oom _score _adj smaps _rollup
cpuset maps pagemap stack

mem patch_state stat
environ mountinfo personality statm

user@llp-ubuntu: /proc/222$

Buaum, 4to obasartenbHble dhannbl NPUCYTCTBYIOT. HEKOTOpPbIE U3 HUX HENb3A NOCMOTPETL 6e3
aaMUHKU(MX npaea B Takom crniydae 400). 3To MOXHO caenaTb ¢ KoMaHaon sudo nepep Ballemn
KoMaHzon. Hy 4 nocmoTpen crnyyanHble dpannbl y npoLecca, HO S JaXe He 3Hato YTo AenaeT AaHHbIN
npoLecc, Tak YTO MHpopMaLUSA He OYEHb NnonesHa:




user@Llp-ubuntu: /proc/2225 1s
1s: cannot read symbolic link 'cwd': Permission denied
ls: cannot read symbolic link 'root': Permission denied
1s: cannot read symbolic link 'exe': Permission denied
attr mounts projid map status
autogroup fd mountstats syscall
auxv fdinfo net sched task
cgroup gid map ns schedstat timers
clear_refs io numa_maps sessionid timerslack ns
cmdline limits oom_adj setgroups uid_map
comm loginuid oom_score smaps wchan
coredump filter map_files oom_score adj smaps rollup
cpuset maps pagemap stack

mem patch_state stat
environ mountinfo personality statm
user@Lllp-ubuntu: /proc/222$ sudo cat syscall
O OxO0 Ox0 OxO0 OxO0 OxO0 Ox0 Ox0 Ox0e
user@Llp-ubuntu:/proc/2225 sudo cat stack
[<0>] __wait_on_buffer+0x32/0x40
[<0>] jbd2_journal_commit_transaction+0x104e/06x1870
[<0>] kjournald2+0xc8/0x250
[<0>] kthread+0x105/0x140
[<0>] ret_from_fork+0x35/0x40
[<0>] OxFFffffffffffffff
user@Lllp-ubuntu: /proc/222% l

Bonpoc: 4to BHyTpu panna /proc/PID/environ?

OTBeT: AaHHbIN (hann coaepXUT NepeMeHHble OKPYXXeHUs1, AOCTYNHble ANA npouecca
B Moém cnyyae y npouecca 222 npu BbIBOAE 3TOro dpanna HUYero He rnokasblBaeTcsl, a 3HaunT
NpoLEecc He UCMNONb3YET NepeMeHHbIE OKpYXXeHUs. Ho s He paccTpouncs 1 BbiBen nepeMeHHble
BCeX NpoLeccoB:

user@Lllp-ubuntu: /proc$ cat */environ

cat: 100/environ: Permission denied

LANG=en US.UTF-8LC_ADDRESS=fr FR.UTF-8LC_ IDENTIFICATION=fr FR.UTF-8LC_MEASUREME
NT=fr FR.UTF-8LC_MONETARY=fr FR.UTF-8LC NAME=fr FR.UTF-8LC NUMERIC=fr FR.UTF-8L
C_PAPER=fr_FR.UTF-8LC_TELEPHONE=fr_FR.UTF-8LC_TIME=fr_FR.UTF-8PATH=/usr/local/s
bin:/usr/local/bin: /usr/sbin: /usr/bin:/sbin:/bin:/snap/binNOTIFY_SOCKET=/run/sy
stemd/notifyHOME=/home /user LOGNAME=userUSER=userSHELL=/bin/bashXDG RUNTIME DIR=
/run/user/1000cat: 101/environ: Permission denied

cat: 102/environ: Permission denied

cat: 1035/environ: Permission denied

cat: 105/environ: Permission denied
XDG_VTNR=7LC_PAPER=fr_FR.UTF-8XDG_SESSION_ID=c1LC_ADDRESS=fr FR.UTF-8CLUTTER_IM
_MODULE=ximXDG_GREETER_DATA DIR=/var/lib/lightdm-data/userLC_ MONETARY=fr FR.UTF
-8SHELL=/bin/bashQT_LINUX_ ACCESSIBILITY_ALWAYS_ON=1LC_NUMERIC=fr_FR.UTF-8GTK_MO
DULES=gail:atk-bridgeUSER=userQT_ACCESSIBILITY=1LC_TELEPHONE=fr_FR.UTF-8XDG_SES
SION PATH=/org/freedesktop/DisplayManager/Session@XDG_SEAT PATH=/org/freedeskto
p/DisplayManager /Seat@DEFAULTS_PATH=/usr/share/gconf/ubuntu.default.pathXDG_CON
FIG_DIRS=/etc/xdg/xdg-ubuntu: /usr/share/upstart/xdg:/etc/xdgDESKTOP_SESSION=ubu
ntuPATH=/home/user /bin: /home/user/.local/bin: /usr/local/sbin: /usr/local/bin: /us
r/sbin:/usr/bin:/sbin:/bin:/usr/games: /usr/local/games: /snap/binQT_IM MODULE=ib
usQT_QPA_PLATFORMTHEME=appmenu-qtSLC_IDENTIFICATION=fr_FR.UTF-8PWD=/home/userXD
G_SESSION_TYPE=x11XMODIFIERS=@im=1busLANG=en_US.UTF-8MANDATORY_PATH=/usr/share/
gconf /ubuntu.mandatory.pathGDM LANG=en USLC MEASUREMENT=fr FR.UTF-8IM CONFIG PH
ASE=1COMPIZ_CONFIG_PROFILE=ubuntuGDMSESSION=ubuntuSESSIONTYPE=gnome-sessionGTK2




He 6onTechb, 3TOT CNNCOK OrPOMHBIN, Ha 5+ 3KpPaHOB, TaK Kak BbIBOAUT BCE NEPEMEHHbIE
OKPY>KEHUSA(M 3TO C y4ETOM TOr0O, YTO €Nviron HEKOTOPbIX NPOLECCOB 3aKPbIT ANA YTEHUSN), TYT CKopee
Mbl XOTUM YOEeanTbCS 4TO OHM He Bcerga nycTble. YyTb BCMOMHMB Kak paboTaeT 3Be3goyka npwm
BblOOpKe Yy koMaHabl cat g BbiBEN environ y KOHKPETHOro ogHoro darna, rage oH He NycTon. ATum
dannom okasancs npouecc c ID =1013:

user@LLlp-ubuntu: /procS$ cat 1013/environ

LANG=en US.UTF-8LC_ADDRESS=fr FR.UTF-8LC IDENTIFICATION=fr FR.UTF-8LC_ MEASUREME

NT=fr_FR.UTF-8LC_MONETARY=fr_FR.UTF-8LC_NAME=fr_ FR.UTF-8LC_NUMERIC=fr_ FR.UTF-8L
C_PAPER=fr_FR.UTF-8LC_TELEPHONE=fr_FR.UTF-8LC_TIME=fr_FR.UTF-8PATH=/usr/local/s

bin:/usr/local/bin: /usr/sbin:/usr/bin:/sbin:/bin:/snap/binNOTIFY_SOCKET=/run/sy
stemd/notifyHOME=/home/user LOGNAME=userUSER=userSHELL=/bin/bashXDG_RUNTIME DIR=
run/user /1000user@Llp-ubuntu: /pro«

Y6eaunuce, YTo y Kaknx-To NPOLIECCOB BCE e eCTb TakMe NepeMeHHbIEe OKPYXKEHMSI.

Bonpoc: NpounTtanTe npo 3anyck nporpamm B poHe. YTo aenatoT komaHabl by, fg, jobs?
OTBeT: [Mpountaem No CChiroyKe.

¥Y3HaTb COCTOSAHWE BCeX OCTaHOBMEHHLIX W BLIMONHAEMEIX B (I)OHOBOM pexnme zallad B paMKax
TEK}!LLL'E!H CeCCh TEpMWHaNa MOXHO Npy NOMOLLKW YTUANTLI jObS C MCNONbL30BaHWMeM onuyuni -l

$ jobs -

B nto60oe BpeMsi MOXXHO BepPHYTb NnpoLiecc 13 GOHOBOro pexvmMa Ha NepeAHni niad. 18 3Toro CayxuT
KomaHAa fg:

$ fg

Echv B OHOBOM pexnme BbINONHAETCA HECKONBKO NPOrpaMm, cnejyeT TakKe yKasblBaTb HOMep.
Hanpumep:

$ fg %1

Ecnn maHavaneHo npouyecc BbI 3anyuleH O06bIYHLIM CNOCOBOM, €0 MOXHO nepeBecty B qJOHOBI::II:"']

pPeXxKmMm, BEINONMHWE Cneayrouie JNeACTBUSA:

1. OCTaHOBWTL BLIMOJIHEHWE KOMaH/bl, Ha)aB KombuHauumro knasmw Ctri+Z.
2. MepeBecTn npovecc B GOHOBLIA PeXM MpY NOMOLLX KOMaHAk! bg.

$ bg

[Buraemcsa ganee no ceMmHapy 1 3anyckaem cBon 6eCKOHEeYHbIN(1M GecrnonesHbiin) NpoLecc no Koay,
KOTOpbIW AaH B CEMUHape:

section .data


https://losst.ru/kak-zapustit-protsess-v-fone-linux

correct: dq -1
section .text

global _start

_start:

jmp _start

Hy BMaHoO, 4TO AaHHaa ob6ocaHHasa nporpaMmma NpocTo NpbiraeT cama Ha cebsi 1 BbINOMHSET nepexon
Ha camy cebs cHOBa M CHOBA.
Hy naesaunTe 3anyctum eé B (pOHOBOM pexume:(nepeq 9TMM co3gann u CKOMNoHoBanv B
3anyckaemblvi oann, Kak Mbl 9TO Aenanu paHblue ¢ NpoYMn accembnepHbiMy bannmkamm)
user@llp-ubuntu:~/seminars/sem7$ cat inf-loop-0.asm

.data

dg -1
.text

_start

jmp _start

user@Lllp-ubuntu:~ 1ina m7$ nasm -g inf-loop-0.asm -felf64 -o loop@.o
user@llp-ubuntu:~ m7S 1d -o loop® loop0O.o

user@llp-ubuntu:~ m em7S l1s

inf-loop-0.asm Tloopd® loopB.o

user@llp-ubuntu:~/seminars/sem7$ |}

Hy 1 sanyckaem npouecc B )OHOBOM pexume:
user@llp-ubuntu:~/seminars/sem7S ./loop0® &
[2] 3309

user@Llp-ubuntu:~/seminars/sem7$ [j

Hy 1 nycTb pabotaeT ¢ Homepom 3309 B
cucTemMe 1 ¢ HoMepom [2] 3anyLeHHbIM OT Nnorib3oBaTtensi(To ecTb MeHd, Bac). Hy u cpasy ke xoyetcs
3anTn B nanky /proc v NpoBepuTb, HE MNOSIBUIICA N TaM Hall npouecc(nosisuncs)?

Bonpoc: BbiBeanTe ¢ nomoLlpbto cat cogepxmmoe cdanna /proc/PID/maps, rae PID —
naeHTudmKkaTop npolecca, Kotopbl Bbl 3anyctunun B goHe. Y meHs PID=3309, nymato He Hafo
NOSICHATb, YTO Yy BaC OH BMOJSIHE MOXET OKa3aTbCA APYIUM. ..

OTBeT: MAEM 1 CMOTPUM pesynbTaT paboThl BbIBOAA Maps ANs HaLWero npouecca:
user@llp-ubuntu:~/seminars/sem7$ cat /proc/3309/maps
00400000-00401000 r-xp 00000000 08:01 275521
ser/seminars/sem7/loop®
00600000-00601000 rwxp 00000000 08:01 275521

ser/seminars/sem7/1loop0®
7ffdffc4b000O-7ffdffc6cO00 rwxp 00000000 00:00 ©

7ffdffdbaeeo-7ffdffdbdeee r--p 00000000 00:00 O
7ffdffdbdeeo-7ffdffdbfeee r-xp 00000000 00:00 O
frffffffff600000-ffffffffff601000 r-xp 00000000 00:00 ©
11]

user@llp-ubuntu:~/seminars/sem7$ I

C npuMepHbIM BbIBOAOM COBMagaeT, YNTaem n3 cemMmHapa garblie:

[MepBas KOMOHKa 3TO peauoH namsmu, KOTOpbIW ONUCbLIBAETCA anee B OPYrnx KONnoHKax.
Hel'lpeprBHaFl obnacTtb NamMATU Ha3bIBaeTCA pPecUOHOM, €CJTN OHa COCTOUT U3 LIESTOTO YnUCria CTpaHuu
C OANHaKoBbIMUA (bﬂal'aMl/l.

Bonpoc: noyemy B permoHax Ha4asibHbIM 1 KOHEYHbIN agpec B 16-puyHOM dhopmaTe
3aKaH4yMBalTCs Bcerga Ha Tpu Hyns?



OTBeT: co3aaFeAH-RaMAFHKOHH BCNOMHMM CaMOe Havyano cemuHapa, 6b110 ckasaHo, 4YTo
BCe pa3buBaeTca Ha BUpTyanbHyto namaTb No 4Kb kaxaasa, n agpeca JomkHbl 6b1Tb KpaTHbl 4KB.

o o 12
Ecnu nocunTaTb 91O B 16pUYHOM cUCTEME, TO BbIMAET, YTO 777 00016 =7? ?10 * 2" Hy a 9TO U eCTb

4096 agpecoB, a 3Ha4MT 3TO NPOCTO rapaHT AenumocTtun agpeca Ha 4Kb, 4Tobbl CTpaHuLy MOXHO
Oblno pasmellaTb.

Npém panblue, KapTUHO4YKa, KoTopas 0cob0 He CrnoxHas:

Compilation Loading
Memory
file1.asm
section text Executable file section .text
section .text
section .data section .text
section .text section .data
section .data
file2 asm section .data
section .data
section .text

stack

section .data

Hy n Bonpochl Kk Hew:

Bonpoc: onpegenute, No Kakum agpecam 3arpyxarTcs cekuum .text n .data ns npumepa. Bam
MOXeT nomMmoub readelf u mabnuuya cumeornos.

OTBeT: BbiBEgeM Tabnuuy cCMMBOOB ANsi cobpaHHoro danna(Ho He Ans 3anyLeHHOro
npouecca, Takon onumu s1 He Haluen)
user@Lllp-ubuntu:~/seminars/sem7$ readelf -s loop®

Symbol table '.symtab' contains 11 entries:

Num: Value Size Type Bind Vis
0000000000000000 © NOTYPE LOCAL DEFAULT
00000000004000bO SECTION LOCAL DEFAULT
00000000006000b4 SECTION LOCAL DEFAULT
0000000000000000 SECTION LOCAL DEFAULT
0000000000000000 SECTION LOCAL DEFAULT
0000000000000000 FILE LOCAL DEFAULT inf-loop-0.asm
00000000006000b4 OBJECT LOCAL DEFAULT correct
00000000004000b0O NOTYPE GLOBAL DEFAULT _start
00000000006000bC NOTYPE GLOBAL DEFAULT __bss_start
00000000006000bC NOTYPE GLOBAL DEFAULT _edata

10: 00000000006000CO NOTYPE GLOBAL DEFAULT _end

user@llp-ubuntu:~/seminars/sem7$ |j
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[MomHs, 4To Value xpaHuT nHgopMaLmio 0 2 3Ha4YeHuaX, 0bpaTtuM BHUMaHWe NuvLlb Ha BTOPYHO
NnonoBuHY(OHa oTBeYaeT 3a agpec). BuaHo, 4to cekuyum moryT HaumHatbeea ¢ 400, a moryT ¢ 600.
Buammo 310 1 ecTb TO, 4YTO OT Hac NPOCAT.

MoxxHo elle HanucaTb readelf -I, Torqa BbIBOAATCS ceKkumm

ion to gment mapping:

ient Se

Bonpoc: onpegenunte xoTa Obl 0ANH 3anpeLéHHbIN Ananas3oH aapecos.
OTBeT: MOXHO HaNTK TVT.

CIIcoK Beex 3ape3epBIIPOBAHHBIX 00acTell HaMATIL B CIICTEME MOMKHO IIpoCMOTPETH KOMAaHIOI1 lspci -m:

lsipc -m

KEY ID PERMS OWMER SIZE NATTCH STATUS CTIME CPID LPID COMMAND

Bxbel30fal 3112968 rw------- root 18688 11 May@3 7217 9422 Jusr/sbin/httpd -DFOREGROUND
Ox0peReeea 5570857 rw------- usr74 384K 2 dest Apr28 17752 7476 kdeinitd: konsole [kdeinit]
BxEBE0EE08 5898243 rw------- usrg2 512K 2 dest 12:85 5265 9678 fusr/bin/geany /home/s8392/1 1.s
Ox00800000 4521988 rw------- usr75 384K 2 dest May@6 22351 16323 sview

Ox00eReReY 3276805 rw------- usrls 384K 1 dest May@5 24835 15236

Ox00eReReY 4587530 rw------- usris 2M 2 dest May@6 194084 16323 metacity

Beeném komangy Isipc -m 1 nonyynm cpasy MHOXECTBO 3ape3epBMpOBaHHbIX obnacTten. O4eBmaHo,
YTO NOA4 HUX NaMSATb BbIAENUTLCS YXKE HE MOXET.

user@Lllp-ubuntu:~/seminars/sem7$ lsipc -m

KEY ID PERMS OWNER SIZE NATTCH STATUS CTIME COMMAND
Ox00000000 65536 512K dest 21:14 fusr/1ib/1i
Ox00000000 1376257 512K dest 21:15 update-not
Ox00000000 196610 512K dest 21:14 Jusr/1ib/x
Ox00000000 393219 16M 21:14 compiz
Ox00000000 491524 512K dest 21:14 nm-applet
dest 21:14 nautilus -
dest 21:14 compiz
dest 21:14 Jusr/1ib/x
dest 21:14 compiz
dest 21:14 nautilus -
dest 21:25 Jusr/1ib/g

Ox00000000 655365 512K
Ox00000000 753670 512K
Ox00000000 1048583 512K
O0x00000000 917512 512K
Ox00000000 950281 16M
Ox00000000 1605642 512K
user@llp-ubuntu:~/seminars/sem7

NMNNMNNNNNNNN

Bonpoc: 4YTo Takoe inode B channoson cucteme?

OTtBeT: ypa-OHH inode - aT0 hannosbI 4ECKPUNTOP UMW METAZaHHbIE, TO €CTb JaHHbIE O
AaHHbIX, OTBEYaloT 3a MHOro BCEro, peanusyroT opraHusaumio gansioBon cuctemMsl. [1po 3ToO MOXHO
MHOro Bcsikoro Bctogy HamTtu. OcHoBHoe: inode ecTb y ntoboro canna(kartanora), B HEN €CTb
rnobanbHbI HOMep darna(no CyTu ykasaTtenb Ans noucka no namsaTn), ykasaHbl npaea, Tun danna
N nNpoyee(HeKoTopble BPEMEHA)...

Bonpoc: YTto HaxoanTcsa B ocTanbHbIX cTonduax? MNpodntante npo dann /proc/PID/maps B
man procfs.

OTtBeT: MoXeTe 3anyCTuUTb 3TOT man, B LIefIOM B HEM €CTb O4€Hb MHOIO MOME3HOro Npo
NPOLECChl U UX NEPEMEHHbIE, TaKME KaK TOT e environ, KOTOPbIN yXXe paccMaTtpuBarncs, HO S
BCTaBMIO cloda cekuuo 06 ocTanbHbIX cTonobuax.

/proc/[pid]/maps


https://parallel.uran.ru/book/export/html/536

A file containing the currently mapped memory regions
and their access permissions. See mmap(2) for some
further information about memory mappings.

The format of the file is:

address perms offset dev inode  pathname
00400000-00452000 r-xp 00000000 08:02 173521  /usr/bin/dbus-daecmon
00651000-00652000 r--p 00051000 08:02 173521  /usr/bin/dbus-daemon
00652000-00655000 rw-p 00052000 08:02 173521  /usr/bin/dbus-daemon
00e03000-00e24000 rw-p 00000000 00:00 0 [heap]
00e24000-011£7000 rw-p 00000000 00:00 0 [heap]

35b1800000-35b1820000 r-xp 00000000 08:02 135522 /ust/lib64/1d-2.15.s0
35b1c00000-35b1dac000 r-xp 00000000 08:02 135870 /ust/lib64/libc-2.15.s0
35b1dac000-35b1fac000 ---p 001ac000 08:02 135870 /usr/lib64/libc-2.15.s0
35b11ac000-35b1fb0000 r--p 001ac000 08:02 135870 /usr/lib64/libc-2.15.s0
35b1fb0000-35b1fb2000 rw-p 001b0000 08:02 135870 /ust/lib64/libec-2.15.s0

£2¢61t8c000-712¢7078c000 rw-p 00000000 00:00 0  [stack:986]

7ftfb2c0d000-7{ftb2¢2e000 rw-p 00000000 00:00 0 [stack]
7ftfb2d48000-7tfb2d49000 r-xp 00000000 00:00 0 [vdso]

The address field is the address space in the process
that the mapping occupies. The perms field is a set
of permissions:

r=read

W = write

X = execute

s = shared

p = private (copy on write)

The offset field is the offset into the file/whatever;
dev is the device (major:minor); inode is the inode on
that device. 0 indicates that no inode is associated
with the memory region, as would be the case with BSS
(uninitialized data).

The pathname field will usually be the file that is
backing the mapping. For ELF files, you can easily
coordinate with the offset field by looking at the
Offset field in the ELF program headers (readelf -1).

There are additional helpful pseudo-paths:

[stack]
The initial process's (also known as the



main thread's) stack.

[stack:<tid>] (since Linux 3.4)
A thread's stack (where the <tid>is a
thread ID). It corresponds to the
/proc/[pid]/task/[tid]/ path.

[vdso] The wvirtual dynamically linked shared
object.

[heap] The process's heap.
If the pathname field is blank, this is an anonymous
mapping as obtained via the mmap(2) function. There
is no easy way to coordinate this back to a process's
source, short of running it through gdb(1), strace(1),
or similar.

Under Linux 2.0, there is no field giving pathname.
Os3HakombTech ¢ 3TOM MH(poOpManuel caMu, 1 AHIVIMICKUI He mapo, MoxkeT Erop eme pacnumer.

Mcnonb3oBaHne mmap.

OTtobpaxeHune canna B namsatb (memory mapped files) — 310 cnocob paboTkl ¢ hannamm, npu
KOTOpoM chbanny CTaBUTCHA B COOTBETCTBME AMana3oH agpecoB BUpPTyanbHon namatn. OnepauynoHHas
cucTema nNpo3padHo Ans NnporpaMmmucTa opraHn3yeT 3TOT NPOLEeCC Tak, YTOObl YTeHNE JaHHbIX U3
3TUX agpecoB NPUBOLMIO K YTEHMIO AAHHbIX N3 OTOBpaXkeHHOro darnna, a 3annucb AaHHbIX N0 3TUM
agpecam npusogmna K 3anucu B hann.

B *nix nogobHbIX cuctemax dpansnbl Takke UCNONb3YHTCA Kak abcTpakuum ansa yCTpoucTs, TO eCTb
B3anmopencTane ¢ bannomMm o3Ha4vyaeT B3anMOLENCTBUE C YCTPOMCTBOM. Takme cannbl 06bIYHO
HaxoasaTca B aupekTopuu /dev. dainbl yCTPONCTB TOXE MOXHO OTobBpaxaTb B NaMsThb.



Memory mapped file
Memory

File

Bonpoc: npounTaiTe B man mmap OTBETbI Ha creayoLne Bonpochi:

e Kakue aprymeHTbl npuHumaeT mmap? OTBeT:
e B 4yém nx cmbicn? OTBeT:
e Kakoun apryMeHT B kakoMm peructpe? OTBeT:

Moxanyi 1 NPOCTO CKMHY BaM man, a fasnblue pacnuily, eCrnv Haigy BPeEMS U CUMbl XOTS Gbl

NOHATb CaMOMY:
MMAP(2) Linux Programmer's Manual MMAP(2)

NAME
mmap, munmap - map or unmap files or devices into memory

SYNOPSIS
#include <sys/mman.h>

void *mmap(void *addr, size t length, int prot, int flags,
int fd, off t offset);
int munmap(void *addr, size t length);



See NOTES for information on feature test macro requirements.

DESCRIPTION

mmap() creates a new mapping in the virtual address space of
the calling process. The starting address for the new map-
ping is specified in addr. The length argument specifies the
length of the mapping.

If addr is NULL, then the kernel chooses the address at which
to create the mapping; this is the most portable method of
creating a new mapping. If addr is not NULL, then the kernel
takes it as a hint about where to place the mapping; on
Linux, the mapping will be created at a nearby page boundary.
The address of the new mapping is returned as the result of
the call.

The contents of a file mapping (as opposed to an anonymous
mapping; see MAP_ ANONYMOUS below), are initialized using
length bytes starting at offset offset in the file (or other

object) referred to by the file descriptor fd. offset must

be a multiple of the page size as returned by

sysconf(_ SC_PAGE SIZE).

The prot argument describes the desired memory protection of
the mapping (and must not conflict with the open mode of the
file). It is either PROT NONE or the bitwise OR of one or
more of the following flags:

PROT _EXEC Pages may be executed.
PROT READ Pages may be read.

PROT WRITE Pages may be written.
PROT NONE Pages may not be accessed.

The flags argument determines whether updates to the mapping
are visible to other processes mapping the same region, and
whether updates are carried through to the underlying file.
This behavior is determined by including exactly one of the
following values in flags:

MAP_SHARED
Share this mapping. Updates to the mapping are visi-
ble to other processes that map this file, and are
carried through to the underlying file. (To precisely
control when updates are carried through to the under-
lying file requires the use of msync(2).)



MAP_PRIVATE
Create a private copy-on-write mapping. Updates to
the mapping are not visible to other processes mapping
the same file, and are not carried through to the
underlying file. It is unspecified whether changes
made to the file after the mmap() call are visible in
the mapped region.

Both of these flags are described in POSIX.1-2001 and
POSIX.1-2008.

In addition, zero or more of the following values can be ORed
in flags:

MAP_32BIT (since Linux 2.4.20, 2.6)
Put the mapping into the first 2 Gigabytes of the
process address space. This flag is supported only on
x86-64, for 64-bit programs. It was added to allow
thread stacks to be allocated somewhere in the first
2GB of memory, so as to improve context-switch perfor-
mance on some early 64-bit processors. Modern x86-64
processors no longer have this performance problem, so
use of this flag is not required on those systems.
The MAP 32BIT flag is ignored when MAP FIXED is set.

MAP_ ANON
Synonym for MAP_ ANONYMOUS. Deprecated.

MAP_ANONYMOUS
The mapping is not backed by any file; its contents
are initialized to zero. The fd and offset arguments
are ignored; however, some implementations require fd
to be -1

void *mmap(void *addr, size_t length, int prot, int flags,
int fd, off t offset);

dyHKUMA BO3BpaLLAET agpec, No KOTopoMy Obin 3amanneH ainn
*addr - npegnoYTUTENBHLINM aapec BUPTYanbHOW NamMsaTK MO KOTOpoMy OyaeT HayaT ManuHr
(NMpegnoYTMTENBHBIN NOTOMY YTO €CNKN Y CUCTEMbI YETO HE MONyYMTCa TO OHa cama BblbepeT agpec)
length - anuHa pasmepa 3amanneHon obnactu B 6antax
prot - pexxnum 3aLlnTbl:

PROT_EXECUTE: pages can be executed

PROT_READ: pages can be read

PROT_WRITE: pages can be written into

PROT_NONE: pages cannot be accessed
flags - pexxvm BUOUMOCTU U3MEHEHWIA APYTMM NPOLECCaM Ha TOM Xe pernoHe (Tam nx 4oxys)
fd - peckpunTop darna KoTopbi ManuTCcs B NaMsiTb



offset - oTcTyn ¢ Hayana ¢anna, ¢ kotoporo byaem manuTb

Mporpamma: uyts BBogHOM — KOA HWKEe NPeacTaBneH Afs Kakoro-To Baluero dhaiina, KoTopbii
Oynet pabotatb ¢ cpaninom fname, B kayecTBe npumepa ykasaH hello.txt, B Hero nomelaem nwobyto
CTPOYKY, KOTOPYIO XOTUM MOTOM YBUAETHL(S1 HAanpumep NOMeECTU CTPOYKY U3 M3BECTHOW MECHM)

%define O RDONLY 0
%define PROT READ 0x1
%define MAP_PRIVATE 0x2
%define SYS OPEN 2
%define SYS MMAP 9
%define STR_LEN 12

section .data
; This is the file name. You are free to change it. **fname here**
fname: db 'hello.txt', 0

section .text
global start
exit:
mov rax, 60 ; use exit system call to shut down correctly
xor rdi, rdi
syscall
; These functions are used to print a null terminated string
print_string:
push rdi
call string_length
pop rsi
mov rdx, rax
mov rax, 1
mov rdi, 1
syscall
ret
string_length:
XOr rax, rax
Jloop:
cmp byte [rdi+rax], 0
je .end
inc rax
jmp .loop
.end:
ret

_start:

; BerzoBute open u otkpoiite fname B pexxume read only.
mov rax, SYS OPEN

mov rdi, fname

mov rsi, O RDONLY ; Open file read only



mov rdx, 0 ; We are not creating a file
; so this argument has no meaning
syscall

5 BrizoBute mmap € nNpaBUJIbHBIMH apryMCHTaMU

; JlaliTe omepanmoHHON cucTEMe caMOi BBIOpATh, KyJa 0TOOpa3uTh (haii
; PasMep o0macTi BO3BEMHUTE B pa3Mep CTPaHHIIBI

; O0nacTp He ToMKHA OBITh 00IIEH 71T HECKOIBKUX MPOIIECCOB

; Y JIOJDKHA BBIIEISATHCS TOJIBKO ISl YUTCHUSI.

mov rdi, 0

mov rsi, STR_LEN

mov rdx, PROT_READ
mov r10, MAP_PRIVATE
mov 18, rax

mov 19, 0

mov rax, SYS MMAP
syscall

; C TIOMOIIIBIO print_string Temepb MOKHO BBIBECTH €TO COIEPKUMOE

mov rdi, rax
call print_string

call exit

Tenepb 3aMEMCS BbI3OBOM BCErO 3TOro: cobmpaem gaHHbIA hann u 3anyckaem
user@Llp-ubuntu:~/seminars/sem7$ ./opencheck
Never gonna give you up

Never gonna let you down

Never gonna run around and desert you

Never gonna make you cry
Never gonna say goodbye
Never gonna tell a lie and hurt you
user@Llp-ubuntu:~/seminars/sem7$ I

YTto BOOOLE TYT NpOUCXOAUT: KOMaHAa open OTKpbIBaeT dann Ans YTeHWs, Aanee oHa nepegaér
ero AecKpunTop B KOMaHZy mmap, Kotopas yXe noAarpyxaet ero B namatb nporpammsl. Nocne
3TOro KOMaHZa mmap BEPHET HaM agpec B namATu y dparna. Mbl ero ucnonb3yem ans BbiBoga
COAEPXXNMOrO, BbIBOAMM Kak 0-TEPMUHUPOBAHHYIO CTPOKY.

Ha camom gene noka ecTb napy BONPOCOB NPO ASIMHY U CMeLLeHne B aTpubytax KoMaHA. ..

Bpoaoe mmap gonxeH Bbligenate B namaTtn 6onee 1 cTpaHuupbl, HO €CnNu Bbl Tak CAENaeT, To Y Bac
Oynet owmnbka Segmentation Fault, no MoMm(4TO NPpOBEPEHO BbI3OBAaMM C KOMMEHTUPOBaHMEM
pa3HbIX y4aCcTKOB Nporpamm) NpeanonoXeHUsiM 3TO BbI3BaHO TEM, YTO mmap noarpy3uT 3Tn pasHble



CTpaHuubl B pa3Hble y4aCTKuU I'IaMFITVI(a He I'IOCJ'Ieﬂ,OBaTeJ'IbHO) M Bbl30B BbiBOAa AaHHbIX ynageT, Tak
KakK 6y/:|,eT o6pau.|,eH|/|e K 3anpeweHHbIM y4aCTKaM NnamMmdaTn.

BnarogapHOCTb BblpaxaeTcs:
MBaHoBy EBreHuio
MonowkoBy bopucy



