© He Wouldn't Stop Hacking Celebrities

1. Celebrity Twitter Hacks & SIM-Swapping Incidents

Logan Paul Hacks

e Logan Paul’s Twitter Hack
Source: Logan Paul Twitter Hacked !!1(12-9-2018)
e Logan Paul Viogs Hacked
Source: Logan Paul Vlogs Hacked
o Another angle on the hack affecting Logan Paul’s viogs.
e Video of the Hack
Source: Logan Pauls Hacked 2018+link safety check (second upload video)
o Direct footage and breakdown of the hacking process.

Jack Dorsey Hack

e Jack Dorsey’s Twitter Hacked
Source: Wired
o Coverage of Twitter CEO Jack Dorsey’s SIM-swap attack and how it was
executed.

Various YouTube/Twitter Celebrities Hacked

e YouTube Celebrities Hacked
Source: Business Insider
o Overview of multiple celebrity hacks (James Charles, Keemstar, and others)
and the role of SIM-swapping.
e Shane Dawson’s Twitter Hacked
Source: Metro UK
o Details on Shane Dawson’s account being compromised, including the
offensive tweets posted.
e Bella Thorne Hack
Source: Paper Magazine
o Bella Thorne’s Twitter hack, which led to leaked personal content.
e Addison Rae Hack
Source: X (formerly Twitter) - TikTok Drama Account
o Highlights Addison Rae’s Twitter being taken over by hackers.
e Dixie D’Amelio’s TikTok Hacked
Source: dixie d'amelio's tiktok is hacked - 12-14-20
o Video documentation of Dixie D’Amelio’s TikTok hack in December 2020.

Celebrities Blaming Cell Providers (SIM-Swapping)

e James Charles Blames AT&T
Source: X (formerly Twitter)



https://www.youtube.com/watch?v=GpLfdBuRl3I
https://www.youtube.com/watch?v=q6XwugDnebU
https://www.youtube.com/watch?v=O4emdvhFa0Y&t=166s
https://www.youtube.com/watch?v=Hk_khFNveX4
https://www.wired.com/story/jack-dorsey-twitter-hacked/
https://www.businessinsider.com/james-charles-youtubers-been-hacked-twitter-att-keemstar-hacking-chuckling-2019-8
https://metro.co.uk/2019/08/23/shane-dawsons-twitter-hacked-trolls-posting-vile-homophobic-racist-tweets-bringing-back-cat-gate-10622302/
https://www.papermag.com/bella-thorne-twitter-nudes#rebelltitem6
https://x.com/tiktok_drama/status/1294468962877673473
https://www.youtube.com/watch?v=087MyZvrLVk
https://x.com/jamescharles/status/1165359473541566464

o James Charles publicly accusing AT&T of failing to prevent SIM-swap hacks.
e KingBach Blames AT&T
Source: X (formerly Twitter)
o Comedian Andrew Bachelor (KingBach) on experiencing a SIM-swap attack.
o King Bach Talking About SIM-Swapping
Source: NYTimes
o Further coverage on how he and others were targeted.

Drama Alert on YouTuber Hacks

e Drama Alert About the Hack
Source: James Charles , Shane Dawson LAWSUIT !l #DramaAlert | PewDiePie

wedding!
o Discussion and speculation on the hacks within the YouTube community.

2. The July 15, 2020 Twitter Hack (High-Profile
Accounts)

Reports & Analysis

e Hacking for Profit and “the Lols”
Source: Krebs on Security (July 2020)
o Brian Krebs analyzes the motivation behind the coordinated Twitter breach.
e Who’s Behind the Epic Twitter Hack?
Source: Krebs on Security (July 2020)
o Investigation into the individuals or groups orchestrating the hack.
e Hackers Tell Their Story
Source: The New York Times (July 2020)
o Interviews with alleged participants in the July 15th hack, discussing their
methods.
e People Searching for the Perpetrators
Source: Krebs on Security (bottom of phone-company investigator piece)
o Delves into how investigators and security experts tried to track down the
hackers.

3. “PlugwalkJoe” (Joseph O’Connor) & Related Legal
Proceedings

Background & Arrest


https://x.com/KingBach/status/1165108429641224192
https://www.nytimes.com/2019/09/05/technology/sim-swap-jack-dorsey-hack.html
https://www.youtube.com/watch?v=suUG4j4NABs
https://www.youtube.com/watch?v=suUG4j4NABs
https://krebsonsecurity.com/2020/07/twitter-hacking-for-profit-and-the-lols/
https://krebsonsecurity.com/2020/07/whos-behind-wednesdays-epic-twitter-hack/
https://www.nytimes.com/2020/07/17/technology/twitter-hackers-interview.html
https://krebsonsecurity.com/2020/07/whos-behind-wednesdays-epic-twitter-hack/

Who is PlugwalkJoe?
Source: Krebs on Security (July 2021)
o Brian Krebs’s overview of Joseph O’Connor, aka “PlugwalkJoe,” tied to
high-profile hacks.
PlugwalkJoe Faces 5 Years
Source: Krebs on Security (June 2023)
o Updates on O’Connor’s sentencing.
Official Arrest Warrant
Source: DOJ Complaint (PDF)
o Legal document detailing charges against O’Connor.
Indictment
Source: Justice.gov (SDNY Press Release and Indictment PDF)
o Formal charges filed by the Southern District of New York.
UK Man Arrested in Spain & Charged in the U.S.
Source: SecurityWeek
o Coverage of O’Connor’s arrest in Spain and extradition process.
Court Documents & Back Story
Sources:
o CourtlListener PDF
o Docket (CourtListener)
o Provide details on the legal proceedings, charges, and hearing transcripts.
Spanish Extradition & Arrest Footage
Sources:
o LaVanqguardia
o Reuters Video & Photos / Reuters Pictures
o Coverage of O’Connor’s arrest in Spain and eventual extradition to the U.S.

Additional References for Joseph O’Connor

Adin Ross Speaks with PlugwalkJoe

Source: Adin Ross Speaks To The Person Who Swatted Him! *MUST WATCH*
o Adin Ross interviewing unknown hacker

Olive Press Article

Source: Olive Press
o Local Spanish media perspective on the case and sentencing.

Articles Claiming He’s a “Bitcoin Expert”

Sources:
o Joseph Vinaixa
o hillOutRadi

o Pieces portraying O’Connor as a cryptocurrency and tech entrepreneur.
Older Legal Citation
Source: Bailii.org (EWHC Admin 2012/1515)

o Possibly related to older or unrelated extradition/legal proceedings.
Shinji Twitter (O’Connor’s Account)
Source: Internet Archive Snapshot (March 2020)

o Archived Twitter profile tied to O’Connor.
Additional DOJ Complaint

Source: Justice.gov PDF



https://krebsonsecurity.com/2021/07/plugwalkjoe-does-the-perp-walk/
https://krebsonsecurity.com/2023/06/u-k-cyber-thug-plugwalkjoe-gets-5-years-in-prison/
https://krebsonsecurity.com/wp-content/uploads/2021/07/O-Connor-complaint.pdf
https://www.justice.gov/usao-sdny/press-release/file/1446146/dl
https://www.securityweek.com/uk-man-arrested-spain-charged-us-twitter-hack/
https://storage.courtlistener.com/recap/gov.uscourts.nysd.565595/gov.uscourts.nysd.565595.14.0.pdf
https://www.courtlistener.com/docket/60695147/united-states-v-oconnor/
https://www.lavanguardia.com/tecnologia/20230221/8773591/espana-autoriza-extradicion-hacker-britanico-pirateo-cuentas-twitter-biden-obama-pmv.html
https://reuters.screenocean.com/record/1628063
https://pictures.reuters.com/archive/USA-JUSTICE-TWITTER-HACK-RC2NPO9UT9LR.html
https://www.youtube.com/watch?v=KzzaCOSey2M&t=86s
https://www.theolivepress.es/spain-news/2023/06/28/lenient-jail-sentence-for-the-british-expat-recluse-who-sensationally-hacked-the-us-establishment-from-his-bedroom-in-spains-costa-del-sol/
https://www.josepvinaixa.com/how-joseph-oconnor-succeeded-in-the-crypto-business/
https://chilloutradio.com/how-joseph-oconnor-thinks-crypto-tech-will-continue-to-impact-music-producers/
http://www.bailii.org/ew/cases/EWHC/Admin/2012/1515.html
http://web.archive.org/web/20200321000406/https://twitter.com/shinji
https://www.justice.gov/d9/press-releases/attachments/2021/07/21/o_connor_complaint.pdf

o Another official filing with more details on the hacking charges.
e Authorities Arrest Suspected Jack Dorsey Hacker

Source: VICE
o Coverage of law enforcement’s ongoing crackdown and arrests linked to the

Dorsey hack.

4. Early Life

e https://web.archive.org/web/20121116014447/http://www.stopthebnp.org.uk/articles/B
NP45.htm

e https://www.liverpoolecho.co.uk/news/liverpool-news/ex-bnp-chief-claims-liverpool-14
145882


https://www.vice.com/en/article/authorities-arrest-suspected-jack-dorsey-hacker/
https://web.archive.org/web/20121116014447/http://www.stopthebnp.org.uk/articles/BNP45.htm
https://web.archive.org/web/20121116014447/http://www.stopthebnp.org.uk/articles/BNP45.htm
https://www.liverpoolecho.co.uk/news/liverpool-news/ex-bnp-chief-claims-liverpool-14145882
https://www.liverpoolecho.co.uk/news/liverpool-news/ex-bnp-chief-claims-liverpool-14145882
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