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Adapt Engine 2022.1.31 Release has been tested on the following browsers: Chrome 93.0 and above, and
Firefox 92. Compatibility mode in browsers must be turned off.

Note: Once you have the 2022.1.31 deltain place, please clear your Browser Cache before logging in.

Adapt Delta 2024.1.31 Release Notes

Adapt Engine Release Notes Issue ID

Fixed security issues where a URL to load a report from the reporting server could AD-12705
be used from another browser without logging intfo Adapt.

Fixed a bug where a user could not log into the ADA if the system had LDS (Local AD-12837
Document Storage) configured.

Protected against a data-related issue where an entity with an illegal ID of 0 would | AD-12836
break the entity ownership checks and cause a system error.

Protected against a potential XSS exploit in sysadmin domain profile resume import | AD-12834
settings page.

Protected against a potential XSS exploit in the sysadmin resume import schema AD-12801
detection engine tab.

Fixed a bug caused by recent security work that prevented the sysadmin domain AD-12809
profile dashboard tab from saving changes.

Protected against a potential XSS exploit in the sysadmin resume import schema AD-12801
detection engine tab.

Fixed encoding issue when displaying non ascii characters on the home page AD-12824
history widget.
Fixed a bug in sysadmin resume import where selecting a role that had AD-12822

no parent would cause the page to fail to load in future.
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Fixed bug where fast find results were not correctly highlighting AD-12821
multi-word pattern matches.

Fixed a bug where recent security work prevented the ability fo drag and drop a CV | AD-12820
info Adapt.

Added some defensive code to prevent an error when saving domain settings AD-12819
where one of the colour options in task settings was null.

Improved display feedback on sysadmin task dashboard document category tab AD-12810
as it didn't refresh the screen properly after saving, showing a blank field.

Work to secure sysadmin against potential XSS attacks (Part 6). AD-12813
Protected against a potential XSS exploit in the sysadmin document templates UL. AD-12797
Protected against a potential XSS exploit in the sysadmin REST APl mapping UI. AD-12796
Fixed a bug in sysadmin related to JSON serialization of numbers where IDs were AD-12811
not converted correctly after upgrading the Jackson library.

Fixed a bug where changes to CSS in one area of sysadmin resulted in scrollbars AD-12812
going missing in other areas.

Removal of the deprecated Internal Email functionality caused a bug that AD-12807
prevented you from saving changes on the domain profiles email tab.

Protected against a potential XSS exploit in the sysadmin domain settings email AD-12782
notification section.

Fixed a bug related to dynamic codes where the primary key for the database table | AD-12770
could give a PK violation with permissible data.

Protected against a potential XSS exploit in the UK search UL. AD-12799
Work to secure sysadmin against potential XSS attacks (Part 5). AD-12786
Fixed a bug where repeating segments in a document template were creating a AD-12800
new table for each entry rather than just a new row in the existing table.

Fixed a display bug caused by the iframe removal work that caused the StartDate AD-12794
to be displayed as blank on Tasks.

Work to secure sysadmin against potential XSS attacks (Part 4). AD-12777
Fixed a bug caused by recent security work that prevented you from cleanly AD-12780

cancelling a change to the credentials store.




Fixed a bug where the run at login BO would also run if you refreshed the browser. AD-12778
Now it only runs once at login.

Fixed a potential XSS exploit on the sysadmin credential store page. AD-12776
Prevented a potential XSS exploit on the sysadmin domain settings page. AD-12771
Fixed a bug caused by recent security work that made it impossible to delete a AD-12772
group in sysadmin.

Prevented a potential XSS exploit on the sysadmin dynamic codes page. AD-12769
Fixed a bug caused by recent security work that caused the usergoups section to AD-12775
be hidden on the sysadmin codes & groups page.

Fixed a (Chrome only) problem with CSS styling on the sysadmin domain branding AD-12768
page.

Fixed a bug caused by recent security work that prevented you from changing the | AD-12767
description of a nested code.

Fixed a bug where the _SEGMENTMODE macro was only set for the first segment AD-12765
in an entity you open. Switching segments after that just re-used the value from the

first segment and didn't check if it should be different.

Work to secure sysadmin against potential XSS attacks (Part 3) AD-12764
Work to secure sysadmin against potential XSS attacks (Part 2) AD-12763
Fixed an issue where ADA was fiming out because the timeout value was set to 2 AD-12762
seconds in sysadmin, but it should have displayed an error message letting you

know this, which was failing to show on screen and only appearing in the console

log. Now you get a proper modal alert with the timeout error.

Work to secure sysadmin against potential XSS attacks (Part 1). AD-12754
Secured a potential XSS exploit in Data Admin profiles. AD-12551
Fixed a minor security issue where the session cookie wasn't being instantly AD-12685
invalidated and destroyed when logging out of sysadmin.

We have added CSRF security tokens to all document library functionality that AD-12703
adds removes or modifies documents.

Fixed a bug where recent security work prevented you from deleting a language. AD-12848
Fixed display issue where the bottom border of buttons was missing. AD-12847




Fixed a bug where sysadmin formatters became inaccessible if they had AD-12835
multilingual changes for a language that had been deleted.

An extension to AD-12815 that fixes a potential XSS exploit that the original fix AD-12833
missed.

Fixed a bug caused by recent security work where renaming a columnin a AD-12827
sysadmin formatter did not persist the changes.

Fixed a bug caused by recent security work that prevented formatter changes from | AD-12817
being saved. The display looked correct but the changes were not persisted.

Made changes to fix a potential XSS exploit in the formatter column tab. AD-12815
Fixed a bug that was causing the formatter to load a blank label for the equals to AD-12816
option in the formatter conditions which led to it appear to be missing.

Fixed a bug caused by recent security work where the reset button on a formatter AD-12814
was no longer being displayed.

Fixed a bug caused by a recent fix for fast find result highlighting that prevented AD-13031
add & remove favourite from working.

Fixed a bug caused by recent security work that prevented you from deleting AD-13032
documents from an embedded document control.

Fixed a display issue where tabbing past the last control on a workflow would show | AD-13033
a corrupted version of the composition dialog at the bottom of the page.

Fixed a bug where you couldn't create a code group in sysadmin if the namespace | AD-13036
visibility was set to modify or view only.

Work to secure sysadmin against potential XSS attacks. AD-12813
Fixed an issue caused by the iframe removal work that prevented the embedded AD-12826
LinkedIn provisioning page from loading correctly.

Fixed a bug where the sysadmin document types list failed to load when the AD-13038
domain namespace visibility was set to Modify or View Only.

Fixed a potential XSS exploit when a document category name contained a AD-13035
maliciously constructed value.

Fixed bug where cancelling the creation of a new document category would result | AD-13040

in a system error being displayed.




Fixed an issue where a malicious category name could break the HTML of the
sysadmin document category page.

AD-13042

Patched a potential XSS exploit in the document library's delete category
functionality.

AD-13041
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