Privacy Policy

Effective Date: March 2, 2025
Last Updated: May 28th, 2025

1. Introduction

This Privacy Policy outlines how we collect, store, and use your data when you interact with our
Discord bot ("the Bot"). By using the Bot, you agree to the terms described in this policy. We are
committed to protecting your privacy and ensuring transparency regarding the handling of your
data.

2. Data Collection

We collect the following types of data:

e User Messages:
o Messages that directly mention or tag the Bot.
o Direct messages (DMs) sent to the Bot.

e Global Messages:

o Public messages may be temporarily logged for legitimate testing and debugging
purposes.

o Users may opt out of this by using the /disablegloballogger command.
e Images:
o Images sent to the Bot are temporarily stored for the duration of the session.

o All images are stored for up to 30 days and automatically deleted thereafter.




3. Data Usage

The collected data is used solely for the following purposes:

e Enhancing the functionality and performance of the Bot.
e Debugging and testing to improve user experience.
e Enabling moderation and ensuring compliance with platform policies.

e Investigating misuse or violations of our Terms of Service or community standards.

4. Data Sharing

We do not sell, rent, or share user data with third parties, except in the following cases:

e When required by law or legal process.
e To protect the safety, rights, or property of users, the Bot, or others.

e To investigate abuse, spam, or malicious behavior.

5. Data Retention

e Logged messages and related data are stored securely and retained only for as long as
necessary to fulfill their purpose.

e After the retention period ends, data is deleted.

e Images sent to the Bot are retained for 30 days and automatically purged after that
period.

6. Opting Out



e Users may opt out of global message logging at any time by executing the
/disablegloballogger command.

e For immediate deletion of any data (including messages or images), users may open a
support ticket in the =% | tickets channel and request deletion under "Need Support.”

7. Data Deletion Requests

When a user requests data deletion:

e We reserve the right to review the logs before deletion to prevent abuse of the removal
process.

e If no misuse or violations are found, the data will be permanently deleted.
e |[f a violation of our Terms of Service, Discord's policies, or applicable regional laws is

identified, only the relevant data will be retained to assist in enforcement, while all other
data will be deleted.

We are actively working on implementing a command that allows users to delete their own data
on demand for added convenience.

8. Transparency and Review Process

e Any image sent to the Bot may be automatically processed and flagged if it violates our
content guidelines.

e Flagged content will be reviewed by a staff member, and appropriate action may be
taken depending on the nature of the content.

9. Changes to This Policy



We may revise this Privacy Policy from time to time. Any changes will be communicated via
official Discord channels or Bot announcements. Continued use of the Bot constitutes your
agreement to the updated policy.

10. Contact Information

For privacy-related inquiries or data requests, please contact:
£( contact.xadfx@gmail.com
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