Workday People Sync with Calm
Enterprise via SFTP

This article provides step-by-step instructions on how to configure your Workday environment
to automate employee on/off-boarding by sending your Workday employee roster to Calm

Enterprise via SFTP.

e How to generate your SSH key
® How to create a Custom Report in Workday

® How to create an Enterprise Interface Builder (EIB

How to generate your SSH key

In order to send your employee roster file to Calm’s SFTP, Workday will need secure SSH
authentication. The steps below explain how to generate the SSH key for Workday and how to

upload the SSH key to Calm’s portal.

1. Login to your Workday tenant
2. Search for and click the task 'Create x509 Private Key Pair"

Q create x509 X

= Create x509 Private Key Pair
Task

=, Create x509 Public Key
Task

= Create 3rd Party X509 Key Pair
Task

3. Give the key pair a name that is easy to search later, enter description if needed, and
click 'OK'



Q create x509 X

Create x509 Private Key Pair

Name *

Description

Do Not Allow Regeneration D

«=» -

4. Workday will generate two keys (as shown in the screenshot below): a 'Public Key' and
a 'RSA-SSH Formatted Key.' Copy the 'RSA-SSH Formatted Key.'

Q  creaxs09 x

Create x509 Private Key Pair

Name
> ID
Description empty
Valid From 10/15/2020
Valid To 10/15/2023
Public Key ~—BEGIN CERTIFICATE—

MIDT|CCAjagAwIBAGIGAXLITEJZMADGCSqGSIb3DQEBCWUAMGgxFJAUBGNVBAMM
DSoud29yaZRheSS5ib20xEDAOBgNVBAOMB 1 dvemtkYXkxDTALBgNVBAsSMBGxSZnQx
EzARBgNVBAcMCIBsZWFzYWS50b24xCzAJBgNVBAgMAKNBMQswCOQYDVOQGEWIVUzAe
FwOyMDEwMTUwWNZAWMDBaF wlyMzEwMTUwNzAwMDBaMGgxFjAUBGNVBAMMDSoud29y
a2RheS5jb20xEDAOBgNVBAOMB dvemtkYXkxDTALBgNVBAsMBGxSZnQxEzARBgNY
BACMCIBsZWFzYWS50b24xCzAJBgNVBAgMAKNBMQswCQYDVQQGEW.VUZCCASIWDQY)
KoZlhveNAQEBBQADggEPADCCAQoCggEBAKIZGue 1+ T4cBeTYH6IQMuUlPAxrvReBt
viLN/LURHpgssCokpayADS52dRkqKe71dg0en1mEiYm/YrD+0HB6Fhe966VWYGS5F)
Sb180qIDbGNRgVHYIHSMYA Tuak 760 sScC2eZ A4GUys+0PzMRUVOyAjMrsi ATdI Xe
SyG8/pfSBBMs/VNWVIiwmHaZ J9/63e807XIY7/RBllinw2ud4aejkDwNsVRboY++

xbwz 1hhQOIWIZLegSTNSHTJzsfJooAUSIwI1 ThOyA /212w TdBKNGLh3/IGMyR/D
YZAwBCEEPTol7CCS5kHQUSXQJs 1 FHigt+GzG 2FMJEGCcGBHCZ/mFCUCAWEAATAN
BgkqhkiGOw0BAQsFAAOCAQEAMrP4Rrbh+uHsful gaP TORVOtdw 1VGTBteg gpVwB

1SS+ 70E0yfvN3Qcdevg YdKENKINrhSepBgHBWJY SvecFRP2KHXkzlzZvimwNZ 7o
BgEkwM7BNHIARrS0BhPID95+V7A1ah9CSRrY1qp SucAE4p|TMcdOw/6 TADa/pnCF
ITHIYDISAS+0xX c TE 7+vwDwqPPmpYWhSvDgD39v73HzDnSSgym 6V TxVgtUOYqghv
xuBOMB6rOj2jNIIfru 1 ID4uByVVZODRG4AyysD5VhD1qZMv2BhAOTyL3DOJQIfTeL
eeV/TFY0bkWkHVIZbRKEfBLObZ3jDTBodalx0pIAMFAKzZA==

—END CERTIFICATE—

RSA-55H Formatted Key

LAupKWsgA +dnUZKinO9XatHJ9ZhimJvZKw/tB/OhYXveulVmOuRYOm9fDgiAZxjUalR2JR+
GAO7mpO+TEnAInmQOBIMPjBzEVF TaglzK7CAEISF 3kshvPEXOVATLP1TVIZYBUh2mSH

[END SSH2 PUBLIC KEY

Do Not Allow Regeneration
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Create a file on your local computer in a text editor with the copied 'RSA-SSH'
formatted key and name it rsa.pub. Then run ssh-keygen -i -f rsa.pub command to
generate a SSH key that uses the OpenSSH format and is more secure. That command
will output a new SSH key that you can use for connecting to Calm Enterprise.

Open the Calm Enterprise Partner Portal and click through 'Account’ > 'Integration’
which will take you to the SFTP sync setup page. Paste the SSH public key you
generated in the previous step and click 'Upload SSH Key' button.
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A To get started with setting up your integration you'l| need to enter the contact
@ Account information of your IT Administrator, and they can reference the following
ich emai
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IT Administrator email ) A
admin
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Once you've generated your public SSH key please enter it here and then
proceed to setup a secure file transfer to Calm using the tool of your choice
and the credential information below. For technical documentation and data
privacy information on our SFTP integration see our integration doc.

Please ensure the file is formatted correctly by following this example.

SSH key

Upload SSH key
SFTP Username .
leprino Py
SFTP URL

. . Copy
http://sftp.atlasapp.site//leprino ‘ -

Need more help? Please contact your Customer Success Manager.




How to create a Custom Report in Workday

1. Inyour Workday tenant, search and click the task 'Create Custom Report'
2. Enter the report details as shown in the screenshot below, then click 'OK'

Q Create cust report X gg Q

Create Custom Report

Report Name *

Report Details

Report Type * | Advanced -

Temporary Report

Enable As Web Service

Data Source

Optimized for Performance

Data Source * | x All Active and Terminated
Workers

Cancel

3. Onthe next page:

o Add the fields that should be sent to Calm. First Column should be the
unique identifier for each employee such as work email, employee ID,
people key or other non-sensitive unique identifier.

o For Calm Business:

o You can pass up to 3 additional non-sensitive attributes for segmented
reporting such as location, department, etc.

o To customize your field names, use the 'Column Heading Overrides' column
If you would like only a subset of your employees to have access to Calm
Enterprise, use 'Filter' to define the criteria

o For Calm Health:



o Refer to the Calm Health Eligibility File Set Up Guide
o Please contact your internal Calm Admin if you are unsure whether to use
“Standard employee roster” or “Segmented employee roster.”
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Click the 'OK' to save the report. You can test your report data by clicking the 'Run’
button. If you would like to edit the report later, search and click 'Edit Custom Report,’'
then click 'edit' under 'Actions.’



https://info.calm.com/rs/541-LYF-023/images/Eligibility_File_Setup_Guide_CalmHealth.pdf?version=0

How to create an Enterprise Interface Builder (EIB)

This step will enable you to send your report to SFTP on a chosen schedule.

1. Inyour Workday tenant, search and click 'Create EIB'
2. Fill out 'Name' field and select 'Outbound'
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3. On the next page, click 'Get Data' on the left side menu. in the 'Custom Report' field
enter the report you created in Step 1, then click 'Next'

Create Outbound EIB
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4. We recommend adding a timestamp to the file name. To so, Click 'Transform' on the
left side menu, and in the '"Transformation Type' field, select ‘Custom Report

Transformation' and create an xslt transformation to make the custom report in CSV



format. If you do not want to add a timestamp, select “None” as Transformation Type.

5. Click 'Deliver' on the left side menu, fill in the following, then click 'Next'
o Inthe 'Delivery Method' field, choose 'SFTP'
o Under 'SFTP Address,' enter the SFTP URL provided by Calm in the Partner
Portal
o Under 'Directory,' enter “/inbound/eligibility/”
Under 'Authentication Method,' choose 'SSH.'
o For 'User ID,' enter the Username from the Calm Partner Portal.

Account Details

Account Details Branding & Benefits Emails & Surveys Calm Admin

Integration

SFTP Integration

To get started with setting up your integration you'll need to enter the contact
information of your IT Administrator, and they can reference the following
instructions which we'll send via email.

IT Administrat

la|  Addadmin

Once you've generated your public SSH key please enter it here and then
proceed to setup a secure file transfer to Calm using the tool of your choice
and the credential information below. For technical documentation and data
privacy on our SFTP see our ir doc

Please ensure the file is formatted correctly by following this example.

Upload SSH key

SFTP Username
54937072-cb3c-49ff-97a3-f04dd41fad27 ]

SFTP URL »
o
sftp.ws.calm.com 2

Need more help? Please contact your Customer Success Manager.
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6. After reviewing the 'Summary' page, click 'OK'

7. Onthe EIB Integration screen, click the 'Actions' button located in the header. On the
dropdown menu, select 'Integration' and then 'Launch’ to send the file to the SFTP

address configured in the EIB.
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8. Turn on People sync and launch to the whole company by contacting your internal

Calm Admin. Make sure to send a file with the full roster of all eligible users if your

organization has already launched Calm.
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