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SOAL KONFIGURASI SERVER

NILAI

Kebutuhan :

- Laptop/PC

- ISO Mikrotik

- ISO Debian 11/12

- Internet

- lancard

- Windows 7/11

- Aplikasi Vm-Ware 17

Topologi

Buatlah skema konfigurasi Server seperti pada tampilan Topologi diatas, dan pastikan semua service
baik pada Mikrotik dan Debian nya dapat berjalan dengan baik dan pastikan semua menggunakan
virtual OS mikrotik dan Win7

Keterangan :
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Internet

Router A Router B

|

etherl- Internet | |

ether2 -172.16.1.1 ether2 — 172.16.1.2

10.10.10.15/24 9”‘9'3[ 10.10.12.12/24

) T

1. Router -1 -etherl = dhcp client dari internet
-ether2 =172.16.1.1/30
-ether3 = 10.10.10.15/24

2. Router 2 -ether 2 =172.16.1.2/30
- ether3=10.10.12.1/24
3. Client Laptop A = IP DHCP Server dari Router-1 OS Windows 7

4. Client Laptop B = IP DHCP Server Router-2 OS Debian

Setting routing static pada kedua router tersebut, agar kedua Client pada laptop A dan B bisa salling
terhubung dan terkoneksi ke internet.

Langkah I.
Pada router-1

Panggil router 1 menggunakan Winbox, setting dhcp Client dan pastikan etherl sudah bound tanda
sebagai termoneksi ke internet
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Internet
Router A Router B
etherl- Internet | | |

ether2 -172.16.1.1 ether2 — 172.16.1.2

ST
10.10.10.15/24 e‘heﬁ[ 10.10.12.12/24

Windows 7/10 //N v ]

letwol 'E ppp

/Mneti T switeh >
& Mesh
l";'i 2] *  ARP Kid Control Services
EIIE IPvE » Addresses Media Settings
£ mpLs , Cloud NAT PMP Socks
3(: Routing s DHCP Client  MNeighbors Socksify
{g} System ] DHCP Relay Packing TFTP

DHCP Server Pool Traffic Flow

(4 Queues DNS Routes UPnP
P Dot1x Firewall SMB VRF
= Files Hotspot SNMP Web Proxy
(= P IPser SSH

%! DHCP Client . DHCP Client DHCP Client Options aox

O New © Enable Disable % Remove Q Find Y Filter [0
2 Actions

[ Interface ~ UsePe.. AddD... IP Address Expires After  Status =
Release

etherl yes yes 172.16.140.... 03:40:21 bound

Renew

2. Setting DNS dan Firewall agar internet data dikirim ke Client
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Internet

Router A

etherl- Internet | |

Router B

|

ether2 -172.16.1.1

ether 10.10.10.15/24

e U

*! DNS Settings

Servers |T|

Dynamic Servers

JHCP Cli Use DoH Server
New
. mDNS Repeater Interfaces

Allow Remote Requests
VRF
Max UDP Packet Size

Query Server Timeout

Query Total Timeout

Max. Concurrent Queries

Max. Concurrent TCP Sessions

172.16.10.1

main

4096

2.000
10.000

100
20

ether2 — 172.16.1.2

eth er3[

10.10.12.12/24 ]

/

O OX
{@ Configuration

Static
Cache
Adlist
Forwarders

Pada DNS pastikan Allow remote request di ceklis

X N

X

ot

Actions

x
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Internet

Router A

Router B

etherl- Internet | | |
ether2 -172.16.1.1 " ether2 — 172.16.1.2
10.10.10.15/24 ether3 10.10.12.12/24
Windows 7/10 f N ~Crcsean
¥ NAT Rule ooX
General Advanced Extra Action Statistics
Enabled @ Copy
X Remove
Comment
& Actions
Chain [5"5“3'1 ":] Reset Counters
W
Src. Address  + Reset All Counters
Dst. Address  + G
i Src. Address List  +
Dst. Address List  +
Protocel +
Src. Port
Dst. Port
Any. Port
In. Interface +
Qut. Interface etherl ] =
¥ NAT Rule oox
General Advanced Extra Action Statistics
Action (masquerade v] & Copy
X Remove
Log 4% Actions
Log Prefix  + Reset Counters
= Raw
Reset All Counters
To Ports  + Find ¥ Filter
Src. Adi . Bytes
Cancel oK i
449.2 KiB

3. Berikan Ip Address pada Port ether 2 dan port ether3 sesuai topologi di atas

E
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Internet

Router A Router B

etherl- Internet I | |

ether2 -172.16.1.1 ether2 - 172.16.1.2

10.10.10.15/24 ether3| 14 10.12.12/24

f N f
Ly 5 MAGLIUIES
oot Zoun
wY
Addresses [
R &l Ce
S New I Enable () Disable €I Remove Q Find Y Filter
2 F Address ~ Network Interface VRF =
| 5 172.16.1.1/30 172.16.1.0 ether2 main |
D = 179 18 1 AN AT 18 1AM N e wn i
¥4 Address > 172.16.1.1/30 0 ox
Enabled & Copy
* Remowve
Comment
Address [ 172.16.1.1/30] ]
Metwork 172.16.1.0 -
Interface ether2 -
VRF  main
Cancel Apply oK

Port 3
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Internet

Router A Router B

I |

etherl- Internet |

ether2 -172.16.1.1 ether2 - 172.16.1.2

10.10.10.15/24 ether3|  19.10.12.12/24

/.N f

esse %I-I Address > 10.10.10.15/24 o X o
¥

Enabled & Copy
P Comment * Remove  pp

Address | 10.10.10.15/24|

Metwork 10.10.10.0 =
Interface ether3 v
VRF  main
Cancel OK

Sesuai Topologi diatas untuk client Laptop A mendapat ip dhcp dr router 1, maka setting
dhcp server pada port 3

J Log 2 Actions L
les NAT Manc !;! DHCP Server -~ DHCP MNetworks Leases Options OptionSets Option Matcher Alerts o X
Disable Remot O New Enable Disable Remove Q Find Y Filter O Filter % all ~ O
0 ° 0 0 £ Actions £ Actions
n Chain P Name ~ Interface Relay Lease Time Address Pool  Add AR... = Packets =
DHCP Setup Reset Coul
as... srcnat dhcpl ether3 00:30:00 dhcp_pool0 no 2 KiB 6023

Reset All C
@ Configuration
*! DHCP Setup o ox
DHCP Config

Select interface to run DHCP server on

Status:

cance (e
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Internet

Router A Router B

. . .
. . .
. . .
. . .
. . .

etherl- Internet | | |

ether2 -172.16.1.1 ether2 — 172.16.1.2

b orororins |
10.10.10.15/24 e‘heﬁ[ 10.10.12.12/24 ]

Windows 7/10 //N e ]

Di Next samapai selesai dan nanti bisa di cek di sisi client Laptop A harus mendapatkan IP
Dhcp dari Router 1 port ethernet3

4. Setting Routers pada Router 1 Port 2, agar router2 dapat dikenali

3+ Bndge

& ppp

T Switch >

&> Mesh

xip > ARP Kid Control Services

¥5 pve > Addresses Media Settings

< mpLs , Cloud NAT PMP Socks

x Routing 4 DHCP Client MNeighbors Socksify
DHCF Relay Packing TFTP

{?} System 1 DHCP Server Pool Traffic Flow

(& Queues DNS Routes UPnP

@ Dot1x Firewall SMB VRF

= Files Hotspot SNMP Web Proxy

El Log IPsec SSH

New Terminal

2 RADIUS

é Tools »
—.
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Internet

Router A Router B

|

etherl- Internet | |

ether2 -172.16.1.1 ether2 — 172.16.1.2

10.10.10.15/24 9”‘9'3[ 10.10.12.12/24

e T T

————— e ———

35'1 Route > 10.10.12.0/24-=172.16.1.2 [ >
Dpisar ___
sddres General Status MPLS Routi
0.0.0/0 Enabled & Copy main
1.10.10 Comment * Remove  main
L1012 main
'2.16.1 Dst. Address | 10.10.12.0/24] ] pnain
2164y Gateway 172.16.1.2 ~ e
Immediate Gateway
unknown
Local Address
Check Gateway +
Distance 1 -
s Scope 30 - 5
oool
Target Scope 10 — oo
ooo
ool

A L i 'S

Dst Address diisi dengan Ip Network 10.10.12.0 segment ip Client Laptop B
Dan Gateway disi Ip Address dari Router 2 pada port 2 yaitu 172.16.1.2

Langkah II.

Setingan Router 2

1. Berikan Ip address pada Port 2 dan port 3
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Internet

Router A Router B

hap ¢
|

etherl- Internet | |

ether2 -172.16.1.1 ether2 - 172.16.1.2

b orororins |
10.10.10.15/24 e‘h9'3[ 10.10.12.12/24 ]

Windows 7/10 //]\ e

T ATL A0 L L. AFL 100U ELIE L

l':l Address > 172.16.1.2/30

Enabled &3

Comment

Address | 172.16.1.2/30]

Metwork 172.16.1.0

Interface etherl

‘ 3;'1 Address = 10.10.12.1/24 o0 X
Enabled & = Copy
¥ Remove
Comment
v 3 Address | 10.10.12.1/24 ] -
Network 10.10.12.0 = 3
1 b
—‘1 Interface ether2 ~ r"‘
Cancel Apply OK

T —
2. Seting DNS pastikan Allow remote request sudah di ceklis
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Internet

Router A

.
-

hap ¢
k

etherl- Internet | |

ether2 -172.16.1.1 ether2 - 172.16.1.2

Ly
etherd{ 19 10.10.15/24

eth er3[

10.10.12.12/24

Windows 7/10 //]\ ~Crcsean

o

X

Servers

8.8.8.8

8.8.4.4

Dynamic Servers

Use DoH Server +

Verify DoH Certificate

Allow Remote Requests
Max UDP Packet Size 4096

Query Server Timeout  2.000

Query Total Timeout

Max. Concurrent Queries
Max. Concurrent TCP Sessions

Cache Size
Cache Max TTL
Cache Used

Untuk Firewall General

10.000

100
20

2048
7d 00:00:00
27 KiB

@ Configuration

Static
Cache
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Internet

Router A

etherl- Internet | |

Router B

|

ether2 -172.16.1.1

i U

¥4 NAT Rule
General Advanced Extra
Enabled

Comment

Action

ether 10.10.10.15/24

Statistics

ether2 — 172.16.1.2

eth er3[

10.10.12.12/24 ]

/

Chain [ srenat|

Srec. Address
Dst. Address
Src. Address List

Dst. Address List

Pratocol
Src. Port
Dst. Port
Any. Port
In. Interface

Out. Interface

In. Interface List

Out. Interface List

+

+

+

etherl

Untuk Actionjuga sama sudah pilih masquerade

.:'xl

I x|

@ Copy Filter

* Remove e =

£ Actions ia

Reset Counters ]

Reset All Counters f

s

Dst. Paoi
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Internet
Router A Router B
- [T
etherl- Internet | | |
ether2 -172.16.1.1 ether2 - 172.16.1.2

S T
10.10.10.15/24 e‘h9'3[ 10.10.12.12/24 ]

Windows 7/10 //]\ /

3 NAT Rule o ox
General Advanced Extra Action Statistics
Action [masquerade v] & Copy
X Remove
Log Z Actions
Log Prefix  + Reset Counters
Raw
Reset All Counters
To Ports  + Find ¥ Fil
Sre. . Bytes
Cancel Appl 0K
s 4495 K

3. Seting dhcp server pada port2

AT Mang %' DHCPServer . DHCP Networks Leases Options OptionSets Vendor Classes Alerts s x| oox
: Remo [ New Enable Disable Remove Q Find Y Fiter 0 Fiter % al v O
[ 'l ] o ) 4 Actions | 4 Actions
Chain 4 Name ~ Interface Relay Lease Time Address Pool  Add AR... = Packets =
< DHCP Setup E Reset Counters
srcnat ] dhepl ether2 01:10:00 dhcp_pooll  no 5KiB 6027
Reset All Counters
Configurati
! DHCP Server > dhcpl o ox @ L
DHCP Config
Generic  Queues  Script
Enabled 8 & Copy
X Remove
‘Comment
Name | dhcpl|
Interface  ether2 ~
Relay +
Lease Time  01:10:00
| 1 w1 > Live’ Bootp Lease Time  forever -
Address Pool dhcp_pooll ~

DHCP Option Set  +

Server Address  +

4. Seting routing
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Internet

Router A Router B

etherl- Internet I | |

ether2 -172.16.1.1 ether2 - 172.16.1.2

10.10.10.15/24 ether3|  19.10.12.12/24

/.N f

Enabl - - - -
*! Route > 0.0.0.0/0->172.16.1.1 o x
I itar
. General Status MPLS
'
Enabled & Copy
1 * Remove
Comment
'
Dst. Address | 0.0.0.0/0| ]
Gateway 172.16.1.1 -
Immediate Gateway
unknown
Local Address
Check Gateway +
r Suppress Hw Offload
b Liwve
1 r
Distance 1 -
Scope 30 -
Target Scope 10 =
VRF Interface +
Routing Table main -

> Live Pref. Source =

Blackhole

AcTIvE | STATIC
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Internet

Router A Router B

etherl- Internet I | |

ether2 -172.16.1.1 ether2 - 172.16.1.2

10.10.10.15/24 ether3|  19.10.12.12/24

/.N f

ist
= Enabil - - - -
! Route > 10.10.10.0/24->172.16.1.1 (R
itancs
¢« General Status MPLS
L)
Enabled ! ey
[ X Remove
Comment
L
Dst. Address 10.10.10.0/24
Gateway 172.16.1.1 -
Immediate Gateway
unknown
Local Address
Check Gateway ping > [ -
5 Suppress Hw Offload
b Live
1 [,
Distance 1 =
Scope 30 -
Target Scope 10 -
VRF Interface +
Routing Table main -
B Live Pref. Source -
Blackhole
Cancel  fpply oK

Langkah llI
Pada Sisi Client Laptop A, pastikan laptop A mendapatkan Ip Address dari Router 1
Sesuai topologi diatas

3

(G0

Disable this netwd

E Local Area Connection Status @ 1

| Area C cti [
vcrLeEQ ennecten Metwork Connection Details @
(R) PRO/1000 MT MNe| Metwork Connection Details:

Property Value e

Connection-specific DN...

Description Intel{R) PRO/1000 MT Metwork Conin

Physical Address 00-0C-23-C8-51-FA

DHCP Enabled Yes

IPv4 Address 10.10.10.9

IPv4 Subnet Mask ZRR 2RR 285 [}
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Internet

Router A Router B

ether2 -172.16.1.1 ether2 — 172.16.1.2

10.10.10.15/24 9‘h9'3[ 10.10.12.12/24

) T

Agar Client Laptop A mendpat Ip addres dari router 1, pastikan network yang dipakai antara
Router 1 port 3 dan network pada Client Win7 harus sama

o MmO H I &,
—— Virtual Machine Settings X

I Wir
Hardware Options

Device status

Device Summary

[ Memory 256 MB @ connected

D Processors 2 Connect at power on

[\ Hard Disk (SCSI) 128 MB

() Co/DVD (IDE) Auto detect Network connection

2 Network Adapter Bridged (Automatic) () Bridged: Connected directly to the physical network
£ Network Adapter 2 Custom (VMnet2) Replicate physical network connection state

el etviork Adapter 3 Custom (VMnet3)

551 Network Adapter 4 Custom (VMnetL) (_)NAT: Used to share the host's IP address

1) Sound Card Auto detect (_)Host-only: A private network shared with the host
gDisplay Auto detect OCustorn: Specific virtual network
VMnet3 w
() LAN segment:

Pada router 1 Port 3 menggunakan Costume Vmnet 3
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Internet

Router A Router B

|

etherl- Internet | |

ether2 — 172.16.1.2

ether2 -172.16.1.1 "
other _
10.10.10.15/24 etherB[ 10.10.12.12/24

) T

O Y| O N PO
—— Virtual Machine Settings

ﬁ, Wit
Hardware Options

Device Summary Device status
E=IMemory 1GB Connected
D Processars 1 Connect at power on
,‘;Hard Disk (SCSI) 10 GB
() CD/DVD (SATA) Using file D:\ISO\Ww7ng4bit.iso Network connection
Floppy Using file autoinst.fip () Bridged: Connected directly to the physical network
’7_: Replicate physical network connection state
|| USB Controller Present .
) Sound Card Auto detect AT: Used to share the host's IP address
[ Printer Present __J Host-only: A private network shared with the host
[_Ipisplay Auto detect © custom: Specific virtual network
VMnet3 ~
() LAN segment:

Pada sisi client Laptop A juga harus sama menggunakan Costum Vmnet3

Langkah IV
Pada Sisi Client Laptop B pastikan laptop B mendapatkan Ip Address dari Router 2
Sesuai topologi diatas

valld_lLTt Torever preterred_LTT ToIrever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ gdisc fg_codel state UP gro
up default glen 1000
link/ether 20:0c:29:64:c5:ca brd ff:ff:ff:ff:ff:ff
altname enp2sl
inet 1©.10.12.254/24 brd 1©.18.12.255 scope global dynamic ens33
valid_1ft 378sec preferred_lft 378sec
inet6 fe8@::20c:29ff:feb4:c5ca/64 scope link
valid_1ft forever preferred_1ft forever
3: ens37: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 15@@ qdisc fq_codel state DOWN
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Internet

Router A Router B

|

etherl- Internet | |

ether2 -172.16.1.1 ether2 — 172.16.1.2

10.10.10.15/24 9”‘9'3[ 10.10.12.12/24

Ip yang didapat dari Router B pada Laptop B Adalah 10.10.12.254
Agar Client Laptop B mendpat Ip addres dari router 2, pastikan network yang dipakai antara
Router 1 port 2 dan network pada Client Debian harus sama

AT e e NN 5 [ P
— Virtual Machine Settings X o

1 Win
Hardware Options

Device status

Device Summary

[E=IMemory 256 MB B connected

@EPmcessors 1 @ Connect at powver on

=3 Hard Disk (IDE) 8 GB

(=) co/ov (1E) Using file D:\mikrotik-7.3.1s0 |~ Nefwork connection

L Network Adapter Custom (VMnet2) (7 Bridged: Connected directly to the physical network

B Network Adapter 2 Custom (VMnet19) Replicate physical network connection state

L Network Adapter 3 Custom (VMnet1)

()NAT: Used to share the host's IP address

<)) Sound Card Auto detect -
:]Display Auto detect () Host-only: A private network shared with the host
O Custom: Specific virtual network
VMnet19 v
(CJLAN segment:

LAN Segments...  Advanced...

Pada router 2 yang menuju pada Client Laptop B menggunakan Network Adafter Costum
Vmnet19
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Internet

Router A Router B

|

etherl- Internet | |

ether2 -172.16.1.1 ether2 — 172.16.1.2

10.10.10.15/24 9”‘9'3[ 10.10.12.12/24 ]

IIMHHHH!IIfF§§: IHMHEMMI[

— Virtual Machine Settings X B
Min
Hardware Qptions

Device status

Device Summary
E=ImMemory 2GB @ connected
i} Processors 2 {8 connect at power an
[\ Hard Disk (SCSI) 30 GB
(=) CD/DVD (SATA) Using file E:\I50\debian-12.5... Network connection b
[l lietwork Adapter Custom (VMnet19) () Bridged: Connected directly to the physical network
23 Network Adapter 2 Custom (VMnet19) Replicate physical network connection state
[: USE Controller Present _
) Sound Card Auto detect (_JMAT: Used to share the host's TP address
[_Ipisplay Auto detect () Host-only: A private network shared with the host
O custom: Specific virtual network
VMnet19 v |
() LAN segment:

Setingan Network Adafter ada Client Debian Laptop B
Pengujian

Test melaui CMD atau terminal dengan melakukan Ping dari Client Laptop B ke Ip Laptop A atau
sebaliknya

valid_Itt forever preterred_Ift torever
root@debian: /home/alan# ping 10.10.10.9
PING 10.10.10.9 (1@0.10.10.9) 56(84) bytes of data.
64 bytes from 10.1@.10.9: icmp_seq=1 ttl=126 time=2.13 ms
64 bytes from 10.10.10.9: icmp_seq=2 ttl=126 time=2.12 ms
64 bytes from 10.10.12.9: icmp_seq=3 ttl=126 time=2.90 ms
AC

a a I TR [P T I Y L —

Test laptop B ke koneksi internet
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Internet

Router A Router B

hap
;1‘*:!

etherl- Internet | L |

ether2 -172.16.1.1 ether2 — 172.16.1.2

eth eri-‘z
10.10.10.15/24 ether3  4510.12.12/24

Windows 7/10 /-\7 Linux Debian f\]

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 2.120/2.383/2.900/@.365 ms

root@debian: /home/alan# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=113 time=5.45 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=113 time=8.46 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=113 time=5.91 ms

M

Test dari laptop A ke Laptop B

C:sUzersstkjwirping 18.168.12 .254

Pinging 18.18.12.254 with 32 bhytes of data:
18.18.12 254: bhytes=32 time=2mz TTL=62
18.18.12_.25%4: hytez=32 time=2mz TTL=62
18.18.12 254: bhytes=32 time=4mz TTL=62

Reply from 18.18.12.254: hytes=32 time=1ims TTL=62

Ping statistics for 10.16@._12_254:

Ping ke Internet
Cisllzersstkjuwi*ping 8. 8.8_8

bytez=32 time=tmz TTL=114
bytez=32 time=4ms TTL=114
bytez=32 time=btmz TTL=114
bytez=32 time=4ms TTL=114

Ping_statistigs for 8.8:8.8:
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etherl- Internet | |
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