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PRESS RELEASE

4.8 million high-risk app installation attempts on over 1 million devices blocked
by Google’s anti-scam feature in collaboration with MDES

Bangkok, December 3, 2024: Google and the Ministry of Digital Economy and Society (MDES) jointly
announced today that a new anti-scam feature in Google Play Protect, piloted in Thailand earlier this
year, has yielded significant results in protecting Thais against malware scams.

Since its rollout in April, the feature has successfully blocked over 4.8 million installation attempts of
potentially-malicious apps on over 1 million Android devices in Thailand. This included more than
41,000 unique apps, including many that impersonated popular messaging, gaming, and e-commerce

apps.

This enhanced Google Play Protect feature is designed as an additional layer of protection for Android
users against fraud and scams, by preventing the installation or sideloading of apps that may use
sensitive permissions frequently abused for financial fraud when the user attempts to install the app
from an Internet-sideloading source (web browsers, messaging apps or file managers).

Prasert Jantararuangthong, Deputy Prime Minister and Minister of Digital Economy and Society
(MDES), said “MDES is delighted to collaborate with Google to enhance cybersecurity for Thai citizens
and promptly address serious cyber threats. This partnership has yielded tangible results through the
Google Play Protect feature, which acts as a protective shield, detecting and blocking potentially
harmful apps before they can be installed on users' devices. These include apps designed to remotely
control phones or drain bank accounts. With Google's expertise and the collective efforts of all sectors
in raising awareness and promoting safe use of technology, | am confident that this collaboration will
help boost cyber immunity for Thai people, propel Thailand towards a secure and sustainable digital
society, and pave the way for future economic growth.”

Eugene Liderman, Director of Android Security Strategy at Google, said: “The progress we have
made with this enhanced fraud protection feature within Google Play Protect is encouraging, but we
must stay vigilant. Scammers continually evolve their tactics, underscoring the need for proactive
consumer protection. We're committed to developing innovative solutions to ensure a safe, positive
experience for all Android users. Collaboration with key partners like the Thai government and
developers is essential to building a secure and informed mobile ecosystem that will enable online
safety for all."

Emphasizing the significance of Google's ongoing collaboration with the government to combat online
threats faced by Thais, Jackie Wang, Country Director, Google Thailand, said, “I am delighted with
the progress we are making in jointly combating the ever growing challenge of online safety. With the
rise in mobile scams in Thailand, we're continually looking at new ways and strengthening our platforms
to help Thais better defend against these evolving threats. We're grateful for MDES’ support to address
this nationwide issue together.”
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This commitment is crucial with Thailand seeing an uptick of online scams and fraud in recent years.
While public awareness of fraud has increased in the previous year, an alarming 7 in 10 of online users
in Thailand still fell victim to online scams, despite expressing confidence in their ability to spot and
avoid them?.

This enhanced fraud protection works like this: It will analyze and automatically block the installation of
apps that may use sensitive permissions frequently abused for financial fraud when the user attempts
to install the app from an Internet-sideloading source (web browsers, messaging apps or file
managers). This enhancement will inspect the permissions the app declared in real-time and
specifically look for four permission requests: RECEIVE_SMS, READ SMS, BIND Notifications, and
Accessibility. These permissions are frequently abused by fraudsters to intercept one-time passwords
via SMS or notifications, as well as spy on screen content. When a user in Thailand attempts to install an
app from an Internet-sideloading source and any of these four permissions are declared, Google Play
Protect will automatically block the installation with an explanation to the user.

Google remains committed to Leaving no Thai behind and empowering Thais with the tools, knowledge
and confidence to navigate the digital world safely and securely. By prioritizing products that are
secure by default, privacy by design, and putting users in control, Google strives to create a thriving
online ecosystem where innovation and safety go hand-in-hand. To learn more about how Google

keeps people safe every day, please visit https://safety.google.

2 Source: Google/Qualtrics, APAC Online Scam Survey, Thailand (n=1,251), online population aged 18 and above,
fieldwork dates from December 2023 to January 2024.
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