OT Lab 3 - Fuzzing

Student: Ahmed Elkashef

1. Playing with AFL:

Use AFL on any old source code and generate crashes. Verify these crashes. Explain what
is happening from the crashes generated.

| will use AFL on fuzzgoat, which is an intentionally vulnerable application written to demonstrate
fuzzing.

| will clone and cd into the directory of fuzzgoat:

git clone https://github.com/fuzzstation/fuzzgoat

cd fuzzgoat/

Then compile the binary with one of AFL’s compilers:

export CC=afl-clang-fast

Noting that we can use any of the following:
- afl-clang-fast
- afl-clang-fast++
- afl-gcc
- afl-g++

Then we compile fuzzgoat into a binary:

[+  st16@st16-Lenovo-V520-151KL-Desktop: ~/Desktop/...

afl-gcc -o fuzzgoat -I. main.c fuzzgoat.c -1m

2.52b by <lcamtuf@google.com=
2.52b by <lcamtuf@google.com=>

Instrumented 75 locations (64-bit, non-hardened mode, ratio 100%).
2.52b by <lcamtuf@google.com=>

Instrumented 375 locations (64-bit, non-hardened mode, ratio 100%).

-gcc -fsanitize=address -o fuzzgoat ASAN -I. main.c fuzzgoat.c -1m
2.52b by <lcamtuf@google.com=>
2.52b by <lcamtuf@google.com=

Instrumented 39 locations (64-bit, ASAN/MSAN mode, ratio 33%).
2.52b by <lcamtuf@google.com=

Instrumented 358 locations (64-bit, ASAN/MSAN mode, ratio 33%).
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The next step is the test corpus, which is basically a “seed input file”, they are the starting point
for AFL to mutate and generate new test files as it sees fit to discover new code paths.



mkdir afl_in

cp /bin/ps afl_in/

| will start by making a directory, and piping some random, garbage value to the directory:

The last thing is to specify where are the files that have resulted in a crash or a hang will be

stored, let’s call it afl_out:

mkdir afl out

The last thing is to finally fuzz the application:

afl-fuzz -i afl_in -o afl_out -- ./fuzzgoat @@

1) -i specifies the input seed files

2) -o specifies the output files directory

3) -- separates the arguments from the target

4) .[fuzzgoat is the target

5) @@ is the position where AFL is supposed to insert the test file in the target application’s

command structure

st16@st16-Lenovo-V520-151KL-Desktop: ~/Desktop/fuzzgoat Q

american fuzzy lop 2.52b (fuzzgoat)

@ days, @ hrs, @ min, 17 sec
0 days, O hrs, @ min, 0 sec
6 days, ©® hrs, ® min, 4 sec

none seen yet

9% (7.69%)
0 (0.00%)

havoc

24.2kf24.6k (98.36%)
69.5k
3928 /sec

3/256, 1/248, 0/232
0/32, 0/24, 0/8
7/1789, 0/61, 0/0
2/209, 1/669, 0/352
9/0, 8/0, 0/8
81/40.4k, 0/0
100.00%/20, 0.00%

0.12% [/ 0.49%
2.00 bits/tuple

41 (35.04%)
58 (49.57%)

0 (® unique)

3

110

35

116

n/a
100.00%



| stop the fuzzing after | have generated some crashes:

st16@st16-Lenovo-V520-151KL-Desktop: ~/Desktop/fuzzgoat O

american fuzzy lop 2.52b (fuzzgoat)

® days, © hrs, 6 min, 15 sec
8 days, @ hrs, @ min, 1 sec
® days, O hrs, 2 min, 35 sec
none seen yet

345 (99.14%) 0.21% [/ 0.76%
0 (0.00%) 2.83 bits/tuple

havoc 89 (25.57%)
8856,/24.6k (36.04%) 126 (36.21%)
1.56M

4120 /sec 1 (1 unique)

24/17.7k, 11/17.5k, 8/17.1k 15
©/2207, 0/20085, 0/1632 147
27/123k, 0/28.0k, 0/1619 1
6/11.5k, 2/54.3k, 0/71.2k 347
9/0, 8/0, 0/8 n/a
283/1.20M, 0/0 100.00%
98.56%/602, ©.00%

57%

[+] We're done here. Have a nice day!

It is recommended to stop the fuzzer after the cycles done are 50:

st16@st16-Lenovo-V520-15IKL-Desktop: ~/Desktop/fuzzgoat O

american fuzzy lop 2.52b (fuzzgoat)

® days, 6 hrs, 33 min, 35 sec
® days, ® hrs, 2 min, 59 sec
® days, ® hrs, 54 min, 14 sec
none seen yet

819* (98.79%) 0.41% [/ 0.94%
8 (0.00%) 5.66 bits/tuple

bitflip 4/1 111 (13.39%)
32.9k/60.0k (54.82%) 169 (20.39%)
66.8M

1373 /sec 119 (12 unique)

47/2.23M, 37/2.23M, 3/2.17M 28
1/271k, ©/252k, 8/252k 8
71/14.1M, 17409k, 0/43.1k 0
4/1.62M, 1/7.04M, 0/11.1M 828
e/, 8/8, 3/1.96M n/a
649/15.1M, 40/7.94M 100 .00%
54.46%/107k, 6.74%

[+] We're done here. Have a nice day!




Then | navigate to the afl_out directory -> crashes and check its contents:

[+  st16@st16-Lenovo-V520-151KL-Desktop: ~/Desktop/fuzzg... C =

id:000000,s519:06,5rc:000000,0p:havoc,rep:128
id:000001,s19:06,src:000000,0p:havoc,rep:64
id:000002,s19:11,src:000012,0p:havoc,rep:64
id:000003,s19:11,src:000030,0p:havoc,rep:4
id:000004,s19:06,src:000030,0p:havoc,rep:8
id:000005,519:06,5rc:000062 ,0p:havoc,rep:64
id:000006,s19:11,src:000073,0p:havoc,rep:16
id:000007,s19:06,src:000076,0p:havoc,rep:2
id:000008,s519:06,src:000076,0p:havoc,rep:4
id:000009,s19:06,src:000159,0p:havoc,rep:4
id:000010,sig:11,src:000191,0p:havoc,rep:2
id:000011,sig9:11,src:000191,0p:havoc,rep:2
id:000012,s19:06,s5rc:000192,0p:flipl,pos:1
id:000013,s519:06,s5rc:000192 ,op:havoc,rep:2
id:000014,s19:06,src:000199,0p:flipl,pos:0
id:000015,s19:06,s5rc:000234,0p:havoc,rep:2
id:000016,s19:11,src:000225,0p:havoc,rep:8
id:000017,sig:11,src:000409,0p:flip4,pos:3
id:000018,s1g:06,s5rc: 000409 ,0p:havoc,rep:2
id:000019,s519:06,src: 000408 ,0p:havoc,rep:2
id:080020,s1 ,5rc:000421,op:havoc,rep:2
id:000021,s5ig9:11,src:000421,0p:havoc,rep:2
id:000022,si9:11,src:000231,0p:havoc,rep:2
id:000023,s19:11,5rc:000475,0p:havoc,rep:2
id:000024,s19:11,src:000318,0p:havoc,rep:4
id:000025,519:06,src:000613,0p:havoc,rep:8
id:000026,s19:06,src:000432+000718,0p:splice,rep:2
id:000027,519:11,5rc:000432+000732,0p:splice,rep:2
id:000028,si9:11,src:000433+000689,0p:splice,rep:2
README. txt

st 16@st16-Lenovo-V520-15IKL-Desktop: ~/Desktop/fuzzgoat/afl_out/crashes

S cat id\:eeeee1\,sig\:06\,src\:000000\,0p\:havoc\,rep\:64

$ cat id\:08e0800\,sig\:06\,src\:000000),o0p\:havoc\,rep\:128
$ cat id\:eeeeez2\,sig\:11\,src\:000012\,o0p\:havoc\,rep\:64
$ cat id\:@ee883\,sig\:11\,src\:000030\,o0p\:havoc\,rep\:4

$ cat id\:000004\,sig\:06\,src\:000030),o0p\:havoc\,rep\:8
$ cat id\:eeee85\,sig\:06\,src\:0000862\,o0p\:havoc\,rep\:64
$ cat id\:eeeeee\,sig\:11\,src\:000073\,op\:havoc\,rep\:16
S cat id\:000007\,sig\:06\,src\:000076),o0p\:havoc\,rep\:2
cat id\:000008\,sig\:06\,src\:000076\,o0p\:havoc\,rep\:4
i 00009\ ,sig\:06\,src\ 000159\ ,0p)\ :havoc\,rep\:4
1000010\ ,sig\:11\,src\:000191\,0p\:havoc\,rep\:2
cat id\:000011\,sig\:11\,src\:8008191\,0p)\:havoc\,rep\:2
cat id\:000012\,sig\:06\,src\:0800192\,0p\:flipl\,pos\:1
S cat id\:000013\,sig\:06\,src\:000192\,o0p\:havoc),rep\:2
S cat id\:000014\,sig\:06\,src\:000199,o0p\:flipl\,pos\:0
S cat id\:000015\,sig\:06\,src\:000234\,0p\:havoc\,rep\:2

S cat id\:eeee16\,sig\:11\,src\:000225\,0p\:havoc\,rep\:8
S cat id\:000017\,sig\:11\,src\:000409,0p\:flip4\,pos\:3
S cat id\:0e00018\,sig\:06\,src\:000409),0p\:havoc\,rep\:2
S cat id\:000019\,sig\:06\,src\:000408\,0p\:havoc\,rep\:2
$ cat id\:eeeeze\,sig\:11\,src\:000421\,op\:havoc\,rep\:2
H cat id\:ee0021\,sig\:11\,src\:000421\,0p\:havoc\,rep\:2
[CCC"r",1111 H $ cat id\:eeee2z\,sig\:11\,src\:000231\,op\:havoc\,rep\:2

A |

The list of characters are emphasized when | cat these files.




Now, | will run the program with gdb and pass in the crash file and see for more details:

st16@st 16-Lenovo-V520-15IKL-Desktop: ~/Desktop/Fuzzgoat
S gdb fuzzgoat

Copyright (C) 2020 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying” and "show warranty" for details.

This GDB was configured as "x86_64-1linux-gnu".

Type "show configuration” for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".

Type "apropos word" to search for commands related to "word”...

Reading symbols from e

(gdb) run afl_out/crashes/id:000001,sig9:06,src:000000,0p:havoc,rep:64

Starting program: /home/st16/Desktop/fuzzgoat/fuzzgoat afl_out/crashes/id:000001,sig:06,src:000000,0p:havoc,rep:64

free(): invalid pointer

Program received signal SIGABRT, Aborted.
2I_ra ( =6) at 150
../sysdepsfunix/sysv/linux/raise.c: No such file or directory.

string:
free(): invalid pointer

Program received signal SIGABRT, Aborted.
__GI raise (sig=sig@entry=6) at ../sysdeps/unix/sysv/linux/raise.c:50
50 . ./sysdeps/unix/sysv/linux/raise.c: No such file or directory.




Another crash we can backtrace with bt on gdb:

(gdb) run afl_out/crashes/id:000009,s1g9:06,src:000159,0p:havoc,rep:4
The program being debugged has been started already.

Start it from the beginning? (y or n) y
Starting program: /home/st16/Desktop/fuzzgoat/fuzzgoat afl_out/crashes/id:000009,s1g9:06,s5rc:000159,0p:havoc,rep:4

free(): double free detected in tcache 2

Program received signal SIGABRT, Aborted.
31 raise ( =6) at :50
../sysdepsfunix/sysv/linux/raise.c: No such file or directory.

_raise ( =6) at :50
in _ GI
Li =do_abort, =Bx7Ffff7e23285 "%s\n")

in malloc_printerr (
=0x7ffff7e255de "free(): double free detected in tcache 2") at
in _int_free (av=0x7ffff7e54b80 <main_arena>, p=0x5555555628a0, =0)

in json_value free ex ( =Ox7fffffffd7ds, =0x0) at
i ( =<optimized out=, =ax7fffffffd7d8) at
=Ox7fffffffdafo, =<optimized outs, =<optimized outs>,
11065
> =<optimized out>, =<poptimized out=) at 11073
=<optimized out=, =<optimized out>) at :156

free(): double free detected in tcache 2

Program received signal SIGABRT, Aborted.
__GI raise (sig=sig@entry=6) at ../sysdeps/unix/sysv/linux/raise.c:50
50 . ./sysdeps/unix/sysv/linux/raise.c: No such file or directory.

Looking at the backtrace, it looks like a free() function that was called twice on the same pointer,

or calling a free on a null pointer.
Looking at the code in fuzzgoat.c, the origin of the problem is traced to here:

if (value->u.string.length == 1) {
*null pointer = :
printf ("%d", #*null pointer);

}

=l |

settings-=mem free (value-=u.string.ptr, settings-=user data);
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