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1. Playing with AFL: 
 
Use AFL on any old source code and generate crashes. Verify these crashes. Explain what 
is happening from the crashes generated. 
 
I will use AFL on fuzzgoat, which is an intentionally vulnerable application written to demonstrate 
fuzzing. 
 
I will clone and cd into the directory of fuzzgoat: 

git clone https://github.com/fuzzstati0n/fuzzgoat​
cd fuzzgoat/ 

 
Then compile the binary with one of AFL’s compilers: 

export CC=afl-clang-fast 

 
Noting that we can use any of the following: 

-​ afl-clang-fast 
-​ afl-clang-fast++ 
-​ afl-gcc 
-​ afl-g++ 

 
Then we compile fuzzgoat into a binary: 

 
 
The next step is the test corpus, which is basically a “seed input file”, they are the starting point 
for AFL to mutate and generate new test files as it sees fit to discover new code paths. 
 
 
 



 
I will start by making a directory, and piping some random, garbage value to the directory: 

mkdir afl_in​
cp /bin/ps afl_in/ 

 
The last thing is to specify where are the files that have resulted in a crash or a hang will be 
stored, let’s call it afl_out: 

mkdir afl_out 

 
The last thing is to finally fuzz the application: 

afl-fuzz -i afl_in -o afl_out -- ./fuzzgoat @@ 

 
1)​ -i specifies the input seed files 
2)​ -o specifies the output files directory 
3)​ -- separates the arguments from the target 
4)​ ./fuzzgoat is the target 
5)​ @@ is the position where AFL is supposed to insert the test file in the target application’s 

command structure 
 

 
 
 
 
 
 
 
 
 



 
I stop the fuzzing after I have generated some crashes: 

 
It is recommended to stop the fuzzer after the cycles done are 50: 

 



 
Then I navigate to the afl_out directory -> crashes and check its contents: 

 
To have a look at these crashes and see what triggered it: 

 
The list of characters are emphasized when I cat these files. 
 
 
 
 



 
Now, I will run the program with gdb and pass in the crash file and see for more details: 

 

string: ​
free(): invalid pointer​
​
Program received signal SIGABRT, Aborted.​
__GI_raise (sig=sig@entry=6) at ../sysdeps/unix/sysv/linux/raise.c:50​
50​ ../sysdeps/unix/sysv/linux/raise.c: No such file or directory.​
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Another crash we can backtrace with bt on gdb: 

 

free(): double free detected in tcache 2​
​
Program received signal SIGABRT, Aborted.​
__GI_raise (sig=sig@entry=6) at ../sysdeps/unix/sysv/linux/raise.c:50​
50​ ../sysdeps/unix/sysv/linux/raise.c: No such file or directory.​
 

 
Looking at the backtrace, it looks like a free() function that was called twice on the same pointer, 
or calling a free on a null pointer. 
Looking at the code in fuzzgoat.c, the origin of the problem is traced to here: 
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