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1. Supported browser versions

Supported browser versions for PC:
e Chrome 72+ (Windows 7+, macOS 10.12+, Linux, Chrome OS)
e Opera 59+ (Windows 7+, macOS 10.12+, Linux)
e Firefox 66+ (Windows 7+, macOS 10.12+, Linux)
e Edge 79+ (Windows 7+)
e Safari 12+ (macOS 10.12+)
Mobile version:
e Chrome 72+ (Android 4.4+)
e Safari (i0S 13+)

2. Checking your computer for compatibility

Computer test page: https://proctoredu.com/check

Individual test pages can also be set up to check the settings for specific
exams.

We recommend that you check your computer before the assessment
starts so that you can make the necessary computer settings in advance. If

the check is successful, the corresponding message is displayed.

o SUCCESS: your computer meets the technical requirements and is compatible with the
proctoring procedure.

3. Access to the camera and microphone

Page for checking webcam in browser:

https://webcammictest.com

Page for checking microphone in browser:


https://www.google.com/chrome/browser/desktop/index.html
http://www.opera.com
https://www.mozilla.org/firefox/
https://www.microsoft.com/edge
https://www.apple.com/safari/
https://www.google.com/chrome/browser/desktop/index.html
https://www.apple.com/safari/
https://proctoredu.com/check
https://webcammictest.com/

https://webcammictest.com/check-mic.html

3.1. In Chrome Browser

The first time you request permission to place windows on your screens,

access the camera and microphone, you must answer "Allow":

proctoredu.com wants to proctoredu.com wants to ; proctoredu.com wants to

E Open and place windows on your screens & Use your microphone B Use your camera

Block Allow Bleck Allow Block

If several cameras are connected to the computer :
1) Click on the camera icon on the right side of the address bar and go to
the settings by the "Manage" button (Windows and Linux) or the "Manage

multimedia device settings" button (MacOS)

L ¢

d mi h I d *

Camera and microphone allowe —r
P = B
This page is accessing your camera and
microphone.
® Continue allowing hitps:/
demo.proctoring.cnline to access your I 3

camera and microphone

O Always block camera and microphone access

Microphone: -
Camera:

This page may need to be reloaded before the new
settings take effect.

Manage | |

2) In the settings, select "Camera"


https://webcammictest.com/check-mic.html
https://translate.google.com/translate?hl=ru&prev=_t&sl=ru&tl=en&u=https://webcammictest.com/ru/check-microphone.html

( Proctoring @ X £ Settings - Site Settings X + - 0O x

> C @ chrome | chrome://settings/content#media-stream-mic w e

Settings
= People € Site Seitings ®
B  Autofil

All sites
@®  Appearance

View permissions and data stored across sites »
Q, Search engine
BN Default browser Permissions

U On startu
O 7 Cookies and site data

& v

Allow sites to save and read cookie data
Advanced -

Location

e Rehacyandaccuty ¢ Ask before accessing '

@  Languages
Camera

L _ »
+ B Ask before accessing
- Printing B Microphone ,
¥ askbefore accessing

Accessibility
Motion sensors

F o=

System Allow sites to use motion sensors

O

Reset settings Notifications

Ask before sending

3) In the pop-up list, select another camera

(} Proctoring @ x L Settings- Camera x + - 0O x

[ c & Chrome | chrome://settings/content/camera w -

Settings

= People < Camera Q Search
B  Autofill
HD Webcam C525 (046d:0826 v
@  Appearance
Q Search engine Ask before accessing (recommended) ®
BN Defaultbrowser

Block
U] On startup

Mo sites added
Advanced -

@  Privacy and security

Allow

Languages
@ o Mo sites added

After changing the settings, you need to refresh the test page.
If several microphones are connected, you should follow the same steps

for the "Microphone" item.




If access was blocked:
1) Click on the camera icon on the right side of the address bar and go to
the settings by the "Manage" button (Windows and Linux) or the "Manage
multimedia device settings" button (Mac0S)
B x &
X

Microphone blocked = 3

This page has been blocked from accessing your

microphone.

(O Always allow https://demo.proctoring.online to
access your microphone

L
[4a

® continue blocking microphone access

Microphone:

2) Remove from the list of blocked sites https://*.proctoring.online:443

() Proctoring ¥ £ Settings - Microphone X + - O X
<« C & Chrome | chrome://settings/content/microphone w (e
Settings Q, Search settings
2 People < Microphone Q Search
B  Autofill
Default -
@  Appearance
Q, Search engine Ask before accessing (recommended) [ ]
BN  Default browser
Block
()  oOnstartup
() https://demo.proctoring.online:443 » B
Advanced - //I
e Privacy and security Allow

Languages
@ - Mo sites added

%  Downloads

- [T

3) Reload the page and reply to the request for access "Allow"



) Proctoring ¥+

< C & demo.proctoring.online/#!/top/administratc

. . x
O proCT demo.proctoring.online wants to

& Use your microphone

= Schel m Useyour camera

08/1 Block Allow 1

B

Another way to allow access to the camera and microphone is to click on
the lock icon in the address bar and select "Allow" next to the "Camera” and

"Microphone" items.

C | & demo.proctoring.online/#!/top/administratc
. X

Connection Is secure

PROCT|
Your information (for example, passwords or credit

Schel card numbers) is private when it is sent to this site.

Learn more
08/11|
W Camera Allow -
#
& Microphone Allow -
1 | ”
2 | B certificate (valid) J
3 | o g
Cookies (4 in use)
4 |
Site settings
5 | £

3.2. In Firefox Browser

The first time you request permission to access the camera and
microphone, you should answer "Allow". To avoid repeated requests, you can
check the box "Remember this decision". If access was denied, you should

reload the page and give permission again.



proctoring.online

m Will you allow demo.proctoring.online to use
your camera and microphone?

Camera to share:

FaceTime HD Camera <

Microphone to share:

MacBook Pro -

@ Remember this decision

Don’t Allow

4. Screen access

To provide screen access in any browser, you need the following: Go to
your browser settings and make sure that the proctoring site has all the
necessary permissions. To access the screen, the site must have “Window

management” permission (the name may vary in different browsers)

4.1. In Chrome Browser

There are three ways to allow access to the screen on a computer in the
Chrome browser:
1. In the version of Chrome 72+, access to the screen is requested
automatically, no additional actions are required;
2. In older versions of Chrome, you need to install the Supervisor browser
extension;
3. Instead of the extension, you can allow access to the screen with a
special flag, which must be specified as an argument when running the

"chrome.exe" file: -enable-usermedia-screen-capturing



Should provide access to the entire screen

) |5Doc: Tutorial: proctoring x  + - o x

& - C & demo.proctoring.online/sdk/doc/tutorial-proctoring.htmi [ S 4

Share your screen

demo.proctoring.online wants to share the contents of your screen. Choose what you'd like to share.

Your Entire Screen Application Window Chrome Tab

Step 2 of 5

and after that access cannot be closed, so you shouldn’t click "Stop sharing",

but you can click "Hide".

Equipment check

Wait while the system checks the Browser check
computer and network so that
possible technical problems do Webcam check
not prevent the exam.

Microphone check

Screen check

@ Network check

Step 2 of 5

! demo.proctoring.online is sharing your screen. Stop sharing Hide




4.2. In Firefox Browser

There are two ways to allow access to the screen on a computer in the
Firefox browser:
e In Firefox 66+, access to the screen is automatically requested; no
additional actions are required;
e In older versions of Firefox, you must install the Supervisor browser
extension.
You should provide access to the entire screen . To do this, in the pop-up

window in the window or screen selection field, select "Entire screen":

th https://demo.proctoring.online/#!/top/administra

r‘ Will you allow demo.proctoring.online to see
D your screen?

Window or Screen to share:

v Select Window or Screen

Entire screen

And then click "Allow" without selecting the "Remember this decision’

checkbox:



proctoring.online

Will you allow demo.proctoring.online to see your
screen?

Window or Screen to share:

Entire screen <

All visible windows on your screen will be shared.

Don't Allow

5. Check for compatibility with WebRTC technology

In order for online video surveillance to work properly, outgoing

connections to ports on the users' network must be allowed:
e 3478/tcp
e 3478/udp
e 49152-65535/udp

WebRTC verification can be done at WebRTC Test. To start the test,

click on the "Start Test" button. If no problems are found, then all items

should be green.
Microphone

Camera

Network
Connectivity

Bandwidth

10


https://webcasts.com/webrtc/

If the check fails, carry out the following steps:
On the computer:
e Step T
Disable VPN, if in use.
e Step2
Disable the firewall, if using Windows OS. If not, go to step 3.
Instructions to disable the firewall.

e Step 3

Try connecting to a different internet service provider or sharing the
internet from your phone. Also, if you are using a router, you should try
connecting the cable directly to your computer/laptop.

e Step4

Check the speed of your internet connection. Link to check. The

minimum incoming and outgoing internet connection speed to pass the test
must be 256 kbps.

If the problem occurs on your phone/tablet:
e Step 1
Connect to the internet connection that you are using on your
computer/laptop.
e Step2
Disable any extraneous software, including antivirus. You should only
have your browser running.
e Step 3
If none of the above helps, please contact your university/organization's
technical support team, specifying
- your phone/tablet model;

- name and version of your phone's operating system.

11


https://support.microsoft.com/en-gb/windows/turn-microsoft-defender-firewall-on-or-off-ec0844f7-aebd-0583-67fe-601ecf5d774f
https://www.speedtest.net/

6. No access to webcam or black square instead of

video

If a picture with a crossed out camera, a black rectangle, or a loading
indicator is displayed, it means that the browser cannot access the camera or
the camera does not work correctly. The reason may be problems with the
webcam, the camera driver or access to the camera from a web browser, if
the camera is in use by another application in the operating system (such as
Skype or another browser), or access the camera is blocked Antivirus (ESET
— static picture icon crossed out camera, Kaspersky — black screen). You
need to close all applications that can work with the camera, disable the
antivirus (or camera protection in it) and update the current tab in the
browser. You can try restarting the computer.

ESET antivirus blocking example:

sy

12



ProctorEdu | Supervisior +

= - a X
« proctoredu.com ProctorEdu | Supervision of online tests EMEO® 198 =
Toe gt o i v x /
‘ (\/ PrUCtUrEdU HOME TECHNOLOGY SOLUTIONS FAQ NEWS ABOUT US CONTACTS

Conduct credible online tests
Anywhere, anytime. v

Get ahead of the competition, protect your reputation o«

X
We use cookies to provide the best site

experience.

Sign up for a demo Take the proctoring test

If all else fails, you can try resetting Chrome by opening the

"chrome://settings/resetProfileSettings" page and confirming the action.

For Windows 10:
1. Select Start > Settings > Privacy & security > Camera, then make sure
Camera access is turned on. This setting lets any user on the device

choose if they want apps to be able to access the camera.
2. Find Allow apps to access your camera and make sure it's turned on.

This setting allows you to choose if any of your apps can access the

camera. It doesn't set which specific apps can access the camera.

13



Allow desktop apps to access your camera

Some desktop apps might not appear in the following list or are not
affected by this setting. Find out why

3. Once you've allowed your apps to access the camera, you can change
the setting for each app. Find the app you want, then turn on camera

access for that app.

4. If you don't see an app in the list, it might be a desktop app. Find Let
desktop apps access your camera and make sure it's turned on. You

can't change camera access settings for individual desktop apps.

Settings
@ Home Camera
5 % = . . K i i
Find a satting 2| Allow access to the camera on this device oW our prvacy gptions
Privacy
Camera access for this device y
does ello. Privacy dashboard
@ on Privacy statement
Windows permissions ison
Ch: .
5 General Ak @ Gethelp
A Speech

TIowW apps 10 access your camera

Iﬁ Inking & typing personalisation

& Diagnostics & feedback

s o fo!
Hi  Activity history Q "
- Some Qesklop apps may ST De SDIE 10 Sccess your camers when

settings on this page are off. Find out why

App permissions

A Location Choose which Microsoft Store apps can access
your camera

| @ comena

urning off an app pr

from dire

Q; Microphone
¥ Voice activation i o

@ 3D Viewer Q On
L_,| Notifications

A= Accountinfo A @ o

A B ) NG

14



7. The test page does not open in IFRAME

Cookies of third-party sites should not be blocked in the browser, in
Chrome this is done in the settings "Settings" — "Privacy and security" —
"Cookies and other site data® or you can simply enter
‘chrome://settings/cookies" into the address bar. "Allow all cookies" should

be enabled there.

¢ Cookies and other site data @ Q, Search

[] ©

General settings
® Allow all cookies ~

Sites can use cookies to improve your browsing experience, for example, to keep you signed in or to

@ remember items in your shopping cart

@ Sites can use cookies to see your browsing activity across different sites, for example, to
personalize ads

Block third-party cookies in Incognito w

Block third-party cockies w

Block all cookies (not recommended) w

Page loading can also be blocked by some browser extensions, such as

Betternet Unlimited Free VPN Proxy or AdBlock Ad blocker. You should try

15


https://chrome.google.com/webstore/detail/betternet-unlimited-free/gjknjjomckknofjidppipffbpoekiipm
https://chrome.google.com/webstore/detail/adblock/gighmmpiobklfepjocnamgkkbiglidom

disabling all third-party extensions. In the Chrome browser, this can be done
on the "chrome://extensions/" page, which can be opened through "Menu" —

"Advanced Tools" — "Extensions”.

8. No access to the screen

Access must be granted to the entire screen and no additional monitors must
be connected to the computer and no multiple virtual desktops must be set

up. Otherwise there will be an error when checking screen access.

8.1. macOS

Starting with macOS "Catalina" 10.15, you need to grant additional
permission in the system settings to access the browser screen. To do this,

go to system settings in the System Preferences menu.

Accessibility Access (Events)

"procteredu” would like to control this
computer using accessibility features.

i 6 Grant access to this application in Security & Privacy
oy preferences, located in System Preferences.

? Open Sﬂstem Preferences m

Then select " Security " — "Privacy".

On the left, scroll down and click "Screen Recording".

16



General

m Speech Recognition

@ Accessibility

: Input Monitoring

! Full Disk Access
! Files and Folders

Screen Recording

-ﬁ Automation

Filevault Firewall Privacy

Allow the apps below to record the contents of your
screen, even while using other apps.

,_\ bash
v '§ snagit 2018

v g Google Chrome

*s Firefox

In the suggested list, select the browser that you want to allow access to

the screen recording.

v () Google Chrome

After that, you will need to restart the browser.

@y

“Google Chrome" will be able to record the
contents of your screen until it is quit.

You can choose to quit "Google Chrome” now, or do it
on your own later.

8.2. Linux

Later Quit Now

Sometimes in Linux there is a problem when only the mouse cursor is

displayed instead of a picture from the screen.

17



This problem occurs if the original (proprietary) video driver is not
installed on the computer. You need to install the driver, restart the computer,

after which the screen should be shared correctly.

9. The MediaRecorder error on Safari

9.1. macOS

The MediaRecorder option must be enabled in Safari on macOS for the
system to work correctly. This is done by enabling the developer menu under

Safari — "Properties" — "Show Develop menu in menu bar":

18



@
10

General Tabs AutoFill

r

i Q0 & &

Passwords Search Security Privacy Websites Extensions Advanced

Advanced

Smart Search Field:

Accessibility:

Reading List:

Internet plug-ins:

| Show full website address

| Never use font sizes smaller than

w

| Press Tab to highlight each item on a web page
Option-Tab highlights each item.

| Save articles for offline reading automatically

Stop plug-ins to save power

Style sheet: = None Selected

Default encoding: Western (ISO Latin 1)

Proxies: | Change Settings...

Show Develop menu in menu bar

H n n
Then activate the "Develop" —
"MediaR der" option:
ediaRecorder” option:
@ Safari File Edit View History Bookmarks Window Help
e0® < > o Open Page With >
User Agent >
user's iMac >
Service Workers >
Experimental Features >
Enter Responsive Design Mode ~%R
Show Snippet Editor
Show Web Inspector 8l
Show JavaScript Console X#C
Show Page Source NsU
Show Page Resources WA
Start Timeline Recording NOBRT
Start Element Selection H3EC
Empty Caches NHE

Enable Intelligent Tracking Prevention Debug Mode

Disable Images

Disable Styles

Disable JavaScript

Disable Extensions

Disable Site-specific Hacks
Disable Local File Restrictions
Disable Cross-Origin Restrictions

WebRTC

Allow JavaScript from Smart Search Field
v

"Experimental Features" —

0o Sato7zil Q

HIgNIgnt AP
ImageBitmap

+ Intersection Observer
IsLoggedin web API
Lazy Image Loading
Link preload responsive images
LinkPrefetch
MathML Core

+ Media Capabilities Extensions

NSURLSession WebSocket .

+/ Pointer Events

+ Quirk to prevent delayed initial pai..Google's Anti-Flicker optimization
Referrer Policy attribute

v Remote Playback API

+/ Resize Observer

v ScreenCapture
Server Timing

v/ Swap Processes on Cross-Site Navigation

v Synthetic Editing Commands

+ Visual Viewport API
Web Animations composite operations
Web Animations mutable timelines

+/ Web Animations

+ Web Authentication
WebGL 2.0
WebGPU

+ WebRTC DTMF

~/ WebRTC mDNS ICE candidates
requestidieCallback

Reset All to Defaults

9.2.i0S

For the system to work correctly in iOS Safari, the MediaRecorder option

must be enabled in the "Settings" — "Safari" — "Advanced" — "Experimental

Features" — "MediaRecorder".

19



o' T-Mobile NL 4G 19:48 - 4

£ Experimental WebKit Features

EBKIT FEATURES
Accessibility Object Model

Blank anchor target implies rel:noop___c
CSS Custom Properties and Values...
CSSOM View Scrolling API

CSS Painting API

CSS Typed OM

ImageBitmap and OffscreenCanvas

Intersection Observer (/

Media Capabilities API

MediaRecorder (/

Pointer Events

Swap Processes on Cross-Site Navi... L

10. Scrolling does not work on Safari

10.1.i0S

In i0OS Safari, scrolling inside IFRAME elements may not work when
"Async Frame Scrolling" is enabled in Safari. You should disable this option
"Settings" — "Safari" — "Advanced" — "Experimental Features" — "Async

Frame Scrolling".

20



{ Advanced Experimental WebKit Features

Accessibility Object Model

Async Frame Scrolling

Cache API

¢

Constant Properties

C

Fetch API Request KeepAlive
ImageBitmap and OffscreenCanvas
Secure Contexts API

Link Preload

ServiceWorkers

CSS Spring Animations

OLOLOLOA(

Storage Access API

11. Turn off notifications and calls

It is recommended to turn off notifications and incoming calls when
passing proctoring on mobile devices or when connecting a mobile camera.

To do this, follow the steps below.

11.1.i0S Safari

Go to "Settings" — "Do not disturb" — enable "do not disturb" at the top,
Silence - always, Phone - allow calls from - no one, Remove flag in "repeated

calls".

21



wllYOTA = 20:08 C@50%@m)
Settings
Airplane Mode
Wi-Fi ne_5G
Bluetooth Off
Mobile Data
Personal Hotspot Off

Notifications

®

=

Sounds & Haptics

all YOTA = 20:09 C@50%@m)

< Settings Do Not Disturb

Do Not Disturb

O]

When Do Not Disturb is enabled, calls and notifications will
be silenced.

Scheduled

SILENCE:

Always v

Do Not Disturb

While iPhone is locked

Incoming calls and notifications will be silenced while iPhone
is either locked or unlocked.

PHONE

Screen Time

Q@

General
Control Centre

Display & Brightness

180 &

WAiAllAAnAr

11.2. Android Chrome

Allow Calls From No One

When in Do Not Disturb, allow incoming calls from no one.

Repeated Calls

A second call from the same person within three minutes will
not be silenced.

DO NOT DISTURB WHILE DRIVING

Artiviata NManiialhs

Go to "Settings" — "Sound" — "Do not disturb" — "Switch off now".

22



0 K/s R “Cal (970 18:17 0 K/s 0 .l (930 18:18 0K/s & ol @1 18:18

Settings Q & Do not disturb

Enable now

When active, a moon icon will appear in the Q
status bar. Alarms will ring or vibrate, while

calls and messages will not ring or vibrate

Apps & notifications Q Ringtone
Permissions, Default apps

a8

Battery )
< Power saving mode, Battery usage ﬂ Media ENABLE AS SCHEDULED
Display
Eye comfort, Home screen style, Wallpaper L
@© Alarms
Sound
) i ) .
Do not disturb, Ringtone, Vibrate
Silent mode
@ Storage
Memory, Storage cleaner
Vibrate in silent mode Q
Security & privacy ADVANCED SETTINGS
@ Fingerprint ID, Face unlock, Screen lock & .
passwords Do not disturb off l Do not disturb mode Alarms only
@ Accounts
Add and manage accounts SIM 1 phone ringtone Huawei Tune Living
m Smart assistance SIM 2 phone ringtone Huawei Tune Clean
Accessibility
@ Google SIM 1 vibrates when ringing [ @)
Google services
SIM 2 vibrates when ringing [ @)
System
System navigation, System update, About
phone, Language & input Default notification sound
< O O < @) O 'e) 0

12. Error "Session blocked"

The error "Session blocked: This page was opened elsewhere, close this
tab" means that the proctoring is opened in a separate page, browser, PC,
mobile. You may pass the test only in one browser tab with the proctoring. In
such cases, close all additional tabs and pass the test within your first

window.

23



Session blocked

ATTENTION!

This page was opened elsewhere, close this tab.
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