CipherLab Mobile Privacy Policy

Effective Date: February 22, 2026

CipherLab Mobile is a privacy-focused mobile application designed to perform cryptographic
and cipher operations directly on the user’s device. Our goal is to provide secure cryptographic
tooling while ensuring that user data remains private and under the user’s control.

This Privacy Policy explains how CipherLab Mobile handles data and what users can expect
when using the application.

1. Data Handling

CipherLab Mobile is designed with a privacy-first architecture.

e No Account Required
Users are not required to create an account to use the application.

e No Collection of Encryption Data
CipherLab Mobile does not collect, transmit, or store any of the following:

o Plaintext entered by users
o Generated ciphertext
o Encryption or decryption keys

e Local Processing
All cipher operations are executed locally on the user’s device.

e Local Settings Storage
Optional preferences such as app settings may be stored locally in the application’s
storage to improve usability and user experience.

2. Crash Reporting



To maintain transparency and user control:

e Crash reporting is disabled by default.
e Users may explicitly enable anonymous crash reporting through the app’s Settings.
e |If enabled, reports may contain technical diagnostic information, such as:

o Device model

o Operating system version

o Errorlogs related to application crashes

Crash reports do not include plaintext, ciphertext, encryption keys, or any cryptographic
user input.

3. Third-Party Services

CipherLab Mobile relies on limited third-party technologies strictly for application functionality.

e The application uses Expo and React Native runtime libraries to operate on mobile
devices.

e No advertising SDKs are included.

e No third-party analytics or tracking frameworks are integrated by default.

These libraries are used solely for application performance and compatibility.

4. Security and User Responsibility

CipherLab Mobile provides cryptographic tools that may be used for educational, professional,
or personal encryption workflows.

While the application is designed to operate securely on-device:



e Users are responsible for how they use the generated outputs.

e Users must ensure their usage complies with applicable laws, regulations, and
policies within their jurisdiction.

CipherLab Mobile does not monitor or control how cryptographic outputs are used.

5. Changes to This Privacy Policy

This Privacy Policy may be updated periodically to reflect:

e Improvements to the application
e Changes in legal or regulatory requirements

e Updates to application features

When updates occur, the Effective Date at the top of this document will be revised.

6. Contact

CipherLab Mobile is powered by Trio Alchemy.

For questions, feedback, or privacy concerns related to this Privacy Policy or the application,
please contact the project maintainers through the official project channels.
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