Finding Evidences

The tester started by creating two accounts, Account A and Account B, and then proceeded to create a

file using Account A. As you can see here, we have the UUID of the folder created by Account A, which
starts with cf.

Authorization Tokens:
Account A: f48bbeec1b318ec4db4d979f4ba577f735614660167eaa9ebc109cebebc90b99
Account B: 6222722cb6187ccbcbe942e9722b738c16c5ealee674fb7e075eb81573418d6¢

After that, we're going to perform a Delete request on the folder made by Account A, but change the
Authorization Token to Account B’s Token.
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Observing the response to the request, we can see that this resulted in 204 No Content, implying that the
server processed the request, but it doesn’t need to return any content.
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To confirm this vulnerability, we refreshed the web application, and as we can see here, the folder made
by Account A no longer exists, implying that this was successfully deleted by Account B.
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