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Computer Networking
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hetwork

Data or Resources share =do®00, oH»em connect m¢ Computer 26 »6: 30
DD 0FDD.

Internet

worldwide system of computer networks
(ce:de®™ o Swen computer network som @dc e computer network ood)

Purpose of networking,

Data or Resources oooewm share »seo»e.

Requirement for networking

Network ommo connect oe» devices we:lG®
o@ rules set ¢od(Protocols) we standards spoess ©sdbs .

Protocol

Internet oo ©den, data <o wo cEem» PNOGS control »3» Rules set
OB .

History

e Individual network systems


https://docs.google.com/document/d/1KZD-A_YD_0c7sjngYk5pJt2L6kxq9AUceEODXeb6cAI/edit
https://docs.google.com/document/d/1wB8GHWQ4bQoR98MsDm2_yHlW2ApLjbihy_F5DlH6r6g/edit
https://themiu.github.io/Notes/
https://drive.google.com/drive/folders/1ZwWcckcI490UtuNtzaC-LkFZed4R4Rkb?usp=drive_link

e Vendor-specific(2egeber0 Dwe8w®) network models
(ex: apple pc oco ©» network owod)

e 0Open and Vendor-neutral network models
(Degedor @ Se1»E:3DB® network models)
ex: 0SI , TCP/IP

Network model

Network omwm devices oomem» data share mdodce gmnoonce ©»35» protocols and
standards w®» predefined structure ood.
(network model = predefined structure + set of protocols and standards)

(also known as Networking Architecture or Networking Blueprint)
Requirement for networking

Network ©=wo connect oe» devices we:lG®

om@ rules set ood(Protocols) we standards gpooss ©ébn .
Network models :

e TCP/IP model
e 0SI model

TCP/IP model

TCP/IP Model

Application

Transport

Network
Data Link

Physical

e Layers o¢b» oi¢ec swedHne.Layers trough data send Dedoe.



o @ layer ©»o® protocols & standards dweme:.
( Each layer defines protocols, standards, and refers to third party

protocols and standards.
ex: Ethernet standards define by IEEE )

Sending Data through TCP/IP

@ @ |
Applicat
= pplication
@ ¥ o] @
| TCP '
@ ¥ _ ®
IP -
@ - v @ @ Data Link
e Data Link | IF F 1ta | Data Link
® I 2 Transmit Bits ® Physical

* @O o¢ch o layer go» DSHDE:

Example protocols for each layer

TCP/IP Layer Example Protocols
Application HTTP, POP3, SMTP
Transport TCP, UDP
Network IP, ICMP
Data Link, Physical Ethernet, 802.11 (Wi-Fi)

e =S TCP/IP model owe: Link layer o=, updated model swoe:! layer
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TCPAP TCPAP
Original Updated
Application Application
Transport | Transport
Internet Network
Link Data Link <&= Encapsulation, Addressing
Physical «#= Bit Transmission
0SI model
o gcHe gy standard Vendor-neutral network model ow.
0sl TCPAP
Application
Presentation | 5-7 Application

- N W ke 00O~

Session

Network

Data Link

Physical

2 Data Link
1

Physical

* Networking oc2 0SI @aB6EE &3S gomes don H3@ Hc0G: .
(@ 9eh a0 layer o 9sbo6:)



L#H - Layer # Header | 74 | Data | L7PDU
L#T - Layer # Trailer

| e | : * | L6PDU

| s | . i".r_:'__ | L5PDU

| LaH | _ * | L4PDU

| L3H | : * | L3PDU

[ LoH | * | 21 | Lerou

*PDU - Protocol Data Unit

e (0SI model ©wme» data encapsulation dwenG:n

TCP/IP model Layers

* layer 5&.
* ©© layer oode «6:EE0,
e Top layer o0 service wswoe:d
e Bottom layer ©» ©» depend Dene:]

1. Application Layer

e Application Layer protocols @ Run 2e» Software &m0 service
€32563C3 .
ex: HTTP for web browsing

e Software ©®» we» network oo gods interface o wed.
e Software oo @6 layer so0 & »x.

Web Server - Larry Web Browser - Bob
L Give me your web page
gaf <0
- Here is the file home_ htm Loy
---------------------------------- > (2) —
e F_______ 4



HTTP Protocol mechanism

Web HTTP Header m— Web
Server E «{ GET homehtmiz. (1) Dl Browser
Larry - jmm——/ Bob
E— HTTP Header Data —
= OK (200) home_htm - (2)
Data
=1 More of file home.htm > (3)

HTTP GET Request, HTTP Reply, and one data-only message

e Application ©co web page request =dH», @63 content ©w» return
95SHm, HTTP 965 ooweeds.
e HTTP Header ¢ Hwehme, protocol oco gode information.

2. Transport Layer

Application layer protocols 2co services cwsad.
Protocol 23,
o TCP (Transmission Control Protocol)
o UDP (User Datagram Protocol)
Data transfer oo ©3Tewo Yome HDuc 2098 ©3G. ¢ main task
Jo gomso Data recovery =»da.



TCP Protocol Mechanism

S TCP HTTP Data —f Web
Web '
geier EI :f SEQ=1 ] OK ] Web Page } » (1) [ | Er;wger
La - — 0
"y  cp Data Lost! —
= SEQ=2 | More Web Page }ﬁﬁg @
TCP Data
= SEQ=3 | Restof Web Page | > ®
TCP
i | Send 2 Next

o Data segment Yéwo wOHme.
e TCP Header ©o: Sequence number ¢od Hwene:). Lost De» segment
PGB ©eDDHOHDE::) .

upp ?

3. Network Layer

(most important layer)

e IP (Internet Protocol) om» BDueme:in.

e Transport layer om0 service o» wowa. Data link layer om o»
depend o6 .

e Most important tasks = Addressing and routing

e Addressing - Assigning unique identifiers (IP addresses) to
devices on a network.

e Routing - Network cob oden data packet asb» wH» D 36c3®@
path ©» (optimal path) 5dee admE:n.



Picidiiis ﬁ) Postal Service
l :

Network Layer Mechanism

Addresses: 2.

I L Destination 2.2.2.2

Source 11141



Data Link layer & Physical layer

S

Larry
111d:lr—————

IP Packet

1 (1) Encapsulate
Eth.
Trailer

EQ;@? IP Packet

(2) Transmit

4. Data 1link layer

prepare data to transmit (e0wo ©3w» Téwo data Oo weme:l.)
heder ¢o0 @0 o6 layer cwmeb trailer cod ane:n.

o gbm»eo data encapsulate »sdoe oG Iem.

(Frames oen6:n)

5. physical layer

Physical transmission oo o 2e¢26:9.

Lo

IP Packet
T (4) De-encapsulate
Ethernet Eth.
ﬂeader IP Packet Trailer
(3) Receive

e o' layer owoe:! data encapsulate osHme .
(Frames wome:n, physical connection ood ©den)

Data Encapsulation

TCP/IP model vwe:!, o ob layer owe:' e header vobd add 532 geods

o6,

Task of the header

Store information used by the protocol

ex: "“404 not found”

Encapsulate =3y data grecs omee de-encapsulate ©d»6:.



S

[_a”y LT,
1.1.1.1? PR ‘ﬂ‘
IP Packet IP Packet
l (1) Encapsulate T (@) De-encapsulate
Ethernet Eih. > Ethernet Eth.
Header IP Packet Trailer Header IP Packet Trailer
(2) Transmit () Receive
e data link layer owe:! Trailer cogd add osne:]
e Physical layer ome: data encapsulate osdhne o¢.
data
]
(] I
L 1
HTTP
: : l
TCP
I
r— Segment ——————~ l
Ir
header data Network
I ]
:- Packet -:
Y { '
Deta
Ethernet Ethernet
header data trailer Link
- Frame -I



Segment, packet, frame

Segment
Segment = Application layer data + Transport layer header

e -
header ata

e————  Segment ———

Packet

Packet = Transport layer data + Network layer header

1P
‘njﬁﬁﬁ ‘ data

.
b Packet -

Frame
Frame = Network layer data + Data link layer header & Trailer
Ethern Ethern
header date trailer
e Frame —]

Adjacent layer Vs Same layer
interaction

Adjacent layer interaction - single device oowm wee layers g»d
Same layer interaction - multi device ©¢ same layers &»<d (ex: mis g»
data okcod» ©»)

06" 20 93 D2w0 Debh» BD.



Types of Communication Networks

Types of Computer Networks

« Local Area Network (LAN)

+ Metropolitan Area Network (MAN)

- Wide Area Network (WAN)

+ Enterprise Private Network (EPN)

« Virtual Private Network (VPN) etc.

Wire vs Cable

Wire is a single
insulated or bare
conductor inside the
jacket

- Cable is two or
f——s more insulated
wires in a single
iacket

LAN vs WAN networks

LAN (Local Area Network) WAN (Wide Area Network)
Coverage Small geographical area Large geographical area or
multiple sites
Size Relatively smaller Can be significantly larger
Speed Higher data transfer Speeds can vary based on
speeds distance
Latency Low latency Higher latency due to
(&s@rew) longer distances
Connection Wired (Ethernet), Can include wired,
Types wireless (Wi-Fi) wireless, and dedicated
leased lines




Management

Easier to manage and
maintain

More complex due to larger
and distributed setup

control

Cost Lower cost Can be more expensive due
to infrastructure
Security Easier to secure and Requires additional

security measures

LAN Technologies

Lan oed» geod main technologies 2 »o

1. Wired (cabled) LANs
2. Wireless LANs

Transmission mediums

e Wired LANs -

WAN

Wide Area Network
Reti geografiche

MAN

Metropolitan
Area Network
~ Reti metropolitane

LAN

Local Area Network

gy ) Reti local

copper wires or fiber optic cables

e Copper wires use electrical circuitry and signals to transmit data
 Fiber-optic cables use light pulses to transmit data




e Wireless LANs - radio waves

A typical SOHO network (Small Office Home Office network)

To Internet

- i
= p——=—"
—_Eﬂ’

* Access point - switch oo 206 ®8, o@& wireless

Tablets

| |
-
[ Access Point | SRS

i

A typical Enterprise network

Building
PCa 3rd Floor
=
=, ===
(1000 i — HETEH
PC2 2nd Floor
=
— Y/
1000 sty
PC1 1st Floor
:'. To Rest of
o0 i) T— S
—— Network



Ethernet LANs

family of LAN standards.

wired LAN technology ©woe:f Physical and Data-Link layers 2¢O Sae»

local area networks (LANS) o¢ axncd o o» technology ond.

IEEE defines Ethernet standards for both Datalink and Physical

layers. (IEEE -Institute of Electrical and Electronics Engineers)

o

o

o

Common Types of Ethernet

Ethernet defines a range of standards depending on,
Distance
Speed
cable type

Speed | Common Name Informal IEEE Formal IEEE Cable Type,
Standard Name | Standard Name | Maximum Length
10 Mbps  |Ethernet 10BASE-T 802.3 Copper, 100m
100 Mbps |Fast Ethernet 100BASE-T 802.3u Copper, 100m
1000 Mbps |Gigabit Ethernet [I000BASE-LX 802.3z Fiber, 5000m
1000 Mbps |Gigabit Ethernet [1I000BASE-T 802.3ab Copper, 100m
10Gbps 10 Gig Ethernet |10GBASE-T 802.3an Copper, 100m

T : Refers to Copper wires (UTP)
X : Refers to Fiber-optic cables

Consistent behavior on all Ethernet standards
Same Data-Link layers standards are used on all types of Ethernet
Physical 1links.




@ ............... > @ ........................ »
AE; 200m o=/ o Ay (@)
| SW1 1 Gbps m’ 10 Gbps lﬁi’&l/ ;
A Fiber Fiber !
: 10 Mbps 1 Gbps 100 Mbps :
; UTP UTP UTP ¥
O} %I- _é'— ,'%l- Eth | Data | Eth
Eth | Data | Eth
Building physical Ethernet Links
Using UTP Cables
UTP - Unshielded Twisted Pair
Use of UTP cables:
One Wire in a Pair
v Bectical Cunent A | (_Recewer
Other Wire, Same Pair
Node 1 Node 2

* Data convert od=»en 0 & 1 2co
* Twisting - Electromagnetic Interference 2¢®23




* Node - Network ©o0 connect Se» ®®»® device ©sod

Building physical Ethernet Links

* Many Ethernet UTP cables use RJ-45 connectors to connect to devices
« RJ-45 connectors (jacks) has 8 pin positions or simply “pins”

(— RJ-45 Connectors ﬂ'
RJ-45 RJ-45
Port E D :| Port

Cable with Wires Inside

Node Node

Cables, Connectors and Ports

Ethernet NIC

RJ-45 Connector

RJ-45 Ports
= i -
it _| L .--_.-'- ..-." Y O s I' g
; - i I'/
S !!Lg _____ _1;_ + 2 & 2 3 B l/"

LAN Switch

UTP Cabling pinout



 10BASE-T, 100BASE-T use 2 pairs, 1000BASE-T use 4 pairs to
communicate.

+ Between NIC and switch, UTP must use “straight through cable pinout”

i One Twisted Pair 1
Data Fiow ——»
gy =

3 One Twisted Pair q

«—— Data Fiow
—_— —5— --------------------- éﬂ —
PC Switch

UTP Straight-through cables

« Each connects to the same pin number on the other end.

12345678 Ports » 12345678
12345678 1_2345678

= Connectors >

« In summary - A straight-through cable works correctly when the nodes
use opposite pairs for transferring (sending and receiving) data
ex: PC & Switch



Transmit on Pins 1,2 |
Larry Receive on Pins 3,6

j | Receive on Pins 1,2
> y Pinouts: . | Transmit on Pins 3,6
" ' 1,2 on Left € 1,2 on Right

; 3,6 on Left <=3 3,6 on Right

(3,6) Switch

UTP crossover cables

+ Crossover cables are needed to connect “1like” devices (devices use
the same pin pair for either sending or receiving)

RJ-45 Pins RJ-45 Pins
1 1
2 2
3 3
6 6

ex: Switch & Switch

Choosing right UTP cabling
« In summary,



- Straight-through cable: If endpoints transmit on the different pin
pairs
- Crossover cable: If endpoints transmit on same pin pairs

Transmits on Pins 1,2 Transmits on Pins 3,6
PC NICs Hubs
Routers Switches
Wireless Access Points (Ethernet
Interface)
Building 1 Building 2
= =4—

F——— (o Switch 11] Swiich 21| Sl 14 ;
Straight- —— G CTOSSOVE! s =—— Straight-
Through Cables Through
Cables l Cables

| —===7 S |

—— 2 | Switch 22 —

A— —

* “Auto MDI-X" feature resolves pinout jargon

UTP cabling pinout



RJ45 Pinout 12345678
T-568B

1. White Orange 5. White Blue

2. Orange 6. Green

3. White Green 7. White Brown
B 4, Blue 8. Brown

Using Fiber-optic Cables

Quter Jacket

Strengthener l
Buffer l

+ Three outer layers (Outer Jacket, Strengthener an Buffer) are for
the protection of the cable

« Two inner layers (Cladding and Core) create the environment for
transmission of light (data)



Multi-Mode vs. Single Mode Fiber

1 .
1 ,, Cladding
.*
_’;’ Core Multimode Fiber
o
" .h\\ Cladding
Cladding

> coe Single-mode Fiber
_ i

« SM uses more expensive “optical transmitters” and ports
* SM allows longer cable lengths

Comparison: MM vs. SM

Standard Cable Type Max Distance
10GBASE-S MM 400m
10GBASE-LX4 MM 300m
10GBASE-LR SM 10km
10GBASE-E SM 30km




Comparison: MM vs. SM vs. UTP

Criteria UTP MM Fiber | SM Fiber

Relative cost of cabling Low Medium [Medium
Relative cost of switch port Low Medium |[High
A‘pproxlmate maximum 100m 500m  la0km
distance
Relati i
| elative susceptibility to Some None |INone
interference
Relative ri :

elative risk ofchpymg Some None INone
from cable emissions

Ethernet addressing

+ Ethernet /MAC (Media Access Control)/Physical addresses are 6 bytes
long, usually represented in 12 hexadecimal digits
« MAC addresses are globally unique

1

||

Organizationally Unique Vendor Assigned
Identifier (OUI) (NIC Cards, Interfaces)
Size, in bits |={ 24Bits ||| 248is
Size, in hex digits || 6HexDigits ||« 6 Hex Digits
Example |={ oo602F || aa07EC

Frame Check Sequence (FCS)

| |

 FCS provides a mechanism to receiving node to check the received

frames are free of errors




 FCS stores the results of a math formula operated on the sending
frame

* Receiving node do the same math formula on the received frame and
compare results

 Receiving node discards frame if errors found

« Error detection only, not error recovery

Half Duplex / Full Duplex

Half Duplex logic
- omwd send & receive 290 985 o).
- Hubs use »s®H»e Half Duplex logic.

Full Duplex logic
- Omxd send & receive 20 ©3Hn gEod.
- Switch use =@dd»e Full Duplex logic.

Half Duplex with Hubs
* Hubs considered to be Layer 1 device, does not use Layer 2 services.
* Hub repeats incoming data out all ports except the incoming port.

[ ]] Archie
Larry ®@ W =
O ey e
=== Collision! === 8ob
Hub 1 ¢

Functions of Half Duplex Logic

« Step 1: A device with a frame to send, listens until the Ethernet is
not busy

« Step 2: When the Ethernet is not busy, the sender begins sending the
frame

« Step 3: The sender listens while sending to discover whether a
collision occurs. If a collision is detected,



A. Device send a jamming signal that tell all nodes that a
collision happened.

B. Devices independently choose random time to wait before trying
again, to avoid unfortunate timing.

C. The next attempt starts again at Step 1

Accessing Network devices

e Network sod access osd» D 62 Swe» device manage, control,
monitor, configure =35».

Network owo% access »3d» geod HS®
- Command-1line Interface (CLI) **x
- Web interfaces
- Network management software

e Enterprise level network devices run 2ed»e open »6:] swmcoe® 08
D .
ex: I0S for Cisco (I0S - ciscocwe 0S ©ud)

Accessing CLI

Network oo Swue» device ©»% access mSH» Daen e
- Console: Through console port (most powerful & using)
- Telnet: Through IP network (security oo &23)
- SSH (Secure Shell) : Through IP network (telnet oo 206 ®8, @@
go o= secured)



2960 Switch

E]I Console Cable Console
— *s Fd
— A / User Mode
Serial RJ-45
or USB or USB
Interface
|
‘Q, TCP/IP Network
e
Ll

Telnet and SSH

Physical interface

USB Console (Mini-B)

RJ-45 Console

CLI Modes

 User EXEC mode >
+ Privileged EXEC mode / Enable mode #

user mode ome: limited access SwebHme.

enable - user mode ©oG: oec®» enable mode @90 wH»
disable - enable mode ©oe: o¢cH USer mode o0 @dHD




reload - connection ©®» restart =d»e:n (user mode coe: 9@ o, enable
mode vwe'é reload v ©eod)

kit I Enable (Command) l

Enable Mode

Telnet ———»  User Mode (Privileged Mode)

SSH*’fﬂﬂ#ér T

Disable (Command) |

o JO gV »o mMode DwenG:i
- Global configuration mode
- Configuration submodes

e Global configuration mode

Device oo configuration den& @b geod mode o

enable configure terminal l

Y |
User Mode Enable Mode Configuration Mode

A
disable end or Ctl-Z

Switch>enable

Switch#configure terminal < command

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# < o%»»e Global configuration mode ©we



e Configuration submode

Same kind configuration commands groups

Y

interface type/number Interface  ____ :
Mode :
configure £ i
terminal vian x L . ?
—_— 1
Global Mode :
Enable :
Mode C“'ﬁg, e - l
T line console 0 " Console Line ____ Y
End or Ctl-Z Maode :
line vty 0 15 > VIYLine ___ | Y
Mode '
A !
i i
------------------------------------------------------------------------- -.*- -
End or Cil-Z
Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#line console 0 < command

Switch(config-1line)# < o®»we console line Configuration sub mode ©we

Storing configuration files

RAM Flash
(Working (Cisco 10S

NVRAM
(Startup

Memory and Software)
Running
Configuration)

Configuration)

RAM (random-access memory)
- running (active) configuration files save oehoe 96 6wD.
- volatile, fast



Flash memory

- Cisco I0OS images save oebome ©eez. (Cisco I0S Software o)

- Non volatile

ROM (Read-only memory)

- bootstrap (or boothelper) store 2ee SwehHme 6 6.

- Non volatile

- Cisco I0S ow» flash owe 9¢» RAM owo load »3d»6:n.

NVRAM

- startup configuration file save oeHme ©6: 6w.

- Non volatile, fast

- I0S o start o3¢, switch oo reload o5&, use De»e:y.

Startup vs Running configurations

Startup-config

Running-config

Stores in NVRAM

Stores in RAM

Non volatile

volatile

initial configuration commands
06Ie® store mdc HuedHme

I0S ©» start odee,
use 8@@@3&:5.

reload w=dee,

currently used configuration
commands ©6:'e® store odc Huedhne

Configuration mode owe 9¢d 235
Denéw® gpo dynamically Demés
Do) .

Securing Device CLI

Console access, Telnet access, SSH access, Privileged mode(Enable
mode) access control =3%» geod CLI owned.




15 Method: Use of shared passwords

e Console & Telnet userse om® password om»d Use =ddme. (shared
password ©wod)

User mode o0 log oece® password otcH»

Password
— User mode

Enable mode

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#1line console 0O

Switch(config-1line)#password 1234 < command
Switch(config-1line)#login < shared password o active =d»e:
Switch(config-1line)#"Z

Switch#

%SYS-5-CONFIG_I: Configured from console by console

exit

e User mode log oéce password ok&cHme

User Access Verification

Password:

o gid wSHD

Switch(config-1line)#no password

Enable mode owo log odce password o&cH»

Password

User mode Enable mode

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#enable secret 1234 < command



Switch(config)#/Z

Switch#

%SYS-5-CONFIG_I: Configured from console by console
exit

e Enable mode ¢wo log 2ece password okcdHoe

Switch>
Switch»enabkle
Password:

o gD DSHD

Switch(config)#no enable secret

2" Method: Use of local usernames and
passwords

e Console, Telnet, SSH login 2e®»» username & password cem® oEEc®»G:H.
e username & password save Dedh»e Locally.

Username &
Password

User mode Enable mode

Switch(config)#username John secret 1234 < config user & passwords
Switch(config)#username Tommy secret 1111 < config user & passwords

Switch(config)#line console @ < go to the submode
Switch(config-line)#login local < active passwords and users

User RAccess Verification

Username: John
Password:

Switch>

e User mode login password Sae =@ &) replace ©33.
e Enable mode password replace @38,



Username & User mode PESSWDPd‘
Passwonrd

Enable mode

User Access Verification

Username: John
Password:

Switch>»enable
Password:
Switch#|

3" Method: Use of external authentication
servers

e external authentication servers @c¢ login data store Qedve.
(AAA servers - Authentication, Authorization and Accounting

servers )
@ Login: wendell/odom @ Login: wendell/odom
e R CR——— -
Al L= =]
v
| Treemem—— L SW1 LS <1 |
@ Command Prompt @ Approved! AAA
Telnet or SSH RADIUS or TACACS+

Useful CLI commands

e show history

log 2e5 mode ©96: owng command sedmn:)
e exec timeout <mins> <secs>

exec timeout 0 O
e no ip domain-Tlookup



oS¢ command execute @d» oo »obone:d (waiting time oo

DHPDSHED) .

e no & command om0 mcH» ac command dwmed Dem» Process o inverse
DSHD SEOD .
ex: Switch(config-line)#no password ¢ User mode login owoe:!
password &% ©d06:).

Ethernet LAN Switching

Role of a Switch

1. Act as a “place” to connect devices to the LAN
2. Forward (switch) frames to the correct device ¢ The primary role

(Lan ¢! devices oco Network om0 connecting places c¢enE:d,
»3 device om0 frames forward =s»6:)

Switches use Layer 2 logic.
Switches, 0SI model ome:’ 2" layer ®e:J TCP/IP model owe:’ Data Link
layer owe:! H3mbdem 0o network devices oe:l. ©@ layer owe:'@ switch oo»
Bwawsd Layer 2 logic oel.
e MAC Address Learning
Forwarding and Filtering
Frame Flooding and Filtering
Virtual LAN (VLAN) Support
Loop Avoidance

Default Switch configurations

« A1l interfaces are enabled, ready to start working and switching.
« ALl interfaces are assigned to VLAN1

+ 10/100 and 10/100/1000 interfaces use auto negotiation

« MAC learning, forwarding, flooding logics work

« STP is enabled



How do switches work?

Switch o=@’ main role ¢ ©dobm, steps 3H cnoens ©3G.

1. Destination MAC address oo g¢m»o, frame o5 forward
DSHD [ 56:IDWEE® BS port SSes 93m6:.

2. &5 &b frame o¢ Source MAC address @wm =3%z 3,
“learning MAC addresses” & Prepare to forward.

3. Preparing to forward only one copy of the frame to the
destination by creating a loop free environment (using STP -
Spanning Tree Protocol)

See ¢+ LAN Switching summary

https://docs.qoogle.com/document/d/19bhhaxQBiD_euK2iCALgt03dQrnde770ZG
hx6alwlLSo/edit#heading=h.k2slnbnxa%93n

Frame structure

e Header v»a trailer ¢»& add 2»e: data link layer vwe:'e.

Header Trailer
[ A e - r'__‘\
Preamble |SFD| Destination Source Type | Data and Pad FCS
7 1 6 6 2 46-1500 4

e Destination MAC Address
- receiver oe MAC address o»
- data forwarding oce Ocod

e Source MAC Address
- sender ®e¢ MAC address &»

- MAC address table ©o» build =odce ocod

e 29 6 hytes long.


https://docs.google.com/document/d/19bhhaxQBiD_euK2iCALqt03dQrnde77oZGhx6aIwLSo/edit#heading=h.k2slnbnxa93n
https://docs.google.com/document/d/19bhhaxQBiD_euK2iCALqt03dQrnde77oZGhx6aIwLSo/edit#heading=h.k2slnbnxa93n

MAC Address table

e Table ©w» Dynamically built by switches, Maintain =35»ed
switches. (dynamically oaodme:n device plug =dcee)

e Table oo entry som Hwene:d, switch ©»0 connect =g device
o6 MAC address, &0 goc switch owe:! interface(port) oo.

Switch#show Mac Address—-table
Mac Address Table

Vlan Mac Address Tvpe Ports
1 d00e.2a31.1881 DYNAMIC Fa0/3
1 300z.4147.a672 DYNAMIC Fal/2
1 O00c . 85697687 DY MNAMT Fal/3

e Destination MAC address ©wm, MAC address table oo entries o
compare =3 2E»GEI). & g0 switch oo 5de¢e 9396 e:N® port
Swebe frames wodme/ @Obme mdme dec. (forward or filter out)

e Destination MAC address ©wo, MAC address table oo »@®H»®,
“flooding” process oo Dene:].

e Flooding - incoming port oo o ¢ port o@ cweoe frame ooe:
copies forward %3e.



Forwarding with One switch

1) Frame Came in FO/1,

2) Destined for 0200.2222.2222

3) Forward Out F0/2

4) Filter (Do Not Send) on F0/3, FO/4

Wilma
Fred ® 0200.3333.3333
[:]I { Dest 0200 2222 2222 | —» [l
— FME Fo3 —
(] For (]
p— e
—— *---------------------6 ------- ' ——
Barney Betty
0200.2222.2222 R S T 0200.4444 4444
MAC Address Output
0200.1111.1111 FOA
0200.2222.2222 FO/2
0200.3333.3333 FO/3
0D200.4444.4444 FO/4
Forwarding with multiple switches
1) Frame Entered FOA...
2) Destined for 0200.3333.3333. .
3) MAC table entry lists GOA...
4) Forward out GOA
Wilma
Fred @ 0200.3333.3333
E]_| = Dest 0200.3333.3333 |- D‘_I
F— % . ) —
— FoA

GOH GoR

]

Fo/2 FO/4
/ ’
0200.2222 2222 0200.4444.4444

SW1 Address Table SW2 Address Table

MAC Address Output MAC Address QOutput
0200,1111,1111 FO/1 0200.1111.1111 Go2
0200.2222,2222 Fo/2 0200.2222.2222 Goe2
0200.3333.3333 @ GonM@)| [0200.3333.3333  Fos3
0200.4444.4444 GO/ 0200.4444.4444 FO/4




1) Frame Entered GO/2...

2) Destined for 0200.3333.3333._.
3) MAC table entry lists FO/3. ..

4) Forward out F0/3

Wilma
Fred 0200.3333.3333
D' = Dest 0200.3333.3333 |- @ DI
e . — . I @ _________ e s
= E =
-—l G0N G0/2 _-I
3 —L
— —
Barney Betty
0200 2222 2222 0200 4444 4444
SW1 Address Table SW2 Address Table
MAC Address Output MAC Address Output
0200.1111,1111 FONM 0200.1111.1111 GO0/2
0200.2222.2222 For2 0200.2222.2222 Gos2
0200.3333.3333 GOA 0200 .3333. 3333@ Fo,a@-
0200.4444.4444 GO/ 0200.4444.4444 FO/4

Learning MAC addresses

e Incoming frame o¢ Source MAC addresses base mdowe» MAC address

table om0 entries aodme.
e Frame ¢ob receive ve» 0@ =de, switch ow», frame o=’ source MAC

address & 6.

e Incoming frame oww» source MAC addresses ¢w» table owe »H»9, L)
table om0 aedne:d. interface (port) owod odHme.

o O»® MAC address o©wm, port o» Demé De) 5@@@{23)55 (ex : device ow»
®eoE em port owmo set =d),
table ow» update mdeod»e:) eed interface(port) number oo oc.



Address Table: Before Either Frame Is Sent

Address: Qutput
& s | TR (Empty)
0200.1111.1111 0200.3333.3333 @
Address Table: After Frame 1 (Fred to Barney)
Address: Output
0200.1111.1111 FOA

Address Table: After Frame 2 (Bamey to Fred)

Address: Output
0200.31111.1111 Fon
0200.2222 2222 FOv2

0200.2222.2222 0200.4444 4444

Managing MAC Address Table

e Switch ©» remove =»3»e:) MAC Address Table entries,
o Aging
o user commands gpo.

e Aging
o Switch ©®0 agd MAC address cod c@pe®l/ cbo oodsd frame
% receive gm@azsaﬁf, inactivity timer — 0 =ad»6:n.
o pre-defined time range cod FED Use »E:WOY entries,
remove o36:).
o Table ¢» full »®, aging gpo =Se® entries gud ©S»G.

e user commands
o #clear mac address-table ¢ @ entry @@ remove 356
o #clear mac address-table dynamic < dynamic entry 2535
remove =3oG:»)

(dynamic - port ¢wo ®®® device vwd set wsdo geod.
Static - port oo set =55H» geEod w¢d define =3y MAC address swe»
device ©w» 293&%. ex: printer omd set »d» port ood)



Unicast | Broadcast | Multicast

Unicast - network o6 o5oemmod @b BD.
Broadcast - ©@6:30® wobs .
Multicast - selected guwo wodH» BD.

Avoiding Loops using STP

__[j Archie

e . e ~— g =
—— a i [ ramy
] i!-———-—(---——-—-——---——-—--—------—-——: e ——
Powered Off! i el s e v s e P = s —’

Frame Starts Here

e ©3 mechanism cod 26 ISReENT), network owmm Hwen redundant (geos)
links , indefinite loops create 2ee network ©m» unusable 2edH»
SeOD .

e STP - Spanning Tree Protocol
w@»d ports block ©3ee®», Unknown unicast »@: broadcast Frames
00 g indefinite loops 99% ©IG.

LAN Switching summary

»3 device omo frames forward =35» (main role of switch), switches
steps 3D gnomcs ©3G.

Step 01

Switches frames forward =»d5»»e frames oc Destination MAC address ©w»
ano.
Destination MAC address &w»;
a) known unicast »®,
MAC address table o6 Swe» outgoing port oG, frame oo o»
incoming port oo ;
o end Y,
outgoing port ©mo frame o» forward =3»6:.



o YIDG DY,
Frame ©» ignore =d»e:).(because same device)
b) Unknown unicast e broadcast 59,
switch floods the frame.
(flooding - incoming port oo o o> port o@ oowvoe frame
ooe: copies forward 53e.)

Step 02
Learn MAC address table entries
a) o@ receiving frame owm»e@ source MAC address ow=3 port ©=»d check
DSHE).
b) MAC address table o6 5@, % add odobo6:.

Step 03

Stop indefinite loops using STP (Spanning Tree Protocol)

(wos ports block 3e@e», Unknown unicast »e:3 broadcast Frames ©8% g
indefinite loops o0oH 93&.)

Practical

4Forwarding Frames.pkt

ping command
e Network ©mw» connectivity check =»3» command ©».
e Checking msg 4 =85 sent =8»6:). oo device oodHd Reply 4d o)
connectivity ©» success »®.
e ping 192.168.1.002 < goc IP o5 odH» connectivity check =d»e:n
e ping 192.168.1.255 < connect dee Dwem »@ device von 5D
connectivity check =3»6:

Show device labels
Option — Preferences — Interface —


https://drive.google.com/file/d/1SOef-F0M-eJkLgz7Jwecqc5VWs4G2B_d/view?usp=drive_link

E Preferences

Interface Administrative Sho

Customize User Experience

Show Animation

|:| Play Sound

Show Device Model Labels
[](Show Device Name Labels]
Always Show Port Labels in L

1.Forwarding Unknown Unicast Frames
a. with One switch

FaliZ Faos3

e 0 e
PC-PT PC-PT
pcz PC4

e Change IP address
Click PC1 — Desktop — IP Configuration



¥ pCi

Physical Config Desktop Programming Attributes
—

IP Configuration

Interface FastEthernetl

IP Configuration

) DHCP (@) Static
Pvé Address [152.168.1.1
Subnet Mask 255.255.255.0

Do the same for other PCs.
PC1 IP - 192.168.1.1
PC2 IP - 192.168.1.2
PC3 IP - 192.168.1.3
PC4 IP - 192.168.1.4

clear mac address-table in switch (Unknown =3%»)

Switch»enable

Switch#clear mac address—-table

Switch#show mac address—-table
Mac Address Table

Vlian Mac Address Type Ports

Click PC1 — Desktop — Command prompt
ping 192.168.1.2



C:\>ping

32 bytes of data:

()]
oo

Pinging

W]

Eeply from
Reply
Reply
Reply

time<lms TTL=128

o

5 R
5 -
g2 ’)
J:_\ Ny
— —

9

Ping stat L2

Packets: Se eceive 0 (0% loss),
Approximate round trip time :

Minimum = 0Oms, Maximum Oms, Average = 0Oms

Switch

Switch#show mac address-table
Mac Address Table

Vlan Mac Address Tvpe Ports
1 0005.5e5c.ac38 DYNAMIC Fal0/1
1 00d0.becE8.32c3 DYNAMIC Fal/2

(PC1 — switch owo sent msg @@@az‘fa PC1 MAC address ow»,
PC2 — switch ooo receive msg ooe:'@ PC2 MAC address owm,
Table o»0 add »deod»e:d [Learning MAC addresses])

. with Multiple switches

Fal/2 Fal/2
M Fali3 f
Fao/1 _J " T ————i g Faliz

2950-24TT 2550-24
Switch1 Switch2
Fa0 Fall
S

] Sl
PC-PT PC-PT
PC 04

PC 02



e Change IP address
e clear mac address-table in switch 1

Switch>enable

Switch#clear mac address—-table

Switch#show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
1 J040.0bEe.4601 DYNAMIC Fal0/3

e clear mac address-table in switch 2

Switch#show mac address—-tabkble
Mac Address Table

Vian Mac Address Type Ports

e ping PC 01 to PC 04

C:\>ping 192.168.1.104

Pinging 192.168.1.104 with 32 bytes of data:
time<lms
time<lms
time<lms
time<lms

[¥s]

Feply
Reply
Reply
Reply from

[¥a]
[ T o I O R A

e~
oo
Lo B B B

Ping statisti
Packets

Approximate round trip times in milli-seconds:
Minimum = (Oms, Maximum Oms, Average = 0Oms

(0% loss),

e Switch 01



Switch#show mac address—-table
Mac Address Table

Vlan Mac Address Type Ports
1 0006.Z2a31.1881 DYNAMIC Fal/3
1 0002.4147.a672 DYNAMIC Fal/2
1 0040.0b8e.4601 DYNAMIC Fa0/3
e Switch 02

Switch#show mac address-table
Mac Address Table

Vlian Mac Address Type Ports
1 000&.2a31.1881 DYNAMIC Fal/2
1 000=a2.4147.3672 DYNAMIC Fa0/1
1 - 000a.4188.4503 DYNAMIC Fal/1

(switch ©®0 woe®d port number eod»e)

2.Broadcast frames

Q\ Fa0 Fal f"_.—;
i PC-PT

PC-PT
PC 03
PC 01
Fa0r? Fa0i3
™ Falid Falil wot™

Fﬂl:l” ﬁ' o — e — — — — = ‘ FED.Q
2060-24TT 2060-24TT
Sweitchi Switchz
Fa0 Fall

—r F— ]
PC-PT PC-PT
PC 02 PC 04

®>® PC soo console ooe,
ping 192.168.1.255



C:\>ping 192.1¢

Pinging 192.168.1.255 with 32 bytes of data:

(53]
[wn]

.12: bytes=32 time<lms
1.11: bytes=32 time<lms
1.13: bytes=32 time<lms
1.12: 2 time<lms
L11: time<lms
1.13: time<lms
1.12: time<lms
1.11: time<lms
.13: time<lms
1.12: time<lms
1.11: time<lms
1.13: time<lms

Beply from
Eeply from
Eeply from
Reply from
Beply from
Eeply from
Eeply from
Reply from
Beply from
Eeply from
Eeply from
Reply from

531
Co

e i i i el il il el
111111G1|11111
[

e i il el el et il

o
L

5

o
)

m

[a)]
M

5

(53]
(]
m

531
)
m

531
)

i
Il

15
19
19
1
1
1
1
1
1
1
19
19

m
h n th ot ot oM

51
[wn]
m

Ping statistics for 192.168.1.255:

Packets: Sent = 4, Received 12, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

Switch owed g5 PC 2co coples wodHme.

Revising LAN concept

The definition of a LAN
same broadcast domain ®oo» Dwee» devices.

Segregating LAN (Lan oo 53@)

Why segregating/separating LAN networks?
- CPU overhead oo &) odob». (Lan VG goobhe gwo data «» Ow»
HOHDHD )
- Security risk oo ¢3 @255>.
- O» O» host 90 Demés security ced»
- Users ¢ department oco »ad»
- Troubleshoot =»sd»



Concept of VLAN

»5 device ©»% logically broadcast domain 2co 2eé®.
(Virtual lan o¢o0)

Switch#show interfaces status & interfaces 2¢ status acrod»

VLANs on single device

= J

Fa0 foen

F'I'I
\\\_ FaH?)/x

Fal/1
agtc Falvs
Fa0r3
Iram
Fal
Fal | Fac .
_'; 4 Ql )
PC3 PC4 PCS

e Assign IP’'s for each devices
e Switch#show vlan brief ¢ device oo6: ¢»0 wec Dwem vlans
AIODD ZEPD .

Switch#show vlan brief

1 default active Fal/1, Fal0/2, Fal/3, Fal/4
Fal/5, FaO/&, Fa0/7, Fa0/B8
Fal/%, Fa0O/10, Fa0/11, Fa0/12
Fal/13, Fal/14, Fal/15, Fal/lée
Fal/17, Fal/18, Fal/1%, Fal/Zz20
Fal/21, Fal/22, Fal/23, Fal/24
Gig0/1, Gig0/2

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet—default active

e VLAN »2dme mpo &» PC oo g9ec ping command ¢» oo broadcast msg
oobd (192.168.1.255) ¢@oe:ns),



Sent — 4
Receive — 16 (target device 4 * 4)

VLAN 20 2ed» 3@

Switch(config) #vlan 2 «aed VLAN Ood wesm
Switch(config-vlan)#name QA-team «VLAN =0 2@ eca®

Switch#show vlan brief

VLAN Name Status Ports

1 default active Fal/1, Fal/2, Fal/3, Fald/4
Fal/5, Fa0/€, Fal/7, FaO/8
Fal/%, Fal/10, FalO/11l, Fal/1l2
Fa0/13, Fa0/14, Fad/15, Fal/lée
Fal/17, Fal0/18, Fald/1%, Fal/ /20
Fal/21, Fa0/2Z, Fal/23, FalD/24
Gig0/1, Gig0/2

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

gc® VLAN ©9d ocene:n QA-team mae. &0 ports configure =dc 2.

VLAN 2 2co ports assign 3@

Switch(config)#interface fa0/3 ¢« interface FastEthernet 0/3 o¢
configuration mode ©90 wh».

Switch(config-if)#switchport access vlan 2 & port ©» assign
2356 VLAN 2 Dco

// Interface range omnd om=d assign o5

Switch(config) #interface range faﬂ}3—5
Switch (config-if-range) #switchport access wvlan 2



1 default active Fa0/1, Fal0/2, Fal/e&, Fald/7
Fal/8, Fal/%, Fal0/10, Fal/11
Fa0/12, Fa0/13, Fal/14, Fa0/15
Fal0/16, Fal/17, Fal/1l8, Fal/19%9
Fa0/20, Fal/21, Fal/22, Fal/23
Fal/24, Gigl/1l, Gig0/2

2 QA-team active Fa0/3, Fa0/4, Fa0/5
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

VLAN 2 ‘QA-team’

¢® ping command ©» o»e broadcast msg owd (192.168.1.255)

e PC 1 9¢ och o6,
Sent — 4
Receive — 4 (target device 1 * 4)

o PC 3 2¢ 9¢» cszéa@-:::-)b's,
Sent — 4
Receive — 8 (target device 2 * 4)



VLANs on multiple devices

¢/VLANS . pKt

1) Using two links to connect two LANs

- -

P
_P'I Fa0 _Pl Fal

|HW1 ’me

Fandd Fan I

S FAND e — i — — ———— (]

FEEI."Z‘
Fﬂl:ll
QJ
PC10

Switch 1 & 2 (before separation)
Switch#show wvlan brief
WVLAN Name Status Ports
1 default active Fal/1, Fal/2Zz, Fa0/3, Fal0/4

Fal/5, Fal/&, Fal/7, Fal/B
Fal/%, Fa0/10, Fal0/11, Fal/12
Fal0/13, Fal/14, Fald/1l5, Fal/lé
Fal/17, Fal/18, Fal/19, Fal/20
Fal/21, Fal/22, Fal/23, Fal/24
Gig0/1, Gig0/2

1002 fddi-default

active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
e Ping broadcast msg (192.168.1.255)
Sent — 4

Receive — 16 (target device 4 * 4)

Switchl
o VLAN 290 2ed» 3@


https://drive.google.com/file/d/1tt8mIguBI7rYBzLFhetf7HKJLXcq35Xy/view?usp=drive_link

Switch(config)#vlan 2

e VLAN 2 9co ports assign o53e
Switch (confiqg) #
Switch(config)#interface fal/2
Switch(config-if) #switchport access vlan 2
Switch(config-if) #interface fal/3
Switch(config-if) #switchport access wvlan 2
Switch(config—-if)#interface f£al/5
Switch(config-if) #switchport access wvlan 2

L

Switch#show vlan brief

VLAN Name Status Forts

1 default active Fa0/1, Fal/4, Fal/6, Fal/7
Fa0/8, Fal/%9, Fal/10, Fal/11
Fa0/12, Fal0/13, Fal/1l4, Fal/15
Fal/1e, Fal/17, Fal/18, Fal/19
Fal/20, Fal/21, Fal/22, Fal/23
Fal/24, cGig0d/1, cig0/2

2 VLANOOOZ active Fa0/2, Fa0/3, Fal/5
1002 fddi-default active

1NN3E token—rina—defanlt artisre

Switch2

e Switch 1 o¢ déwas.

Switch(config)#vlan 2

Switch(confiqg) #interface fal/4
Switch(config-1if) #switchport access vlan 2
Switch(config-if) #interface fal/2
Switch(config-if) #switchport access wlan 2

show vlan brief

1 default active FaD/1l, Fa0/3, Fal/5, Fal/e
Fal/7, Fal/8, Fal/%9, Fal/1l0
Fa0/11, Fal/12, Fa0/13, Fal/14
FaD/15, Fal/le, Fa0D/17, Fa0/18
Fal/1%, Fal/20, Fal/21, Fal/22
Fal/23, Fal0/24, Gigl/1, Gig0/2

2 VLANOOODZ active Fa0/2, FaD/4
1002 fddi-default active
1NN +mlrarn—rirnma—cdafFanl+ e T

e Switch 1 FAO/5 , Switch 2 FA®/4 ports, VLAN 2 connect »3%»» use

D3E DIeHD6,



| - VLAN 1 -

| PL6 E;é PCY| Fal
Falr Fald/

Eafiid

T Fal/s = o e ——————— )]

Ping broadcast msg (192.168.1.255)
o from PC7

Sent — 4

Receive — 8 (target device 2 * 4)

o from PC9
Sent — 4
Receive — 4 (target device 1 * 4)

2) Using one 1link to connect two LANs

VLAN Trunking

om link 999% VLAN ©6:08)®3 connection »arod»e:.

VLAN Tagging

VLAN ooe: goc device om0 «odm, frames oc header tag =dc

D3eHD6 .



e Switch(config-if)#switchport mode trunk



Switch(config) #interface f£al/5
Switch(config-if) #switchport mode trunk

Switch#show interfaces status

Speed Type

10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX

Port Name Status Vlian
Fal/1 connected 1
Fal/2 connected 2
Fal/3 connected 2
Fal/4 notconnect 1
connected t
Fal/& notconnect 1
T/l Nt comnast 1

Switch 200 o8> .

Switch (confiqg) #interface fal/4
Switch(config-if) #switchport mode trunk

Switch#show interface status

10/100BaseTX
10/100BaseTX

1N/ 1NNBa2camy

Type

10/100BaseTx
10/100BaseTx
10/100BaseTX

FPort Name Status Vlan

Fal/1 connected 1

Fal/2 connected 2

Fal/3 notconnect 1
connected

Fal/5 notconnect 1

Fal/l A not ronnecst 1

Switch#show interface trunk

10/100BaseTX
10/100BaseTx
1N/1N0NRacaTY

Port Mode Encapsulation Status Native wvlan
Fald/4 on 802.1qg trunking

Port Vlans allowed on trunk

Fald/4 1-1005

Port Vlans allowed and active in management domain

Fal/4 i,2

Port Vlans in spanning tree forwarding state and not pruned
Fal/4 i,2

#show vlan brief oo sedhmme =, trunk ports



Switch#show vlan brief

VLAN Name Status Ports
1 default actiwve Fal/1, Fald/3, Fald/5, Fald/e
Fal/7, Fa0/8, Fal/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fal0/15, Fal/le, Fal/17, Fal/18
Fal/1%, Fa0/20, Fal/21, Fa0/22
Fal/23, Fal/24, Gig0/1, Gigd/Z2
2 VLANODOZ2 active Fal/2
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Number Systems
Category 23,
1. Non-positional - number oo Huem ENDWE: DcodDed 5
ex: Roman, Gray Code, Tally, etc.
2. positional - number om Swen &Nve Dicod
ex: Binary, Octal, Decimal, Hexadecimal
Positional Number Systems
Number Base |Pre-defined Digits Example
System
Binary 2 0, 1 101101,
Octal 8 e, 1, 2, 3, 4, 5, 6, 7 5739,
Decimal 10 e, 1, 2, 3, 4, 5, 6, 7, 8, 9 2467
Hexadecimal | 16 e, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, F [1A3F,

e Binary digit = ‘Bit’




4%BASE _CONVERTERS « with steps

4’Base converter | number conversion

e Another base to Decimal

Get the total of base powers

ex:

binary to decimal
101, to decimal
(1 x2) + (@ x2Y) + (1x29
4+ 0 + 1
5

e Decimal to Another base

Divide by the target base

ex:

5,0 to binary

Remainders

2[5 1

22 0

21 1
0

= 101,

e Another base to Another base

X base — decimal — Y base

ex:

52,, to binary

. 52,, convert to decimal

(52),,= (5 x 16%) + (2 x 16%)
= 80 + 2
= (82) 4,

. Decimal result convert to binary

Remainders

-~ O0O-200-0

= (82),, = (1010010),
So, 52,, binary value is — 1010010,


https://madformath.com/calculators/basic-math/base-converters/base-converters
https://www.rapidtables.com/convert/number/base-converter.html#calcform

e Direct way (not valid for all bases)
e Binary to Octal

ex: 1010010, to octal

001//010/[010;
1 2 2 _.
e Octal to Binary
ex: 122, to binary

122

F|F|’1 FI1[:' F'ﬂ:' = 1010010,

e Binary to Hexadecimal
ex: 101001010001, to hexadecimal

1010//0101//0001!
A 5 1,

e Hexadecimal to Binary
ex: Ab1l,, to binary

Al5/1

FIFIFF
1010 0101 0001 - 101001010001,

IP Addressing

Network owmed &0 communicate »3H» uUse Dedve.



e Two types of IP address
- IPv4
- IPvé

IPv4 Address structure

o bit 32 5% ocedme. (octet 4)
XXXXXXXX o XXXXXXXX « XXXXXXXX « XXXXXXXX
(x represents either binary 0 or 1)

e parts 2&: Network part & Host part

Network part Host part

e ©»® network oon swem» IP address o¢
- network part om weimna
- host part oo 2ené

e Address classes 3¢,

Class A N-8 H=24 |
casse RN ¢ |
Class C N=24 H=8

Address ranges

o acSodn c6E Deb» Dotted Decimal Number (DDN) ogb represent =3&.
10000000 00001011 00000011 00011111

N\

128.11.3.31



e first octet ome:! value omed class DE0 edH DG,

Class | First Octet Values Purpose
A 1-126 Unicast (Large-sized networks)
B 128 - 191 Unicast (medium-sized networks)
C 192 - 223 Unicast (small-sized networks)
D 224 - 239 Multicast
E 240 - 255 Reserved (Formerly experimental)
e 0 , 127 & reserved

Address Analysis

- first octet ome:! value omed class oo SHdew D33.

Class | First Octet Values
A 1-126
B 128 - 191
C 192 - 223
D 224 - 239
E 240 - 255

- Smallest IP address in the network defines Network number
(Network ID, Network address)
reserve odc swedme network om» identify =dods.

- broadcast address
- Highest IP address is the broadcast address

- A1l other IP addresses are used address hosts uniquely

- Default mask

Network part o0 ¢od@® oi»d (11111111 or 255),
Host part om0 @ oina (00000000) c®ve v» IP address om.




I Class A Class B
1-126 128 - 191 192 - 223

Octets in network part [l 2 3

Bits in Network part 8 16 24
. 128.0.0.0 - 192.0.0.0 -
VNG G AT GG 1.0.0.0 - 126.0.0.0 )
191.255.0.0 223.255.255.0

Total networks E 126 E 16,384 E 2,097,152
3 2 1

Octets in host part
Bits in host part 16

24 8
Hosts per network : 16,777,214 : 65,534 = 254
255.0.0.0 255.255.0.0 255.255.255.0

Class comparisons

Class Networks Hosts/Network
i e e )
A =7|’ E;' =;’
k\ 126 16,777,214 /l
/' —

C
\_ 2,097,152 254 )

N/
)
D)
D)
8]

T &

Class C
Range 192 - 223
Network part octet — 3
Lowest IP address network part value— 192.0.0
Highest IP address network part value— 223.255.255

192.0.0 —— 11000000 00epOEEE GOEOEOOO
192.255.255 . 11011111 11111111 11111111

Total Networks = 2% = 2,097,152



Host part octet — 1

Lowest IP address Host part value— 1
Highest IP address Host part value— 254
Hosts per network = 254 = 2% - 2

Subnetting

Needs for subnetting a network?

Better management of enterprise internetworks
Better management of IP addresses

Network traffic oo ¢Qwdds

Network security oo 2@935>.

Subnetting Overview

e The primary task of a router is to forward (route) packets from
one subnet to another

e Addresses in the same subnet are not separated by a router

e Addresses in different subnets are separated by at least one
router

One Subnet A Third Subnet
A A Second Subnet
-

_ S -
=

=

Bl—

_."
I

Analyzing Subnetting needs

Considerations when designing a subnetted network
e Which hosts/users should be grouped into respective subnets?



e How many subnets does the enterprise need?

e How many IP addresses each subnet should provide?

e A single subnet size for all subnets or not?

Head Office =
12 subnets :,-a
e v SO
(4 _‘Eﬂ'@‘
b b
— _g?
- |

Implementing Subnets

Branch 1
2 subnets

=R

Branch 2

2 subnets
S

Branch 3
2 subnets

S — 7=

' 32 Bits

S - Subnet bits
H - Host bits

N - network bits } .
prefix



A N=8 Gt ' H=__
0 =N
(B 1 I
e s
[ o
= @ |l
C N-24 s- 1"
: N+S+H=382
Host bits ow» — H
Subnet bits o» — S
gobhw subnet o — X
subnet ®om0 godhe hosts o — Y
X < 2°
Y < 2%- 2
Need Y
Hosts/Subnet:
202 =2Y?

Example :

The subnetting requirement,
200 subnets

200 hosts per each subnet
Use network 172.16.0.0

172 < class B



Network part bits = 16
Subnet + Host bits (rest) = 32-16 = 16 bits
28 = 256 S PIBBDHD ocsen bit o 8

a) =t )
=y (&
25 1.2

]
N
£

256

Excess: 56 Excess: 54

Need:
200

Subnets Hosts/Subnet

Subnet mask

Format 3 0 Gwdo geod,
e Binary representation
11111217117.22121212.11111111.0000006000

e Dotted Decimal Notation (DDN)
255.255.255.0

e Prefix Notation (network bits + subnet bits)

/24
ex:
Prefix Binary DDN
/24 11222111.122221711.12211111.000600000 255.255.255.0
/27 1111717111.1711121172.12112111.11100000 255.255.255.224
/30 11111111.121121112.1211721122.11111100 255.255.255.252
/16 11222111.12221111.6060000000.00000000 255.255.0.0




Analysis of Subnetting

first octet class network bits
value range

1 - 126 A 8

128 - 191 B 16

192 - 223 C 24
lopeeeoe = 128 = 128
11000000 = 128+64 = 192
11100000 = 128+64+32 = 224
11110000 = 128+64+32+16 = 240
11111000 = 128+64+32+16+8 = 248
111111600 = 128+64+32+16+8+4 = 252
11111110 = 128+64+32+416+8+4+2 = 254
11111111 = 128+64+32+16+8+4+2+1 = 255
1111111 = 64432416+8+442+1 = 127
00111111 = 32+16+8+4+2+1 = 63
00011111 = 16+8+4+2+1 = 31
0OBO1111 = 8+4+2+1 = 15
0ORE0111 = 4+42+1 —
pOEEBE11 = 2+1 = &
0OEEEEE1 = 1 =1

peeEeEE1 = 2° =1
00060B10 = 2 = 2
0000100 = 22 = 4
POOE16E0 = 2° =8

00010600 = 24 = 16
00100000 = 2° = 32
01000000 = 26 = 64
10000000 = 27 = 128


https://themiu.github.io/SubnetAnalysis/

https://themiu.github.io/SubnetAnalysis/

% B subnetting

Example:

1) IP Address: 8.1.4.5
Subnet Mask: 255.240.0.0

e Subnet Mask in Binary: 11111111.11110000.00000000.00000000

e Pref

ix

/12

e Address range : 1-126

e C(las

No.
No.
No.
No.
No.
No.

DDN
Bina

S

of
of
of
of
of
of

ry

: A

Prefix bits: 12

Network bits: 8 (class A)

Subnet bits: 4 (prefix bits - network bits)
Host bits: 20 (32 - prefix bits)

possible subnets in this network: 2°

hosts per subnet: 2%-2

8.1.4.5
0000160060.000060601.00000100.00000101

Network part oo 2ené Dedbme .
Demés Dedme subnet part owmd, host part oons 99da.

subnet ID - host part @596:0® 0

First assignable IP - subnet ID address ¢’ host part + 1

Broadcast IP - host part @%6:m® 1
Last assignable IP - Broadcast IP address o»e:’ host part - 1

Existing subnet’s

Binary DDN
subnet ID 00001000.00000000.00000000.00000000 |8.0.0.0
First assignable IP | 00001000.00000000.00000000.00000001 |8.0.0.1



https://docs.google.com/document/d/1ZSmEOpsGm4XqxYL1wos8yqUTIGLYFfnHf_DUG_QnWdg/edit#heading=h.ijfi3w7c4hsk
https://themiu.github.io/SubnetAnalysis/

Broadcast IP 00001000.00001111.1211121112.12111121112 .15.255.255
Last assignable IP 00001000.0000111121.121121122.11111110 .15.255.254
Numerically first subnet’s (subnet part cwe: 0 &&»)

Binary DDN
subnet ID 00001000.00000000.00000000.00000000 .0.0.0
First assignable IP | 00001000.00000000.00000000.00000001 .0.0.1
Broadcast IP 00001000.00001111.1211121112.1211121112 .15.255.255
Last assignable IP 00001000.00001111.121121112.11111110 .15.255.254
Numerically next subnet’s (subnet part om0 +1)

Binary DDN
subnet ID 00001000.00010000.00000000.00000000 .16.0.0
First assignable IP | 00001000.00010000.00000000.00000001 .16.0.1
Broadcast IP 00001000.00011111.1211121112.12111121112 .31.255.255
Last assignable IP 00001000.000121111.12112112121.11111110 .31.255.254
Numerically last subnet’s (subnet part owe! 1 &éh)

Binary DDN
subnet ID 00001000.11110000.00000000.00000000 .240.0.0
First assignable IP | 00001000.11110000.00000000.00000001 .240.0.1
Broadcast IP 00001000.11111212.2121127122.21211111 .255.255.255
Last assignable IP 00001000.1111211121.121121112.11111110 .255.255.254




WAN Technologies

20 ¢S =H506eMBED ©dmm wd» Physical layer (Layerl), Data-Link layer
(layer2) standards & protocols oe:.

Two popular WAN technologies
1. Leased-1ine WANs (older)
2. Ethernet WANs (newer)

WAN connect =3®»» router ®.

Leased-1ine WANs (older)

= Building 1 Building 2 =
g g ==/ Aoy — |,
=gy ==
=y ‘ 1000 Miles | ey
e — i e S S s — =
LAN WAN LAN

Conceptually, WAN 1link is a crossover cable connecting two Routers.

« 2 most popular data-link layer protocols for leased lines exist.
- High-Level Data Link Control (HDLC)
- Point-to-Point Protocol (PPP)



Advantages and Disadvantages

of Leased lines
Advantages Disadvantages
- Simple for the - Higher cost
customer
- Widely Available - Longer lead times for

installation

- High quality - Relatively slow
- Private

Ethernet WAN technology (newer)

Ethernet WAN technology

PC1 PC2
L — e — S — il ——"
Ethernet LAN EoMPLS WAN Ethernet LAN

EoMPLS - use karana protocol eka



LANT EoMPLS WAN

- ec23
Haader| [P Packet

T— Source = R1 G0/1 MAC

Destination = R2 G0/0 MAC

* Source IP, destination IP a&d»e network header owed.

Router

- Task — Addressing and Routing data between networks.
- networks/subnets &»s physically connect =3&.
- network / subnet ©omw» gateway (entry point) owm.

- Modern router o¢ switching, wireless access, 2we functions

DEe»EI .

Central Site Branch Office

Py —
L =P Serial Cable

Leased
Line
_% I UTP
Cables
Internal
External CSuU/DsuU

Csu/DsU

Configuring Routers

Basic configurations are similar to switch configurations



DNS (Domain Name System)

e DNS , Internet owe! e¢memd Computers/hosts/servers ogm o0
hostnames »&0ome 3G

e DNS, hostnames — matching IP addresses ©co translates =oJa.
ex: www.google.com = IP 64.233.177.100

DNS Server Name Address | EJ] DNS
Name Database | Serveri  10.1.2.3 ! Server
Server2 10126 A

IP Address of Server1? Serveri
TCPNP rci1 (1) e 10123
[ 4 emveri =10.1.2. —
NEtWDTk E @ < m E'
® > > I

ARP (Address Resolution Protocol)

Hosts and Routers , ARP @& MAC address dynamically owe» ©3.

Ethernet
Broadcast

(D[ ARP Request

Target IP = 150.150.4.10 Sender IP = 150.150.4.10
Target MAC = 777 Sender MAC = 0200.2222.2222

ARP Reply |@

e

H’ Unicast (to R3)
| —

b

150.150.4.10
0200.2222 2222




Host logic

Rest of

/?'

IPv4
5 Netv\\:ork
===E?-——IEMHI"

[0}

——0

e Step 1: destination host o9d»e ©»@ network/subnet ©we »®, send
directly.
o eoed ¢h» ARP table o995 / ARP request broadcast oo5s
destination host oe MAC address oo 96:IHOSED).
o Data link layer ¢o@:! frame oo ®ccé, packet ood SHo

destination MAC address &wm% encapsulate =3»6:.
L 1

P d
header ata Metwork

Ihi— Packet ——
]

¥ 1 !

Ethernet Ethernet
header dta trailer

IL-'-‘- Frame T "“‘—‘—’{

e Step 2: destination host odme 2em®» network/subnet oo »®, send
to the default gateway.(router o»)

0 ¢codd ¢b» ARP table o»%% / ARP request broadcast oood
default gateway (default router) o©wme MAC address om
HENNDBED .

o Data 1link layer oe: frame oo »eee, packet ownd odm default
router MAC address ©o5 encapsulate ods»e:n.



Router logic

Host A sending a packet to Host B

Subnet 172.16.2.0/24

Subnet 172.16.4.0/24 eGﬂfﬂ -I

S0/0/1
Subnet 172.16.1.0/24 .2

Subnet 172.16.3.0/24

: GO/
G0/0/0 % %

Subnet 172.16.56.0/24

Routing Table

®

ot - |IP Packet w/ Data] == - == ==-ceccccccccccccnaa= :
@ 1 ToC (IP Header) i
]

—{E|IP Packet w/ Data |Eth |—» S HDLC|IP Packet wi Data| HDLCH

Ethernet LFCS {Ethernet Trailsr) | HDLC
ToC
To R1 (Ethemet Header) To R2

Router R1

l@

e Step 1: process addHm B frame code oke deco6:H.

o frame’s destination MAC address =— Router interface’s MAC

address

o FCS o5 frame oo ¢6:38 Suee ac»6:n. Dane:Nd frame oo

DEIEERW) H3IDEI).
(Router ©» frame oo recover =ddme ;)

e Step 2: step 1 o¢ conditions satisfy »®, frame ©» process
=»S»e:). (De encapsulate the packet)

e Step 3: routing decision



o Packet o¢ destination IP address &= routing table entries
OHm compare m3»6n.
o goe interface oo/ next hop (router) owmoc codme dc»E:.

// next hop (router) o0 w8,
e Step 4: next hop router’s interface cba@@-::‘f% destination MAC address
od IHm packet o» encapsulate »deg frame o »cpe:.
e Step 5: oweze» routing table entry =0 gmo outgoing interface
omed frame oo transmit =d»e:n.

IP Routing Table

IP &36:06056E @wgdmwe 908 9o @9Hwe: routing table oo ©6:R)DE
OO0 S WIB,

0 5@ JSPYOSHY, SPYOSWO gD wdaHL @ subnet dod ween® & routing
table ©»0 route vod OH 933.

o 5@ JDUSWWR SPYIS ESE:NEIIE(E3, ©& routing table ¢wel g8 route
O EEIEWHO DWG, gmed SYOSDEH owem ob directly connected
routes wo» routes G@RED oe:.

o guloBwenwed aed route ood oveded g, 6@@6@5@62‘; 3SQoB
536:06JeI®e ©% IP routing table oo route vwd ob ©3&, &©
route ©we: next-hop router ¢m w@duwed rouvte co oven ob
gD B 06 .



Building IP Routing Table

=5, 8

R1 Routing Table

“-ﬁ @ Subnet Interface  Next Hop

150.150.4.0 SenalD 150.150.2.7

R2 Routing Table

“4 @[ subnet Interface  Next Hop

E 1560.150.4.0 FastEth(/O 150.1560.3.1

150.150.3.1 i R3 Routing Table

. ‘ """" ' @ Subnet Interfface  Next Hop

Subnet —
150.150.4.0 _I{_il"'iu @ 150.150.4.0 Gigabit0/0 N/A

=

iy 150.150.4.10

Route Types

- Connected Routes
- Static Routes
- Routing Protocols

Practical

e With one Router
¢’0neRouter.pkt


https://drive.google.com/file/d/13sDBiWNUBP4sbVQuh5f6yEeqAWogY8CB/view?usp=drive_link

PC2

Network ©l

Fan: Giglna

——v—’—.

"“.j""r

Gigl/0/1  Falr3
Router

p €3

Fa

e Change IP and Subnet masks

e Default gateway om0 ed»e router VG goie port 90 cem IP onoc.

Network B2

(IP oo 2g network owebe address cod cebn BH)

PC1 PC2
Pv4 Address _192 168.1.2 Pv4 Address 182.168.1.1
Subnet Mask 255 285 255 0 Subnet Mask .2'55 2552550
Default Gateway W Defauk Gateway m
DNS Server 10.0.0.0 DNS Server 0.0.0.0

PC3 PC4

IPv4 Address |12ﬁ 1.1.1 Pv4 Address 126.1.1.2
Subnet Mask [255.0.0.0 Subnet Mask 1255.0.0.0
Default Gateway 126113 Default Gateway 126.1.1.3
DNS Server |D.l} 0.0 DNS Server 0.0.0.0

e Router#show ip interface brief ¢« router ©we interfaces o®» ach»
Router by default (interface @dw»6:0® down)



Router>enable

Router#show ip interface brief

Interface
GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2
Vlianl

IP-Address
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES

Method
unset
unset
unset
unset

Status

administratively down
administratively down
administratively down
administratively down

Protocol
down
down
down
down



Configure ports(interfaces)
(IP address om d¢so adme default gateway om0 ¢» IP ©w», subnet
mask o= & network ©o0 goc o)

Interface 6Gig0/0/0

Router(config)#interface gigabitEthernet 0/0/0
Router(config-if)#ip address 192.168.1.3 255.255.255.0
Router(config-if)#no shutdown

Interface G6Gig0/0/1

Router(config)#interface gigabitEthernet 0/0/1
Router(config-if)#ip address 126.1.1.3 255.0.0.0
Router(config-if)#no shutdown

¢®» interface oco IP address assign 2ec) Dwedne.

Routerg#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 192.168.1.3 YES manual up up
GigabitEthernet0/0/1 126.1.1.3 YES manual up up
GigabitEthernet0/0/2 unassigned YES unset administratively down down
Vlianl unassigned YES unset administratively down down

Router#show arp owo® router owe arp table 9o 2cd» geod.

Router#show arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 126.1.1.3 - 0030.A367.9R02 ARPA GigabitEthernet0/0/1
Internet 192.168.1.3 - 0030.A367.9R01 ARPA GigabitEthernet0/0/0



PC1(192.168.1.1) och

Router¥show arp

PC3(126.1.1.1) 2co Ping ood opmoe

Protocol Address Bge (min) Hardware Addr Type Interface

Enternet 126.1.1.1 0 0050.21c4.B285 ARPA GigabitEthernet0/0/1

Internet 126.1.1.3 - 0030.A367.9A02 ARPA GigabitEthernet0/0/1

[fnternet 192.168.1.1 0 009%0.21Bl1.24B6 ARPA GigabitFthernet(/0/0]
152.168.1.3 - 0030.A367.9A01 ARPA GigabitEthernat0,/0/0

Internst



Ping ood owoe, PCl ooe: ARP table ©»0 entry cod 90e96:)
(interface om0 o)

C:\>arp -a

Internet Address

192.168.1.3

Physical Address
0030.a3¢67.%9a01

Type
dynamic

Ping =@ device o»

Router#show arp

D0® PO wiee router arp table ow

Protocol Address Age (min) Hardware Addr Type
Internet 126.1.1.1 14 0090.21Cc4.B289 ARPA
Internet 12€6.1.1.2 0 0005.5E1C.CCCD ARPA
Internet 126.1.1.3 - 0030.A367.9A02 ARPA
Internet 192.168.1.1 14 00590.21B1.24B6 ARPA
Internet 192.168.1.2 1 00DO.FF€3.341D ARPA
Internet 192.168.1.3 - 0030.A367.9A01 ARPA

PC1 ©¢ bordercast

Internet Address

192.168.1.2
192.168.1.3

msg ood oo (ping 192.168.1.255)

Physical Address
00d0.£f£f63.341d
0030.a367.9%a01

Interface

sigabitEthernet0/0/1
abitEthernet0/0/1
igabitEthernet0/0/1
abitEthernet0/0/0
igabitEthernet0/0/0
GigabitEthernet0/0/0

Type
dynamic

Router#show ip route

dynamic

Router#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IsS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
126.0.0.0/8 is wvariably subnetted, 2 subnets, 2 masks

C 126.0.0.0/8

L 126.1.1.3/32 is « ctly connected,
192.168.1.0/24 is wvariably subnetted,
C 192.168.1.0/24 is directly connected,
192.168.1.3/32 is directly connected,

(qp]
1

connected
local IP address

—
1

S9D

is directly connected,

GigabitEthernet0/0/1
GigabitEthernet0/0/1

2 subnets, 2 masks

d, GigabitEthernet0/0/0
d, GigabitEthernet0/0/0

RIP - Routing Information Protocol (auto swemobm®e:))



e With two Routers

O Cisco Packet Tracer Basic Networking - Static Routing using 2.

% TwoRouters.pkt

130.182.1.10

=}
TING

Farl

PCO
13019211

Network ©1

e Configure IPs for PCs
e Networkl PCs Gateway — 130.192.1.12
Network2 PCs Gateway — 140.192.1.12

e Set Serial cable (crossover cable co9nd geod)
o Routerl soe:! power off @3y NIM-2T vwod i@ <d», power on

DSHD .
¥ Routerl

Physical Config

MODULES
HIM-2T

CLI

(Router2 oo d0»eded3)3

Attributes

Zoom In

NIM-Cover
MNIM-ES2-4
GLC-GE-100FX
GLC-LH-SMD
GLC-T
GLC-TE

L 140,182 1.12

140.192.1.10

PR
BC3
140,152 1.11
Network 02
Physical Device View
Driginal Size Zoom Cut

o Serial DCE type o©oe cable @95 router 2 connect =35».


https://www.youtube.com/watch?v=ziDv9esbEG0&ab_channel=geekingisfun
https://drive.google.com/file/d/19MK4I--WzP5k3c7J8dPFYcttw0HLPuHi/view?usp=drive_link

A\ AL F B2\

e Assign IP addresses to router interfaces
o Routerl
Router(config)#interface Serial®/1/0
Router(config-if)#ip address 150.192.1.10 255.255.0.0
Router(config-if)#no shutdown

o Router2
Router(config)#interface Serial®/1/0
Router(config-if)#ip address 150.192.1.11 255.255.0.0
Router(config-if)#no shutdown

e Assign IP route (make static router)
#ip route <Destination Network> <Subnet Mask> <Next Hop>
o Routerl
Router(config)#ip route 140.192.0.0 255.255.0.0 150.192.1.11

o Router2
Router(config)#ip route 130.192.0.0 255.255.0.0 150.192.1.10

e IP route ¢oe! acons TSR]
(Routerl)
Router#show ip route

Router#show ip route
Codes: L - local, C - connected, S - static, B — RIP, M - mobile, B - BGP
D - EIGRP, EX - EIZRP external, © - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E — EGP
i - I8-I8, L1 - I8-I8 level-1, L2 - IS-IS lewvel-2, ia - IS-IS inter area
* — candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set
130.1%2.0.0/16 is wariably subnetted, 2 subnets, 2 masks

[ 130.192.0.0/16 is directly connected, GigabitEthernet0/0/0
L 130.1592.1.12/32 is directly connected, GigabitEthernet0/0/0

140.1%2.0.0/16 [1/0] wia 150.192.1.11]

150.1%2.0.0/16é is wariably subnetted, 2 subnets, 2 masks
[ 150.192.0.0/16 is directly connected, Serial0/1/0
L 150.15%2.1.10/32 is directly connected, Serial0/1/0




LAN Architecture

Network Topologies

Network Topology is the arrangement / layout of nodes
in a network.

DB 23
o Physical Topology
o Logical Topology

Physical Topology @@@ﬁ% acdHme physical placement ©wé connection

of nodes
Logical Topology @@@58 acdme data flow o oo».

Bus Topology

-
H
[

* common transmission medium fail g8 network ow» fail ene:n.
* cable ¢®» limitations, traffick oo 2@, security oo 2o

Ring Topology

il b
|

—
“-.._."'
* oo point ceod fail 99608 network oo fail veme:.

* network ©=0 geod device owmymp @dce network owme performance &g
DemGi).



* security oo @ge

e Star Topology

. - -
El a—=
- - -

* centralized device om0 ¢o5 devices connect =dc Dwedme.

e Mesh Topology

* @ device o959 OHm»em0 connect DeE Duedhme
* QCe® g, Dbeme Topology oob

e Partial Mesh Topology

= ->
= «
«? «?
b -
o 'S
«> &«

* o@ device oode wend device dco connect dee) DuedHme (9@ D
odmemo connected o)
* QSed @, Dbeme Topology oob



Two-tier LAN Architecture

e Layers 2a
1. Access Layer
2. Distribution Layer
e Access Layer
o Device connect =dc Huehrne 96 layer owme
o port security owe Security services oemme ©6: level owmee

e Distribution Layer
o Access layers o®mem connect adhHme @6 layer omeb

1 Distribution
2 x 10 GbE T
g? ;D_lstrlbutlon Layer
D1 | witches
Uplinks
GigE GigE
Y——
P—— <
40 Access Access
T o= [
o b (o B Yom (o CICHCY CACHCT
70110011000 10110011000 10/100/1000 10/100/1000 1000 PCs |

Three-tier LAN Architecture

e Layers 33
1. Access Layer
2. Distribution Layer
3. Core Layer
e Core Layer
o Distribution Layers oo»ew» connect o3G.
o @@ data traffic ood dwem e high performance devices
o6 layer owe Dwedhne
o Core Laye ¢o6! ggo® =8¢, network ooe! 990 6:108 ¢od
06 ®, mBwheeo packet forwarding 53e.
o & B security, QoS (Quality of Service) w6 wons
features, core layer oG o/ ¢0® 200D HwuedHne.



Building 1 Building 2

P 4
\ A1 |
D11 F—’ i g?
A1
i 2= c g (4
ore2
=

| D12 [
==X

D31 | —’

i/ ol / o/

Building 3

&CNS Lecture Slides
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