Bitrise Privacy Notice and Consent Form for Testers
1. SCOPE

This Privacy Notice ('Notice') provides you with information regarding the processing of your personal data
carried out by Bitrise Limited (registered seat: 3 Waterhouse Square, 138-142 Holborn, London, England, EC1N
2SW); email: letsconnect@bitrise.io) (‘controller’, ‘'we' or 'us’).

This Notice only applies to the data processing in the context of you providing us with user experience and user
interface ("UX&UI') testing of our website and application as a service, during pre-agreed testing sessions, and to
any outputs of such service, including but not limited to documentation, materials, suggestions, comments,
feedback or reports created by you (collectively referred to as 'the Services'), in connection with and to the extent
necessary for the negotiation or performance of the Contractor Testing Services Agreement.

It is important that you read this Notice together with our Website Privacy Notice (located at:

https://www.bitrise.io/privacy) which contains more detailed information about our data processing and applies

to you as a registered user of our website or application, in addition to this Privacy Notice and regardless whether
r not re providing th rvi

Please note that neither of these policies nor data protection law apply at all to personal data that we have
irreversibly anonymised!

2. PERSONAL DATA PROCESSING

Lawful basis for

Categories of personal data Purpose for processing .
processing
First Category: Identity, user account, contact
information (including, without limitation, email, To gauge interest in Performance or
company name (if any) and position), technical participation and to maintain | negotiation of a contract.

interest/knowledge and feedback provided by you | contact.
in whatever form.

To collect this data we
use cookies and similar
technologies subject to
your consent.

Second Category: Technical, profile and usage
information collected by us and our third-party
service providers including but not limited to: IP
address, browser type and version, time zone
setting and location, browser plug-in types and
versions, operating system and platform and
other technology on the devices you use to
access our application and website, your clicks
and mouse patterns on our website pages, your
scrolling on our application, screen captures, both
still and video, of usage.

To improve the UI&UX on Once we have collected
our website and application. | the data we will use it in
accordance with our
legitimate interests,
namely the improvement
of the UI&UX on our
website and application.

Third Category: videos of you, screen
recordings and audio files, each as you use the
webpage and the application

To improve the UI&UX on

) L Consent.
our website and application.

3. COOKIES AND PERSONAL DATA SHARING

Your personal data will be shared within our corporate group and may be shared with some of our suppliers, who
supply us with analytics tools, customer contact solutions, web hosting and storage solutions, and other solutions,
a list of which you can find on our website: http://tiny.cc/p3s3dz


mailto:legal@bitrise.io
https://www.bitrise.io/privacy
http://tiny.cc/p3s3dz

A big part of information collection and sharing takes place with the help of cookies and similar technologies.
Please see our Cookies Policy that applies to your personal data and is available here:

https://www.bitrise.io/cookie_policy
4. INTERNATIONAL TRANSFERS

Some of the parties with whom we share your personal data, including our affiliates, are located outside the
European Economic Area in jurisdictions that may have lower data protection standards. In most circumstances,
we ensure your data is protected when transferred on the basis of standard contractual clauses in a form
approved by the European Commission. Please contact us if you require any specific details.

5. DATA RETENTION PERIOD

We will need to keep the personal data received from you for four years unless that proves unnecessary. To
determine necessity, we consider the amount, nature, and sensitivity of the personal data, the risk or harm from
unauthorised use or disclosure, the purpose for which we process your personal data and whether we can
achieve those purposes through other means, and the applicable legal requirements.

Please note that if considered necessary, we will completely and irreversibly anonymise your personal data at
which point neither this Data Protection Notice, nor data protection law would apply. We may, for example, need
such anonymised data as a reference in the future in order to track the design decision making on page design
issues.

6. YOUR LEGAL RIGHTS

With respect to your personal data, you have the following rights under data protection law, which you can
exercise by contacting us:

The right to be informed; The right to restrict processing; The right to object to profiling;
The right to erasure; The right to complain to the The right to withdraw consent.
ICO;

The right to data portability;
The right to rectification;

The right to access;
7. FURTHER DETAILS

You are under no obligation to provide us with your personal data, but please note that the purposes for
processing we have listed in this Privacy Notice are impossible to attain without you providing your information.
No automated decisions concerning you shall be taken on the basis of your personal data that we process.

8. ACKNOWLEDGEMENT AND CONSENT FORM

l, of hereby:

acknowledge that | have read and understood | Signature:
this Privacy Notice;



https://www.bitrise.io/cookie_policy

consent to the use of cookies and similar
technologies for the processing purpose of the
second category of personal data;

consent to being filmed for the processing
purpose of the third category of personal data.

Signature:

Signature:

Date:




