User Manual

To ensure your account's safety and reliability, it is recommended to use Google
Authenticator for two-factor authentication when logging in !
Specific Steps:
1) How to Enable Permissions
If your account is a standard agent account and your superior has not enabled the

verification method for you, a prompt box will appear, as shown below:
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You can notify your superior agent to enable Google Authenticator two-factor
verification permissions for you via the backend.

This operation can be performed in the backend under [User Management] —
[Account Management], by selecting [Google Verification] in the [Verification
Method] section.

As shown below:
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If your account is an agent sub-account, the agent master account can enable Google

Authenticator two-factor verification permissions for you.



This operation can be performed in the backend under [User Management] —
[Sub-Account Management], by selecting [Google Verification] in the [Verification
Method] section.

As shown below:
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After enabling, when you log in to the backend, a QR code will pop up,
prompting you to download Google Authenticator from the app store. At this
point, you will be unable to continue operating in the backend.

As shown below:
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2) Download the App
Based on your phone's operating system, you can download Google
Authenticator from the app store.
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3) Open Google Authenticator and Bind to the Backend

1.After downloading, open Google Authenticator, and click [+] to select either
[Scan QR Code] or [Enter Setup Key], as shown below:
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2.Scan the QR code displayed on the backend or copy the shared key and enter the
received verification code, as shown below:
(Scanning is valid permanently; you do not need to scan again for future logins unless
you change your phone. In that case, you must request unbinding from your superior.
Instructions for unbinding are provided at the end of the document.)



Shared Key: PSVRK3AHYWAJ3PNH

Google Verification Code
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PS: If you are logging info the backend using a PC, it is recommended to use the QR
code scanning method. If you are logging in via a mobile device, it is advisable to use the
key method. The key method is shown below: (It is recommended to use your backend

agent account as the account name.)
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3.When you log back into the backend, a Google Authentication confirmation screen will

pop up. You need to complete the verification within 30 seconds, as shown below:
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4. At this point, you need to open the Google Authenticator to view the verification
code sent to the corresponding account and enter it into the verification box in the

backend, as shown in the image below:
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4) Google Authenticator Unbinding

If your phone is lost or you change your phone, you need to inform your superior
agent/main account to unbind it for you.

Your superior needs to go to the [Edit] page of your account, click the [Unbind]
button under the [Account Device] option to unbind it. After the unbinding, you will need
to rebind it on the new phone in order to continue using this feature.

As shown in the image below:
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