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Getting started with team password

management

Last Updated / Reviewed: Jan 10th, 2023
Execution Time: 40 minutes - 1 hour
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Your secrets arejsafe with me

Goal: To have an effective and reliable tool for managing and sharing secure
passwords for your entire team.

Ideal Outcome: Your business activity will be easier to manage since you will be able to
create different passwords for various accounts and manage them from the same place.
Also, you will be more effectively protected against hacking.

Pre-requisites or requirements:
e N/A

Why this is important: Many people tend to use the same password for all their
accounts and, usually, it is something very easy to remember. In other words, you are
using insecure passwords which could mean loads of trouble in the future. It is
important to have a way of managing these passwords and sharing them with your team
members while staying safe from external threats.

Where this is done: LastPass & 3rd party apps (accounts you are signed up to).
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When this is done: Once, for your existing accounts and every time you sign up on a
new account.

Who does this: You do it. Nobody else can do it for you.

e Environment setup

1. Go to www.lastpass.com

[ Sign Up for LastPass teams

The first task is to create a team account on LastPass. You can either choose a free
14-days trial account or a paid one.
1. Click here to sign up on LastPass.
2. Once you have activated your trial (or your paid account), the first thing you need
to do is set up a Master Password (don’t get kinky, it's not about that).

Lastpass ses| How It Works Go Premium Families For Business v Pricing Get LastPass Free @

Your 14-day Teams trial is now active!

To begin, please complete these steps:

Set your Master Password Get LastPass Teams Visit your Dashboard

Quick Install My Dashboard

Already love LastPass Teams? Own it today.

If you have any questions please contact intl.sales@lastpass.com.

a. The Master Password should be unique and easy to remember—this
will be, essentially, one of the only passwords you will need to remember
from now on (LastPass will take care of the rest.) Check out this useful
guide to learn how to create a powerful, yet easy to remember password.

b. After you have set your Master Password, download the LastPass
extension for your browser from here.
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http://www.lastpass.com
https://www.lastpass.com/teams
http://www.makeuseof.com/tag/create-strong-password-forget/
http://www.makeuseof.com/tag/create-strong-password-forget/
https://lastpass.com/misc_download2.php
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LastPass for Chrome.

BIVE THERE o Securely save passwords and automatically log into
; any site on the internet.

= Quick Install

More ways to get LastPass.

Windows Mac Linux Mobile

1 Create secure passwords with LastPass

During this task you will learn how to use LastPass with both new and old accounts.
1. Try using LastPass extension for a new account.
a. Choose an online app and create an account. In our case, we will create a
new Buffer account.
b. Enter your email address.
c. Click on the browser extension of LastPass = “Generate password”, then
copy the password.
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.com//signup?source=marketing-hero w“ & O 2 0 0oBE
it-Goo. [ Ruxandra a Article Writer - Ruxar s Article Writer - Ruxa Trello E] 4 Persuasion Secrets El Why Your Copy Shou E 5 More Secrets for P »

W sign up with Twitter

H Sign up with Facebook

in Sign up with Linkedin

or

razvan.simionescus9@yahoo.com =

Your Password -

Sign up

By continuing you agree to Buffer's Terms of
Service

d. Paste the newly generated password and create your account.

e. Next, you will see LastPass popup asking you if you want to add your
account to the app. Click “Add”.

P buffer.com
-

T
Connect a Social Network
Share to many different places with Buffer and we make sure your posts look great everl LastPasss--
t tupto 1 W i
nnect' | low to L Int iff
v B @ 6 ¢
twitter facebook linkedin google+ pinterest instagram

& Appstore

W =

Group

2. For your existing accounts where you have unsecured or shared passwords, you
will need to update them.

a. Go to one of your existing accounts. For this exercise, we will use our
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Sumo account.

b. Click on your account settings.

c. Click on the LastPass browser extension = “Generate secure password”,
then copy the new password

d. Update your password.

@ Secure | https://sumo.com/account ¥ 6 O L2 OO m
r Bookmarks & article content- Goo [ Ruxandra e Article Writer - Ruxar  wf Article Writer - Ruxa m Trello E 4 Persuasion Secrets E] Why Your Copy Sho E 5 More Secrets for P
John Doe
Phone Number:
Email Address:
maria3ruxandra0@gmail.com
Current Password:
@
New Password:
Confirm Password:
®

e. The LastPass popup will appear. Click “Add” to add your account to
LastPass or “Update” if your account is already in LastPass.

Qd Log in to your accounts with LastPass

Choose one of your accounts (a new one or an updated one) to log in with LastPass.
For this part we will use the Buffer account we have just created.
1. Go to the website where you want to log in.
2. In the form field you will see the LastPass icon. Click on it and choose your
account.
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or

Your Email Address )
Your Password -

By continuing you agree to Buffer's Terms of
Service

3. Select the account you want to log in with.
4. LastPass will automatically fill in the email & password fields for you.

4 Sharing login information with your team

The last part in learning how to use LastPass is finding out how to share login
information with the members of your team.
1. Firstly, you will need to create a shared folder in LastPass.
a. Open your LastPass dashboard
b. Go to the “Sharing Center” and click on “Add a new folder” at the bottom
right of your page.
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LastPasse+++| Q  search my shared folders 8% GiltLastPass 0 TIETEITILY o
Manage Shared Folders Shared with Others Shared with Me
Shared Folders View Deleted Shared Folders 2 ©,  SortBy: Name(az)

Sharing Center ’

A
(]

Shared Folders
Create and manage folders of shared logins
and notes.

Add Shared Folder =+

c. Use this new folder to share accounts that several people need to have
access to. For example, it wouldn’t be of any use to have your social
media accounts and your billing app in the same folder so we recommend
you to group these folders by departments in your company and name
them accordingly. We will name ours “Social Media”.

Create New Shared Folder LaSt Pass eoe|

A Shared Folder will appear in the vault as Shared-'Folder Name'".

In the vault, drag-and-drop Sites or Secure Notes to add them to the Shared Folder. You can
convert an existing folder to a Shared Folder at any time, or edit any item to assign it to a
Shared Folder.

Folder Name:

Social Media

d. Create the folder.
2. Once you have the folder, it's time to manage it and invite your team members to
it.
a. Click “Manage” to open the settings for your folder.
b. Invite users (your team members) and send them an email (tick the “Send
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email” box to enable this option). Before sending the invite, make sure you
have ticked the appropriate boxes:
e “Read Only” access is for the users you want to enable to just use
the logins in the folder.
e “Admin” access is for the users you want to enable to add and edit
the logins in the folder.

Manage Shared Folder: Social Media

Invite Users or Groups:

teammember1@agmail.com -

Permissions:
Read Only
Administrator

Hide Passwords

c. After you click “Invite”, there are two options:
e The team member you have invited to your shared folder is not a
LastPass user, in which case they will be prompted to join.
e They are already LastPass users, in which case they will be
prompted to join the shared folder.
3. After you are done with inviting your team members to your LastPass folder, it's
time to add the sites to the folder.
a. Inthe LastPass dashboard, go to “Sites”.
b. Select the accounts you want to add to the shared folder.
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LastPasse++| | Q search my vault 1% GitLastPass maria3nuxandral@g...
SiteS 5 soiected  Actions e Q H i=  SortBy: Folder(a-z) +
(none) (2) v
£ buffe
G
~ r
buffer.com sumo.com
razvan simionescu89@yahoo_com maria3ruxandra0@gmail com + 1
Shared-Social Media (0) » Shared Folder

c. Click on “Actions” = “Move to folder” and choose your folder. In our case,
it's “Social Media” shared folder.

Sites 2 selected  Actions -
(none) (2) v Delete ‘
Move to Folder > Shared-Social Media
= buffer .
S
buffer.com sumo.com
razvan.simionescud9@yahoo.com mariadruxandral@gmail.com

d. Save the changes.

And that’s it. Everybody with access to the LastPass shared folder will also have access
to these accounts and you will be able to manage passwords more easily and securely.
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