«IIpopunakTuka kKnOEPNEPCTYNHOCTH U NMPECTYIJICHHH, COBEPLICHHBIX C
HCIO0JIb30BaHHEM HH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOT Ui

Mamepuan noocomosnen

Vnpasnenuem no npomugoodeticmsuio kubepnpecmynHocmu
Kkpumuranvrou muruyuu Y B/ I poonencroeo obnucnonkoma

IToBcemecTHOE  BHEAPEHHE W  MCIOJIB30BAHME  KOMITBIOTEPHBIX
MH(POPMALIMOHHBIX TEXHOJIOTHM, OE3yCJIOBHO, CO37a€T BO3MOXHOCTH JIJIs
oonee 3(PGEKTUBHOTO pPa3BUTHUS OSKOHOMHUKH, IIOTUTHKH, OOIIECTBA U
rocynapctsa B 1ejoM. OIHAKO COBEPIICHCTBOBAHNE U TPUMEHEHHUE BBICOKHX
TEXHOJIOTUW TIPUBOJUT HE TOJBKO K YyKpeIUIeHHI0 HWHGOPMAIMOHHOTO
00111eCTBa, HO W TOSBJICHUIO HOBBIX YIpO3, OJIHOM W3 KOTOPBIX SIBIISETCS
KOMIIBIOTEPHAs TPECTYIHOCTD.

PaccMoTpuM ~ OCHOBHBIE  yIpO3bl,  KOTOPHIM  MOABEPraroTcs
MOJIb30BaTEIN B COBPEMEHHOM KHOEPIPOCTPAHCTRBE.

BumMHr — OAMH W3 METOJ0B MOIIEHHUYECTBA C HCIOJIb30BAaHUEM
colMaibHOM HMHXeHepur. OH 3aKJIIOYaeTCsl B TOM, YTO 3JIOYMBIIIJICHHUKH,
UCIIOJIb3Ys TeNe(OHHYIO CBSI3b U BbIJIaBasi ce0sl 32 COTPYAHUKOB OAHKOB (MM
MIPaBOOXPAHUTEIICH, UTO OCOOEHHO YacTO MPOUCXOAUT B MOCIEIHEE BPEMS),
MO/l PAa3IMYHBIMU TPEJIOTAaMH BBISICHSIOT y TOTEPIEBIIMX CBEICHUS O
HaJau4Yuy OaHKOBCKUX IUIaTeXHBIX Kaprouek (manee — BIIK), cpokax wux
nevictBusi, CVV (CVC)-kogax, MacnopTHBIX AAHHBIX, CMC-KOJaX C IIEJIbIO
XUILIEHUS JICHEKHBIX CPEACTB. B psjae ciaydaeB 310yMBIIIJICHHUKAM
M3BECTHBI HEKOTOpbIe pekBU3UTHI BIIK, a Takke aHKETHBIC TaHHBIC JIUII, HA
UM KOTOPBIX OHU SMUTHUPOBAHBI.

B OonpmivHCTBE cllydaeB TPU COBEPIICHUU 3BOHKOB IOTEPIEBIIUM
MPECTYITHUKU UCTIONB3YIOT [P-Tenedonuto, koTopas mo3BoJisieT MaCKUPOBATh
TeneoHHBIE HOMEpa IO HOMEpa OelopyCCKUX oreparopoB cBszu. Kpome
ATOr0, 3a4acTyl0 3JIOYMBINUICHHUKH HCIOJIB3YIOT MECCEH/Kephl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXHOCTh HCIOJIb30BaHUS
BUPTYaJIbHBIX HOMEPOB. Takke MPECTYIMHUKU MACKUPYIOTCS IO JOTOTHUIIOM
y3HaBaeMbIX OEJIOPYCCKUX OaHKOB, BBOAS B 3a0yKJICHHE IMOTECHIIMATBHBIX
KEPTB.

37OYMBIIIJIEHHUKA ~3BOHAT JKEPTBE W OT HWMEHM OaHKOBCKOTO
COTPYIHMKa COOOIIAI0T, YTO HEOOXOIMMO OCYIIECTBUTh KaKHe-Tu00
nevictBus ¢ BIIK, Tak xak KTO-TO IMOO0 IBITAETCA MOXUTUTH C HEE JEHEKHBIE
cpeacTBa, JAuO0 OQOopMIIIET KPEauT, JUOO0 MPOU3BOAUT IMOAO3PUTEIHLHYIO
oruiary. 3aBllaJIecB PEKBU3UTAMHU KapThl, MPECTYMHUKU OCYUIECTBIISIOT
XHUILEHUE JEHEKHBIX CPEACTB C OAHKOBCKOTO CYETa MOTEPIEBIIETO.

B mnocnennee Bpems Hambosee akTyanbHas cxema — TOOyKJICHUE
KEPTBBI OTKPHITh KPEAUT. 3IIOYMBINIJICHHUKHA COOOIAIOT KEPTBE O TOM, UYTO
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SIKOOBI KTO-TO MOCTOPOHHUM MBITAETCSA OTKPBITH KPEAUT HA €€ UMsI, U JIJISl €r0
JICaKTUBAIIMU HEOOXOAMMO CaMOCTOSITEIbHO OOpaTUThCS B OaHK U OTKPBITh
KPEJIUT, IepeciiaB BIOCIEACTBUUA PEKBU3UTHI CUETA.

@OVIIUHT — BUJ] UHTEPHET-MOIIEHHUYECTBA, 11€JIbI0 KOTOPOTO SIBJISAECTCS
MOJIy4Y€HHE JOCTyNa K KOH(PUACHIUAIBHBIM JIAHHBIM IOJIb30BaTENCH —
goruHaM u mapoyisiM. DUIIMHT UCHONB3YETCsS JUIsl MOJIyYEHHUs JIOCTyIa K
YYETHBIM 3alUCSAM MOJb30BaTENE CaMbIX Pa3IUYHBIX PECYpPCOB, HO
3a4acTyr0 OH MPUMEHSIETCS [JI XUILECHUS JAHHBIX MOJb30BaTENECH TOPTOBBIX
OMJIAaNH-TUIOIIAI0K.

JIst 3TOro 3J0yMBIIUICHHUKH MOJIMEHSIOT CTPaHHUIly HUCIOJIb3yeMOro
KEPTBON MHTEPHET-CEPBHUCA HA MOIICHHUYECKYI0, KOTOpasi BHEIIHE SIBJISICTCS
JBOMHUKOM OpuruHaja. OUIIMHIOBas CTpPaHUIlA MOXKET MUMETh CXOJICTBO C
pazubeiMu cepBucamu: Kufar, benmoura, ciyx00it nocraBku, bankamu, EPUII
U T. . B COOTBETCTBUU C 3TUM MOXET MCIOJIb30BAThCS PA3HBIN MPEJIOT IS
nepexoja Ha CTpaHUIly MPECTYMHUKOM (3a0paTh 3a4MCIEHHBIE UM JIEHBIH,
MOJATBEPAUTh TMOJTY4YEHHWE TMOCBUIKM Ha MOYTe WM B CIyX0e JOCTaBKH,
NOJTBEPAUTh MPHUEM CPEICTB HAa OJHOM K3 OAHKOBCKHUX CEPBHCOB U T.I.).
HeBHuMarenbHbIM MHTEPHET-I0IB30BATENIb MOXKET U HE 3aMETUThH MOJMEHHI,
TaK KakK TMOJOOHbIC CTpPaHUIIBl BHU3YyAIbHO CXOXH C OhOopMIIECHHUEM
OpUTrHHaNIBHBIX caiiToB. Korja nmonb3oBaTenb 3aX0IUT HA TaKyIO MOJICIbHYIO
CTPAaHUIly M BBOJUT JIOTUH W TMapojib, OHU CTAHOBSITCA JOCTYIHBI
MOIIEHHHUKAM.

CTouT OTMETUTh, YTO NPUMEHSEMasl 3JIOYMBIIIJIEHHUKAMH CXEeMa
XUIIEHUN XapakTepHa HE ToJibko i bemapycu. Ctonb K€ CHUCTEMHO 3TH
NPECTYIUIEHUS] COBEPLIAIOTCS B OTHOLICHWM ITOJI30BATENEH  CXOXKHUX
pecypcoB, OpUEHTUPOBaHHBIX Ha uHbIe TocynapcTBa CHI': Poccuu (avito.ru),
VYkpaunsl (olx.ua), Kazaxcrana (olx.kz) u np.

CBaTuHr — 3aBEJIOMO JIO’KHBIN BBI30B MOJIUITUH,
aBapPUITHO-CIIACATENIbHBIX CITY)KO, TyTeM (albIIMBBIX JOXKHBIX COOOIICHHIA
00 omacHocTH (HampuMep, O MHUHUPOBAaHHMM, YOWIICTBax, 3axBare
3aJI0’)KHUKOB).

CBaTuHT B MEPBYIO OYEPEAbL PACIIPOCTPAHEH B CPEAE, TIE JIFOIH, Yallle
BCETO MOJIOJbIe, OOBEAMHSIOTCA 10 KakKUM-TO 1ensM. Hampumep, B
OHJIAlTH-UTpax. Y HUX €CTh TEPMUH «BBI3BATh MIJIUIMIO HA JOM» — KOTAa JJIsI
TOTO, YTOOBI, K MPUMEPY, AOCATUTh OOUIYUKY, €My Ha JIOM BBI3BIBAIOT
MIPaBOOXPAHUTEINECH, JINOO COOOIAIOT 0 MUHUPOBAHUU KaKOTO-TM00 0OBEKTA.

B mocnemnme romsl cBaTMHr W3 3a0aBbl JIOOWUTENICH OHIAMH-UTP M
XaKepOB TMPEBPATUIICS B MAaCCOBOE SIBIIEHWE W OOJBIIYI0 TpoOieMy st
IPaBOOXPAHUTENIBHBIX ~ OPraHOB  pa3iIMYHbIX  cTpaH. OOiecTBeHHAas
OMAaCHOCTh TaKUX JEIHUHA COCTOMT B TOM, YTO 3aBEAOMO HEJOCTOBEPHBIE
CBEJICHUS JIe30PTaHU3yIOT HOPMAJIbHYI0 paboTy OOBEKTOB TPAHCIOPTA,
NPEANPUIATUNA, TOCYIAPCTBEHHBIX OPraHOB U YUYPEKICHUM, OpraHu3aluiu



HE3aBUCHUMO OT (OpMBI COOCTBEHHOCTH. B CBOIO ouepenb, 3T0 MPUUUHSIET
CYILIECTBEHHBIN SKOHOMHUYECKUN Bpel Kak CyObeKTaM X035UCTBOBAHMUS, TaK U
rpaxaaHaM. [Ipu 3ToM mHPOpMaIMS O BO3MOXKHOM B3pBIBE, MOJKOTE JIMOO
UHBIX JISUCTBUAX, MPEANOJaralommux TsHKKUE TOCIEICTBUS, CIOCOOHA
MOCESITh MAHUKY CPEd HACEJCHUSI U BHECTU HEYJ00CTBAa B MOBCEIHEBHYIO
KU3Hb.

Croutr OTMETHTh, YTO OTBETCTBEHHOCTh 3a 3TO NPECTyIUIEHUE
HactynaeT ¢ 14 ner. Hakazanune — mrpad, apect, orpaHnyeHrue CBOOOIbI Ha
CPOK 1O MSATH JIET WM JMIIEHHWE CBOOOIBI Ha CpPoK 10 cemu Jjer. Ecium
peOeHKy, COOOIMBIIIEMY O JJO)KHOM MHUHHUPOBAHUM, HE UCIOIHUIOCH 14 JeT,
HAcTymaeT aJMHHUCTpPATUBHAsi OTBETCTBEHHOCTh pOJIMUTENICH, a peOeHKa
CTaBsT HA yYET B MHCHEKIIUIO IO JieJJaM HECOBEPIIICHHOJIETHUX.

DoS — 3T0 araka Ha BBIYKCIUTEIBHYIO CUCTEMY C IIEJIbIO JIOBECTU €€
710 OTKa3a, TO €CTh CO3/IaHUE TAaKUX YCJIOBHH, MPU KOTOPBIX JOOPOCOBECTHHIE
MOJIb30BATENIM CHUCTEMBbl HE MOTYT MOJYYUTh TOCTYIl K MPEIOCTABISIEMBIM
CHUCTEMHBIM pecypcaMm (cepBepaMm), JuOO H3TOT JOCTyN 3arpyaHeH. B
Hacrosimiee BpeMa DoS m DDoS-ataku nomnyisipHel TEM, YTO MO3BOJSIOT
JIOBECTH JIO0 O0TKa3a MPAKTUYECKH JIFOOYIO CUCTEMY.

OObIYHO araka OpraHuU3yeTcsl MPU IOMOIIU TPOSTHCKUX IPOTPaMM.
[IpenBaputenbHO  TPOSIHBI  3apa)KalOT  HEJOCTATOYHO  3aAlUIICHHbBIC
KOMIIBIOTEPHl OOBIYHBIX IOJIB30BATENIE U MOTYT JOBOJIBHO JIOJITOE BpEMS
HUKaK ce0sl HE MPOSIBIATH HA 3apPAKEHHOM KOMITbIOTEpE, 0XKH1asi KOMaH bl OT
CBOETO XO035inHA. KOMITBIOTEp MOXET IIOABEPTHYTHCS TAKOM arake NpHu
MOCEIICHUU PA3JINYHbIX 3apPAXKEHHBIX CAUTOB, MPHU MOITYUYEHUU JIEKTPOHHOU
MOYTHl WJIM MPU YCTAHOBKE HEJIMIIEH3UOHHOTO MPOrpaMMHOI0 00eCIeUeHHUsI.
Korna 31moyMbIluIeHHUK cOOMpAaeTcsl HauaTh aTaky, OH JaeT KOMaHIy, U BCE
paHee 3apaKeHHbIE KOMITbIOTEPbl HAUUHAIOT OJJHOBPEMEHHO CJIaTh 3alPOChI
Ha CaWT-XKEPTBY.

Hambonee wmaccoBas DoS-ataka B bemapycu Obuta mpousBeacHa
AKCTPEeMUCTCKMMH KaHailamMu B 2021 roay. 3710yMBIIUIEHHUKH, HAMEPEHHO
yTauBasg uHdopmaiuioo 00 YyroloBHOM OTBETCTBEHHOCTHM 3a y4YacTHE B
DoS-arake, npuBiekian K ydacTuio B Hell Oonee 10 Thicsy TpaxiaaH
(IpeuMyIIEeCTBEHHO U3 4uclia MoJjionexu). [IpakTHueckd Bce YYaCTHHUKHU
ATOTO TPOTUBOMPABHOTO JICHUCTBHUS OBbUIM YCTAHOBJICHBI, a HauboJjee
AKTUBHBIE U3 HUX ObLIU MPUBJICYEHBI K YTOJIOBHON OTBETCTBEHHOCTH.

I'pyMHMHr — 3TO BXOXJIEHUE B3POCIIOTrO YEJIOBEKA B JIOBEpHUE K PEOCHKY
C  [eNbl0  CEKCYallbHOTO  CaMOYJIOBJIETBOPEHHUS.  3JIOYMBIILICHHUK
JUCTAHIIMOHHO HAI[yIbIBACT CBA3b C PEOCHKOM 4Yepe3 COIHaNbHBIE CETH,
MECCEH/IKEPHI, OHJIAUH-UTPBI, JIEKTPOHHYIO MOYTY. 3aTEM MOXKET BBIHYIUTH
pebenka mpuciarb Qororpaduu HHTHMHOIO XapakTepa, BOBJIEYb B
U3TOTOBJICHUE TMOPHOTrpa@UUECKUX MAaTEepUalioB, CKJIOHUTh K HWHTUMHOU
BCTpEYE B PEAIbHOCTH.
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Or rpyMHHTa OTJIMYAIOT CEKCTHHT — OTO TePeChlIKAa JIMYHBIX
dotorpaduii, cooOImIEHUNH  HMHTUMHOTO  COJIEPKAHHUS  TOCPEACTBOM
COBPEMEHHBIX CPEJICTB CBSI3U: COTOBBIX TeJe(POHOB, IEKTPOHHOM MOYTHI,
COIIMAJIbHBIX UHTEPHET-CETEM.

[Topoi1 ox BIUsHUEM CUTYyalMU WM YMOLIMH, MOXKET ITOKA3aThCs, YTO
nepeciath Takue (poro — xopormas uaes. Yaimme BCero MmapHH M JIEBYIIKH
nenarT 3To (GUUpTys, MOAAABIIMCH HACTOMYHMBBIM YroBOpaM, MBITAsCh
pa3Bieub CBOMX APY3€H, YTOOBI MOJYYUTh UX MTPU3HAHUE (Yallle epeChlIaloT
qykre (POoTo, 4TOOBI MOXBACTATHCS), WM KE MPOCTO OTOMCTHUThL. DTa Uies,
OpsIMO  CKa)XeM, HE€ O4YeHb  XOpoIlas:  3JIOYMBIIIJIEHHUK  MOXET
BOCIIOJIb30BAThCS TAKOW JIOBEPYUBOCTHIO BO BPE/I.

KubepOy/utuHr — TpaBisi MOJIb30BaTelsl Yepe3 BCE KaHAJbl CETEBOIO
OOIlIeHUs: COLUMAIbHBIE CETH, (DOPYMBI, YaThl, MecCeHXepbl. [IpoBoaUTH
TPaBII0 MOTYT KaK OJHOKJIACCHUKH, WHTEPHET-IPY3bsi M T.J., TaK W
COBEPIIIEHHO TTOCTOPOHHUE JIIO/IH.

DOrta ¢dopma IMCUXOJIOTHYECKOTO TEeppopa MOXKET HPUHUMATh pPa3HbIC
0o0Muuus: OCKOpOJEHUsS 4Yepe3 JHUYHbIE COOOIeHUs, MyOJuKanus u
pacrpocTpaHeHue KoH(UICHIIMAILHOM, MPOBOKAIIMOHHON HWHMOpMaUu o
XKepTBe; (¢uznueckas arpeccuss W Tak janee. IlpuumnHbl KuOepOyiuHra:
YyBCTBO IIPEBOCXOJICTBA, 3aBUCTh, YYBCTBO MPEBOCXOJCTBA HAJ COTIEPHUKOM,
YyBCTBO COOCTBEHHOM HEIOJIHOIIEHHOCTH, CaMOpeaInu3alius.

Oco00 creayeT OTMETUTh CHOCOO BO3ACHCTBUSL 3alpEelICHHBIM
KOHTEHTOM. PeOeHKy MOryT moKa3bIBaTh IOpHOTpaduyecKue marepHabl,
HaHOCS ymiepO MCUXUKE, TaK KaK M300paKE€HHOE CO BPEMEHEM IepEeCTaHEeT
BOCIIPUHUMATHCSI peOCHKOM KaK aMOpalibHOE MOBECHUE.

Yrpo3a HOBOrO BpEMEHHM — TaK Ha3bIBaeMble Ipymnmbl cMepTu. U XoTd
OOBIYHO CO3MATENSIMU TAKUX TPYNN SBISIIOTCS CaMU MOAPOCTKHU (1eah —
«XalMm», kaxaa OCTPhIX OIIYIICHH, JKeTaHUE JTOMUHUPOBATH U yHPaBISATh
IPYTMMH), B TMOJOOHBIX TpymHIax Co3JaeTcs  OJIaronpusSTCTBYIOMIAS
arMocdepa 11 KyJIbTUBHPOBAHUS CyUITHIAIbHBIX HAMEPCHU.

MOIIEHHHUYECTBO B COLCETAX
B Hacrosiiiee BpeMst 0c000 aKTyabHOM CTAaHOBHUTCS ITpo0iieMa 3aliThI
aKKayHTOB B COITMAJIBHBIX CETSIX W MPOTHBOJACHCTBHS Pa3IMIHBIM (popmMaMm u
BUaM MolueHHu4uecTtBa. Hanbonee THIIMYHEBIE CIIOCOOBI 0OMaHa B COLICETIX
CErOIHS TAaKOBBI:

Ilpeoonnama
37OYMBIIIJIEHHUKHA Pa3MEIalOT OOBSIBICHUS O MPOAake KaKuxX-JI0o
TOBapOB MO OPOCOBBIM II€HAM, HO JUISl €ro MOJy4YeHUs (IKOOBI MOCPEICTBOM



NOYTOBOM MEPECHUIKM WM CIyXkKObl JTOCTaBKH) TpeOyeTcsl INepeunciaeHue
IOpeIoIIaThl WM 3aJaTKa Ha YKa3aHHBIE «IIPOJABLIOM» OAHKOBCKYIO KapTy,
ANIEKTPOHHBIN Komejaek. OObIYHO MOCIie MEePEeYUCICHUs] OKHUJIaeMblid TOBap
TaK ¥ HE MOCTYIIAET, a KIPOAABEID MEPECTAET BBIXOAUTH HA CBSA3b.

Hlanmaosic u évimozamenscmeo

B  HexkoTOphIX  cioy4asx  3JO0YMBILUICHHUKA MOTYT  YIPOXAaTb
pa3IvIalliCcHUEM Pa3IUYHBIX KOMIIPOMETHPYIOLIMX CBEICHUW C LEJIbIO
BBIMOTI'aTEJIbCTBA.

CouuanbHble CeTH — 3TO KIaJie3b MEePCOHAJIBLHON HHPOpMALUU O
yenoBeke. [lolyduB HECAaHKIIMOHMPOBAHHBIA JOCTYNl K CTpaHULIAM B
COLMAJIBHBIX CETAX, IEPENUCKE JIEKTPOHHBIX IIOYTOBBIX SIIIMKOB H
00JauyHBIM aKKAyHTaM M 3aBJa/IeB U300paXKEHUSIMU, HE MPEIHA3HAYCHHBIMU
ULl MIyOJIMYHOTO MPOCMOTPA, NPECTYNMHUKH BCTYyNAIOT B IEPENUCKY C
MOTEPIIEBIINMH, TPeOysl pa3Hble JEHEXHbIE CyMMBbI M yTpOXKas B CiIydae
OTKa3a pacupOCTPAHUTh UX B UHTEPHETE.

Ounaiin-uzpol
NupycTpus mpow3BOACTBA WUIP JISI MEPCOHAJIBHBIX KOMIIBIOTEPOB H
MOOMJIBHBIX TaJPKETOB JABHO CTajl0 BBICOKOJOXOJIHBIM OuzHecom. He
VIABUTEIIBHO, YTO IIOBBIIICHHBIM BHHUMAaHHEM OHA TIOJNB3YETCA MU Y
MOILICHHUKOB. L[€HHOCTh TYyT MPEACTABISAIOT U AKKAyHThI MOJIb30BATENEH, K
KOTOPBIM HEpeAko mpuBsa3aHbl pekBU3uThl BIIK mis mokynku urpoBbix
NPEUMYIIECTB, WU KOJUIEKIIMOHHBIE MPEAMETHI, KOTOPBIE HWIPOKH TaKXKE

HEpEeIKO MPUOOPETAIOT 3a pealibHbIE JIEHBIU.

Poocmeennuk coeepuiun /{TI

B  mocimegHee  BpeMs  y4yacTWJIMCh — CIOydal  TeJE(POHHOIO
MOIICHHUYECTBA. Hampumep: MOXHUIOMY YEJIOBEKY 3BOHHUT IO TeiehoHy
HE3HAKOMEIl U, MPEJCTABISISACH CHIHOM, JOYEpPbIO, BHYKOM, 3asBseT: «S1
nonan B JTII! Mue cpouHo HykHa romonis!». Eciu Bo3HHKaeT BOIpocC, YTO
C TOJOCOM, Ha JpPYrOM KOHIIE MPOBOAA OTBEYAIOT, YTO «IOCTPAJABLINI
noBpeaua TyOy, BbIOWI 3yObl, HA3bIBAIOT ApPYrUe€ MPUYMHBI, 3aroBapuBasi
JKEPTBY, HE OCTABIAIOT IIAHCOB Ha pasymHble neuctBusa. llocime yero
«POJICTBEHHUK» TepeqaeT TPyOKy SIKOObI COTPYIHUKY MPABOOXPAHUTEIIbHBIX
OpraHoB, KOTOPBIM BEAECT AAJbHEWIINWA Pa3roBOp M BBIMAHUBAET JEHBIU,
JaBasi MOHSTh, YTO CHUTyauus KpuTU4Has. [loKuION 4YenmoBEeK Ha 3MOLUSAX
cormnamaercss Ha Bce ycnoBusa. I[locie Oecenbl mo TenedoHy K HEMy
npue3kaeT Kypbep W 3abupaer JeHbru. VHorma  MOIIGHHUKH
MPEICTABIISIIOTCA COTPYAHUKAMHU MIUIMIIMU JUOO crefoBarensMu. [oBopsr,
4YTO OJIM3KUN POJCTBEHHUK, ChIH WM JI0Yb, COBEPIIWIMA aBapUI0 U COWIU
yenoBeka. M 4ToOBI M30€KaTh OTBETCTBEHHOCTH, HEOOXOAWMO 3aIlJIaTUTh
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nenbru. Ecnu cobecemHUK cormamraeTcs, OH Ha3bIBaeT aJpec, U BCKOpPE K
HEMY MPUXOUT YEJIOBEK U 3a0HpaeT JCHBIU.

COBETHI 11O BE3OITACHOCTH

- HUKOTJIa, HUKOMY U HU TPHU KaKUX OOCTOSATEIHCTBAX HE COOOIIaiTe
PEKBU3HUTHl CBOMX OAaHKOBCKMX CUETOB M OAHKOBCKHUX KapT, B TOM YMCIIE
JUIaM, TIPEICTABUBIIMMCS COTPYAHUKAMU OaHKa WIJIM TTPABOOXPAHUTEIIbHBIX
OpraHoB;

- HE ClIeyeT coo0IaTh B Tele(POHHBIX Pa3roBopax U MpH OOIIECHUU B
COIICETSIX TMOJHBIM HOMEp KapTOuku, Cpok ee newctBus, kogq CVC/CVV
(HaxomsmMecss Ha OOpaTHOM CTOPOHE KapThl), JIOTMH M Tapojb K
UHTEPHET-0AHKUHTY, TTACMIOPTHHIE JaHHbIE, KOAOBOE CJIOBO (IuppoBOil KOMI)
n3 SMS-coo0I11eHnii;

- B CJIy4yae MOCTYIUICHHs 3BOHKA «OT COTpyAHUKa OaHKa» HEO0OXOIUMO
YTOYHUTH €ro paMujnio, HoMep TeledoHa, MOCie Yero 3aBEpIIUTh Pa3roBOP
U CaMHUM IO3BOHUTH B 0AHK WJIM B KPyIIIOCYTOUHYIO CIIyKOy cepBHUCca, HOMEp
KOTOpOW HamucaH Ha OOOPOTHOM CTOpPOHE IIaTeKHOM KapThl. Coolmure o
cinyuyuslieMcs. Ckopee BCero, HUKaKMX HECaHKIIMOHUPOBAHHBIX ONEpaluil He
OBI10, M HUKTO M3 OaHKa HE 3BOHMI;

- B Clyyae TIOCTyIUIEHMsS 3BOHKa «oT mnomaBmero B JTII
POJICTBEHHHKA» JTMOO «COTPYIHUKA MUIUIAN» HEOOXOIUMO YTOYHHUTH €ro
(damMunuio, HoMep TenedoHa, MOCIe Yero 3aBepLIMTh Pa3roBOP M CaMUM
MO3BOHUTH JAHHOMY, TUOO WHOMY POJICTBEHHUKY JIUOO HHOMY APYroMy JIUILY
y KOTOPOMY MOXHO TepernpoBepuTsh nHpopmanuio. Jlanee, He3aMeIUTENbHO
COOOUIUTH O TaHHOMY (paKTe B MUJIMLIMIO U HU B KOEM CITydae HE MepeaaBaTh
HUKOMY JI€HEXHBIX CPE/ICTB;

- B TOM clly4ae, €clid C HCIOJb30BaHHEeM Baiuero cuera u mpasna
KTO-TO OYIEeT NBITaTbCSl COBEPIIUTh HECAHKIIMOHUPOBAHHBIE OINEpalud U
O0aHK 3TO 3aMETHUT, TO €ro COTPYAHHUKHU CIepBa MHUIIMATUBHO 3a0JOKUPYIOT
OAHKOBCKYIO IJIATEXKHYIO KapTy, 3aTeM cooOmar BaM mpuyuuMHy HNPUHSATOTO
penieHus: (HU4ero He YTOUHsIs) U MPUITIACAT MOCETUTh OaHK C MaCTIOPTOM JIJIst
MOJIyYEHUS] HAJWYHBIX JEHEXKHBIX CPEJCTB W HANUCAHUS 3asBICHUS Ha
MEPEBBIMYCK KaPTHI;

- HM B KOEM CJIyyae HE€ MpEeIOoCTaBIsANUTE JOCTYN K MOOUIBHOMY
YCTPOWCTBY TOCTOpoHHMM Jjunam! Hwukorma He ycraHaBiMBaiTe IO
npoch0aM HE3HAKOMBIX JIMI[ MPOTrpaMMBbl YIAJEHHOIO JOCTyla, TaKue,
Hanpumep, kak «AnyDesk», «TeamViewer» u ap. He cooOmaiite
HE3HAKOMBIM JIMI[aM CEAaHCOBBIE KO/bl! Uepes 3TH NpUIIOKEHUS MOILLIEHHUKU
MOTYT MOJYYUTh JOCTYN K MOOWJIHHOMY MPUJIOKEHHIO MHTEPHET OaHKUHTa
Ha Baiiem yCcTpOWCTBE M COBEPIINTDH XUIICHHUE ICHEKHBIX CPEICTB. Y UYTUTE:
COTpYOHUKH OaHKOB HMKOIJIAa HE HCIIOJIB3YIOT JUIsl CBSI3U C KIHMEHTaMHU
mecceHkepsl («Viber», « Telegramy, « WhatsApp»);
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- B HacTosIIee BpeMs TMPOCTO HEOOXOAUMO HAJIUYUE BTOPOH
OAHKOBCKOM TUIATEKHOM KapThl, HE MPUBSI3aHHOW K OCHOBHOMY OaHKOBCKOMY
cueTy (Hampumep, 3apIulaTHOMY). DTOM KapTONW pacCUUTHIBAUTECh B CETH
WuTepHeT, 3apaHee MOMONHS €€ Ha HeoOXxoaumyto cymmy. B Takom ciydae
Br1 cmokeTe o0Ge3omacuth CBOM OCHOBHOW OAHKOBCKHUI cueT. MHoTHe OaHKU
MpEJIaraloT CBOMM KJIMEHTaM YCIYIy BBINYCKAa «BUPTYAJIBHOW KapThD».
[Ipouiecc ee OTKphITHUS HE TpeOyeT TNOCEHIeHUsT KIWEeHTOM OaHKa U
MpeJCTaBIsACT COO0OM JTOCTAaTOYHO OBICTpHIN Tpolriecc. B urore Bol cranere
obnanaTereM SJEKTPOHHOTO aHajiora OaHKOBCKOM KapThl, IOCPEICTBOM
KOTOPOW CMOXETE PAaCCUMUTHIBATHCA 3a yCIyru B cet VHTepHeT 6e3 pucka
CKOMIIPOMETUPOBATh OCHOBHOM OaHKOBCcKuU cueT. [IpocTo mepen omaroii
MOTIOJTHUTE €€ HEeO0OXOAMMOM CyMMOW C OCHOBHOM KapThl - U HHUKaKUX
pobem!;

- KaXIbIi BIajieniel] OAaHKOBCKUX IUIATEKHBIX KAapT MOXKET HACTPOUTH
COOCTBEHHBIM aNrOpUTM O€30MaCHOCTH MPU HUX MCHOJIb30BaHUU. [is
oOecriedyeHuss COXPAHHOCTU JICHEKHBIX CPEACTB, pa3MEIICHHbIX Ha
OAHKOBCKHUX cuUeTaX, KaXIbli JepiKaTesib KapTOYKH MOCPEACTBOM CHCTEM
JUCTAHIIMOHHOTO  OAHKOBCKOTO  OOCIYXMBaHUS  MOXET  YCTaHOBHTH
WHJIMBUyaJIbHbIE OTrpaHuueHusi (JIuMuThl/3anperbl). Cpeau OCHOBHBIX -
ciaeaywmme:  moakiaodeHue  texHoiorun  3D-Secure  (obs3aTenbHOE
MOATBEPXKACHUE OINEpalui, COBEPUIAEMBIX JEpKaTeIsIMA KapTO4eK C
NPUMEHEHUEM WX PEKBU3UTOB B ceThu VIHTEpHET); YCTaHOBJICHUE
OAHKOM-PMUTEHTOM OrpaHUYEHHE Ha MPOBEICHHE PACXOAHBIX OMepanui
(MakcuMaiabHas CyMMa M KOJIMYECTBO OINEpAIMi B OMPEACIICHHBIN Mepuos
BPEMEHH); BO3MOXHOCTh CAMOCTOSITEJIbHO YCTaHABIUBATh OTPAHUYCHUS (Ha
IIPOBEICHUE oOmepauuid B ceTu HTEepHET, Ha COBEpILICHHE oOlepanuid B
KOHKPETHOM CTpaHe, Ha COBEPIICHUE OTACIbHBIX BUJIOB ONEpaluii);

- I8 J0CTynma K CHUCTeMaM  JIUCTaHIIMOHHOTO  OaHKOBCKOTO
o0CITy’)KMBaHUSI M JTUYHBIM aKKayHTaM HEOOXOIMMO HCIIOIb30BaTh CIOKHBIC
napoyii, MCKIIOUAIOIIMEe BO3MOXKHOCTh HX TMojoopa. Pekomenmyercs
COCTaBJISITh KOMOWHAIIMW Mapojied He MeHee 4eM u3 12 3HakoB (LUGpHI,
OyKBbl U CHUMBOJIbI B pasHoOM peructpe). Co3maBaiiTe YHUKaJIbHBIE MapoJv
I KaXIOTO CepBUCAa B OTACIBHOCTU. CTOUT BO3JIEPKATHCA OT MAPOJIEH,
COCTAaBJIEHHBIX M3 JIaT POXACHUS, UMEH, (paMUINil - TO €CTh TeX, KOTOpbIe
JIETKO BBIYUCIUTD U3 OOLIEAOCTYTHBIX UICTOYHUKOB UH(OpMAIUK (Hampumep,
TeX K€ COIMAJIbHBIX ceTel). Takke cleayeT peryasipHO MEHSTh MapoJiv, YeM
yamie - TeMm Jyuyme. [lonp3yHTech TOJNBKO MNPOBEPEHHBIM MEHEMIKEpaM
naponeu!;

- TpU TOCTYIUICHUHM B COLMAIBHBIX CETAX COOOIIEHW OT U,
COCTOAIIIUX B KATETOPUH «JIPY3bs», C MPOChOaMH O TMPEAOCTaBICHUU
PEKBU3UTOB OAHKOBCKUX IUIATEKHBIX KapTOYEK - HE CIEAYeT cpaszy xKe
OTBeYaTh Ha 1Moao0HbBIe coobmeHus! Hepenko Takue nmpochObl pacChUIAIOTCS
OT UMEHU Jpy3ed MPEeCTYNMHUKAMH, B3JIOMABIIMMHU AKKAYHT B COIMAJIbHOU



CEeTH W MOJYYMBIIMMH JIOCTYIl K KOH(DUACHIIMAIbHOU mepenucke. [TorTomy
CHayajla HeoOXOIMMO CBS3aThCS C 3TUM YeJIOBEKOM (MO TeiedoHy, JIMYHO
BCTPETUTHCA) U YTOUHUTD, ICICTBUTEIIHLHO JIU OH HYXJIA€TCS B TTOMOIIIH;

- B LENAX 3alUThl YCTPONMCTB HEOOXOJUMO HCIOJIb30BaTh
JUIEH3UOHHOE  MPOrpaMMHOE  OOecCleYeHue, PperyasipHo  OOHOBIISITH
nporpaMMHOE OOECleYeHUe U  OMNEPALMOHHYI) CHCTEM. YCTaHOBUTH
AHTUBUPYCHYIO MPOrpaMmy CJIEIye€T HE TOJIbKO Ha MEePCOHAJIbHBIN
KOMIIBIOTEP, HO U Ha cMapTQOH, TUIAHIIET U PErYISIPHO OOHOBIISTH €€.



