Waseca-Le Sueur Regional Library System Digital Skills Instructions

Protecting Yourself from Online
Harassment

BY THE END OF THIS COURSE YOU WILL BE ABLE TO:

Understand what online harassment is, how to protect yourself from online harassment, and how to respond
to online harassment.

Protecting Yourself from Online Harassment
e Whatis Online Harassment?
e How to Protect Yourself from Online Harassment
e How to Respond to Online Harassment

What is Online Harassment?

Online harassment, also known as cyber harassment, is the use of digital communication technologies to
purposefully threaten, intimidate, stalk, or humiliate someone. It involves intentional, often repeated behavior
that aims to establish power and control by causing reputation.

Common Methods and Tactics:

Online harassment encompasses a variety of digital abuse methods:

e Cyberbullying: Willful and repeated harm inflicted upon an individual, typically occurring
among peers or minors.

e Cyberstalking: A pattern of threatening or malicious electronic communication that
causes the victim substantial emotional distress or places them in reasonable fear for their
safety.

e Doxxing: The malicious collection and public release of someone’s private, personal
information (such as a home address, personal phone number, or workplace) without their
consent.

e Trolling/Virtual Mobbing: Deliberately provoking, upsetting, or encouraging a group to
gang up on an individual online in order to humiliate them.

e Impersonation: Creating fake profiles or hacking accounts to deceive others, damage a
target’s reputation, or send abusive messages on their behalf.
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How to Protect Yourself from Online Harassment

e Stay up to date with privacy settings: Social media sites and programs are modifying and
updating their privacy settings frequently. Make sure that you’re familiar with the new
profile options, and keep as much information as possible restricted to those you trust.

e Restrict access to your contact information: Do not give out your email or phone number
to people that you do not know. Also, keep your email and phone number off of social
media sites. You never know who might have access to them, and you cannot trust
everyone who is a “friend” or “follower.”

e Learn internet etiquette: To prevent potential problems with other Internet users, learn
social conventions related to interaction in cyberspace. For example, DO NOT WRITE IN
ALL CAPS. This can be perceived as yelling to some. Also resist using sarcasm online as it
can be easily misinterpreted.

e Don’t send inappropriate pictures or videos: Remember that today’s boyfriend or
girlfriend can be tomorrow’s scorned lover. You do not want someone with inappropriate
pictures or videos of you posting them online and sharing them with the rest of the world.
Don’t put yourself in the position of having to worry about this.

o Google yourself: You should always know what is being said about you online. It is often
surprising to find information you thought was private show up in public databases, news
articles, or on social media pages that have been indexed by search engines.

e Do not accept friend requests from strangers: If you do not know the person who is
sending you a friend or follower request, ignore it. Most social media sites and apps also
give you the option to block the user if you like.

e Use site-based controls: Disable search options on certain social media sites to prevent
anyone in the general public from searching for you or messaging you. This allows you to
have more control over who you interact with online, as you are the only one who can
initiate it.

e Keep your information protected: If using a public computer, be sure to log off of any site
you are on when you walk away from that computer — even for a minute. In fact, do it on
your other mobile devices too if there is a chance that someone might come by and use
your account to be funny or mischievous. Do not give passwords out to anyone and
change your password frequently. Also, make sure your phone and tablet have a
passcode and are locked down.

e Be skeptical in online interactions: Even among people you trust, it is risky to reveal too
much information because you never know for sure if the person you think you are
communicating with is really there—or if they are alone.
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e Guard against mean people: Remember that some people have a lot of time on their
hands and all they want to do is make life miserable for others. Don’t let them. Resist
putting too much personal or private information online that could be used to harass or
humiliate you, and resist interacting with them in any way. As conventional wisdom
dictates, “Don’t feed the trolls!”

How to Respond to Online Harassment

Ways to Respond to Online Harassment:
e Assess Your Immediate Safety:
e Document
e Report
e Decide How to Respond to Harassment
o Ignore them
o Block them
o Mute or silence them
o Expose them
o Engage them
There’s no correct answer to the question of whether or not you should engage with online
harassers. This is a very personal choice, and only you will know how you wish to respond and
what will make you feel safest.
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