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[bookmark: _h7a59n87m0bd]Background:[image: ]
Troy Hunt is an Australian web security expert known for public education and outreach on security topics. He created Have I Been Pwned?, a data breach search website that allows non-technical users to see if their personal information has been compromised[footnoteRef:0].  [0:  Wikipedia - Troy Hunt] 

His site catalogs known data breaches and will check your credentials to see if they have been compromised. We will leverage his site to see if our credentials have been discovered in some of these breaches.
[bookmark: _17ev586kmg9q]Requirements:
A web browser.
[bookmark: _s91g909phhod]PART I: Find out if your email address has been pwned.
1. Go to www.haveibeenpwned.com and enter your email 
2. If you have been pwned, scroll down through the list and note the sites where your email address has been discovered.
3. Take a screenshot of your results and paste them below.
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PASTE THE IMAGE OF YOUR EMAIL PWNAGE RESULTS
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[bookmark: _tb5wof34ojth]PART II: Find out if your password has been pwned.
1. Go to www.haveibeenpwned.com/Passwords (or just click on the “Passwords” tab at the top of the website) and enter a password you may have used in the past.
2. Look at the results and take a screenshot of them.
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PASTE THE IMAGE YOUR PASSWORD PWNAGE
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Check if you have an account that has been compromised in a data breach

email ad

Oh no — pwned!
Pwned on 20 breached sites and found 1 paste (subscribe to search sensitive breaches)
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Pwned Passwords

Pwned Passwords are 555,278,657 real world passwords previously exposed in data breaches. This exposure makes them unsuitable for
ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below as well as being
downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.
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Oh no — pwned!
This password has been seen 3 times before
This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before, change it!
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