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Introduction

Efficient management of critical
infrastructure assets is essential for ensuring
operational continuity, minimizing
downtime, and maintaining safety across
energy, transport, manufacturing, and other
industrial ~ sectors.  Even  short-term
deviations in environmental, technological,
or operational parameters may lead to
substantial financial losses, equipment
failures, or increased risks to personnel and
consumers. Traditional IoT-based
monitoring systems provide real-time
telemetry but remain heavily dependent on
cloud connectivity. This dependency
introduces several limitations: latency,
unstable communication channels, limited
on-site autonomy, and insufficient reaction
speed in time-critical scenarios.

Recent studies show that shifting data
processing to the edge layer significantly
improves system responsiveness, resilience,
and adaptability. Edge nodes are capable of
performing real-time filtering, anomaly
detection, event classification, and local
decision-making directly at the point where
industrial data is generated. However,
existing IloT platforms for monitoring
critical infrastructure still predominantly
rely on static rule-based logic or
cloud-centric processing. As a result, they
lack context awareness, dynamic event
prioritization, and the ability to operate

autonomously
disruptions.

during connectivity

These challenges highlight the need
for an intelligent, event-driven edge
computing  architecture = capable  of
interpreting contextual information,
classifying industrial events by their
criticality, and executing on-site decisions in
real time. Such an approach enhances the
resilience of critical infrastructure, reduces
operational delays, and forms a more

accurate, robust, and autonomous
monitoring ecosystem for the industrial
Internet of Things.

Problem Statement

The aim of this research is to develop
an event-driven data processing logic
within an  edge-oriented architecture
designed for intelligent cold chain logistics
management. To achieve this aim, the
following objectives are defined:

1. Analyze the operational
characteristics of cold chain logistics and
identify the types of critical events that
influence product quality and safety.

2. Investigate modern IoT and
edge computing architectural approaches,
revealing their limitations in terms of
latency,  autonomy,  scalability, and
adaptability under real operating conditions.

3. Develop a model of event
processing logic that provides:

— contextual interpretation of parameter
deviations;
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— dynamic classification of events based
on their severity;
— local decision-making at the edge node;
— minimized dependency on cloud service
stability.
Event Processing Logic Model for
Intelligent Cold Chain Management
The event processing logic operates
directly on the edge node, where sensor
measurements are received continuously. To
ensure structured interpretation, each event
is represented as a four-component tuple
shown in formula (1):

E = (t,s,v,C)(1)Where:
t— timestamp of the measurement;
s— sensor or source identifier;

v— observed value (temperature,
humidity, vibration, door state, etc.);
C— context vector containing

operational metadata relevant to the event.

The  context vector Cprovides
additional semantics: current operating
mode (loading, steady-state, defrost), recent
measurement history, refrigeration cycle
state, ambient temperature, and operational
flags such as door status or scheduled
activity windows. This allows the system to
interpret the same numerical deviation
differently depending on operational
circumstances.

To quantify how strongly an event
deviates from expected behaviour, the
system computes a deviation descriptor,
defined in formula (2):

D(E) = (3 )(2)

mag’ ~dur’ “trend’  corr
Where:

0 — magnitude of the deviation
mag

relative to the contextual baseline;

6 — duration for which the
dur

deviation persists;

0 — direction and rate of change
trend

(increasing, decreasing, oscillatory);

— correlation  with  other
corr

parameters or events (e.g., compressor off
while temperature rising).

This descriptor enables the model to
detect both abrupt anomalies and emerging

patterns such as slow temperature drift or
oscillatory instability.

Based on the deviation descriptor and
the context vector, the severity level of the
event is determined according to formula

3):

L=f, (D(E)C)@3)

Where:

f tass— adaptive classification
function;

L—  resulting  severity level

(informational, warning, critical, or

emergency).

Severity is not fixed but adapts over
time according to rolling statistics, operator
feedback and cloud-provided configuration
updates.

After the severity level is determined,
the edge node selects a suitable local
reaction. This decision process is expressed
in formula (4):

A = R(L, event_type, C)(4)

Where:

R— decision rule mapping a severity
level and event type to an action;

A— resulting action executed locally
on the edge node;

event type — identifier of the
anomaly (temperature deviation, compressor
anomaly, door event, route deviation, etc.).

Possible actions include recording
detailed logs, generating alerts, triggering
local alarms, applying safety constraints, or
synchronizing results with cloud services
once connectivity is restored.

To minimize dependency on cloud
stability, the system employs local buffering,
deferred synchronization, and compact
configuration updates. Long-term analytics,
parameter tuning, adaptive threshold
recalculation and rule set updates are
performed in the cloud and transmitted back
to the edge node as lightweight profiles,
ensuring continuous operation regardless of
connectivity.
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Figure . Hierarchical organization of
the event processing logic.

The structured representation in Fig. X
illustrates how the proposed event
processing logic is organized into three
hierarchical levels, showing the sequential
transformation of raw sensor inputs into
enriched events, analytical interpretations,
and finally edge-level decisions. This
layered view clarifies the internal workflow
of the model and highlights the functional
role of each stage within the overall event
processing pipeline.

In  summary, formulas (1)—(4)
collectively define the proposed event
processing logic model, which formalizes
how raw sensor readings are transformed
into contextualized events, how deviations
are quantified, how severity levels are
dynamically  determined, and  how
appropriate edge-level actions are selected.
This formal structure constitutes the core of
the model and distinguishes it from
conventional threshold-based approaches.

Ilustrative Scenario and Modelling
Results for Cold Chain Event Processing

This section provides a concise
scenario demonstrating how the proposed
event processing logic operates under
realistic cold-chain transportation
conditions. The example illustrates the
transformation of raw sensor readings into
contextualized events, deviation descriptors,
severity levels, and ultimately edge-level
actions.

Modelling Tools and Methods

The modelling process wused a
combination of historical cold-chain
telemetry and synthetic perturbations.
Historical datasets from refrigerated vehicles

provided realistic thermal dynamics, noise
characteristics, and compressor behavior.
Synthetic time-series components were
generated to emulate rare or developing
failure modes such as progressive
compressor underperformance or weak
sensor correlation.

All event tuples, deviation descriptors,
and severity classifications were computed
using Python-based scripts (NumPy, Pandas,
SciPy). Temperature trajectories were
reproduced using controlled perturbations to
baseline data, preserving thermal inertia and
ambient influence. Visual inspection and
statistical evaluation of the trajectories were
performed using Matplotlib and standard
signal-processing utilities. This combination
ensured realistic representation of cold-chain
operational conditions while enabling
controlled evaluation of the event processing
logic.

Scenario Description

To illustrate the practical application
of the proposed model, consider a
refrigerated vehicle transporting frozen
goods (—18°C setpoint) along a 120 km
route. The edge node inside the vehicle
continuously collects temperature,
compressor activity, ambient conditions, and
door status readings.

At time t, the system operates within

normal limits:
internal temperature —18.3°C, compressor
on, door closed, ambient +4°C.

At time t, a small upward drift

begins. The temperature increases to
—17.6°C while the compressor continues
cycling normally. A threshold-based system
would not classify this as abnormal.

Attime t - the drift accelerates:

temperature —16.7°C, compressor cycles
become irregular, and the correlation
between compressor state and temperature
response decreases.

At time t v the temperature reaches

—15.8°C while compressor output becomes
insufficient. Despite being within acceptable
regulatory limits, the deviation pattern
indicates an emergent equipment
malfunction.
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Using formula (1), each reading is
represented as an event
where Cincludes the thermal
compressor cycle metadata,
temperature, and operational flags.
Using formula (2), the deviation
descriptor is calculated. Between ¢t 3and t,:

-8  increases from 0.9°C to 2.2°C,
mag

-8 shows
dur

history,
ambient

persistence over 17

minutes,
-0 doubles its slope,
trend

—8__(compressor-temperature

correlation) drops from 0.84 to 0.41.
Using formula (3), the

classifier assigns the levels:

Informational — Warning — Ceritical.
Using formula (4), the edge decision

logic selects the appropriate reactions:
—local alarm,

severity

—transition to high-power compressor
mode,

—buffering diagnostic data locally,

—notifying the driver through the
cabin interface.

Even in the absence of cloud
connectivity, the edge node autonomously
mitigates the developing failure and
prevents spoilage.

Modelling Results

To make the behaviour of the
proposed event processing logic more
explicit, three representative temperature
trajectories were modelled and analysed.
Each trajectory reflects a typical situation in
cold chain operations and demonstrates how
the model reacts under different conditions.
A summary of the key parameters and
outcomes is presented in Table X.

Table . Summary of model behaviour
for three temperature trajectories

Temperature ] .
. L. Duration of Severity .
Scenario pattern (inside ) ) Edge-level reaction
observation evolution
chamber)
Oscillations
Stable . . Events logged; no alarms;
between —18.4°C . Informational .
Control R 20 min no control actions
and —-17.6°C only .
Curve . triggered
around setpoint
Informational Local alarm; compressor
Slow Drift Gradual rise from . ) - . P
. . 20 min Warning — forced to high-power
Curve —18.0°Cto —15.8°C . .
Critical mode; driver alert
Fast jumps from High-priority alarm;
Door-Abus —18.0°Cup to 10-12 min Warning — immediate notification;
e Curve —12.0°C with short Emergency event buffering for later
cycles cloud analysis
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Alkema V.V., Huzii M.M., Zozulya Y.A.

EVENT-DRIVEN EDGE PROCESSING MODEL FOR INDUSTRIAL IoT
SYSTEMS

Efficient and reliable cold chain management requires rapid detection and interpretation of
temperature deviations, equipment anomalies, and operational disturbances. Traditional
IoT-based monitoring architectures rely heavily on cloud connectivity, resulting in latency,
reduced autonomy, and limited resilience in time-critical situations. This paper proposes an
event-driven processing logic integrated into an edge computing architecture for intelligent cold
chain logistics platforms.

The model introduces a structured four-tuple event representation, a deviation descriptor
for quantifying abnormal behaviour, an adaptive severity classification function, and a rule-based
edge decision mechanism. Formulas (1)—(4) formalize the transformation of raw sensor
measurements into contextualized events, analytically evaluated deviations, severity levels, and
real-time edge-level actions.

Modelling results using realistic temperature trajectories—stable control, slow thermal
drift, and door-abuse patterns—demonstrate the model’s ability to distinguish benign fluctuations
from harmful deviations, escalate severity dynamically, and operate autonomously during
connectivity interruptions. The proposed approach significantly enhances responsiveness,
resilience, and operational reliability of cold chain monitoring systems.

Keywords

edge computing, industrial [oT, event-driven architecture, anomaly detection, contextual
processing, real-time decision-making, real-time decision, cyber-physical systems
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ITonieBo-opieHTOBaHA MOJEJb IPAHUYHOI 00POOKH JaHUX JJIA CHCTEM NMPOMHUCIOBOI0
InTepHeTy peyeit

EdextuBHEe ynpaBiiHHA XOJIOAOBMM JIAHIIOTOM MOTpeOy€ IIBHIKOTO BHUSBICHHS Ta
IHTEepIpeTalii TeMIepaTypHUX BIIXWICHb, 300iB 0O0MagHAHHSA Ta OIEpaIiiHUX TOIIH.
Tpanuuiiiai loT-cuctemMy MOHITOPUHTY 3HAYHOIO MIpOIO 3alieXKaTh BiJ XMapHHUX CEpPBICIB, IO
MPU3BOANTH JI0 3aTPUMOK, OOMEXKEHOI aBTOHOMHOCTI Ta 3HIKEHHS HAJIWHOCTI Y KPUTHUYHUX
CUTyalifx. Y CTaTTi 3alpolOHOBAHO MOJENb IMOJIEBO-OPIEHTOBAHOI JIOTIKM OOpOOKH JaHUX Y
Mexax edge-apXiTeKTypH JIJIsl IHTEIEKTYallbHOTO YIPABIIiHHS XOJ0JOBUM JIAHITIOTOM.

Mopnenp BKItouae (opmalizoBaHe MPEACTABICHHS MOAINA y BUITISLII YOTUPHUKOMIIOHEHTHOTO
KOPTEXY, OIKMC BIAXUJICHHS JJIs1 KUTbKICHOT OIIHKK aHOMAJIBHOI MTOBEAIHKH, aJaNTUBHY (YHKITIIO
kiaacudikanii piBHIB KPUTUYHOCTI Ta MEXaHI3M NPUHHATTSA pilleHb Ha piBHI edge-By3ia.
®opmynu  (1)~+(4) BHU3HAUAIOTH TOCHIIOBHY TpaHChOpMAIlI0O CHPHUX JaHUX CEHCOPIB Yy
KOHTEKCTYyaJli30BaHi MOii, OIIiHEeHI BIAXWJIEHHS, PIBHI 3arpo3W Ta JIOKaJIbHI Jii y pexXuMi
peaIbHOTO Yacy.

MopnentoBaHHs TPhOX THUIIOBHX TEMIIEpaTypHUX CIEHApiiB — CTaOUIBHOTO PEXUMY,
MOBLILHOTO Jpeldy Ta I1HTEHCHBHHMX KOJIMBaHb 4Yepe3 4YacTe BIiJAKPUBAHHSA JBeped —
HiATBEPAIIO 3MaTHICTh MOJEINI BIIPI3HATH HEIIKITNBI (IIyKTyaIlii BiJ HeOe3MeYHNX BiIXUIICHB,
JUHAMIYHO ITJIBUIYBaTH pIBEHh KPUTHYHOCTI Ta (PYHKI[IOHYBaTH AaBTOHOMHO HaBiTh 3a
BIJICYTHOCTI XMapHOTO 3B’S3Ky. 3ampoONOHOBAHWHN MiAXiJ MiABHILYE MIBUAKOMIIO, CTIUKICTh Ta
3arajbHy HaJIMHICTh CUCTEM XOJIOZIOBOTO MOHITOPHHTY.

KiawuoBi ciaoBa: oOuucienHs Ha nepudepii; npoMmuciaoBuil IHTepHET pedei;
MOJII€EBO-OPIEHTOBAHA APXITEKTYpa; BUSBIICHHsS aHOMaJIiil; KOHTEKCTyalbHa 00pOOKa; IPUIHHATTS
pillieHb Y peajJbHOMY 4Yaci; pillIeHHs B peajJbHOMY 4aci; KibepQi3uuHi CUCTEMHU.



