Candidate

Cloud Security / DevSecOps Engineer (AWS)

USA | Open to Remote / Contract / Contract-to-Hire
Email: EMAIL@email.com | Phone:

LinkedIn: linkedin.com/in

CORE TECHNICAL SKILLS

Cloud Security:

- AWS 1AM, KMS, S3, Lambda, CloudTrail, Security Lake

- SIEM-aligned detection pipelines and security telemetry analysis
- Encryption enforcement (SSE-KMS)

- Least-privilege access design

- Break-glass access analysis

- PCI evidence support

Data & Analysis:

- Amazon Athena

- SQL-based investigative and compliance queries over large-scale log datasets
- Security discovery and attribution

Infrastructure & Automation:

- Terraform, CloudFormation

- Python (Lambda, automation, analysis)
- GitLab CI/CD, Merge Requests

Engineering Delivery:

- Acceptance-criteria-driven development

- End-to-end story ownership

- Technical analysis and remediation planning
- Agile / SAFe delivery

PROFESSIONAL EXPERIENCE

Cloud Security / DevSecOps Engineer — Company

April 2024 - Present

Cloud security engineer supporting large-scale, multi-account AWS environments within a
regulated enterprise.

- Built Security Lake and Athena-based detection pipelines analyzing millions of daily
CloudTrail events to support SIEM ingestion, cloud threat investigations, and compliance
monitoring.

- Authored and optimized complex Athena SQL queries across large log datasets to identify



non-compliant activity and validate security controls.

- Identified and attributed non-compliant cloud resources across hundreds of AWS accounts
by tracing findings to originating infrastructure-as-code repositories.

- Produced audit-ready discovery outputs mapping security findings to source templates
and GitLab repositories, enabling targeted remediation by owning teams.

- Developed Python-based Lambda analysis used to automate security visibility and
enforcement workflows.

- Supported PCI evidence collection and cloud security assessments spanning multiple
services and accounts.

- Collaborated with senior engineers to refine acceptance criteria and align implementations
with security and compliance expectations.

- Delivered complete merge requests aligned with production engineering standards.

Junior Technology Associate — Cloud Security — Company

June 2023 - April 2024

Early-career cloud security engineer role focused on hands-on delivery and platform
ramp-up.

- Delivered a multi-service AWS MVP supporting internal security and platform workflows.
- Supported security control migration and retirement during enterprise cloud
modernization efforts.

- Gained hands-on experience with AWS CLI, CI/CD pipelines, and cloud-native security
tooling in a large-scale environment.

EARLIER TECHNICAL EXPERIENCE

DevOps / Cloud Engineering (Independent Projects)

2021 -2023

- Designed and deployed AWS environments emphasizing secure 1AM, encrypted storage,
centralized logging, and baseline monitoring.

- Performed cloud architecture reviews focused on security posture, scalability, and cost
efficiency.

- Implemented S3 encryption standards, IAM policy hardening, and foundational
observability.

CERTIFICATIONS

- AWS Certified Developer - Associate

- CompTIA Security+

- AWS Solutions Architect - Associate (previously held)
- AWS Cloud Practitioner (previously held)
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