
VIRTUAL WORKSHOP SIG INFORMATION SECURITY ON RANSOMWARE 

9 JUNE 2020 - START WORKSHOP 14.00 CET 

DRAFT PROGRAMME 

13.45 – 14.00 ​ LOG-IN, CHECK-IN, FILL IN NAME AND ORGANISATION  
(via Zoom’s Manage Participants/Rename function)  

 
Part 1: Universities dealing with an Emotet/CLOP ransomware attack 

14.00 – 14.10 Welcome, briefing on programme, expected outcomes and use 
of Zoom (chat, share screen, break-out rooms, Google Doc) 

Workshop hosts 

14.10 – 14.20  Individual introductions (name and org not needed, what is 
your interest in this workshop, what is the most severe security 
issue you’ve been involved in) 

 
All 

14.20 – 14.40 Presentation on CLOP experience at University Maastricht – 
What happened/damage/dilemmas/solutions 

Bart van den 
Heuvel 

14.40 – 15.00 Presentation on Emotet experience at University Duisburg 
Essen – What happened/damage/dilemmas/solutions 

Dr. Marius 
Mertens 

15.00 – 15.25 Plenary discussion: open questions, comparison between the 
cases. Lessons learned for individual universities   

 

15.25 – 15.30 Wrap-up, introduction to part 2  
​   

15.30 – 16.00 BREAK 
 
Part 2: National collaboration re ransomware attacks  

16.00 – 16.15 Presentation on role/support from SURF (NL) to solve the 
Maastricht attack, lessons learned   

Remco 
Poortinga 

16.15 – 16.30 Presentation on role from DFN (Germany) to address this type 
of Duisburg-Essen attacks, lessons learned 

Dr.  Marius 
Mertens 

16.30 – 16.45 Plenary discussion: open questions, comparison  
16.45 – 16.50 Introduction to (break-out*) group discussions  
16.50 – 17.20 Discuss and share ideas/successes for (a) individual and (b) 

collaborative approaches to prevent and effectively respond to 
Emotet attacks. Note these down in Harvesting Document**    

 

17.20 – 17.30 Plenary feedback ‘what did you learn/like best about the 
workshop’ - note down in the chat  

All 

17.30  Close***  
 

*) Break out in groups of 4 or 5 people 
**) Google Doc has been prepared for easy jotting down ideas and links. 
***) Slides will be provided; notes on plenary discussions, Google Doc and saved chat will be 
transformed into a brief report. 

https://docs.google.com/document/d/1Lrn-6pJxoIEPMQAK3SGbp-YRMJ4rLLIspvw6K6xRz0M/edit

