Virtual Machines

Name 0s Version RAM Storage IP Address
SADCO1 Windows Server | 1903 2GB %OGB 192.168.1.10
SASCCMO1 Windows Server | 1903 4GB 160GB 192.168.1.11
SAWS01 Windows 10 Pro | 1903 2GB 60GB Assigned by
DHCP

Server Roles

e SADCO1
o Active Directory Domain Services
o  DNS
o DHCP
m Scope configured for clients .100 - .200

Active Directory Custom Structure

(domain) ServerAcademy.com

ou) ServerAcademy
[} (ou) Workstations
(computer) SAWS01
ou) Groups
ou) Users
(user) Paul Hill

(user) Robert Hil
(user) Test User
ou) Admins
(user / domain admin) Paul Hill (Admin)
(user / domain admin) Robert Hill (Admin)
(user / domain admin) Test User (Admin)
u) Member Servers
{computer) SASCCMO1

Service Accounts



& NAT Network Details ? X

Enable Metwork

MNetwork Name: |NatNetwurk |

Network CIDR: |192.168.1.0/24 |

Network Options: || Supports DHCP
|:| Supports IPvE

Advertise Default IPv6 Route

Port Forwarding

oK Cancel

E:\Users\Tanner
C:\Users\Tanner\VirtualBox VMs
E:\Users\Tanner\VirtualBox VMs

SADCO01 Server Configuration (Domain Controller)
Internet Protocol Version 4 (TCP/1Pwd) Properties )4
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Uze the following IF address:

IP address: | 192.168. 1 . 10 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 1 . 1 |

Obtain DMS server address automatically

(@) Usze the following DNS server addresses:

Preferred DNS server: | 192.168. 1 . 10 |

Alternate DNS server: | | . . . |

[] validate settings upon exit Advanced. ..



Frar S8 NN

s
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i PROPERTIES

Computer name SADCOT

Workgroup WORKGROUP

Wa Public: On
Enabled

Disabled

Disabled

e 10 e

Pinging the Gateway
C:\WUsersh\Administrator»ipconfig

indows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPv4 Address.

Subnet Mask

Default Gateway

C:\Users\Administrator»ping 192.168.1.1

Pinging 192.168.1.1 with 32

teply from 3 i 1.1: byte time<]
teply from 3 .1: by time<:
teply from 3 i i ) time<:
ieply from 192.168.1.1: by 32 time<:

Ping statistic ~ 1692 .168.1.1:
Packets: Sen 4, Received = 4, Lost (
ppproximate round trip times in milli-seconds:

Minimum = ©&ms, Maximum = 8ms, Average

bytes of data:

ams




Domains

Organizational Units
Trees and Forests _—
Schema

: Active Directory Users and Computers

File

Action

View Help

o AE B EME HREI TR ETESR

: Active Directory Users and Comn

| Saved Queries

v 3 ServerAcademy.com
| Builtin
~| Computers

W

2| Domain Controllers

~| ForeignSecurityPrincipal:

| Managed Service Accour

| Users

o Serverficademy

Workstation
Groups

Users

Admins
Members Servers
Service Accounts

Mame Type

2] Workstation Organizational Unit
2] Groups Organizational Unit
2] Users Organizational Unit
2] Admins Organizational Unit

2] Members Servers Organizational Unit

2] Service Accounts Crganizational Unit



] Active Directory Users and Computers

File Action View Help

F

o FEH Bz BRI PRtavy 2’

j Active Directory Users and Com || Name Type

» || Saved Queries &, Tanner Jones User

W 3_'5-'3 Serverfcaderny.com E)Tro]f Taysom User
| Builti

» [ Builtin &, Test User User

» || Computers
5 2 Domain Controllers
» || ForeignSecurityPrincipal:
» ] Managed Service Accour
5 | Users
w (2] Serverfcademy
2| Workstation
2] Groups
2 Users
2] Admins
2| Members Servers
[2] Service Accounts

j Active Directory Users and Computers

File Action View Help

Ll ARl ol SNEERENEN  Bo- ik % Nk
] Active Directory Users and Com|| Name Type

’ ? :avedfuzrles E)Tanner.lones (Admin) User
v B ServerAcademy.com E)Tro],r Taysom (Admin)  User

» [| Builtin _
- Test User (Ad U
» || Computers &, Test User (Admin) ser

» 2] Domain Controllers
» || ForeignSecurityPrincipal:
» || Managed Service Accour
s | Users
w (2] Serverficademy
2] Workstation
(2] Groups
2] Users
2 Admins
2] Members Servers
(2] Service Accounts




Container Creation within Domain Controller

E SADCO1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B S

Z ADS| Edit _ O ,
File Action View Help
e |5 XEG= HE
ke Z %DSl Edit || Mame Class Disti|| Actions
v 8 Default naming context [ || =4 c\_ A gminSDHolder container CNs| | CN=System -
A w || DC=ServerAcademy,l = . .
Il AD = CNeBuilti _| CN=ComPartitions container CM= More Actions
- - ZEurEn | CN=CemPartitionSets container CM=
i! DH | CN=Computers - R ) . .
“ OU=Domain Coni _| CN=Default Domain Policy  domainPolicy  CM=
% DN = CN=ForeignSecur | CN=Dfs-Configuration dfsConfigura... CM=
ii Fild = CN=Keys | CN=DFSR-GlobalSettings msDFSR-Glo..  CN=
= CM=LostAndFour | CN=DoemainUpdates container CMN=
] CN=Managed Ser | CM=File Replication Service  nTFRSSettings  CM=
“| CN=NTDS Quotas | CN=FileLinks fileLinkTracki... CM=
~| CN=Program Dat; | CN=IP Security container CN=
| OU=ServerAcader | CN=Meetings container CM=
v ] CN=System L CN=Micrnenft NS container CM=
71 CN: Move ... msDS-Passw... CN=
7 CN: New Connection from Here container Ch=
“] CN: - - “N=
= N » Object...
l CN- ew e M=
- Ch; View > rpcContainer  CN=
- CN container CM=
- E: Delete container Ch=
- CI'\.I: Rename rIDManager CM=
- CN: Refresh sam5erver Ch=
= M- Export List...
< >
———— Properties
Creates a new item in t




L NS LTI AT L

Security Configuration of New Contalner (DC)

| CN=ComParti

| CN=Default D

| CN=Dfs-Conf

“| CM=DF5R-Glo

Select thiz object type:

[ Chl=Namainl |

IMore Actions

|Users. Groups, or Builtin security principals

From this location:

|Senrerﬂcadem)'.corn

| Locations...

Enter the object names to select (examples):

Check Names

| Cbject Types. ..

Attribute Editor  Security

I:3I'E)LI|:) ar User names:

)

S8 CREATOR OWNER
SR SELF

B2 Autherticated Users
SR SYSTEM

SR E

2 Domain Admins (SERVERACADEM Y Domain Admins)
Admins (SERVERACADEM Y Enterprise Admins)

Pemiissions for CREATOR OWNER

Add...

Remove

Full control

Read

Write

Create all child objects
Delete all child objects

Oooooo gg

Oooooo g‘?

For special permissions or advanced settings, click

Advanced.

0K

Cancel Apply
Performance

BPA results

Advanced

Help

Advanced... OK Cancel
|| =] CH=RID Manz |
Object Types *
Select the types of objects you want to find.
1A Computers
%Gn}ups
E) Users
] Cance

Addlng SASCCM Server to groups within container

Al gl M ) el

e L L |

L

Select Users, Computers, Service Accounts, or Groups

Select this ohject type:

|L|sers. Computers, Groups, or Builtin securty principals

From this location:

Sewefﬂcadm

| Locations...

Enterthe ohject names to select 1examgleh:

SASCCMOT

Advanced...

Check Mames

Cancel

| Ohject Types...

Pt



Granting full permissions to SASCCM

CM=System Management Properties ? =
Attribute Editor  Security
Group or user names:
SR Enterprise Key Admins (SERVERACADEM Y \Enterprise Key Ad... ~
ER Administrators (SERVERACADEM Y\ Administrators)
Y SR Pre-Windows 2000 Compatible Access (SERVERACADEMY Pr...
3 SR ENTERPRISE DOMAIN CONTROLLERS
- !SASCCMN (SERVERACADEMY \SASCCMOD1S)
A W
J
J Add... Remove
Permissions for SASCCMOT ] Ao Deny
Full control O -~
Read O
Write O
Create all child objects [
Delete all child objects [ o
For special pemmissions or advanced settings, click Ad‘uanced =
Feveness S
OK Cancel Apply Help
Advanced Security Settings for Systern Management ]
Owner: Domain Admins (SERVERACADEMY\Domain Admins) Change

Permissions Auditing Effective Access

For additional infermation, doubkle-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to -~
SR Allow  Authenticated Users Special Mone This chject only
BB Allow  SYSTEM Full control Mone This chject only
SR Allow  Domain Admins (SERVERAC...  Full control Mone This chject only
WERACADEM... Full control This object only
SR Allow  Enterprise Admins (SERVERA...  Full control Parent Object This object and all descendan...
SR Allow  Administrators (SERVERACA...  Special Parent Object This chject and all descendan...
SR Allow  Pre-Windows 2000 Compatib...  List contents Parent Object This chject and all descendan...
S Allow  CREATOR OWMER Validated write to com...  Parent Object Descendant Computer ohjects
SR Allow  SELF Special Parent Object This chject and all descendan...
[ SR Allow  SELF e —— Parent Object This chject and all descendan... «
Add Remove Edit Restore defaults

Disable inheritance

Cancel | [IARES




Granting permissions to descendant objects of

SASCCM

Permission Entry for System Management

Principal:  SASCCMO1 (SERVERACADEMY\SASCCIMO1S)

Type: Allow

—

Applies to: | This object and all descendant objects

Permissions:
Full control
List contents
Read all properties
[ Write all properties
Delete
Delete subtree
Read permissions
Madify permissions
Madify owner
=] All validated writes
Create all child objects
Delete all child objects
Create account objects
Delete account objects
Create aCSPolicy objects
Delete aCSPolicy objects

Delete msD5-ClaimTypes objects

Create msD5-DeviceRegistrationServiceContainer objects
Delete msDS5-DeviceRegistrationServiceContainer objects
Create msD3-GroupManagedServiceAccount objects
Delete msDS-GroupManagedServiceAccount objects
Create msD5-KeyCredential objects

Delete msDS-KeyCredential objects

Create msD5S-ManagedServiceAccount objects

Delete msD5-ManagedServicefccount objects

Create msD5-PasswordSettingsContainer objects

Delete msD5-PasswordSettingsContainer objects

Create msD5-ResourceProperties objects

Delete msD5-ResourceProperties objects

Create msD5-ResourcePropertylist objects

Delete msD5-ResourcePropertylist objects

Create msD5-ShadowPrincipalCentainer objects

Cancel




Creating SQL Service within Service Accounts

: Active Directory Users and Computers

File

Action  Wiew Help

e | HE B XEBdz HE/PaETa%

] Active Directory Users and Com

| Saved Queries

v 3 ServerAcademy.com

W

| Builtin
| Computers
2 | Domain Controllers

| ForeignSecurityPrincipal:
~| Managed Service Accour

2| Serverfcadery
2| Admins
2| Groups
o] Members Servers

2| Service Accormts

2| Users
2| Workstation
| Users

Mame Type

Delegate Control...
Move...

Find...

Mew ¥

All Tasks >
View ¥

Cut

Delete
Renarne
Refresh
Export List...

Properties

Help

Description

Computer

Contact

Group

InetCrgPerson
msD5-ShadowPrincipalContainer
mslmaging-P5Ps

MSMC Cueue Alias
Organizational Unit

Printer

User

Shared Folder



Mew Object - User *

\E) Create in:  rAcademy.com/ServerAcademy./Service Accounts

Last name: |Senrice

First name: |5E]L | Initials: I:I
|
|

Full name: |5E]L Service

Iser logon name:

|SG LService| | @ServerAcademy.com “

Lser logon name (pre-Windows 2000):
|5EHvEHm:AD EMY" | |SGLSen.rice

< Back Mext = Cancel

Creating Admin Groups within ServerAcademy

:: Active Directory Users and Computers
File  Action View Help

= mE SEIRXEEE HEI ez vTE R

:: Active Directory Users and Com || pame Type Description
o~ Saved Queries %SQL Service User
~ I35 ServerAcademy.com
| Builtin
| Computers
= | Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
~ (2] Serverfcademy
2| Admins
= | Grou
=] Mem Delegate Control...
=1 Servic Mowve...
21 Users Find...
= Work
= Users Mew > Computer
All Tasks » Contact
Cut Group
Delete InetCrgPerson
R msD5-ShadowPrincipalContainer
ename
mslmaging-P5Ps
Properties MSMQ Queue Alias
Help Organizational Unit
Printer
User

Shared Felder



Mew Object - Group

% Createin:  ServerAcademy.com/ServerAcademy Groups

Group name:
| 0L Admins] |

Group name (pre-Windows 2000):

| SOL Admins |
Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
() Universal

Cancal

Mew Object - Group

% Create in:  ServerAcademy.com/ServerAcademy,Groups

Group name:
| SCCM Admins |

Group name (pre-Windows 2000):

| SCCM Admins |
Group scope Group type
() Domain local (®) Security
(®) Global () Distribution

() Universal




Active Directory Users and Computers
e Action View Help

S HE 4EXEd BF| P eETER

Active Directory Users and Com || Mame Type Description

—| Saved Queries &, 5CCM Admi... Security Group...
# Sgwerﬁc.ader'n}r.cam M2 5Ol Admins  Security Group...
| Builtin
| Computers
2 | Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
w (2] Serverfcademy
2| Admins
2| Groups

=1 hdmmnlhaes Coamones

Adding Users to the Created Groups

Mame Type Drescription

%SQLAdmins Security Group...
2 SCCM Admi.. Security Group...

SOL Admins Properties [ =

General Members Member Of Managed By

Members:

Mame Active Directory Domain Services Folder

Ok Cancel Apphy
Select Users, Contacts, Computers, Service Accounts, or Groups =
Select this object type:
|Users. Service Accounts, Groups, or Cther objects | Object Types...
From this location:
|Senrerﬁcademy.com | Locations...

Enter the object names to select (examples):

anner jones| Check Mames

Advanced... oK Cancel




Multiple Mames Found

Mare than one object matched the name "tanner jones". Select one or more
names from thig list, or, reenter the name.

Matching names:
Mame Logon Mame {pr...  E-Mail Address Description In Folder
E;, Tanner Jones  tannerjones Serverficademy....
T-Elnner Jonmes ... tanner jones-admin Serverfcademy ...

Multiple Mames Found

Maore than one object matched the name “troy taysom”. Select one or maore
names from this list, or, reenter the name.

Matching names:
MName Logon Mame (pr...  E-Mail Address Description In Faolder
E; Troy Taysom troy taysam Serverfcademy....

Troy Taysom (... troy taysom-admin Serverficademy....

S0L Admins Properties ? *

General Members  Member Of Managed By

Members:

Mame Active Directory Domain Services Folder

3:. Administrator Serverfcademy com./Users

3:. Tanner Jones... ServerAcademy.com/Serverfcademy/ Admins
3:. Test User (Ad... Serverfcademy.com/Serverfcademy/Admins
3:. Troy Taysom (... Serverfcademy com/Serverfcademy/Admins




EE, S50L Admins  Security Group...
82 SCCM Admi... Security Group...

SCCM Admins Properties ?

General Members  Member Of  Managed By

Members:

MName Active Directory Domain Services Folder

_:_;. Administrator ServerAcademy.com/Users

_1_, Tanner Jones... ServerAcademy.com/ServerAcademy/Admins
;_;. Test User (Ad... Serverfcademy.com/Serverficademy/Admins
_1_3 Troy Taysom (... Serverfcademy.com/Serverfcademy/Admins

Schema mas 1.5e Academy .com

Domain naming master i hcademy . com
PDC V. COMm
RID pool manager Bl.5 ademy . com
Infrastructure master Bl .S5erverfcademy .com
The command completed




Accessing the shared file from SADCO1

# Quick access
I Desktop
; Downloads

Documents
[&=] Pictures

Ml Thi-

. | A -~
Local Disk (Z:)

Share

Manage

View Drrive Tools

"

%N % %

n

PerfLogs

Program Files

Program Files (x26)
Uzers

Windows

Ln

—_

ey

]

=] I g g Loy

T Y Y S -
bl

(R N R R

Type
219 AM  File folder
10 PM File folder
09 PM File folder
08 PM File folder
31 PM File folder

-» Search Local Disk (C5)

Size

Ran extadsch as admin to create text document

Share

View

Drrive Tools

s+ ThisPC s Local Disk (C:)

(=)

% % % % N

S

Mame

PerfLogs

Prograrn Files

Prograrn Files (x26)

Users
Windows
mfc120.dll
msver120.dll
[8=] extadsch
=| ExtADSch

LY

Date modified

15/2018 12119 AM
/2172021 810 PA
2/21/2021 :09 P
2/21/2021 2:08 PM
2/22/2021 431 PM
41172019 12:55 AM
41172019 12:55 AM
41172019 12:56 AM

3/8/2021 5:40 PM

[ =]

Search Local Disk (C:)

Type

File folder
File folder
File folder
File folder

File folder

Application extens...

Application extens...

Application

Text Document

Size

5477 KB
941 KB
42 KB

2 KB



| ExtADSch - Notepad

File Edit

<B3-88-20821
<@3-88-2021
<@3-88-2021
<@3-88-2021
<@3-88-2021
<B3-88-2021
<B3-88-20821
<B3-88-2021
<B3-88-20821
<B3-88-20821
<@3-88-2021
<@3-88-2021
<@3-88-2021
<@3-88-2021
<B3-88-2021
<B3-88-20821
<B3-88-2021
<B3-88-20821
<B3-88-20821
<@3-88-2021

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

48
48
48
48
A8
48
48
48
48
48
48
48
48
A8
48
48
48
48
48
48

132>
132
132>
(32
(32
132
132
132>
132>
132>
132
133>
:33r
:33
133
133
133>
133>
134
1345

Format View Help

Modifying Active Directory Schema - with 5MS extensions.

DS Root
Defined
Defined
Defined
Defined
Deftined
Defined
Defined
Defined
Defined
Defined
Defined
Defined
Defined
Deftined

:CN=5chema,

attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute

CN=Configuration,DC=Servericademy,DC=com
cn=M5-5M5-5ite-Code.
cn=m5-SMS-Assignment-5ite-Code.
cn=M5-SM5-5Site-Boundaries.
cn=MS-SMS-Roaming-Boundaries.
cn=MS-SMS-Default-MP.
cn=mS-SMS-Device-Management-Point.
cn=MS-SM5-MP-Name.
cn=M5-5M5-MP-Address.
cn=m5-5M5-Health-5tate.
cn=m5-5M5-5ource-Forest.
cn=M5-SM5-Ranged-IP-Low.
cn=M5-SMS-Ranged-IP-High.
cn=mS-SMS-Version.
cn=m5-SMS-Capabilities.

Defined
Defined

class cn=MS-SMS-Management-Point.

class cn=M5-SM5-5erver-Locator-Point.
Defined class cn=MS5-5M5-5ite.

Defined class cn=MS5-5M5-Roaming-Boundary-Range.

03-08-2821

<B83-08-2021
<B3-08-20821
<B3-08-2821
<B3-88-2021
<B3-88-20821

17:
17:
17:
17:
17:

48
48
48
48
48

134
134
134
134
134

Successfully extended the Active Directory schema.

Please refer to the ConfigMgr documentation for instructions on the mam
configuration of access rights in active directory which may still

need to be performed. (Although the AD schema has now be extended,

AD must be configured to allow each ConfigMgr Site security rights to
publish in each of their domains.)



Configuring Firewall with Group Policy

— {,ﬂ':} I r Manage Tools View

St

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives
CHCP

Disk Cleanup

DNS

Event Viewer

iSCSI Initiator

Local Securnity Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

QODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

Systermn Configuration

System |Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memony Diagnostic
Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell ISE (x8&)

Windows Server Backup




Applying Firewall rules to every computer in domain

Group Policy Management
File Action View Window Help

= |F 6| HE

, Group Policy Management || Group Policy Management
_ﬁ Forest: ServerAcademy.cor| | ~ooiente

~ 55 Demains
_5.":3 ServerAcademy.cor | MName
[ Sites

Fat

Create a GPQ in this domain, and Lj

Link an

sei Group Policy M

; Isting
1+ Group Policy Re .
- Block Inheritance

Group Policy Modeling Wizard...

Mew Organizaticnal Unit

Mew GPO >

Mame:
|sccm Client Firewall|

Source Startter GPO:
{none) e

3L Group Policy Management
3L File Action View Window Help

&= |7 ¢ HE

|z Group Policy Management Group Policy Mar
v _ﬁ Forest: ServerAcadermy.com Cantents
v 55 Demains
v F3 ServerAcademy.com Name
a Default Domain Policy A\ Forest: ServerAca
;] SCCM Client Firsasall
2| Domain Cor JEdit..
2 | ServerAcade Enforced

..f Groun Polic ! - LI R N



'=[ Group Policy Management Editor
File Action View Help
L dliss (IEREY

(=] SCCM Client Firewall [SADCO1.5ERVERACADEMY.COM] Policy
v i Computer Configuration

w || Policies
~| Software Settings
w || Windows Settings
~| Name Resoteton Policy
|&| Scripts (Startup/Shutdown)
=0 Deployed Printers
v T Segurity Seitings
55 Account Policies
_:f] Local Policies
i Event Log
o Restricted Groups
4 Systemn Services
4 Registry
i File System
f__;.b[ Wired Metwork (IEEE 802.3) Policies

~| Wind der Firewall with Advanced Se
| Metwork List Manager Folicies
;_J Wireless Metwark (IEEE 802.11) Policies

| Public Key Policies
~| Software Restriction Policies

:_.H..-I VRITEL INELWUTE LICCC U] FUlLIES
w [ Windows Defender Firewall with Advanced Security
~ @ Windows Defender Firewall with Advanced Security - LDAP:,
3 Inbound Rules
Cutbound Rules
® Connection Security Rules

~ [ | Windows Defender Firewall with Advanced Security
W ﬁ Windows Defender Firewall with Advanced Security - LDAP:,

3 Inboun "™

Outbor Mew Rule...

M Connec Filter by Profile >
| Network ListM o py State >
il Wireless Netwe _

- Filter by Group »



ﬂ' Mew Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

@ Rule Type

@ Predefined Rules
@ Action

What type of nule would you like to create?

) Program

Rule that controls connections for a program.

) Port
Rule that controls connections for a TCP or UDP port.

(® Predefined:

File and Printer Sharing

Active Directory Domain Services

Active Directory Web Services

] AllJoyn Router

BranchCache - Content Retrieval (Uses HTTP)
BranchCache - Hosted Cache Server (Uses HTTPS)
BranchCache - Peer Discovery (Uses WSD)
Cast to Device functionality

COM= Metwork Access

COM+ Remote Administration

Core Networking

Deliveny Optimization

DFS Management

DF5 Replication

DHCP Server

DHCF Server Management

DIAL protocol server

Distributed Transaction Coordinator

DONS Service

File and Printer Sharing over SMBDirect

File Replication

L] TR | TR R ¥ D ——




Predefined Rules

Select the rules to be created for this experience.

Steps:

@ Rule Type Which rules would you like to create?

@ Predefined Rules The following rules define network connectivity requirements for the selected predefined group.
Acti Rules that are checked will be created. If a rule already exists and is checked, the contents of

’ on the existing rule will be ovenwritten.

Rules:

MName Rule Exists Profile Desc
File and Printer Sharing (LLMNR-UDP-In) Mo All Inbo
File and Printer Sharing (Echo Request - ICM... Mo All Echol
File and Printer Sharing (Echo Request - ICM_.. Mo All Echaol
File and Printer Sharing (Spooler Service - RP.. Mo All Inbo
File and Printer Sharing (Spooler Service - RPC) Mo All Inbot
File and Printer Sharing (MB-Diatagram-In) Mo All Inbot
File and Printer Sharing (MB-Mame-In) Mo Al Inbot
File and Printer Sharing (SMB-In) Mo Al Inbot
File and Printer Sharing (MB-Session-In) Mo Al Inbot
L 4 >

e
<Back | MNext> )| Cancel



0‘ Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
# FRule Type What action should be taken when a connection matches the specified conditions?
@ Predefined Rules
@ Allow the connection
@ Action

This includes connections that are protected with IPsec as well as those are not.
() Allow the connection if it is secure
Thig includes only connections that have been authenticated by using |IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

() Block the connection

%

< Back Cancel



=l Group Policy Management Editor - O
File Action View Help
e 25E 2|

|£[ SCCM Client Firewall [SADCO1.SERVERAC A || Mame Group Profile Enabled

v % Computer Configuration € File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing Al Yes

M Pi_olmes . #9 File and Printer Sharing (Echo Request - I...  File and Printer Sharing All Yes

o j ]?S;h;:::::::nggss 3 File and Printer Sharing (Echo Request - I...  File and Printer Sharing All Yes

] Name Resolution Policy €3 File and Printer Sharing (Spooler Service -... File and Printer Sharing All Yes

| Scripts (Startup/Shutdowr & File and Printer Sharing (Spoocler Service -... File and Printer Sharing All Yes

m Deployed Printers & File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing All Yes

- i Security Settings Q File and Printer Sharing (MB-Mame-In) File and Printer Sharing All Yes

EE' Account Palicies &3 File and Printer Sharing (SMEB-In) File and Printer Sharing All Yes

& File and Printer Sharing (WB-Session-In) File and Printer Sharing All Yes

& Local Policies

 Eventlog

4 Restricted Groups

4, System Services

5 Registry

4 File System

_:__'.J Wired Network (IEEE 31

s || Windows Defender Fin

v ﬂ Windows Defender
&3 Inbound Rules
- Outbound Rule

w || Windows Defender Firn
v g Windows Defender
BRI

C

Mew Rule...

B C Filter by Profile
J Network Filter by State
ﬂﬂ WIFE!ESS Filter by Group
" Public K

| Software View




ﬂ' Mew Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

& Rule Type

@ Predefined Rules
@ Action Q

Wh

O

®

at type of rule would you like to create?

Program

Rule that controls connections for a program.

Port
Rule that controls connections for a TCP or UDP port.

Predefined:

Windows Defender Firewall Remote Management

DMS Service

File and Printer Sharing

File and Prirter Sharing aver SMBDirect
File Replication

File Server Remote Management
iISCSI Service

Kerberos Key Distribution Certer
Key Management Service

mOMS

Microsoft Key Distribution Service
Metlogon Service

Metworlk Discovery

Performance Logs and Alerts
Remote Desktop

Remote Desktop (WebSocket)
Remote Event Log Management
Remote Event Monitor

Remote Scheduled Tasks Management
Remote Service Management
Remote Shutdown

Remote Yolume Management

i B S L B i
| Advanced Audit P

ulll Policy-based Qo5
~| Administrative Templates

Routing and Remote Access

Secure Socket Tunneling Protocol
SHNMP Trap

Software Load Balancer

TPM Virtwal Smart Card Management

Windows Defender Firewall Bemote Management

Windows Management Instrumentation (VW M)
Windmue Madiz Plauar



[ LE 1]t N

Mame Rule Exists Profile Desc
Windows Management Instrumentation (A5yn... Mo All Inbov
Windows Management Instrumentation (WMI-.. Mo All Inbov
Windows Management Instrumentation (DC0... Mo All Inbou
£ >
"
<Back | (Net> J  Cancel



Mew Inbound Rule Wizard

tion

zify the action to be taken when a connection matches the conditions specified in the rule.

wle Type What action should be taken when a connection matches the specified conditions?

'redefined Rules
(® Allow the connection

Z- 1 This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in [Psec properties and rules in the Connection Security
Rule node.

(") Block the connection

< Back F Cancel
e

&% Inbound Rules
% Outbound Rules

fa Connecti MNew Rule...

letwork List Ma

fireless Metworl Filter by Profile >
ublic Key Polici Filter by State 3
oftware Restrict Filter by Group y
pplication Con

¥ Security Polici View >
dvanced Audit Refresh

y-based Qo5 _

Export List... "

trative Ternplats

Help 1L



What type of rule would you like to create ¥

() Program

Rule that controls connections for a program.

) Port
Rule that controls connections fora TCP or UDP port.

® Predefined:

File and Printer Sharing

Active Directory Domain Services

Active Directory Web Services

) AllJoyn Router

BranchCache - Content Retrieval (Llses HTTP)
BranchCache - Hosted Cache Cliert (Uses HTTPS)
BranchCache - Hosted Cache Server (Uses HTTPS)
BranchCache - Peer Discovery (Uses WSD0)

Cast to Device functionality

Core Metwarking

DHCP Server Management

DiagTrack

Distributed Transaction Coordinatar

DMNS Service

iSCSI Service

mDOMNS

Metwaork Discovery

Routing and Remote Access

TPM Virtual Smart Card Management

File and Printer Sharing

Rules:
Mame Fule Exists Profile Desc
File and Prirter Sharng (LLMMNR-UDP-Out) Mo All Ciuthn
File and Prirter Sharing (Echo Request - ICM... Mo All Echo
File and Prirter Sharing (Echo Request - ICM... Mo All Echo
File and Prirter Sharing (NB-Datagram-Out) Mo All Ot
File and Printer Sharing (MB-Mame-Out) MNo Al Ot
File and Printer Sharing {SMB-Ciut) MNo All Ot
File and Printer Sharing (MB-Session-Out) Mo All Outhe
£ >
Mext = Cancel

< Back <




9 Mew Qutbound Rule Wizard

Action

ipecify the action to be taken when a connection matches the conditions specified in the rule.

yteps:
 Rule Type

i Predefined Rules
(@ Allow the connection

_— S Threrrelde TS that are protected with |Psec as well as those are not.

i) Allow the connection if it is secure
This includes anly connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properies and rules in the Connection Security
Rule node.

What action should be taken when a connection matches the specified conditions ?

(") Block the connection

< Back Cancel




\=[ Group Policy Management Editor
File Action View Help
ol ARs] ol HEY

(=[ SCCM Client Firewall [SADCO1.SERVERACADEMY.COM] Policy
w i Computer Configuration
w || Paolicies
| Software Settings
~ [ Windows Settings
| Mame Resolution Policy
] Scripts (Startup/Shutdown)
= Deployed Printers
v i‘lﬁ Security Settings
5 Account Policies
j Local Policies
j Event Log
‘4 Restricted Groups
‘4 System Services
‘8, Registry
‘& File System
_:gj' Wired Metwork (JEEE 802.3) Policies
w || Windows Defender Firewall with Advanced Secu
v @ Windows Defender Firewall with Advanced ¢
B3 Inbound Rules
Outbound Rules
%% Connection Security Rules

L]

Mame

& File and Printer Sharing (LLMNR-UDP-Out)
€3 File and Printer Sharing (Eche Reguest - ...
@3 File and Printer Sharing (Echo Request - |...
€3 File and Printer Sharing (WB-Datagram-0...
& File and Printer Sharing (MB-Name-Out)
& File and Printer Sharing (SMB-Out)

& File and Printer Sharing (MB-5ession-0ut)

Group

File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing

ﬂ MNew Qutbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

# FRule Type

# Predefined Rules
® Action ) Program

What type of rule would you like to create?

Rule that controls connections for a program.,

O Port

Rute that controls connections for a TCP or UDP port.

(® Predefined:

Windows Management Instrumentation (W)
Rule that contrals connections for a Windows experence.

() Custom
Custom rule.

s



Action
pecify the action to be taken when a connection matches the condttions specified in the rule.
iteps:
Rule Type What action should be taken when a connection matches the specified conditions?

Predefined Rules

(®) Allow the connection
Action

Thiz includes connections that are protected with |Psec as well as those are not.

SCCM Client Group Policy Settings

= Group Policy Management SCCM Client
v z% Zéreos:;:;:rkademy.mm Scope | Details Setings D 7
~ Z3 ServerAcademy.com Location Enforced Link Status Path
if:r Default Domain Policy Workstation No Enabled ServerAcademy.com/ServerAcadenmy/
i SCCM Client Firewall Workstation

5 (=] Domain Controllers

v 5] ServerAcademy This list only includes links in the domain of the GPO.,

5 (5] Admins
> (51 Groups
> [E1 Members Servers The settings in this GPO can only apply to the following groups. users, and computers:
» [ sccM s
5 @ Service Accounts
+ B Users NT AUTHORITY utherticated Users
~ F1 Workstation
2] SCCM Client
» [ Group Policy Objects These groups and users have the specified pemission for this GPO,
> [ WMI Filters by
» [ Starter GPOs Name Allowed Permissions Inherited
> ([ Sites NT AUTHORITY Autherticated Users Read from Security Filtering)
§ilf Group Policy Modeling NT AUTHORITY\ENTERPRISE DOMAIN Read
E Group Policy Results CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings. delete. modify securty
SERVERACADEMY\Domain Admins Edit settings. delete. modify security
SERVERACADEMY'\Enterprise Admins Edit ssitings, delste, modify securty

Computer Configuration (Enabled)




Running gpupdate /force to update client
ﬁ SAWSO01 [Running] - Oracle VM VirtualBox

¥nu have the Aunto canture kevhoard ontion furned aon. This will canse the Virtual Machine to antomat

The Virtlial Machine renarts that the auest OS5 sunnorts mouse nointer intearation. This means that w

Microsoft

Edge

B Ch\Windows\System32\cermd.exe - gpupdate /force

Checking Firewall Changes on Client Machine

L)
ﬁ Windows Defender Firewall with Advanced Securty provides network securty for WWindows computers.

= Windows Defender Firewall with Advanced Security on Local Com... >
Ohverview -
Domain Profile  Prvate Profile Public Profile  IPsec Settings I
(D For your sef
Domain Profilel @ I:::-T_yourse ity. some settings are controlled by Growup
‘alicy
F )
@ Windows Defen Specify behavior for when a computer is connected to its cormporate
@ Inbound conned domain.
& State
- Cutbaund conmig e Firewall state: On {recommended)
Private Profile Inbound connections: Block {default) e
& Windows Defen
s " Cutbound connections: Allow [default) ~r
(9 nbound connec
@ Outbound conne Protected network connections: Customize...

Public Profile

& wWindows Defen
@ Inbound connec
i@ Outbound conne L

AR - Specify logging settings for .
B2 “Windows Defen i troubleshooting. Customize. ..

Specify settings that control Windows
Defender Firewall behavior.

Getting Started -

Awuthenticate cd
Cancel Bony 1|
and

Create connection sey




Moving SQL Admins to SCCM OU

| Active Directory Users and Computers

File Action View Help
e |2 B XEe=HE BRETPTa%R

] Active Directory Users and Com|| Mamme Type Description
s [ Saved Queries
w 3 ServerAcademy.com
| Builtin
» [ Computers
2| Domain Controllers
» ] ForeignSecurityPrincipal:
» ] Managed Service Accour
v 3] Serverfcademy
= Admins
= Groups
» 121 Members Servers )
51 SGCM
» 2] Serdice Accounts
» 3] Users
% @1 Workstation
| Users

2rA50l Admins Security Group...

Moving SAWO01 Client to Workstation OU



| Active Directory Users and Computers

File Action View Help

o |2 B XE BRI P2 ETE%

(vvv

] Active Directory Users and Com
5 [7] Saved Queries

v Zj ServerAcademy.com

| Builtin

] Computers

= Domain Controllers

| ForeignSecurityPrincipals
"1 Managed Service Accour
2 ServerAcademy

| Users

21 Admins %3
2] Groups

31 Members Servers
2] SCCM

21 Service Accounts
2] Users

21 Workstation I._T

MName Type Description

e SAWOT Computer

Moving SASCCMO01 Server to SCCM OU

] Active Directory Users and Computers

File Acticn View Help

e | 2H /O XEG= HEI VR ETER

] Active Directory Users and Com
s ] Sawved Queries
~ Zj ServerAcademy.com

BELD

o L

=

Builtin

Computers

Dormain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
ServerAcademy

21 Admins

2] Groups

=] Members Servers

msm@g——#"
2 Servicédccounts

= Users
2] Workstation
Users

Mame Type Description

Lo SASCCTMOT Computer

Group Policy Management



Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit
Compaonent Services
Computar Management
Defragment and Optimize Drives
DHCP
Disk Cleanup
DNS
Event Viewer
hp_ﬁrﬂ.l_p_l:’clt?_d;nage ment - ]
iSCSI Initiator

rg

Creating a Group Policy Object for Workstations



2, Group Policy Management

12l File Action

View Window Help

. Al RN 7 i

=L Group Pelicy Management
w _\i Forest: ServerAcademy.com
v (= Domains
~ I3 ServerAcademy.cem

wf
|
> (B
v =]

P T T

0,

PN Y

> L@ Sites

"5 WMI Filte
"] Starter GP

Default Damain Policy
SCCM Client Firewall
Domain Controllers
Serverfcademy

2] Admins

=| Groups

Members Servers
SCCM

= Service Accounts
=] Users

503

s B

Group Policy Management
Contents

Mame
._ﬂ Forest: ServerAcademy com

7 Wnrkﬁ"
Create a GPO in this domain, and Link it here...

Group Po

Group Policy Update...

5l Group Policy Mo

v, Group Policy Res

Mew Organizational Unit

Mew Window from Here

Delete
Rename
Refresh

Properties

Help

Mew GPO

MName:

SCCM Client|

Link an Existing GPO...

Bleck Inheritance

Group Policy Medeling Wizard...



> (21 Users
v 31 Workstation
s SCCM Client
> [ Group Pel N:F"‘_
> [ WMI Filter ErTaTe e
> (3 Starter GP U |1 Enabled

=

L= Group Policy Management Editor
File Action View Help

=|FEE = Hem

=] SCCM Client [SADCO1.SERVERA
w il Computer Configuration
» [ Pelicies
~ || Preferences
> [ Windows Settimgs
~ Centrel Panel Setting
Ed Data Scurces

Z Devices

=¥ Folder Opticns

Local
oo NI Locel User

Select an item to view its description.

5 v

@ Power All Tasks > Local GE-UP
556 Printer R
(=] Schedu
= Paste
88y Service }
~ % User Configuratio. Print
» [ Policies Refresh
» [O) Preferences g
Help
Mew Local Group Properties >

Local Group  Common

g Action: |Lmdate v|

Group name; J Administrators (built<in) R | it

Rename to: | |

Description: | |

[Joelete all member users
[Joelete all member groups

Members:
Mame Acton SID
ServerAcademy\SASCCMO1S ADD
£ >

[ Ramove | [Ghange...

.ok || Cancel || apply || Hep |




n e [ | f T = | 4

=] Group Policy Management Editor
File Action View Help

L IR GIEI s

=] SCCM Client [SADCO1.5ERVERACADEMY.COM] P I
v & Computer Configuration
~ | Policies
> [ Software Settings
> | Windows Settings
v || Administrative Templates: Policy defin
5 ] Control Panel
v | Metwork
" Printers

1 DirectAccess Ciient Experience Setti | [T pgreainprorie

7] DNS Client i

B Fonts Select an item to view its description,  Setting State

(] Hotspot Authentication \i£) Windows Defender Firewall: Allow local program exceptions Mot configured
[ Lanman Server if) Windows Defender Firewall: Define inbound program except... Mot configured
7] Lanman Workstation 12 Windows Defender Firewall: Protect all network connections Mot configured
[ Link-Layer Topology Discovery | Windows Defender Firewall: Do not allow exceptions Mot configured
1 Microsoft Peer-to-Peer Networking Windows Defender Firewall: Allow inbound file and printer s...  Not configured
] Metwork Connections Windows Defender Firewall: Allow | exceptions Not configured
v (7] Windows Defender Firewall Windows Defender Firewall: Allow logging Mot configured

71 Domain Profile
71 standard Profile

. Windows Defender Firewall: Prohibit notifications MNet configured
Windows Defender Firewall: Allow local port exceptions Met configured

:I Network Connectivity Status Indical Windows Defender Firewall: Define inbound port exceptions  Not canfigured
'_—tl Network Isolation Windows Defender Firewall: Allow inbound remote administ... Mot configured
‘_—tl Nehl'vork‘PmVider | Windows Defender Firewall: Allow inbound Remote Desktop... Mot configured
:.I ki Windows Defender Firewall: Prohibit unicast response te mu...  Not configured
E ?:;zad{et sl Windows Defender Firewall: Allow inbound UPnP framewor... Mot configured
& Windows Defender Firewall: Protect all network connections [m] X

Eﬂ Windows Defender Firewall: Protect all network connections | Pravious Satting | Next Setting

O Not Configured ~ Comment:

L I P

() Disabled

Supported on: [ ¢ |east Windows XP Professional with SP2 =
12, Windows Defender Firewall: Allow local program exceptions
liz] Windows Defender Firewall: Define inbound program except...
. ﬁ Windows Defender Firewall: Protect all network connections
Options: Help:

li=, Windows Defender Firewall: Do not allow exceptions
i) Windows Defender Firewall: Allow inbound file and printer s...

Wi i .
Jurmson Windows Dsfenderfirewall = Windows Defender Firewall: Allow ICMP exceptions

| Windows Defender Firewall: Allow logging

| Windows Defender Firewall: Prohibit notifications

| Windows Defender Firewall: Allow local port exceptions

=] Windows Defender Firewall: Define inbound port exceptions
li=] Windows Defender Firewall: Allow inbound remote administ...

If you disable this policy setting, Windows Defender Firewall does i) Windows Defender Firewall: Allow inbound Remote Desktop...
net run. This is the only way to ensure that Windows Defender

Firewall does not run and administraters who leg on locally 4 g )
cannot start it. iz, Windows Defender Firewall: Allow inbound UPnP framewor...

If you enable this policy setting, Windows Defender Firewall runs
and ignores the "Computer Configuration\Administrative
Templates\Network\Metwork Connections\Prohibit use of
Internet Connection Firewall on your DNS domain network”
policy setting.

iz, Windows Defender Firewall: Prohibit unicast response to mu...

If you do not configure this policy setting, administrators can use
the Windows Defender Firewall component in Control Panel to
turn Windaws Defender Firewall on or off, unless the "Prohibit
use of Internet Connection Firewall en your DNS domain
network" policy setting overrides.




=] Group Pelicy Management Editor

File Action

View Help

e | ZE = HE

w i Computer Configuration
v || Policies
» 7 Software Settings
~w [ Windows Settings
» [ Mame Resolution Policy

=¥
=

Scripts (Startup/Shutdown)

» = Deployed Printers
v i Security Settings

>

>
>
>
>
>
>
>
s

5 Account Policies
4l Local Policies
] Ewventlog
(4, Restricted Groups
A System Services
'a Registry
['5, File System
fa Wired Metwork (IEEE 802.3) Policies
[ Windows Defender Firewall with Acvanced Security
v @ Windows Defender Firewall Tgh Adwvanced Security - LDAF
5 Inbound Rules
% Outbound Rules
. Connection Security Rules

== aa - mow -~

L

¥

ﬂ Mew Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:

@ FRule Type

@ Predefined Rules
@ Action

What type of nule would you like to create?

O Program
Rule that controls connections for a program.

) Port
Rule that controls connections for a TCP or UDP port.
(®) Predefined:

Fc’o'hdows Management Instrumentation [WHI]_

Fh-.ie that cortrols connections for a Windows experence.

() Custom
Custom rule.




Which rules would you like to create?

The following rules define network connectivity requirements for the selected predefined group.
Rules that are checked will be created. If a nule already exists and is checked, the contents of
the existing rule will be overartten.

Rules:

Mame Rule Exists Profile Desc
[+] Windows Management Instrumentation (ASyn... No Al Inbal
[+] Windows Management Instrumentation (WMI-... No Al Ik
[+] Windows Management Instrumentation (DCO... No Al Inba
£ >

oo |y ][ come

(®) Allow the connection
This includes connections that are protected with |Psec as well as those are not,

() Allow the connection if it is secure

This includes only connections that have been autherticated by using IPsec. Connections
Eil be secured using the settings in IPsec properties and rules in the Connection Security
ule node.

LISIOMIZE

() Block the connection

+ g4 Computer Configuration Al
~ ] Policies
5 7] Software Settings
~ 7] Windows Settings
» [ ] Name Resolution Policy
1 Seripts (Startup/Shutdown)

Mame Group

& Windows Management Instrumentation ... Windows Management Instr...
% Windows Management Instrumentation ... Windows Management Instr...
% Windows Management Instrumentation ... Windows Management Instr...

Profile
All
All
All

Enabl
Yes
Yes
Yes



Creating a Managers OU

] Active Directory Users and Computers

File Action  View Help

& FE B XKEd=zHE PaETE%R

] Active Directory Users and Com|| pame Type
= 2, Paul Hill User
v 3 ServerAcadem
= puiltin Delegate Contraol...
| Computers Find...
2| Domain Cc Change Dorain...
il ForeignSed Change Domain Controller..,
| Managed 5 ) . i
- Raise domain functional level...
s O Serverficad
8 Admins Operations Masters...
:_ Groups N
2| Membe
= oM All Tasks
3| Service Refresh
2| Users
2 Workst: Properties
| Users Help
< >

Treate a newr nhisrt

Description

Computer

Contact

Group

InetOrgPerson
msD5-5hadowPrincipalContainer
mslmaging-P5Ps

MSMO Cueue Alias
Organizgtional Unit

Printer EE?

User

Shared Folder

Mew Object - Organizational Unit

-—-':' Createin:  ServerAcademy.com/

Mame:

| Managers

Protect container from accidental deletion

x



Mew Object - User

&3 Createin: Serverfcademy.com/Managers

First name: |Jne | Imitials: I:I
|
|

Last name: |Gre'_r

Full name: |Jne Grey

User logon name:
|J'3|'9‘r’| | @5ServerAcademy . com o

User logon name {pre-Windows 2000):
|SEHVEHACADEI‘H‘H"\ | |JGre'_.'

T Active Directory Users and Computers

File Action View Help

e | 2R 4B XEdz BRI A aaTE%

] Active Directory Users and Cnm%ame Type Description
» [ Saved Queries %Aamn Case User
v 33 ServerAcademy.com %-Andrm Gee  User

[ 7] Builtin
» [ Computers
5+ 2| Doemain Controllers
» [ ForeignSecurityPrincipal
» [ Managed Service Accour
w 3| Serverfcaderny
2] Admins
= Groups
2] Members Servers
7] SCCM
5 Service Accounts
2] Users
- 3] Workstation

e .

o | Managers




| Mew Object - User

&a Createin:  ServerAcademy.com/|sers

When you click Finish, the following object will be created:

Full name: Andrew Fish

lser logon name: APishi@Serverfcademy com

The pazswond never expires.

Andrew Pish Properties 7 x
Member Of Dial4n Environment Sessions
Femote contral Femote Desktop Services Profile COM=

General Address  Account Profile Telephones ~ Crganization

Job Title: |Er1gineer |

Department: | Engineering |

Comparny: |Senrer Academy |
Manager
MName: | |
Change... Properties Clear
Direct reports:




Creating a Group Obiject

Mew Object - Group

% Create in:  ServerAcademy.com/sers

Group name:

| SCCM Admin Users|

[ —-]
Group name (pre-Windows 2000):

| SCCM Admin Users

Group scope Group type
() Domain local (®) Security

(@) Global () Distribution
i Universal

SCCM Admin Users Properties [4

General Members  Member Of  Managed By

Members:

Mame Active Directory Domain Services Folder

?_] Aaron Case ServerAcademy .com/Managers
3_) Andrew Pish ServerAcademy com/Users
\ﬁ Clay Roundtree  ServerAcademy.com./Users

QK Cancel Apphy



Installing SCCM Dependent Roles

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features
Wals
Role Services

Content

Select one or more roles to install on the selected server,

Roles

|| Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
] Device Health Attestation
[] DHCP Server
[] DNS Server
] Fax Server
I [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
[] Hyper-V
] Network Controller
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
] Volume Activation Services
Web Server (IIS5)
[] Windows Deplo
Nindows Server U

ent Services

date Services

Select one or more features to install on the selected server,

Features

ASPNET 4.7

T m-a ' .

i [] .MET Framewaork 3.5 Features
VRl MET Framework 4.7 Features (2 of 7 installed)

| NET Framework 4.7 (Installed)

b [ WCF Services (1 of 5 installed)
F Background Intelligent Transfer Service (BITS)
15 Server Extencion
[] Compact Server

PAD ATITIEL DT WGl b geT AU LU Uusang mil fuIvis

[] Remote Assistance

Remote Dhfferential Compressiol
I Remote Server Administration Tools

] RPC over HTTP Proxy

[] Setup and Boot Event Collection

DESTINATION SERVER
SASCCMOT ServerAcademy.com

Description

Windows Server Update Services
allows network administrators to
specify the Microsoft updates that
should be installed, create separate
groups of compaters for different
sets of updates, and get reports on
the compliance levels of the
computers and the updates that
raust be installed.



Select the role services to install for Windows Server Update Services

Role services Description

] wip Connectivity Installs the feature that erables
WELIE Seqvices WSUS5 to connect to a Microsoft SQL

S0 Server Connectivity Server database.

If you hawve a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store
updates for client computers to download quickly.

If you need to save disk space, clear the check box to store updates on Microsoft Update:
downloads will be slower.,

If you choose to store updates locally, updates are not doewnloaded to your WSUS server until you
approve them. By default, when updates are approved, they are downloaded for all languages.

[fIstare updates in the following location (choose a valid local path on
SASCCMO1.5erverAcademy.com, or a remote path] :
|C:‘-.l.-.'5u5_ccuntenﬂ

Specify an existing database server (Machine name\Instance name) to install the WSUS database:

localhost Check connection

Successfully connected to server



Role services

[
4[] Ma
AN

F Application Development

— i T

[T s Client Certificate Mapping Authenticatic ™
[ 1P and Domain Restrictions

[] URL Authorization

Windows Authentication

MET Extensibility 3.5
MET Extensibility 4.7

[1 Application Initialization
[] asp

ASP.NET 4.7

[ cal

ISAPI Extensions

I5API Filters

[1 server Side Includes

[ webSocket P'rcntocc:-%.

FIF Extensibiity

nagement Tocls

15 Management Conscle

II5 & Management Compatibility
lI5 & Metabase Compatibility
15 & Management Console

A

5 6 WMI Compatibility

View installation progress

Feature installation

The request to add or remove features on the specified
server failed.

Installation of one or more rbles, role services, or
features failed. Error: 0x8024402¢

W

erver failed.
t failed. Error: Ox8024402¢

T T PSP ESEET 2 = TTRAINEEs POE T 7 T =S/ £ I



Needed to mount an Preconfigured Windows ISO
image to Hypervisor to Complete Install (E:)

share View

; | E:\sources\sus

S -

Mame Date rmodified Type Size
55
- J microsoft-windows-internetexplorer-opti.. 9672012 614 PM Cabinet File 209 KB
[ Microsoft-Windows-InternetExplorer-Op...  9/6/2019 &:14 P Cahinet File I KB
Xk * || microsoft-windows-netfid-ondemand-p...  9/6/201% &:16 P Cabinet File 71,025 KB
e #* d Microsoft-Windows-MetFx3-0OnDemand-...  9/6/201% &:14 P Cabinet File 17 KB
1stallation progress ASCCHDr Savrheadem

View installation progress

o Feature installation

Configuration required. Installation succeeded on SASCCMO1.5erverAcademy.com,

Windows Server Update Services
Additinnal confinuratinn must he nerfarmed hefare continuinn

I, Post-deployment Configura... L} | X
“o—

— Configuration required for Windows Server Update -

Services at SASCCMON

0 Feature installation
ey
Configuration required. Installation succeeded on
SASCCMOY. ServerAcademy.com

Add Roles and Features

Task Details







SASCCMO01 Server Configuration

BN Administrator: Command Prompt

Windows [Version 18.8.177

2818 Microsoft Corporation. All rij reserved.

C:\User ministrator»ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
IPv4 Address.

Subnet Mask

Default Gateway

FROFEKIIED

.
SASCCMOT

Err

Computer name SASCCMOT
Domain Serverficademy.com
Windows Defender Firewa Domain: On
Remote management Enabled
Remote Desktop sabled

C Teaming Disabled
Ethernet 92.168.1.11



Create a shared folder in SASCCM C: Disk

Share Properties X

General Sharing  Securty Previous Versions  Customize

Metwork File and Folder Sharing

Share
Mot Shared

Metwork Path:
Mot Shared

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

I ®) Advanced Sharing... | ?

Advanced Sharing =

Share this folde

Share name:

| Share |

Add Femove

Lirnit the number of simultaneous users to: 16777 =

Comments:

Permissions Caching
e

Concel | [ ool



Permissions for Share X

Share Pemissions

GI’OIJI]I Qr User names:

Everyone

Pemissions for Everyone Allow Deny
Full Control ] ]
Change ] ]
Read ]

Select Users, Computers, Service Accounts, or Groups

Select this object type:
|Llse.-rs. Groups, or Builtin security principals | Object Types...
From this location:
|Ser‘u.rerﬁu:aden‘r:f.cum | Locations...
wmmes to select (zxamples):

omain Admins > Check Names

Advanced... Cancel

Share Pemissions

GI’OIJP Qr user names:

Mo groups or users have pemission to access this object.
However, the owner of this object can assign pemissions.

—

[ Add... ’ Remove




1 PO W T x

Permissions for Share

Share Pemmissions

GI’OIJP ar User names:

ﬂws ERVERACADEMY \Domain Admins)

Add... Remove
Permissions for Domain Admins I Allow \ Deny
Full Control ]
Change ]
Read ]

Cancel Aoly

Share Properties

General Sharng  Securty  Previou

Metwork File and Folder Sharing

Share
Shared

MWetwaork Path:
WSASCC MO Share
—— e .

Share...

Advanced Sharing

-~




Shared files

» ThisPC » Local Disk (C:) » Share

Mame
[85] extadsch

» —
%] mfc120.dil

* & msverizodi

*

+

Date modified
41172019 12:56 AM
41172019 12255 AM

4/11/2019 12:55 AM

Type

Application
Application extens..,

Application extens...

Installing SQLServer on SASCCM

Size
42 KB
5477 KB
441 KB

B PROPERTIES
. For SASCCMO1
Extract

Share View

Compressed Folder Tools

<« SOLServer2017-x64-EMU » SOLSener2017-x64-EMU

Mame

1033_ENU_LP
redist
resources
Tools
b
] AUTORUN
|=] MEDIAIMFO
D Packageld.dat
(x| SETUP
D SETUPR.EXE.CONFIG

LR Y

QL Senverd017-x64 — O o
@

w Search SQLServer2017-x64-ENU 0
Type Compressed size Password ... 5i
File folder B
File folder buration
File folder
File folder
File folder
Setup Information TKE Mo
XML Document 1KE Mo
DAT File TKE Mo
Application 51KE Mo
COMFIG File 1TKE Mo

T SOL Server Installation Center

Planning
Installation
Maintenance

Tools

O

4

Mew SCL Server stand-alone installation or add features to an existing installation

Launch a wizard to instal L Server 2017 in a non-clustered environment or to ad

features to an existing SCL Server 2017 instance,

Install SQL Server Reporting Services
Launch a download page that provides a link to install SOL Server Reporting Servic



3 S0L Server 2017 Setup

Product Key

Specify the edition of SOL Server 2017 to install.

roduct Key Validate this instance of SQL Server 2017 by entering the 25-character |
of authenticity or product packaging. You can also specify a free edition
Evaluaticn, or Express. Evaluation has the largest set of SQL Server feat
Books Online, and is activated with a 130-day expiration. Developer edi
ficrosoft Update has the same set of features found in Evaluation, but is licensed for nor
develocpment only. To upgrade from one installed edition to another, n

icense Terms

ilobal Rules

roduct Updates

1stall Setup Files
(@) Specify a free edition:
stall Rules

eature Selection ( E1-'3|uatlon: ~

e () Enter the product key:
eature Configuration Rules

aarhe o lmctall

Aicrosoft Update

Use Microsoft Update to check for important updates

ee e Microsoft Update offers security and other important updates for Win
ense Terms software, including S0L Server 2017. Updates are delivered using Aut
shal Rules the Microsoft Update website.
crosoft Update Use Microsoft Update to check for updates (recommended)
rduct Updates - =
] Microsoft Update FAC
tall Setup Files
tall Bules Microsoft Update Privacy Statement

iture Selection



Feature Selection

Select the Evaluation features to install.

roduct Key

cense Terms

lobal Rules

licrosoft Update

stall Setup Files

stall Rules

zature Selection

ature Rules

stance Configuration
zrver Configuration
atabase Engine Configuration
=ature Configuration Rules

zady to Install

T S0L Server 2017 Setup

Instance Configuration

Product Key

License Terms

Global Rules

Microsoft Update
Install Setup Files
Install Rules

Feature Selection
Feature Rules

Instance Configuration

Server Configuration

6 Locking for Reporting Services?

Download it from the wek

Features:

Instance Features
Databa i jces
[] 0L Server Replication
[] Machine Learning Services (In-Database)
r
[] Python
[ Full-Text and Semantic Extractions for Se:
[] Data Quality Services
[ PalyBase Query Service for External Data
[ Analysis Services

Clomee I Mot e

£ >

Feature description:

The configuration and operation of each
instance feature of a S0OL Server instance is
isolated from other SQL Server instances. SQL

Prerequisites for selected features:

Already installed:
Windows PowerShell 3.0 or higher
... Microsoft .NET Framework 4.6

Disk Space Requirements

Drive C: 1001 MB required, 142945 MEB
available

- O *
Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

(®) Default instance

(O Named instance: | MSSQLSERVER

Instance ID: MSSCOLSERVER

SOL Server directory:  C\Program Files\Microsoft SQL Server\MS5CL14.MSSOLSERVER

Installed instances:

Instance Name Instance 1D Features Editicn Version

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

< Back ( Mext = ) Cancel



£ 50L Server 2017 Setup

- O
Server Configuration
Specify the service accounts and collation configuration.
Product Key Service Accounts  Collation
Licensze Terms
Global Rules Microsoft recormends that you use a separate account for each SQL Server service,
Microsoft Update Service Account Name Password Startup Type
Install Setup Files SOL Server Agent viceh SOLSERVERAGENT| |v Manual ~
Install Rules SOL Server Database Engine NT Service\SOLSERVERAGE Automatic  |v
Feature Selection SCQL Server Browser Disabled ~
Feature Rules
Select User, Cornputer, Service Account, or Group >
Select this object type:
|L|ser, Service Account, Group, or Builtin security principal | Cbject Types...
From this location:
| Entire Directory | Locations...
Enterthe object name to select (2xamples): [t
SQL Service] ; i
D
|
Advanced .. Cancel I
Service Accounts  Cgllation
Microscft recommends that you use a separate account for eac W&wk e,
Service Account Marne Passwaord \ Startup Type
S0OL Server Agent SERVERACADEMYSOLS.., """""-\ Manual w
S0L Server Database Engine WL r"""“"-‘g Automatic o
e .
S0L Server Browser MNT AUTHORITY\LOCAL ... Disabled w




Service Accounts

Database Engine:

SOL Latin1_General_CP1_CI_AS } Customize...

LMEH sitive, kanatype-insensitive, width-

insensitive for i_.lnicc:de Data, SQL Server Sort Crder 52 on Code Page 1252 for non-
Unicode Data

T SOL Server 2017 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

Product Key Server Configuration Data Directories TempDB  FILESTREAM

Licenze Terms

Global Rules Specify the authentication mode and administrators for the Database Engine.
Microsoft Update Authentication Mode

celiepils (® Windows authentication mode

Install Rules ] o i o
] () Mixed Mede (SOL Server authentication and Windows authentication)
Feature Selection

Feature Rules Specify the password for the SOL Server system administrator (sa) account,

Instance Configuration Enter password:

Server Configuration

Datal E R i (mema et Confirm password:

Feature Configuration Rules Specify SOL Server administrators

Ready to Install

eady to Insta sl

Installation Progress hav
tot

Complete

Add Current Use Add... Remove



Specify SQL Server administrators

SERVERACADEMY  Administrator (Administrator)

Add Current User Add... Remove

Select Users, Computers, Service Accounts, or Groups >

Select this object type:

|Users. Service Accounts, Groups, or Built4n securty principals | Object Types...

From this location:

| Entire Directory | Locations...

Enter the object names to select (examples):

SQL Admins] |

Advanced. .. Cancel

Select Users, Computers, Service Accounts, or Groups >

Select this object type:

|Users. Service Accounts, Groups, or Buitin securty principals | Object Types...

From this location:

|Errtire Directory | Locations...

Enter the object names to select (examples):
SASCCMOT Wministratnrl Check Mames

Advanced... Cancel



Specify SQL Server administrators

SERVERACADEMY  Administrator (Administrator)
SERVERACADEMY\SOL Admins (50L Admins)
SASCCMOT\Administrator (Administrator)

S50L Server administrators
have unrestricted access
to the Database Engine.

Add Current User Add... Remove

Ready to Install

Verify the SQL Server 2017 features to be installed.

reduct Key

Ready to install S0OL Server 2017:

icense Terms

lzbal Rules

licrosoft Update

istall Setup Files

1stall Rules

eature Selection

eature Rules

1stance Configuration
erver Configuration
atabase Engine Configuration
eature Configuration Rules
eady to Install

istallation Progress

omplete

SADCO01 Server Configuration (Domain Controller)

- User database log directory: Ch\Prograrr
- Backup directery: C\Program Files\Mic
-TempDB

- Mumber of data files: 2

- Initial size of data file: & ME

- Autogrowth of data file: 64 MEB

- Initial size of log file: 8 MEB

- Autogrowth of log file: 64 ME

= TempDE data directories:

. C:\Program Files\Microsoft SCL Sen
- TempDE log directony: CAProgram Files
- Collation: SCL_Lati 1 CI_AS
- Security Mode: Windows authentication
= Administrators:

.. SERVERACADEMY\Administrator
SERVERACADEMYSCL Admins
SASCCMOTAdministrator




j Active Directory Users and Computers

File Action View Help

o« B XEdE BRI TRETER

] Active Directory Users and Com
5[] Saved Cueries
v 3 ServerAcademy.com
» || Builtin
[] Computers
» 2 Domain Controllers
» [] ForeignSecurityPrincipal:
> || Managed Service Accour
w (2] ServerAcademy
» (2] Admins
» (2] Groups
= Members Servers
v 2] Service Accounts
v (2] Users
v [2] Workstation
s | Users

Mame

1Kl SASCCMOT

Type
Computer

Description



SASCCMO01 Creating Domain User Accounts

F S s ~ Orliee B

—

File Action View Help

&= 7FXE = HE

=] Local Computer Policy
w A Computer Configuration
| Software Settings
~ || Windows Settings
| Wame Resolution Policy
|| Scripts (Startup/Shutdown)
= Deployed Printers
v Th Security Settings
& Account Policies
v g Local Policies
A Audit Policy
1 User Rights Assignment
1 Security Options
“| Windows Defender Firewall wil
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
~| Application Control Policies
g IP Security Policies on Local Ce
| Advanced Audit Policy Config
ully Policy-based Qo5
~ Administrative Templates

& . P

Policy
| Imperscnate a client after authentication
| Increase a process working set
| Increase scheduling pricrity
| Lead and unlead device drivers
| Lock pages in memory

|Lag on as a batch job

Of On as a service

| Manage auditing and security log

| Modify an object label

| Madify firmware envircnment values

| Obtain an impersonation token for ancther user
| Perfarm volurme maintenance tasks

| Profile single process

| Profile system performance

| Remowe computer from docking station
| Replace a process level token

| Restore files and directories

| Shut down the system

| Synchronize directory service data

| Take ownership of files or other objects




Log on as a service Properties ? >
Local Security Setting | Explain
j Log on as a service
[
NT SERVICE*ALL SERVICES
i
q
‘.-—I.-_-___- \ -
Add User ar Emup..‘] | Remove
f
f
[ ok || canced | Appk
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|USE—'|’S. Service Accounts, Groups, or Built-in security principals | | Object Types... |
From this location:
|Semerﬁ~cadenw.cnm | | Locations.. |
Enterthe object names to select (examples):
SGLService| Check Mames ‘|
R

K] [ s |




Windows Security

Enter network credentials

Enter your credentials for an account with permissions for
Serverfcademy.com.

For example user, user@example.microsoft.com, or domain\user
name

Administrator@5erverAcademy.com

I.i.....'..l.....il e

Domain: ServerAcademy.com

o select (examples):
(SQL Service (SOLService @ServerAcademy.com)| Check I

S~— -

Advanced... 0] 4 Ca



Log on as a service Properties ? *

Local Security Setting  Explain

j Log on as a service

NT SERVICEMALL SERVICES
SERVERACADEMY\SGL Service

Add User ar Group... I Remove

oK Cancel



K
K

Administrator

Other user

Other user

Administrator@ServerAcademy.com

EERE I

sign in to: ServerAcademy.com

How do | sign in to ancther domain?




SCCM Admins Group in ServerAcademy OU

SCCM Admins Properties ? X

General Members  Member Of Managed By

Members:

Mame Active Directory Domain Services Folder

.Ej Administrator ServerAcademy.com./Users

33 Tanner Jones  Serverfcademy com/Serverfcademy/Users
& Tanner Jones... Serverfcademy.com/Serverfcademy/Admins
E; Test User(Ad... ServerAcademy.com/Serverfcademy/Admins

3_;, Troy Taysom (... ServerAcademy.com/Serverfcademys Admins

Add... Remave




Installing SQL Server 2017

Manage SEMVEFACATEMYLOWNIOAAS WV EOXIVT) Y1)
are View Application Tools

This PC ServerfcademyDownloads (WVBoxSvr) ()

Marne Date modified Type Size

E@ 5C_Configrmgr_SCEP_1902 382021 %14 PM Application 950,811 KB
: S0L5erver2017-xb4-EMU 3/3/2021 %55 PM Compressed (zipp... 1,573,657 KB

ﬁ! S0L5erverRepaortingServices 3/3/2021 313 PM Application 95,445 KB

! SSMS-Setup-ENU 3/8/20215:06 PM  Application 551,535 KB

Microsoft SQL Server 2017 Reporting Services

(October 2017)

Welcome

Install Reporting Services

3

Microsoft SQL Server 2017 Reporting Services

(October 2017)

Setup completed

We've installed the files you need. Restart the computer and run Report Server Configuration
Manager to configure your report server.

Learn more




hare View Application Tools

This PC » ServerficademyDownloads (OWWBoxSwr) (Y] »

Mame Date modified Type Size

E@ 5C_Configrgr_SCEP_1902 3/8/2021 14 PM Application 930,811 KB
S0LServer207-x64-ENU 3/3/2021 %55 PM Compressed (zipp... 1,573,657 KB

‘]-E' 50L5erverReportingServices 3/8/2021 %13 PM Application 95,445 KB

.+ SSMS-Setup-ENU 3/8/2021 5:06 PM Application 551,535 KB

""E RELEASE 18.4

.22  Microsoft SQL Server Management Studio

Welcome. Click “Install” to begin.

Location:
CAProgram Files (x88)\Microsoft SQL Server Management Studic 18

3

By clicking the "Install” button, | acknowledge that | accept the License Terms and
Privacy Statement.

SOL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

Install




O
Best match

E'E SQL Server Profiler 18
Deskiop app

Apps
ap  SQL Server 2017 Configuration Manager
21 SQL Server 2017 Error and Usage Reporting

d  SQL Server 2017 Installation Center (64-bit)

Micresoft SOL Server Management Studio (Administrator)
Edit  View Project Tools  Window

Help
|’ﬁ' - & $|@Nm0uewﬁ.ﬁi‘@@@| ‘ < "lp v|n¢'-_|ﬁﬁv;
| | Execute | i
t Explorer v 1 x
a{t'$

gi Connect to Server

SQL Server

Servertype: Database Engine

Server name:

Authertication Windows Authentication

SERVERACADEMY \Administrator

Cancel Help

Options >>




B Server Properties - SASCCMO . O >

Select a page .
Script = Hel
& General L7 scipt ~ @ Hep
& Memory
& Processors Server memary options
& Securty
B Connections
& Database Settings
& Advanced
& Pemissions Minimum server memory (n ME):
iD E
Maximum server memarny fin MB):
2048 =
Other memory options
Connection Index creation memary {in KB, 0 = dynamic memory):
Server: 0 -
SASCCMD IZ'
Minimum memory per query {in KB):
Connection:

SERVERACADEMY\Administrator 1024 Iil

ﬁ View connection properies

R
il i®) Configured values i) Running valuss




Installing Configuration Manager on SCCMO01

Ed System Center Configuration Manager

Microsoft System Center
Configuration Manager

Yersion 1202

.ﬁ. Restart may be required

-@n EBefore you begin

Tools and Standalone Components

Assess server readiness

Download required prerequisite files

Install Configuration Manager console
Download System Center Updates Publisher

Download clients for additional operating systems

& Microsoft Conporation. All ights resenved.

Getting Started

Available Setup Options

Additional Resources

Release Notes

Fead Documentation

Obtain Installation Assistance
Configuration Manager Community
Configuration Manager Home

Erowse the Installation Media

Setup has not detected an existing installation of site server, site system

computer.

® Install a Configuration Manager primary site

Use typical installation options for a stand-alone primary site

- Install a Configuration Manager primary site

- Use default installation path

- Configure local SQL Server with default settings

- Enable a local management point for Configuration Manager

- Enakle a local distribution point for Configuration Manager



Product Key
T I I

(®) Install the evaluation edition of this product
When you install the Current Branch evaluation edition of this preduct, it is fully functional for 180 days.

®) Use previously downloaded files

Example: WWserverMNameShareMame or Ch\Downloads

Path: '!) Browse...

Browse For Folder

Select a folder containing updated Configuration Manager
prerequisite components.

w = Local Disk () ™
inetpub
PerfLogs
Program Files
Prograrm Files (x36)
W SC_Configrngr_SCEP_1902
AUTORUMN
Confighaninstall
LanguagePack

ShA SSF;ﬁ%JP
Share Nate created: 373720071 Wk

Example: \\ServerMametShareName or Ch\Downloads

Path: IC:'\SC_CD nfigrngr_SCEP_T902%SMSSETUP



Site and Installation Settings

Specify a site code that uniquely identifies this Configuration Manager site in your hierarchy.

Site code: [saa
Specify a site name that helps to identify the site. Example: Contoso Headguarters Site
Site name: |Server Academy Site

Mote: The site code must be unigue in the Configuration Manager hierarchy and cannot be changed after you install
site.

Installation folder: |C:\F‘rogram FileshMicrosoft Configuration Manager Browce...

Specify whether to install the Configuration Manager console to manage the Configuration Manager site from this
computer. You can remotely manage the site when you do not install the Configuration Manager console.

Install the Configuration Manager conscle

< Previous | | Mext > | | i

Service Connection Point Setup
| —

Keep Configuration Manager up-to-date by connecting to the Configuration Manager cloud service, Cor
service enables your deployment to download updates and new features,

® Yes, let's get connected (recommended]
Select a server to use as the service connection point (requires internet access):
SASCCMON.Serverfcadermy.com

[ Use a proxy server when synchronizing information from the Internet
Address Port:
() Skip this for now

Te connect to the service after setup completes, install a service connection point site system role.

i | To use features like Conditional Access, Microsoft Store for Business or on-premises mobile device m
(MDM), add your Microsoft Intune subscription to Configuration Manager after setup completes,

< Previous | | Neﬁ.‘»_




Prerequisite Check
_——y

Setup is checking for potential installation problems. If problems are found, Setup will display details about how to
resalve them.

Details:
Prerequisite Status System
Verify site server permissions to publish to Active Dire  Warning SASCCMON.5erverfcademy.con
SQL Server process memory allocation Warning SASCCMOL.5erverfcademy.con

Prerequisite checking has completed.

administration site and primary site.and a minimum of 4 gigabytes [GB] for the secondary site. [his memory 1s
reserved by using the Minimum server memory setting under S2rver Memory Options and is configured by using
SQL Server Management Studio. For more information about hdw to set a fived amount of memaory, see https:y//

go.microsoft.com/fwlink/p/?Linkld=233759,
Bun Check

< Previous | | Beginlnstall ||  Cancel

Install

Core setup has completed

Elapsed time: 00:07:44:35

9 Installing Inbox Manager

& Installing policy prowvider

&P Installing management point control manager
) Setting up management paint

& Installing boot image package

0 Configuring data replication service

& Installing Configuration Manager console

Wh Frantina memmrnme eaee

i’ You can close the wizard now. For a list of tasks to help you configure your site, see Post-Setup Configuration Tasks
in the Configuration Manager Documentation Librany.



i PROPERTIES

For SASCCMON

& Dashboard

B Local Server

Compute

All Servers B

File and Storage Services B

15

WsUs Windows Defender Firewa
Femote management
Remote Desktop

MIC Teaming

Recently added Windows Server

. ? Configuration Manager Console

Installed Successfully

CCMD1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
| System Lenter Lontiguration Manager (Lonnected 1o SA1 - Server Academy ite] {evaluation, 15U days lett)

=
= 7 X

All Saved  Search | SaveCurrent Save Current Close
Objects | Searches ~ Settings Search  SearchAs
Scope Options Save Active Search

SASCCRMOT
Serverficads

Domain: On
Enabled
Chsabled

Dizabled

[® \ v Assetsend Compliance » Overview »

ssets and Compliance <
B Overview Assets and Compliance
2 Users
& Devices s
& User Callections + Navigation Index

& Device Collections
&, User State Migration Users: Manage users and user groups for the hierarchy.

~ Asset Intelligence User Collections: Manage user collections for the hierarchy.

=i Software Metering }

oy User State Migration: Manage user state migration for when you deploy operating systems
= Compliance Settings

Software Metering: Configure rules ta monitor software application usage.

] Endpoint Protection e G g

*| All Corporate-owned Devices Endpoint Protection: Manage Antimalware and Firewall policies.

+ Recent Alerts (Updating...)

Devices: Manage devices far the hierarchy.
Device Collections: Manage device collections {

Asset Intelligence: Manage the Asset Intelligen:
software licenses.

Compliance Settings: Manage configuration ite

All Corporate-owned Devices: Manage Carpor:



Creating/Adding Security Groups In SCCM

4 E'[Fé Owerview |

r E Updates and Servicing
» [ Hierarchy Configuration
» [ Cloud Services
» [ Site Configuration
K Client Settings
4 1 Securi
& Adrinistrative Users
e
6 Security Scopes
a Accounts
5l Certificates
L Console Connections
5 Distribution Paints
% Distribution Point Groups
[T Migration
» [ Management Insights

g Assets and Compliance

5]l software Library

!| MnniturinE




5 Llient Settings

1 Security

3_@ Administrative Users

.L_.; Security Roles & .f-".ddlgser or Group

6 Security Scopes
E!, Accounts

Add User or Group

Specify a user or group to add as a Configuration Manager administrative user

To control the type of objects that administrative users can manage, assign one or mare security roles to the administrative user, and
then assign securty scopes to limit the instances of objects that the administrative user can manage.

Lser or group name: | |-a Browse. .
Assigned security roles:
Mame be Description | Add...

Assigned security scopes and collections:
i) Allinstances of the objects that are related to the assigned security roles
(®) Only the instances of objects that are assigned to the specfied security scopes or collections

Securty scopes and collections:

Mame Type Add v
Al Systems Collection Remove

All Users and User Groups Collection —
Default Securty Scope




Select User, Computer, or Group

>
Select this obhject type:
|User ar Group | | Object Types... |
From this location:
|Semerﬂcadem'_.r.cum | | Locations. .. |
Enter the object name to select (zxamples):
| Check Mames

Advanced... DK
%} Overview [Search
@ Updates and Servicing lcon Account Name
=l Hierarchy Configuration 3;@ SERVERACADEMY\Administrator
[ Cloud Services % SERVERACADEMY\SCCM Admins
TR L SERVERACADEMY\troy.taysom

K Client Settings

Account Display Name

Tray Taysom

Security Roles
"Full Administrator”
"Full Administrator”

"Full Administrator”



Creating Boundary Groups in SCCM
Administration <
4 G} Overview
> E Updates and Servicing
4 |71 Hierarchy Configuration
E.‘-'; Chiscovery Meﬂ'lc;i-?‘
|:%| Boundar [~

| te Boundary
=) Bounda

? Exchange Server Connectors

iz Database Replication
£ File Replication
ﬁ Active Directory Forests
» [ Cloud Services
/{ (1 site Configuration
E Client Settings
b [ Security
5 Distribution Points
asﬁ Distribution Point Groups
v [ Migraticn

b [ Management Insights

E Assets and Compliance

50l software Library
!l Monitoring




Create Boundary x
General  Boundary Groups
lﬁJ Configure settings for this boundary
Description: |5&nrerﬁv.caderrr:.r Boundary |
Type: |F|c:ti1.re Cirectory site w |
Active Directory site |Defauh-First-S'rte-I"-.Iame | I Browse... |
name:
Administration <  Boundanes | ITéMs
‘ Eﬁ’i Overview [Search
| SUpdates and Servicing lcan Boundary Description Group Count Date Created
4 7] Hierarchy Configuration |_E“J Default-First-Site-Name ServerAcademy Boundary 0 3/28/2021 2:40 PM

& Discovery Methods
=
[y

undary Groups

Administration

o m}; Owerview
r E Updates and Servicing
4 [ Hierarchy Configuration

ik Diiscovery Methods

|| Boundaries

[=) Boundary Groups
&2 Enﬁéﬂ] Create Boundary Group

i Database Replication



D Create Boundary Group

General  References

ServerfAcademy Boundary Group

MName:

Description:

The following boundaries are members of this boundary group.

Boundaries:

Fitter. ..

Description

Name
Serverfcademy Boundary

Default-First-Site-Mame

B Create Boundary Group

General Peferences

Site assignment

Use this boundary group for site assignment

Set the site that ConfigMar computer resources are assigned to during discovery. This also sets the site that
performs client push installation. When a secondary site is selected. the secondarny site peforms client push

installation, but clients always assign to the secondary site's parent primarny site.

Assigned site: S5A1-Server Academy Site

Select site system servers
Specify the site system servers that are associated with this boundary group, which clients should use for policy and

content. You can specify management points, distibution points, state migration peints, or software update points.

Site system servers:

Filter...

Server Mame Site
SA1

MASASCCMOT . ServerfAcademy.com

Remowve




Enabling Client and User Discovery on SCCM

4 G} Overview
» E Updates and Servicing
4 | Hierarchy Configuration
k. Discovery Methods
|| Boundaries

[#=) Boundary Groups

,hﬂ Exchange Server Connectors
i@ Database Replication
2.} File Replication
ﬁ Active Directory Forests
+ ] Cloud Services
f{ 1 Site Configuration
K Client Settings
b [ Security
S5 Distribution Points
EE,” Distribution Point Groups
» [ Migration
b | Management Insights

E Assets and Compliance

5]l software Library
! Mnnituring

e




4 E{i_!; Cverview Search

g S Updates and Servicng Mame Status Site Description
4 [ Hierarchy Configuration Heartbeat Discovery Enabled  SA1 Configures interval for Configuration Manager clients to peria...
ry z Active Directory Forest Discovery Disabled SA1 Configures settings that Configuration Manager uses to find A...
l:'-'J s s Active Directory Gmup[%isco\:er',' Disabled SA1 Configures settings that Configuration Manager uses ta find g...
| Bty s Active Directory System Discovery Disabled SA1 Configures settings that Configuration Manager uses to find c...
i\.\! T Active Directory User Discovery Disabled SA1 Configures settings that Configuration Manager uses to find u...
. Metwark Discovery Disabled SA1 Configures settings and polling intervals to discover resources...
& Database Replication
Discovery Methods
Search . i i =
= D Active Directory Forest Discovery Properties =
lcon Mame Status Site
[ Heartbeat Discovery Enabled 541 BGens
[ Active Directory Forest Discovery Disabled SA1 =
Active Directory Forest Di
i Active Directory Group Discovery Disabled SA1 E&’ e ey
L Active Directory System Discovery Disabled  SA1 Configure settings to find resources from Active Directory foreste. When you configure the
i Active Directony User Discovery Disabled SA&1 forests to discover Active Directory sites and subnets, Corfiguration Manager can automatically
i R create boundaries from this information.
1 Metwork Discovery Disabled SA1
Enable Active Directory Forest Discovery
Automatically create Active Directony site boundaries when they are discovered
Automatically create |P address range boundaries for IP subnets when they are
discovered
Schedule
Run everny: i = Weeks ~
I 0K I | Camcel | | Apply |
Discovery Methods
Search . . . y
D Active Directory Group Discovery Properties >
lcon MName Status Site
Active Directory Forest Discovery Enabled  SA1 General | Poling Schedule  Options
Heartbeat Discavery Enabled  SA1
= = = = Active Directary Group Discow
Active Directory Group Discovery Disabled SA1 & " =/
Active Directory System Discovery Disabled SA1 Corfigure settings to discoverthe Active Directory group membership of computers and users.
Active Directory User Discovery Disabled  SA1
Metwork Discovery Disabled SA1 (71 Enable Active Directory Group Discovery
Discovery scopes:
Filter... P
MName Type Recursive Account

There are no items to show in this view.




Groups...

| Location|>, |J fmcel

Add Active Directory Location

Active Directory location

Enter the location by using a distinguished name (DM) for an Active Directory forest, domain, container, ar

organizational unit {JL). Or, browse to the location.

/1y When you specify an Active Directory location that has a large number of graups or groups that

~ have many members, the discovery process can take a long time to finish .

Mame: |Senrer Academy Securty Groups |
Location: Example: LDAFR: /A0 U=UserAccounts, DC=contoso, DIC=com

|LDAP://DC=ServerAcademy.DC=com | |___Browse..

Recursively search Active Directory child containers

Active Directory Group Discovery Account
The Active Directory Group Discovery Account must have Read pemission to the specified location.

(®) Use the site server's computer account
() Specify an account:

SE i

Discovery Methods

Sl = D Active Directory Systern Discovery Properties

lcan MName Status Site

1k Active Directory Forest Discovery Enabled  SA1 General | Poling Schedule  Active Directory Attributes  Options

i Active Directory Group Discovery Enakled  SA1 =

i Heartbeat Discovery Enabled  SA1 L&' Active: Dirsctory; System heco vy

[ Active Directory System Discovery Disabled SA1 Configure the settings to find computers in Active Directory Domain Services.

(- Active Directory User Discovery Disabled SA1

1k Metwaork Discovery Disabled SA1 Enable Active Directory System Discovery \ 1

—_—t
Active Directory containers m ~

Fitter...
Distinguished Mame Recursive Group Account

L

There are no items to show in this view.

Cancel Apphy




Active Directory Container >

Location

Specify a location forthe Active Directory search. You can browse to a single container and enter an
LDAP guery to find an Active Directory container within a particular domain. Or, you can enter a
Global Catalog {GC) guery to find an Active Directory container within multiple domains.

Path: |LDAP//DC=ServerAcademy,DC=com | | Bowse. |

Search Options
Select options to modify the search behavior.
[] Discover ohjects within Active Directory groups
[+] Recursively search Active Directory child containers

Select sub containers to be excluded from discovery

Fitter ... 9 Add...

Mame: Remowe

There are no items to show in this view.

Active Directory Discoveny Account

The Active Directory Discovery Account must have Read pemission to the specified location.

(® Lse the computer account of the site server
() Specify an account:

Active Directory containers: @Hﬁl

Fitter... e

Distinguished Mame Recursive Group Account
LOAP ./ /DC=ServerAcademy, DC =cam Yes Excluded Site Server




B Active Directory Systemn Discovery Properties

General Polling Schedule  Active Directory Attibutes  Options

Conrfigure options to exclude computers from discovery.

Only discover computers that have logged on to a domain in a given period of time

SSdrch . B Active Directory User Discovery Properties
con Mame Status Site
Ly Active Directory Forest Discovery Enabled  SA1 General | Poling Scheduls  Active Directory Attributes
LY Active Directory Group Discovery Enabled  5A1 =
i Active Directory System Discovery Enabled  SA1 H’%’ Active: Ciactory: Uk Dtacavwery
(.4 Heartbeat Discovery Enabled A1 Corfigure the settings to find user accourts in Active Directory Domain Services.
LY Active Directory User Discavery Disabled SA1
W Network Discovery Disabled  SA1 £ Enable Active Directory User Discovery \l /
L
Active Directory containers: @ ﬂ <
Fitter... r~

Distinguished MName Recursive Group Account

There are no items to show in this view.

[ ok ]| cancel || aemy




Active Directory Container et

Location

Specify a location for the Active Directory search. You can browse to a single container and enter an
LDAF query to find an Active Directory container within a particular domain. Or, you can enter a
Global Catalog (GC) query to find an Active Directory container within multiple domains.

Path: |LDAP://DC=ServerAcademy, DC=com | | Bowse. |

Search Options
Select options to modify the search behawior.
[] Discover objects within Active Directory groups

Recursively search Active Directory child containers

MName

There are no items to show in this view,

Active Directory Discovery Account

The Active Directory Discovery Accourt must have Fead pemission to the specified location.

(®) Use the computer accourt of the site server
() Specify an account:

D Active Directory User Discovery Properties X

General  Poling Schedule  Active Directory Attibutes

Specify how often Configuration Manager polls Active Directary Domain Services to find user
data.

Full discovery polling schedule:

Deccurs every 7 days effective 1/1/15958 12:00 AM .

Enable detta discovery

Deltta discovery finds resources in Active Directory Domain Services that are new or
modffied since the last discovery cycle.

Detta discovery imterval (minutes): 5 =



Run Forest Properties

| Discovery Now

‘ Discovery Method Properties
r & \ » Administration » Overview » Hierarchy Configuration » Disc
ion ¢ Discovery Methods 6 items
e — | Search

-

dates and Servicing lcon Name
srarchy Configuration | i, Active Directory Forest Discove
}ls{m[}g Meﬂﬂ.ﬂdg ,1~ Acti\-"e DirECtD!Y Grﬂup DiSCO\JE
—— = N Active Directory SysteT:&‘Dfscuw
loundary Groups LY Active Directory User Discovery

rwrhanas Canar Cannaskare

~

Heartbeat Discovery

Clients and Devices on Network Successfully

Discovered

4 B Overview
2 Userﬁ}
& Devices
# User Collections
ﬁ Device Collections
!. User State Migration
» | Asset Intelligence
E Software Metering
» ] Compliance Settings
» | Endpoint Protection
» [ All Corporate-owned Devices

& Assets and Compliance

Client
No
No
Ne

Primary User(s)

No

Search
&
lcon Name
i SADCO1
i SASCCMO1
i SAwO1
1l %64 Unknown Computer... No
e %86 Unknown Computer...
SADCOM

General Information

Client Activity

Currently Logged on User

Site

SA
SA

Relate



| a. e e Search

.!.__U;e_r_g lcon Name Domain Resource Type
1% Devices H SERVERACADEMY\Domain Contr... SERVERACADEMY User Group
# User Collections n SERVERACADEMY\Domain Guests ~ SERVERACADEMY User Group
P Device Collections M SERVERACADEMY\Domain Users  SERVERACADEMY  User Group
& i Sl & Mkt E SERVERACADEMY\Enterprise Ad..  SERVERACADEMY User Group
v I8 Avstintciigeace m SERVERACADEMY\Enterprise Key... SERVERACADEMY  User Group
E SERVERACADEMY\Enterprise Rea... SERVERACADEMY User Group
@ Software Metering i
) ) n SERVERACADEMY\Group Policy C.. SERVERACADEMY  User Group
’ ‘ Frsplnce St M SERVERACADEMY\Key Admins SERVERACADEMY  User Group
£ EncneanE L imecticn i SERVERACADEMY\paulhill (Paul..  SERVERACADEMY  User
* [ All Corporate-owned Devices M SERVERACADEMY\Protected Users SERVERACADEMY  User Group
ﬂ SERVERACADEMY\RAS and IASS5... SERVERACADEMY User Group
SERVERACADEMY\Administrator (Administrator)
E Assets and Compliance I General Information
Client Push Installation
Administration » Overview » Site Configuration » Sites
— _— -
< Sites O items
[ search IA. | Search
vicing lcon Name - Type Server Name State Site Code  Pare
juration ] SA1 - Server Acadsmu S Primantsite  SASCCMN1 Senuerdcademy.co... Site Active SA1
[ Add Site System Roles
- 5 Create Site System Server
@3 Create Secondary Site
& System Roles Retry Secondary Site
Recover Secondary Site
Upgrade
= Show Install Status
it Groups (3 Refresh F5
Delete Delete
iights 1 Manage Content Library
i g C.E( Configure Site Components »
iance General ‘& Client Installation Settings b Wn
{8 site Maintenance | Software Update-Based Client Installation

Site Code:




Windows User Account

User name: SERVERACADEMY\SCCM-admin Browse...

Example: Domain'\User

Pm'd: SRR RRRORRRRRRRRRN

Confirm password: sesssssssssssssnes

Verify <<
Data source: Network Share
Metwork share: WSade01'\netlogon Browse ...

Example: \\server'share

Test connection

Client Push Installation Properties

General Accounts Installation Properties

Specify any client msi installation properties that you require when you install the Corfiguration
Manager client software. Do not specify installation properties for CCMSetup exe.

Installation properties:

SMSSITECODE=SA1



Assets and Compliance » Overview » Devices

< Devices 6 items

~_ | Search

lcon  Name efa Add Selected Items
™ Provi @ ntall Client

e SADG = Run Script

g SASC .
; Lo @ Start CMPivot
_ =| ¥ snw4
= Reassign Site
1l x64 L
~ 436 L Client Settings
3 P Start

Specify Client Push Options

[] Allow the client software to be installed on domain controllers

If you have configured client push installation to domain controllers in the Client Push
Installation Properties dialog box, this option is unavailable.

[] Always install the client software

When a computer already has the Configuration Manager client installed, you can repair,
upgrade, or reinstall the client software.

Uninstall existing Configuration Manager client before the client is installed

[ Install the client software from a specified site

Site: SAl1-Server Academy Site ™

The site server in the specified site will install the client software. When you do not use this
option, the site server in the assigned site for the resource will install the client software.



Verifying SCCM is Installed on Client

Eul,. Configuration Manager Properties >
Cache I Corfigurations I Metwork
General | Components Actions I Site

i Wiew and configure the client properties for System Center
-ﬁ Corfiguration Manager.

Client properties:
Property | Value |
Assigned management poi... SASCCMO1 ServerAcademy .com
Client cerificate: Self-signed
Co-management capabilities: 1
Co-management: Dizabled
Connection Type: Curmrenthy intranet
Site code: SM5:5A1
Lnique idertifier: GUID:0BS7282A-0A45-4DFA-SEG2-20F ...
Version: 5.00.8750.1007

QK I Cancel Apply

Devices 6 items

Search ~ Search | AddCr
lcon Name : Client Primary User(s) Currently Logged on User Site Code Client Activity
LS Provisioning Device(Pro... No SA1

i SADCO1 Ne

1 SASCCMO1 No

Lo/ SAWD1 Yes SAd Active

L3 x64 Unknown Computer... No SA1

i %86 Unknown Computer... No SA1



Updating SCCM to Latest Version

Lot S8

History

Check for updates Searche:
pdates and Servicing Updates Search

E |~ |8 \ » Administration » Overview » U

dministration < Updates
[} Overview LSearch
» | &] Updates and Senvicing | Name
» [ Hierarchy Configuration Configui
» ] Cloud Services Configui
4 | Site Configuration Confi ‘
BB Sites Confi
Confi
gL Servers and Site System Roles i nrl
onfic
K Client Settings ;
» | Security
&= Distribution Points
% Distribution Point Groups
’ Ij M‘graﬁun 3 g:_
» [ Management Insights Config
E Assets and Compliance Genera
ﬁ Software Library Desc
Ml Monitoring
ﬁ Administrati
I A —————

Community More




Older version 1902 being updated

a About Systerm Center Configuration Manager >

B™ Microsoft

Microsoft System Center
Configuration Manager

System Center Configuration Manager

Version 1902
Console version: 5.1902.1085.1700
Site version: 5.0.8790.1000
Support ID:
FASPHZCELZKZ mIRrcNWbOhwsiYaf/sUt +eTSjnbUcKA=

Uninstalling Both Assessment and Deployment Kits

Control Panel » All Control Panel ltems > Programs and Features ~ 0 Search Programs and f

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

50N or
Organize Uninstall  Change
the A
Name Publisher
£t Mhcrosoft Windows Assessment and Deployment Kit - Windows 10 presxiail Compmtion
ﬂ Microsoft SQ Microsoft Corporation
{d Microsoft Sy: Microsoft Corporation
[ Microsoft Sy: I Are you sure you want to uninstall Windows Assessment and Microsoft Corporation
i Y Depl t Kit - Wind 107 . "
ﬂ Microsoft Vig i St Microsoft Corporation
ﬁ Microsoft Vig Microsoft Corporation
ﬁ Microsoft Vig i | Micresoft Corporation
) Microsoft Vis Iy : - Microsoft Corporation
ﬂ Microsoft Visual C++ 2017 Redistributable (x86) - 14.16.27029 Microsoft Corporation
o Microsoft Visual Studic Tools for Applications 2017 Microsoft Corporation
i Microsoft V5SS Writer for SQL Server 2017 Microsoft Corporation
(5] Oracle VM VirtualBox Guest Additions 6.1.18 Oracle Corporation
E System Center Configuration Manager Console Microsoft Corporation

aSyshem Center Configuration Manager Primary Site Setup Microsoft Corporation

als % Assesomient and O




Reinstalling Assessment and Deployment Kit

« ADK+Version+1903

" Mame

» ADK Version 1903

i
o ﬁ adksetup_1903.exe
of

o adkwhaﬁstupj 903.exe

Install

Select the features you want to install

Click a feature name for more information.
] Application Compatibility Tools
[1imaging And Configuration Designer (ICD)
[C] Configuration Designer
User State Migration Tool (USMT)
[]Volume Activation Management Tool (VAMT)
[___| Windows Performance Toolkit
[ I Microsoft User Experience Virtualization (UE-V) Template Ger
[ I Microsoft Application Virtualization (App-V) Sequencer
[ IMicrosoft Application Virtualization (App-V) Auto Sequencer

[ ] Mmediz eXperience Analyzer

Deployment Tools
Size: 96.3 MB

Tools to customize and manage Windows images and to
automa‘l:l}installah’an.

Includes:

* Deployment Image Servicing and Management
(DISM) tool. To use DISM cmdlets, PowerShell 3.0
must also be mstalled.

* QEM Activation 2.5 and 3.0 Tools.

* Windows System Image Manager (SIM).

+ OSCDIMG, BCDBoot, DISMAPI WIMGAPI, and other
tools and interfaces.

User State Migration Tool (USMT)

Size: 609.5 MB

Tocls to migrate user data from a previous installation of

Windows to a new installation.

3

Includes:

* ScanState tool
* |oadState tool
¢ LISMTUtils tool



Welcome to the Windows Assessment and Deployment Kit -
Windows 10!

Launching the WIinPE Setup

« ADK+Version+1903 » ADK Version 1903

i Name
o 1 adksetup_1903.exe
" 4 adikwinpesetup_1903.exe

Welcome to the Windows Assessment and Deployment Kit Windows
Preinstallation Environment Add-ons - Windows 10!

Running Prerequisite Checks Before Updating

Y 4K -~ M ® <4 =
% s \ > L b S o ) =
History Refresh Saved Install Ry et gnaore Do

Check for updates Searches Update Padk prerequish® check inst ation prerequisite it
Ipdates and Servicing Updates Search Install Doy
(3 « [&] \ » Administration » Overview » Updates and Servicing »
— ———
dministration < Updates and Servicing 6 items
I EJj Overview
| Updates and Servicing Name Date Released State Prereq O
. Hierarchy Configuration Configuration Manager 1902 Hotfix Rollup (KB4500571) 6/8/2019 8:00...  Available to download No
" Cloud Services Configuration Manager 1906 B/15/2019 12:0... Available to download No
™ Site Configuration Canfiguration Manager 1910 1/15/2020 12:0... Availzble to download No
aﬂ Sites Configuration Manager 2002 5/6/2020 1:00..  Awvailable to download No
Configuration Manager 2006 8/31/2020 120... Available to download No

&> Servers and Site System Roles

L = Lo

— Configuration Manager 2010 12/11/2020 1:0... Ready to install No



Configuration Manager 2002

5/6/2020 1:00...

Available to download No
Available to download No
Checking prerequisites  Yes

-7\

SAS
SASI

Configuration Manager 2006 8/31/2020 12:0...
Configuration Manager 2010 12/11/2020 1:0...
o Configuration Manager 2002
@ Configuration Manager 2006
(») Configuration

§

o Shomﬁatus
Retry installation

Ignore prerequisite wamings

No
No
Na

Checking Prerequisites log file with the CMTrace Tool

‘s » ThisPC » Local Disk (C:) »

ts L e
-

ininstall

(C)

L3

ts

Is

()

'D:) VirtualBox Guest Ad

'E:) SSS_X64FREE_EN-US

demyDownloads (\\VBc

boxSvr) (Z:)

Name
netpub

PerfLogs

Program Files

Program Files (x86)

SC_Configmgr_SCEP_1902

SCCMContentlib

Share

SMS_DPS

SMSPKG

SMSPKGCS

SMSPKGSIG

SMS5IGS

Users

Windows

wsus_content
= ConfigMgrAdminUlSetup.log
7] ConfigMgrAdminUISetupVerbose.log
E ConfigMgrPrereq.log
i ConfigMg :

&1 ConfigMgrSetupWizard.log

v O

Date meodified
3/2172021 10 PM
9/15/2018 12:15 AM
3/23/2021 9:46 PM
442472021 9:56 AM
372272021 6:18 PM
3/23/2021 9:58 PM
3/8/2021 5:28 PM
3/23/2021 9:57 PM
3/23/2021 10:03 PM
F23/2021 1004 PM
F23/2021 10:03 PM
/23/2021 10:34 PM
3/24/2021 746 PM
3/23/2021 9:55 PM
172021 5:28 PM
372021 1:05 PM
372021 10:04 PM
372021 8:20 PM
3/24,2021 7:07 PM
3/24/2021 7:07 PM

[FT I VY

[F¥]

¥

3
3
3
3

Search Local Disk (C:)

Type
File folder

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
LOG File

LOG File

LOG File

LOG File

LOG File



Fe| Configuration Manager Trace Log Tool - [C:\ConfigMgrPrereq.log]
i:] File Tools Window Help

=& B N
Log Text
<(3-23-2021 20:20:50> SASCCMO1.ServerAcademy.com; Minimum Microsoft .NET Fra
<(03-23-2021 20:20:50> INFO: Checking .NET framework versions 4.5...
<(03-23-2021 20:20:50> INFO: .NET 4.5 is installed
<03-23-2021 20:20:50> S5ASCCMO1.5erverAcademy.com; Minimum Microsoft .NET Fra
<03-23-2021 20:20:50> INFO: The rule 'Microsoft XML Core Servifes 6.0 (MSXMLED)' has
<(03-23-2021 20:20:50> INFO: The rule 'Windows Remote Management (WinRM) v1.1' ha

<03-23-2021 20:20:50> ****
<03-23-2021 20:20:50> ******* Prerequisite checking is completed. *******

{u3_23-2u31 ED:Eﬂ:m} i e e e e s e e s i e e e e e sie e s e e e e

<03-23-2021 20:20:50> INFO: Updating Prerequisite checking result into the registry
<03-23-2021 20:20:50> INFO: Connecting to SASCCMO01.5erverAcademy.com registry

<(3-23-2021 20:20:50> INFO: Setting registry values

Date/Time: Component:
Thread: Source:

<03-23-2021 20:20:50> INFO: Setting registry values

Microsoft Endpoint
Configuration Manager

Microsoft Endpoint Configuration Manager

Version 2010

Console version: 5.2010.1093.1900

Site version: 5.0.9040.1000

Support ID:
FASPH2Z2CELZKZmIRreNVbQOwsiY4f/sUt+eTSjnbUcKA=

& Microsoft. All rights reserved.
This program is licensed.



Creating a Collection

‘- - 1$ % »  Assets and Compliance » Owverview » User Collections

A

Assets and Compliance User Collections 3 items

4 B Overview Search
& Users lcon MName
&= Devices £ All User Groups
# User Cof § - T T o All Users
& Device o £ All Users and User Groups
‘ Import Collections

R, Userst
b [ Asset Int
= Software Meterina

Folder >

& Create User Collection Wizard

General

Specify details for this collection

Membership Rules

Summary

p M

g, MName: |User Collection Direct Rule &

Completion Co .
Select a collection to use as a limiting collection. The limiting collection establishes the resources .
that you can add to this collection by using membership rules.
Limiting collection: |

Filter_.

Mame Member Count

# Al User Groups

ﬁ Al Users and User Groups




Membership Rules

Summary
Progress

Completion

Select Resources

Summary

Progress

Completion

B T

Membership rules detemmine the resources that are included in the collection when it updates. You
can use membership rules to add a specific object or a set of objects from a query. The collection
membership can also include or exclude other collections. Membership rules can add only those
objects that are members of the limiting collection.

Membership rules:
Rule Mame Type Collection Id
There are no items to show in this view.
< >
Add Rule - Edit. Delete
[] Use incremental updates for thi Direct Rule %
An nmamedd L.pdd_e pe_dodc Query Rule adds resources I:ha qualify
to this collection. This option dg Device Category Rule Hate for this collection.
Include Collections
Exclude Collections
[~ Schadide a full indate an thi
LULLE 1EDUUILED LU dUU WU UIE LuneLuull
To create direct membership rules, locate and select the resources that you want to add as direct
members of the collection.
Find all resources that match the following criteria:
Resource class: |Ula' T =
Atribute name: | r— v
Type: String
Exclude resources marked as obsolete
Exclude resources that do not have the Configuration Manager
ent mstalle
Value: [’-‘. ]

When the type is a string, you can use the percent character (%) as a
wildcard for part or all of the value.



Summary

Progress
Completion Resources:
] SERVERACADEM Y \Administrator (Administrator) Select Al
] SERVERACADEMY \paul hil (Paul Hill)
[+] SERVERACADEMY\SCCM-admin (SCCM Admin) I Clear All I
[~] SERVERACADEMY\SQLService (SQL Service)
E SERVERACADEM Y ¢anner jones-admin (Tanner Jones (Admin))
@ SERVERACADEMY\tanner jones (Tanner Jones)
[+] SERVERACADEMY'test.user (Test User)
@ SERVERACADEM Y troy taysom-admin (Troy Taysom (Adminj)
@ SERVERACADEMY troy taysom (Troy Taysom)
User Collections 4 items
| Search | 'A’ | - Search | Add Criteria ¥
lcon MName Limiting Collection Member Count  Members Visible on Site
Ed All User Groups Alil Users and User.. 24 24
& All Users All Users and User... 9 9
Fd All Users and User Groups 33 33
¥ User Collection Direct Rule All Users o 9

¥ Create Device Collection Wizard

@ General

Specify details for this collection

Membership Rules

Summary

Prorgwes: Name: |Devices - Direct Rule 1
Completion Co ;-

Select a collection to use as a limiting collection. The limiting collection establishes the resources I
that you can add to this collection by using membership rules.

Limiting collection: | Al Systems | [[powse.. |



Find all resources that match the following criteria:

Resource class: Sﬂﬂ'l't Resource "
Aitnbute name: Name v
Type: String

[J Exclude resources marked as obsolete

] Exclude resources that do not have the Configuration Manager
client installed

Value: y

When the type is a sting. you can use the percent character (W) as a
wildcard for part or all of the value.

Select resources to add as direct members to the collection

Resources:

[4] SADCO1 e
[£] SASCCMO1

[ sawor ==
a‘ All Ll.nkncwn Compupm All Systems

&  Devices - Direct Rule 1 All Systems 3
| Sys




@ General

Specify details for this collection

Membership Rules

Summary
Progress Name: |hclude Collection|
Completion Co i

Select a collection to use as a limiting collection. The limiting collection establishes the resources I
that you can add to this collection by using membership rules.

Limiting collection: Al Systems Browse. .

Define membership rules for this collection

Membership rules detemmine the resources that are included in the collection when it updates. You
can use membership rules to add a specific object or a set of objects from a query. The collection
membership can also include or exclude other collections. Membership rules can add only thase
objects that are members of the limiting collection.

Membership rules:
Rule Name Type Collection Id
There are no items to show in this view.
£ >

I Add Rule "I Edit. Dalete
L] Lheiumtdtpd!ﬂfnrﬂi] Direct Rule

An incremental update perodic
to this collection . This option de

resources that qualify
e for this collection.

] Schedule a full update on thibcowesmor

Occurs every 7 days effective 4/24/2021 415 PM ! EE ! |




L = W S eI w
] & All Unknown Computers 2
[) & Devices - Direct Rule 1 3
Custom Schedule X
Time:
Start: 4/24/2021 @~ || 419PM 4]
Recumence pattem
Corffigure the recurence schedule. en it updates. You
ry. The collection
i e oty add only those
O Mortly F Hpm ™
(O Weekly
(@ Custom interval —
00017
>
| Delete
0K | Cancel

Hﬂmﬂtpdd&p&ﬂodcdymﬂ:ﬁmmw%ammaﬂﬂmaﬂmhmﬂy
to this collection. This option does not require you to schedule a full update for this collection.

o Devices - Direct Rule 1 All Systems
e Include Collection All Systems 3




Specify details for this collection

Mame: Cuery Managers
Comment: A

[ v

Select a collection to use as a limiting collection. The limiting collection establishes the resources '
that you can add to this collection by using membership rules.

Limiting collection: All Users Browse., .,
Membership rules
Rule Name Type Collection Id

There are no items to show in this view.

[ AddRue > [ & " Delete |
M Lhei-mﬂl.pdiﬂfﬂrﬂil Direct Rule

An incremental update periodic Query Rule |} ] resources that qualify
to this collection. This option do Device Category Rule e for this collection.
Include Collections
Exclude Collections




database.

Query Rule Properties
| Genenl
p Name: Managers
Import Query Statement ..
Resource class: User Resource .
Edt Query Statement...
Query Statement: Select * from sm_n_u%ir

& Configuration Manager uses the Windows Management
Instrumentation (WMI) Guery Language (WGL) to query the site

Query Statement Properties

You can specify criteria to namow the guery and limit the resuits that are

retumed.

Criteria;

1 D)

=

BB

l

Criterion Properties

X




Select Attribute

Attribute class:

Alias as:

General

User Resource

<No Alias>

User QU Mame

@ Criterion Properties

OK Cancel

Criterion Type:
Where:

Value:

| Simple value

[Uwﬁumm-UserDU MName

|is equal to

| SERVERACADEMY COM/MANAGERS

Type: Stiing | Value.

N



Query Statement Properties H
General Critefia  Joins

You can specify criteria to namow the query and limit the results that are
retumed.

Crteria: HE X @ ¥ &l p]

SERVERACADEMY COM/MAN

Show Query Language Cance

— I

ﬁ All Users and User Groups

| W Query Managers All Users

L User Callection Direct Rule All Users

oW
w oW



Specify details for this collection

MName: Admin Query

Comment:

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection: All Users Browse. ..
Membership rules:
Rule Mame Type Collection Id

There are no items to show in this view.

| Add Rule v [ Delste
] Lheimtdtpditﬂfnrﬂi] Direct Rule

An incremental update periodic Query Rule h ] resources that qualify
to this collection. This option de Device Category Rule e for this collection.

Include Collections

Exclude Collections
] Schedule a full update on thit-cewesaer




Query Rule Properties

General
‘Q Name: O [Query Admin]

Impott Query Statement...
Resource class: User Resource v
Edit Query Statement...
Query Statement: Select * from SMS_R_User ~

/. Configuration Manager uses the Windows Management
Instrumentation (WM} Guery Language (WQL)to query the site
database.

Query Statement Properties

................

-, Specfy the attributes to search for and how they will be displayed

| when the query is run.
Find obiects of type: Liser Resource
[] Omit duplicate rows (select distinct)
o *EREED
Class Attribute Sort

There are no items to show in this view.



Result Properties

General

Atute: |
' ra
E Sdnt:t.![
Sort: <Unsorted > ~
Select Attribute X
Attribute class: User Resource b
Hias as: <No Alias> v
Attribute: User OU Mame e
oK Cancel
General
Aftribute: |LherHeanunma:5MS_F{_lher-l.harDU Name
Sort: ¢Unsorted > v

[
lag’




Membership rules:

Bule Name Type Collection Id

Guery Admin Query Not Applicable

< >
Add Rule v  Edt.  Delete

[/] Use incremental updates for this collection

An incremental update periodically evaluates new resources and then adds resources that qualify
to this collection. This option does not require you to schedule a full update for this collection.

] Schedule a full update on this collection
Occurs every 7 days effective 4/24/2021 5:11 PM

Specify details for this collection

Name: Query Services
Comment: A

W

Select a collection to use as a limiting collection. The limiting collection establishes the resources |
that you can add to this collection by using membership rules.

Limiting collection: All Systems Browse. ..




Membership rules:

Rule Name Type Collection Id
There are no items to show in this view.

< >
Calete

An incremental update periodic Query Ryle | resources that qualify
to this collection. This option de Besice C?tegur}r Rk e for this collection.

Include Collections

Exclude Collections
] Schedule a full update on thitcowecmor

Y ST ST SIS L SR || repm— |
Query Rule Properties X
General
p Name: Services
I' Import Query Statement..
Resource class: System Resource g
TV v —
Query Statement: Select * from
SM5 _R_System

& Configuration Manager uses the Windows Management
Instrumentation (WMI) Query Language (WGQL) to query the site
database.



Query Statement Properties

'General | Crteria Joins

—, Specify the attributes to search for and how they will be displayed

when the query is run.
Find objects of type: System
[] Omit duplicate rows (select distinct)
Class Atribute Sort
There are no items to show in this view,
Criterion Properties
General
@ Criterion Properties
Criterion Type | Simple value v
Where |Sewines - Name |
Operator: is equal to Ew
Value: W:ﬁ,:l_ S [,} |o
Type: String | Valse l




CACiuge Lonecuon Al YsTEmS =3 >

Include Collection All Systems 3

Query Services All Systems h] 1

&7

Specify details for this collection

MName: SCCM Admin Users
Comment:

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection: Al User Groups Browse...
Membership rules:
Rule Name Type Collection Id

There are no items to show in this view.

£ >
Delete
[] Use incremental updates for thi
An incremental update periodic C%“Hb_.) ] resources that qualfy
to this collection. This option de Device Category Rule e for this collection.

Include Collections

EBxclude Collections
(] Schedule a full update on thitccwecomor

' Occurs every 7 days effective 4/24/2021 5:57 PM | Schedue. |




Find all resources that match the following criteria:

Resource class: User Group Resource w
Attribute name: Active Directory Container Name ~
Type: String[]
Exclude resources t e the Configuration Manages
it =
Value: l
When the type is a sting, you can use the percent character (%) as a
wildcard for part or all of the value.
Resources:
[] SERVERACADEMY\DHCP Llsem A~ Select All
[_] SERVERACADEMY\DnsAdmins
[] SERVERACADEMY\DnsUpdateProxy b Clear Al

[] SERVERACADEMY \Domain Admins

[ ] SERVERACADEMY"Domain Computers

|| SERVERACADEMY \Domain Controllers

[[] SERVERACADEMY\Domain Guests

[ ] SERVERACADEMY"Domain Users

[ ] SERVERACADEMY \Enterprise Admins

| | SERVERACADEMY \Entemprise Key Admins

[] SERVERACADEMY\Enterprise Read-only Domain Controllers
[] SERVERACADEMY\Group Policy Creator Owners

[[] SERVERACADEMY \Key Admins

[_] SERVERACADEMY \Protected Users

[ ] SERVERACADEMY\RAS and |AS Servers

[ ] SERVERACADEMY\Read-only Domain Controllers

¥4l SERVERACADEMY'\SCCM Admins
[] SERVERACADEMY\Schema Admins
[] SERVERACADEMY\SQL Admins v

a5 L{UE[,’ mﬂilﬂy:lb L L= b =

k SCCM Admin Users All User Groups 0



‘- : I ‘&a % » Administration » Overview » Security » Administrative Users

\dministration < Administrative Users 0 items

File Replication * ||| Search

A Active Directory Forests lcon Account N;me Account Display Name Security Roles
» [ Cloud Services " SERVERACADEMY\A... "Full Administrator”
» [ Site Configuration 8  SERVERACADEMVIS.. "Full Administrator™

E Client Settings Sp SERVERACADEMYAtr... Troy Taysom "Full Administrator”

4 [ Security

25 Administrative Users

g [s

Add User or Group

Specify a user or group to add as a Configuration Manager administrative user

To control the type of objects that administrative users can manage, assign one or more security roles to the administrative user, and
then assign security scopes to limit the instances of objects that the administrative user can manage.

User or group name: | SERVERACADEMY\SCCM Admin Users | | Browse.
Assigned security roles:
Name Description .[ Add...
Full Administrator Grants all pemmissions in Configuration Manager. T... Y —

Assigned security scopes and collections:

(O Allinstances of the objects that are related to the assigned security roles
(®) Only the instances of objects that are assigned to the specified security scopes or collections

Security scopes and collections:
Name Type I Add vI
All Systems Collection = —— 1
All Users and User Groups Collection
Default Security Scope
SCCM Admin Users Collection




SCCM Admin Group User Clay Roundtree Logging
in to Verify Admin Privileges for SCCM

Other user

'\ CRoundtree

L

ow do | sign in tc

Administration » Overview » Security » Administrative Users

<« Administrative Users 4 items

Search

cing lcon Account Name s Account Display Name Security Roles
ration L SERVERACADEMY\Administrator "Full Administrator”
) SERVERACADEMY\SCCM Admin Users “Full Administrator”
] SERVERACADEMY\SCCM Admins "Full Administrator”
sl & SERVERACADEMY\troy.taysom Troy Taysom “Full Administrator”




Eﬁ SERVERACADEMYA\SCCM Admin Users Properties

General Security Roles  Security Scopes
Specify the security roles that are associated with this administrative user or group. Security
roles define a collection of actions that can be perfarmed on Corfiguration Manager securable

objects. You can manage pemissions for Configuration Manager reports by using SQL Server
Reporting Services security settings.

To limit these secunty roles to a set of Configuration Manager securable objects, use security
scopes and collections.

Security roles:

Mame Description

“'n.

Full Administrator Grants all pemissions N ..*rufigu"

Downgrading Permissions to Read Only for SCCM
Admins

Add Security Role

Select one or more security roles to associate with this administrative user or group. Only unassigned
roles that you have pemmission to delegate appear in the list.

Available security roles:

[ ] Application Administrator

[C] Appilication Author

[C] Application Deployment Manager

[] Asset Manager

[] Company Resource Access Manager
] Compliance Settings Manager

[} Endpoint Protection Manager

(] Infrastructure Administrator

[[] Operating System Deployment Manager
[[] Operations Administrator

b1 Read-only Analyst

I Db Tl M i




+ SERVERACADEMY\SCCM Admin Users Properties

Seneral Security Roles  Security Scopes

Specify the security roles that are associated with this administrative user or group. Security
roles define a collection of actions that can be peformed on Corfiguration Manager securable
objects. You can manage pemissions for Configuration Manager reports by using SQL Server

To limt these security roles to a set of Configuration Manager securable objects, use security
scopes and collections.

Description

Grants all permissions in Configur...
Grants permissions to view all Co...




Establishing a Remote Session with Client Machine

Assets and Compliance » Overview » Devices

< Devices 0 items

Search A Sea
lcon Name | ¢ Add Selected ltems » pgged on User Site Code Ci
] Provisioning| B Install Client SA1
L
" SAEe; ®»  Run Script
il SASCCMO1 .
s [ ¥ start CMPivot
- ! SAWO1 | SA1 A
1on Reassign Site
i 164 Unknow| SA1
" Cli i 3
& —— [¥2] Client Settings - caa
g P start » | 5% Resource Explorer
ngs Approve ‘:-:J Remotg Control
o @ Block % Remote Assistance
ned Devices Unblock ‘E Remote Desktop Client
Configuration Manager Remote Control X

A remote control session could not be established with the
‘75 remote computer.

Possilyle causes for this include:
. thmstem is turned off

» the system cannot be reached on the network

v the Windows firewall is not configured to allow remote
control

+ the Remote Control feature is disabled.



Enabling Connection with SCCM with a Direct Rule

& % p  Assets and Compliance » Owerview » Devices

npliance <« Devices O items
W Search
lcon MName Chent P
es 18 Provisioning Device(Pro... No
Zollections b SADCO Mo
e ol SASCCMO1 No
o ©F Create ﬁvice Collection | sawo1 Yes
ot ¥ Import Clllections %64 Unknown Computer... No
N ¥ Manage Device Categories x86 Unknown Computer... No
ilia Folder 4

Specify details for this collection

MName: ]Hermte Control for Desktops
Comment:

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Membership rules:
Rule Name Type Collection Id

There are no items to show in this view,

| Add Rule -| Edit. Delete

[] Use incremental updates for this collection

An incremental update perodically evaluates neWw resources and then adds resources that qualify
to this collection. This option does not require you to schedule a full update for this collection.



Find all resources that match the following criteria:

Resource class: System Resource .
Aitribute name: Names v
Type: String

[J Exclude resources marked as obsolete

= Exclude resources that do not have the Configuration Manager

client installed
Value: %
When the type is a string, you can use the percent character (%) as a
wildcard for part or all of the value.
Resources:
[] SADCO1 Select Al
[[] SASCCMO1

_  CexAl

L

B \ » Administration » Overview » Client Settings

ion ¢ Client Settings 1 items
view | Search

rFy
«dates and Servicing lcon Name
srarchy Configuration FA Default Client Settings
sud Services
e Configuration

E‘i V) Create om Client Device Settings
al

11| Eﬂ Create Custom Client User Settings




Custom Device Settings

Specify the settings for devices. These seftings ovemide the default settings when they are assigned
to a collection.

Name: |Flerrmte Desktop

Description:

Select and then configure the custom settings for client devices.

[] Background Intelligent Transfer
[] Cient Cache Settings
[] Client Policy

[[] Cloud Services

[[] Compliance Settings
[] Computer Agent

[] Computer Restart

[] Delivery Optimization
[[] Endpoirt Protection
[] Enroliment

[[] Hardware Inventory
[[] Power Management

[] Software Center
M Cafhwars Nanlrumart

General ; :
snere Custom Device Settings

[! - Specify the settings for devices. These settings ovenide the default settings when they are

Security assigned to a collection.

Specify remote control settings on client computers.

Device Settings A
e N
+— | Enable Remote Corttrol on .
g e Cotors s |
Firewall exception profiles
LUsers can change policy or No w
notification settings in Scftware

Center



L)l R i

Remote Control and Windows Defender Firewall Client Settings X

[ Enable Remote Control on client computers

Remote Control allows you to log on to computers over the network and is typically used for
troubleshooting scenarios.

To ensure that this connection is not blocked by Windows Firewall on the destination computer,
select one or more of the firewall profiles to automatically configure the Remote Control port and

program exceptions for clients.

4 Domain

This Windows Defender Firewall profile is for computers that log onto a
Windows domain.

Device Seitings
+— | Enable Remote Control on
7l dlients

Enabled | Configure Settings |

Firewall exception profiles Domain

Lsers can change policy or No -
notification settings in Software = "l
Center

Allow Remote Control of an |Yu ~,,,|
unattended computer _
Prompt user for Remote Control e g

pEmission

Prompt user for permission to 'No o

transfer content from shared

clipboard

Grant Remote Cantral Yes “w

pemnission to local

Administrators group

Access level allowed Full Control  ~ |
Permitted viewers of Remote

Set Viewers ...

Control and Remote Assistance {none) L
Show session notification icon Yes -
on taskbar




Manage unsolicited Remote Yes "
Assistance settings

Manage solicted Remote Yes p
Assistance settings

Level of access for Remote Rl Corircl “ ]
Assistance

Manage Remote Desktop Yes v
sedtings

oo by e P

B m R(E\t i 8

Create Custom Client Create Custom Client Deploy fncrease Decrease Set Security | Properties
Device Settings User Settings Searches + Priority  Priority 7€ Delete Scopes
Create Search Client Settings Classify Properties
€ - |§ \ » Administration » Overview » Client Settings
dministration < Client Settings 2 items
| lji Overview |S€GFCh
-
’ ﬁ Updates and Servicing lcon Name Type Priority | Deployments
» [ Hierarchy Configuration Fal Default Client Settings Default 10000 O
% B Clood Services [ Remote Desktop Device 1 0
» [ Site Configuration
| K Client Settings
* [ Security

S+ Distribution Points



Filter
MName Member Count

& All Desktop and Server Clients

& All Mobile Devices

& Al Provisioning Devices

&/ All Systems

¢ All Unknown Computers

& Devices - Direct Rule 1

¥ Exclude Collection

& Include Collection

ﬁf Query Services
Hemote Contral for Deskiops

el — W w2 L R = O =

Running Policy Retrieval on Client Machine

Ejnq. Configuration Manager Properties =
Cache I Configurations | Metwark I
General | Componerts Actions I Site

Select an action to nun a client cycle independently from schedules that are
configured in the Configuration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Machine F'|:||iC*HE=tI'iE:'u'EI| & Evaluation Cycle

Software Metering Usage Report Cycle



Reinitiating Remote Control with Client

Assets and Compliance » Overview » Devices

« Devices 6 items

Search |
lcon Name # Add Selected ltems » ntly Logged on User Site Cod
i Provisi @2 |nstall Client SAT
s Shbod = Run Script
s o SASCC @ start CMPivot
L L] SAWO . SA1
1on Reassign Site
(Lo x64 Ur “_ . x Sa1l
-~ <86 Ut [#/Z] Client Settings » e
g P start » | 3% Resource Explorer
ngs Approve # Remote mntrol
on Q Block [® Remote Assistance
ned Devices Unblock ‘e Remote Desktop Client
: . lg
Contacting Remote Control Agent on client SAW01
Connection Progress Message ~ Time-Date |
Contacting Remote Control Agent on client SAW01 10:55:34 AM 4.
Initiating a security handshake to SAW01 with the current ..  10:55:34 AM 4/...
Session will be Full Control mode 10:55:34 AM 4/...
Connecting to the host session 10:55:34 AM 4/
Asking the remote user to allow remote control 10:55:37 AM 4/...

I

Client Grants Permission to Remote In

Cenfiguration Manager Rermote Control s

SERVERACADEMY \Administrator is requesting permission
to begin a remote control session.

&pprq:{e I R g e I
Ly

Cancel




View of Remote Session

_!L_J SAW01 - Configuration Manager Remote Control

File View Action Help

Connected with

SERVERACADEM Y sdtministrator

—_ < 4 EH = Centrol Panel »

Adjust your computer’s settings

0 Admvnistaative Tocks
u Color Management
Mg Default Programs
B File Explorer Options
.é;. Indexing Dptions
:._: Metwody, and Shaning Centes
@ Recovery
N Sound
BA system

P Windows Defenser Frrewall

All Cantrol Pane itens

g Aol lay
M Confuguration M)
% Device Manages
&= File History

P.;?: Internet Options
l-_j Phone and Mody
> Region

i} Speech Recognit
'__ Tackbar and Maw

W Windows Mohilig

& Swarch Cantral P

[“a Configuration Manager Properties

Cache |
Garersl |

Configurations l
Comparants Achons |

Mebveak
S

Select an achon to un a dhert cyde ndependently from schedukes that ane
corfigured in the Configuration Manager conscle:

Actpors-

Applicaton Deglayment Svaluation Cycle
Crscovery Data Collection Cycle

Fies Collesttion Cyele

Hardware nuaseory Cycha

Machine Polcy Fetneval § Evaiuation Cycie
Software Imvertory Cycle

Seftwane Metering Ubage Repod Cycle
Softwane Updsies Deployment Evaluation Cycle
User Policy Retrieval & Evaluation Cycle
‘Windows instaler Source List Update Cycle

Watww By Semall iex

lockes Drive Encryption
pte ond Time

pre of Access Canter

s

louze

fegrams and Features
Ecurity and Maimtenance
fnc Center

o ACCounts

Running CMTrace on Client to View Log of Remote

Session

PinDire\CCMACR

efinDir e\ CCWNCMBITSManager.dil
SN DI\ COWNC MBI TEManager mof
AR DI\ COWVNCMHEpsReadiness.exe
in D CE.E

Search for "3EWinDirks

o @ CermBwal
& CernEwalTask

A743/2027 347 P
45242021 1:02 PR

Text Docurnent

Text Docurment

12 KB
12 KB
1kE
ERl
IBKE



7] Configuration Manager Trace Log Tool - [CaMindoust CCMY L ogshCmRcService.log]

b —_—
7= File Tools Window Help

=S Bd N

Log Text Cormponent
=== Zecurity handshake completed [(:10000000] === CrRcService

The wiewer is a rmerber of the Local Administrators group who are all.., CrmBeService
The user{SERVERACADERY Administrator) is authorized for Remote ... CmRciervice

Zession allowed: Full Control CrnRciervice
=== Zession Info === CrnRciervice
Authorized viewer user SERVERACADEM A ministrator CrnRc3ervice
Wiewwer address: 192,168,1.11;54450 CrnRcierdice
Host address: 192.168.1.100:2701 CrnRciervice
Connection cornpleted (10 = 1) (OnConnectionCormpleted) CmRcsensice
Create a process application Mame=C\WindowshCCMWYECToastMotifi., CrnRoSerdic
Local user allowed the remote control session, CrmPRcservice
The rernote control session is allowed, (On3essionfllowed) CmRcsemsice

=..] CmRcService

Deploying Power Management with Collections

£ % » Assetsand Compliance » Overview » Device Collections

npliance ¢ Device Collections 10 items
. Search
lcon Name
Bs o Ali Desktop and Server Clie
~sllactiong o All Mobile Devices
|

s Cd All Provisioning Devices
| & Create Device Collecthion A
All 3}'stems

tatey I o

=, e All Unknown Computers
B Manage Device Categories Devices - Direct Rule 1

are

Exclude Collection

lian Folder 4 _
[\}‘ - Include Collection



Configuration Manager

Folder name:
Power Management Desktops|

.. Power Managsﬁent Desktops
. Power Management Laptops
* [l Power Management Servers

Specify details for this collection

Name: Power Management Laptops

Comment:

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules

Limiting collection: Al Systems . Browse..
Membership rules:
Rule Name Type Collection Id

There are no items o show in this view.

< >
Dalete
[] Use incremental updates for thi
An incremental update periodic Query Rule W resources that qualfy
to this collection. This option de Deiics Cabetiter Rule e for this collection




Find all resources that match the following criteria:

Resource clasa: System Resource o
Aitribute name: Nama .
Type: String
[] Exclude resources marked as obsolete
] Exclude resources that do not have the Configuration Manager
client installed
Value: gl I
When the type is a string, you can use the percent character () as a
wildcard for part or all of the value.
Resources:
[ ] SADCO1 Select Al
[] SASCCMOT —
Clear Al
I ‘ K\ » Administration » Overview » Client Settings
ion < Client Settings 2 items
view Search
dates and Servicing lcon Name - Type Priority  Deploy
rarchy Configuration ¥ Default Client Settings Default 10000 0
ud Services “J  Remote Desktop Device 1 1
¢ Configuration

o

. Eﬂ Create Custom Client User Settings

trik

mife——
’j Eﬂ Create Custom Client Device Settings
i




] Power Management Laptops Properties

Collection Variables Distribution Point Groups Cloud Sync  Security Aleds

General | Membership Rules Power Management  Deployments Maintenance Windows

Copy power management settings from another collection: Browse... -|
Configure power management settings for this collection:
(_) Do not specify power management seltings
(C) Never apply power management settings to computers in this collection
(®) Specify power management settings for this collection
Peak hours
Start: 9:00 AM B Ed: 5:00 FM e
Duration: 8 hours
Peak plan: Balanced (Confighigr) View...
Mon-peak plan- Balanced (Confighgr) View. .
[[] Wakeup time (desktop computers): 3:00 AM $




Custom Device Settings

Specify the settings for devices. These settings ovemide the default settings when they are assigned
to a collection.

Name: | Pwr.Mgmt Laptops
Description:

Select and then configure the custom settings for client devices.

[[] Background Intelligent Transfer

[[] Chent Cache Settings

[[] Cliert Policy

[[] Cloud Services

[[] Compliance Settings

[[] Computer Agent

[[] Computer Restart

[[] Delivery Optimization

[[] Endpoint Protection

] Enroliment

[[] Hardware Inventory

[[] Metered Intemet Connections
Power Management

[ ] Remote Tools

Custom Device Settings

é. | Specify the seitings for devices. These settings ovemide the default settings when they are
assigned to a collection.

Specify power management settings for client computers.

Device Settings

«+— | Allow power management of Yes P

+ — devices | st SRS
Allow users to exclude their MNo ~
device from power management
Allow network wake-up ' Not Configured V
Enable walke-up proxy No et
Wake-wup proxy port number 25536 =
(UDF)
Wake On LAN port number 5 =
{(LUDP)

Windows Defender Firewall
exception for wake-up proxy.
|PwE prefixes f required for
Direct Access or other intervening
network devices. Use a comma
to specify multiple entries.

Disabled Configure Settings




B 55 Copy 8 E—]
’ (34 Refresh ~
e Decrease Set Security | Properties
L Prionity /< Delete Scopes
arch Client Settings Classify Properties |
iew »  Client Settings
Client Settings 3 items
Search
lcon MName Type Priority | Depl:
[v] Default Client Settings Default 10000 0
| EJ r.Mgmt Laptops Device 2 0
[vg Rem Device 1 1

Creating a Maintenance Window with Collections

Specify details for this collection

Name: | ServerAcademy OU

Comment: |

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection- | Al Systems




There are no items to show in this view.

I Add Rule "I Edit. Catete

] Uae'lx:rmlertdl.pdielf‘uﬂi‘ ggireﬂ EUEE P
An incremental update pen e |ndds resources that qualify

to this collection. This option d1 Device Category Rule Fatefurﬂi: collection.
Find all resources that match the following criteria:
Resource class: T m——— -
Attrbute name: Nams "y

Type: Sting
[J Exchude resources marked as obsolete

n Exclude resources that do not have the Configuration Manager

client installed
Value: [s
When the type is a string, you can use the percent character (%) as a
wildeard for part or all of the value.
Resources:
[ ] SADCOM Select Al
[] SASCCMO1

& sawor ey




] ServerAcademny OU Properties

Collection Variables Distibution Point Groups Cloud Sync -
General  Membership Rules Power Management Deployments

The following maintenance windows are assigned to this collection.

Mairtenance windows define the time during which Configuration Manager can agply software
deployments to devices in this collection.

Name Description Maintenance Window Type
There are no items to show in this view.

<new> Schedule

MName: ISmAnademy QU Maintainance Schedule |
Time:

Effective date- [ 42672021 @~ |
Start: [ 1:00:00 AM F¢d| End: [ 40000AM |2
Duration : |3 Hours 0 Minutes |

] Coordinated Uriversal Time (UTC)

Recumsnce pattem

Configure the recumence schedule.

- Recur eveny: weeks on:
(O Monthly O Sunday O Thursday

O Daily () Tuesday () Saturday

() Wednesday

Apply this schedule to:




Maintenance windows: [_ r

Name Description Maintenance Window Type
R Server Academy OU... Occurs every 1 weeks on Friday ... Al deployments

Running CMTrace.exe on Client to Verify Window

5] Configuration Manager Trace Log Tool - [C\Windows\CCMiLogst ServiceWindowManager.log] — O X
i File Tools Window Help - &8
EEG 2l
Log Text Component Date/Time Thread
This is a one shot Service Window that has already finished. ServiceWindowManager  4/26/2021 1(:3%:05 Ak 4520 ([ 11A8)
Duration for the Service Window is Total days: 0, hours: 00, mins: .. ServiceWindowManager 4726/2021 10:3%:05 Al 4520 (0x11A8)

Populating instance of SenviceWindow with |[D=%0a5f436-3 E\-'lc-rll-lc...l ServiceWindowManager 4/26/2021 10:39:05 AN 4520 (Dx11A8)
StartTime is 03,/02/27 00:00:00 ServiceWindowManager  4/26/2021 1(:3%03 Al 4520 (0x1148)
Duration for the Service Window is Total days: 1, hours: 03, mins: ... ServiceWindowManager  4/26/2021 10:39:05 AN 4520 (0 11A48)

Populating instance of ServiceWindow with [D=45dca355-3249-484... ServiceWindowManager  4/26/2021 10:39:05 AN 4520 (Ix11A8)
StartTime is 04,/28/21 22:00:00 ServiceWindowManager 4726/2021 103905 Ak 4520 (0x11A8)
Duration for the Service Window is Total days: 0, hours: 07, mins: .. ServiceWindowManager 4726/2021 10:3%:05 Al 4520 (0x11A8)

Populating instance of ServiceWindow with |[D=87ed4759¢c-2884-45e... ServiceWindowManager  4/26/2021 10:39:05 AN 4520 ((x11A8)
StartTime is 04/29/21 22:00:00 ServiceWindowManager  4/26/2021 1(:3%03 ARk 4520 (Ix11A8)
Duration for the Service Window is Total days: 0, hours: 07, mins: .. ServiceWindowManager 4726/2021 10:39:05 AN 4520 (0x11A8)

Populating instance of ServiceWindow with |[D=36dag950-3d1e-402... ServiceWindowManager  4/26/2021 10:39:05 AN 4520 (Ix11A8)

StartTime is 04,/30/21 22:00:00 ServiceWindowManager 4726/2021 10:3%:05 Ak 4520 (0x11A8)
Date/Time: 4/26/2021 10:39:05 AM Component:  ServiceWindowManager
Thread: 4520 (0% 11A8) Source: servicewindowhandler . cpp: 104

Populating instance of ServiceWindow with ID=50a5f436-364c-46c 7-8dc7-c50 14abcbeas, ScheduleString=00084AC028592000, Type=6




Deploying 7-Zip Application to Software Center on
Client

Software Properties

General Sharing Securty Previous Versions Customize

MNetwork File and Folder Sharing

Software
Shared

Metwork Path:
SWSASCCMO1 Software

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options

I_Qﬁndvanmd Sharing...

“ » DSoftware Library » Overview » Application Management » Applications

< Applications 0 items

n Management lcon MName

= | Create Application

'} Import Application

Folder »

Downloaded .MSI version of 7-Zip on a shared folder
on Hypervisor for Creation



Specify settings for this application

Applications contain software that you can deploy to users and devices in your Carfiguration Manager environment.
Applications can contain multiple deployment types that customize the installation behavior of the application,

(®) Automatically detect information about this application from nstallation files:

Type: | Windows Installer (* msi fie} v

Location: ~ |C:\Software\7Zip Folder\72130064.msi O Browse..

Example: ‘\Server'Share\File

() Manually specify the application information

Specify settings for this application

Applications contain software that you can deploy to users and devices in your Corfiguration Manager environment.
Applications can contain multiple deployment types that customize the installation behavior of the application.

(@) Automatically detect information about this application from mstallation files:

Type: | Windows Instaler ( msi ile) v|
Location:  |"\SASCCMO1hSoftware\7Zip Folder\721900x64 msi | | Browse..

Example; “\Server'Share'\File

(O Manually specify the application information



Specify information about this application

Name: |7-Zip 19.00 (64 edition) |
Administrator comments: 7 zip is a file archiver A
.
Publisher: |Igor Pavio |
Software version: 19.00 |

Specify the installation program for this application and the required installation rights.

Installation program: msiexec /i "721900x64msi” /q | | Bowse. |

(] Run installation program as 32-bit process on 64bit clients.

Install behavior: | Install for system |

E| 7-Zip 19.00 (x64 edition) Properties

General Information  Software Center References Distribution Settings  Deployment Types Content Locations Supersedence  Security

Name: Dﬁ?_’p 19.00 (x64 edition) |
Administrator comments: 7 zip is a file anchiver ~

Publisher: [lgor Paviov | Sofwareveson: 1900 |
Optional reference: I |

Administrative categories: - Select...

[] Date published: | 42672021 @]

Allow this application to be installed from the Install Application task sequence action without being deployed



General Information  Software Center References Distribution Settings Deployment Types Content Locations  Supersedence  Secul

Specify information about how you want to display this application to users when they browse the Software Center. To provide information in
a specific language, select the language befaore you enter a description.

Selected language: English (United States) defaul v Add/Remove..

Localized application name: | 7-Zip 19.00 {x64 edtion) |

Link text: [ i

Privacy URL: | |

Localized description:
7 zip is a file archiver

Keywords: |_ I

- iz
— N

7-Zip 19.00 (x64 edition) - Windows Installer (*.msi file) Properties

nstall Behavior
jeneral Content Programs Detection Method User Experience Requirements Retum Codes Dependencies

Specify user experience settings for the application.

Instaliation behavior. [ Install for system v|
Logon requirement: LMHruaumhhggadm VJ
Installation program visibility: |I-iddu1 vl

[] Mllow users to view and interact with the program installation

Specify the maximum run time and estimated installation time of the deployment program for this application. The
estimated installation time displays to the user when the application installs.

Maximum allowed run time (minutes): 15 |_$

Estimated installation time {minutes): 2 =



3 7T-Zip 19.00 (x64 edition) - Windows Installer (*.msi file} Properties
Install Behawvior
General Content Programs Detection Method User Experience Reguirements Retum Codes Dependencies

Specify any requirements, such as hardware features or the operating system wversion, that devices must have before

they can mstall this deployment type. Configuration Manager verfies that these requirements are met before content is
deployed to the device.

Reguirements:

Filter. .

Reguirement Type Operator Values
There are no items to show in this view.

Create Requirement

Category:
rDmI'IcB

Condition:

Rule type: Valus

Operator:
[&nd

[m] Select all

B[] Windows 8
&[] Windows 8.1
= [W] Windows 10
[ L[] A Windows 10 (ARMEG4)

i [] All Windows 10 Erterprise multi-session and higher

[ Al Windows 10 (32+b1)
- [ Windows 2003
&[] Windows 2008

[
Lo



Creating a Deployment for 32bit Version of 7-Zip

% » Software Library

n Management

tions

Information for Store Apps
=

tion Requests

Lo SENEPE . N

¢ Overview » Application Management » Applications

< Applications 1 items

Search

lcon

(=7

n

MName
T-Zip 19.00 (»

Specify settings for this deployment type

sli Manage Access Accounts

& Create Prestaged Content File

#%  PRevision History

1% Update Statistics

|§ Create Deployment Type
Convert to .MSIX

Deployment types include infformation about the installation method and source files for this application.

Type: | Windows Installer (" msi file)

(®) Automatically identify information about this deployment type from installation fies

Location:  [\WSASCCMOT\Software\7Zip Folder\7z1900.msi | |  Browse..
Example: “\ServerShare\File
Specify information about this deployment type
Mame: | 7-Zip 19.00 MSI_x86
Administrator comments:
Languages: Select...
Specify the installation program for this application, and the required installation rights.
Installation program: msiexec /i "7z1900.msi" /q _] Browse
[1 Run installation program as 32-bit process on 64-bit clients.
Installation behawvior: Install for system -




Create Requirement

Operator:
One of

[m] Select all

-] Windows 8.1

& [H] Windows 10

- =[] Al Windows 10 (ARM64)
-] All Windows 10 Enterprise multi-session and higher
- [C] All Windows 10 (64-bit)

- .[&) Al Windows 10 (321

@[] Windows 2003

@[] Windows 2008

i-[] Windows Server 2012

7-Zip 19.00 (x64 edition)

lcon Priority ~ Name Dependencies  Technology Title Superseded
] 1 7-Zip 19.00 MSI_x64 No Windows Installer.. No
| 2 7-Zip 190 MSI_x86 No Windows Installer.. No




| 7-Zip 19.00 MS|_x86 Properties

Install Behavior
General Content Programs Detection Method User Experience Requirements Retum Codes Dependencies

Specify user experience settings for the application.

Installation behavior: | Install for system bl |
Logon requirement: |'Mmﬂwrurmlau:uisluggndm VI
Installation program visibility: | Hidden v]

[] Aliow users to view and interact with the program installation

Specify the maximum run time and estimated installation time of the deployment program for this application. The
estimated installation time displays to the user when the application installs.

Maximum allowed run time (minutes): 15

Estimated installation time {minutes) [}

tD

Creating Windows 10 Laptops Collection for 7 Zip
Deployment

Specify details for this collection

Mame: ]Wndows 10 Laptops
Comment:

Select a collection to use as a limiting collection. The limiting collection establishes the resources
that you can add to this collection by using membership rules.

Limiting collection: All Systems Browse. .,




Rule Name Type Collection Id
There are no items to show in this view.
< >
I Add Rule "I Edit. Cialete
[] Use incremental updates fnrth" Direct Rule _JI
An lﬂ'ﬁﬂa‘ld Lpd.a_te pe_ﬁodc Query R‘Jb resources lhi qualify
to this collection_ This option de Device Category Rule ate for this collection.
Include Collections
n B_a _ iox_ _ ¢ . i a .. _ams EXCIUdE CGIIECtIunS
Find all resources that match the following criteria:
Resource class: System Resource .
Attnbute name: Name "
Type: String

[[] Exclude resources marked as obsolete

Exclude resources that do not have the Configuration Manager

U Gient installed
"JHLIE; o
When the type is a string, you can use the percent character () as a
wildcard for part or all of the value.
Resources:
[ ] SADCD1 Select Al
[ ] SASCCMO1




Deploying 7 - Zip

Software Library » Owverview » Application Management » Applications

< Applications 1 items

F

— | Search
&a Manage Access Accounts
gement lcon Nﬂm_le &| Create Prestaged Content File
(=3 T L | Revicion History

tion for Store Apps ia Update Statistics

g [&§ Create Deployment Type
uests y Convert to \MS5IX
s Reinstate
wironments (%) Retire
ading Keys #¥ Export
on Policies 52, Copy

3 Refresh =

s 75 Delete Delete
ci
.."g B i i igyulate Deployment

= (= Dep
nce : = = -
Specify general information for this deployment

ey |7-Zip 19.00 (x64 edition) | Browse...
Collection- ‘Winthhﬂ 10 Laptops | Browse. .

Use default distibution poirt groups ah*: gted to this collection

] Automatically distibute contert for dependencies




Specify the content destination

Distribution points or distribution point groups that the content has been distibuted to:

Mame Type
There are no items to show in this view.

Addttional distrbution points, distibution point groups, and the distrbution point groups that are cumently
associated with collections to distribute content to:

Fiter... P L~
Name Description Associations | -
SASCCMO1.5ERVERAC... Distnbution point b

Specify settings to control how this software is deployed

Action: instal v

Pumpose: |.lwﬂd:|a vi

[] Mlow end users to attempt to repair this application

Regquire administrator approval if users request this application



Specify the user expenence for the installation of this software on the selected
devices

Specify user experience setting for this deployment

Liser notifications: Display in Software Center, and only show notifications for computer restarts v

When the installation deadline is reached. allow the following activities ta be peformed outside the maintenance
window

White filter handling for Windows Embedded devices

[+*] Commit changes at deadline or during a maintenance window {requires restarts)

Running gpupdate in client

BN Command Prompt

icrosoft Windows [Version 18.8.19842.928]
c) Microsoft Corporation. All rights reserved.

:\Users\localuser>gpupdate fforce
pdating policy...

omputer Policy update has complete
ser Policy update has completed succ




7-Zip Successfully Installed in Software Center on
Client

E} Software Center

IT Organization

[E® Applications _
Al Required

|
s Updates Filter: | All &

Y Operating Systems
I* Installation status

Device compliance \

£x Options Kz

7-Zip 19.00 (x54
edrtion)

o

Deploying Google Chrome to Software Center

Specify settings for this application

Applications contain software that you can deploy to users and devices in your Configuration Manager environment.
Applications can contain multiple deployment types that customize the installation behavior of the application .

(®) Automatically detect information about this application from installation files:

Type: | Windows Instalier {* msi file) ]

Location: [ ]0 Browse ..
Example: “ServeriShare \File

@sﬂeﬂ‘y the application hfm%




Specify information about this application

Name: |Goonle Chrome |

Administrator comments: Tool for browsing the intemet A

Publisher: |Google | Software version: [Version 90.0.4430.85 |

Optional reference: |_ |

Administrative categories: A Select.. |
A

[] Date published: | 472672021 3 |

Specify the administrative users who are responsible for this application.
Owners: |M1i'isiﬁmr l 1 Browse

Specify the Software Center entry

Specify information about how you wart to display this application to users when they browse the Software Center. To
provide information in a specfic language, select the language before you enter a description.

Selected language: MM%}W ~.r| | Add/Remove... |
Localized application name: IGDDgleﬂ'mme I
User categories: | "Browser" | Ed |
Link text: I J
Privacy URL: | |

Localized description:




Specify settings for this deployment type

Deployment types include information about the installation method and source files for this application.

Type: | Seript Installer -

Automatically identity information about this deployment type from installation files

tion ' Biyoese,

Example: Y\Server\Share\Fle

(®) Manually specify the deployment type information
Specify information about the content to be delivered to target devices

Specify the location of the deployment type's content and other settings that control how content is delivened to tanget
devices. All the cortents in the path specified will be delivered.

Contert location: [\\SASCCMO1\Software\Chrome Download | Browse.. |
[[] Persist content in the client cache

Specify the command used to install this content.

Installation program: "Umeﬁehnm" Jsilent finstall | Browse...

Instalation start in: | |

Corfiguration Manager can remove installations of this content f an uninstall program is specified below.

Uninstall program: |1el ~gystemdevel ~verbosedogging -fnrce-d'inla!l| Browse....
Uninstall start in: } |

[[] Run installation and uninstall program as 32-bit process on 64-bit clients.



Detection Rule

Create a rule that indicates the presence of this application.

Setting Type: |F|'gg¢ry ~

Specify the registry key or value to detect this application.

Hive: | HKEY_LOCAL_MACHINE v| | Browse.
Key: SOFTWARE \Microsoft \Windows \CumentVersion " Lininstal
“GoogleChrome
»
Value: | Display Version |

Use {Def ault) registry key value for detection

[~] This registry key is associated with a 32-bit application on 64-bit systems

Data Type: |\Vuim V|

() This registry setting must exist on the target system to indicate presence of this application

(®) This registry setting must satisfy the following rule to indicate the presence of this application

Operator; [Gleua'mmuramdto VI

Value: [20.0.4430.85| |

Specify how this deployment type is detected

Spe&thCMmM detemines whether this deployment type is already present on a device. This
detection occurs before the content is installed or when software inventory data is collected.

(®) Configure rules to detect the presence of this deployment type:

- — ) | Add Clause... I
> LocalMachine " SOF TWARE\Microsoft \Windows\C... | I Ede Clause...
Delete Jdause
Group
Lirygroun

() Use a custom script to detect the presence of this deployment type:




Specify user experience settings for the application

Installation behavior: install for system
Logon requirement : Whether or not a user is logged on
Installation program visibility: MNomnal

[[] Allow users to view and interact with the program installation

Specify the maximum run time and estimated installation time of the deployment program for this application. The
estimated installation time displays to the user when the application installs.

Maximum allowed run time (minutes): |15 i"
Estimated installation time {minutes): 2 B
f__J) Application Management Icon Name - Deployment Types Deployments Status
7] Applications ] 7-Zip 19.00 (x64 edition) 2 1 Active
53 License Information for Store Apps | 5] Google [Khrome 1 0 Active
[l Packages
[= [P CHUR . S =

General Information  Software Center References  Distribution Settings Deployment Types Content Locations Supersedence  Security

Name: |Goode Chrome |

Adminigtrator comments: Tool for browsing the intemet

Publisher: |Google | Software version: |Version 90.0.4430.85 |
Optional reference: [ |

Administrative categories: ~ Select.

[J Date published: [ 472672021 [

[ Allow this application to be installed from the Install Application task sequence action without being deployed



Preparing Client for Chrome in Software Center

| Task Manager I/\xg - O *
File Options  View

Processes  Perforrance App history  Startup  Users Details  Services

60% 64% 1% 0%

Mame Status cPru Mermory Disk Metwork
[m5] Antimalware Service Executable 1.1% 83.2 MB 0.1 MB/s 0 Mbps
[#] Application Frame Host 0% 2.7 MB O ME/s 0 Mbps
[#=] COM Surrogate 0% 1.3 MBE 0 MB/s 0 Mbps

—ﬂ Configuration Manager Remote... 0.5% 0.6 MB 0 ME/= 0 Mbps
CTF Loader 0% 33 MEB 0 MB/s 0 Mbps

iy Google Installer (32 bit) 0% 2.2 MB 0 MB/s 0 Mbps

M=l Hact Dracece far blicrncaft Canf ne: 77 hAR N AR/ N kdbne

Creating a Windows 10 User Collection

Specify details for this collection

Mame Windows 10 Users |

Comment: |

Select a collection to use as a limiting collection. The limiting colection establishes the resounces
that you can add to this collection by using membership rules.

Limiting collection: All Users Browse, ..




Membership rules:
Rule Name Type Collection Id
There are no items to show in this view.

[ AddRue ~| e Deiete
[] Use incremental updates forthy  Direct Rule

An incremental update perodic Query Rule resources that qualify
to this collection. This option Dt Cobinay Rule e for this collection.

Locate resources to add to the collection

To create direct membership rules, locate and select the resources that you want to add as direct
members of the collection.

Find all resources that match the following criteria:

Resource class: User Resource r
Agtrbute name: Name v
Type: String
Exclude resources marked as obsolete
Exclude resources that do not have the Configuration Manager
clent instaled
Value: %

When the type is a stdng, you can use the percent character (") as a
wildcard for part or all of the value.




Resources:

[[] SERVERACADEMY*ACase (Aaron Case)

| SERVERACADEM Y \Administrator (Administrator) Select Al |
[[] SERVERACADEMY \AGee (Andrew Gee) T CearAl |
[] SERVERACADEMY'APish (Andrew Pigh)
[] SERVERACADEMY\CRoundtree (Clay Roundtree)
[[] SERVERACADEMY \JGrey (Joe Grey)
User Collections 7 items
Search | b ‘ | Search
lcon Name - Limiting Collection Member Count | Membe
o Alil User Groups All Users and User... 25 25
4 All Users All Users and User.. 14 14
] All Users and User Groups 39 39
k4 Query Managers All Users 3 3
L3 SCCM Admin Users All User Groups 1 1
" User Collection Direct Rule All Users 9 9
& All Users 0 0



Applications 2 items

| Search

25 Manage Access Accounts

lcon  |Name | %3 Create Prestaged Content File

B TP @ pevision History

B  Googled is Update Statistics

[«# Create Deployment Type
Convert to .MSIX
Reinstate

@ Retire

#¥ Export

Lz Copy

Refresh F5
G
75 Delete Delete

‘] Simulate Deployment
C Depl

|28 Craate Phacad Nanlaumant

Specify general information for this deployment

Software: | Google Chrome

Collection: | Windows 10 Users

Use default distribution point groups asseciaied to this collection

7] Automatically distribute content for dependencies



Specify the user expernience for the installation of this software on the selected
devices

Specify user experience setting forthis deployment

User notifications: Display in Software Center, and only show notifications for computer restarts W

When the installation deadline is reached. allow the following activities to be peformed outside the maintenance
window:

White fiter handiing for Windows Embedded devices

[+] Commit changes at deadline or during a maintenance window (requires restarts)

Chrome successfully added in Software Center

E;' Software Center

IT Organization

S All

Required

< Updates

Filter: | All - Sort byt | Most recent -

™) Operating Systems
™ Installation status

L& Device compliance \ \

£¥ Options E bz

Google Chrome T-Zip 12.00 (x64
Google edition)

Version 90.0.4430.8

wn

qor Pa



Adding Windows 10 Deployable ISO to SCCM
| "

% » Software Library » Overview » Operating Systems »
ary €

ew ’ Operating Systen

ication Management

ware Updates

rating Systems « Navigation Index
ivers

iver Packages Drivers: Manage dewvice drivers

deploy operating systems.

ierating Systam lmanac _

)erating Sys & Add C'F'ﬂ:g"-"’g System Image 3 System Images: Man
) system deployment.

ot Images Folder b

Installed Windows ISO in the shared folder in
Hypervisor to transfer ISO to a folder titled
“Software” in SCCM server.



Browse to the data source for the operating system image

Specify the path to the operating system image file.

Path:
\WSASCCMO1\Windows 10 images'sources install. wim Browse...
Example: \\servemame"sharename'path‘file. WIM
Extract a spectiic image index from the specfisd WIM fie
Image index: 1 -Windows 10 Enterprise Evaluation w~

Selecting a specific image will result in Configuration Manager expodtifig the index
a5 a new YWIMfile in the same directory as the source image

if the selected architecture and language matches that of the dlient, the package
content will be downloaded in advance.

Architecture: @) x86 () x64
Language:

Type general information for the operating system image

Provide a name, version, and comment for the operating system image.

Name: 1-Windows-10-Enterprise-Evaluation wim

Wersion: Windows 10




| &¥ (i Refresh @ ﬁ &\ Create P
—— Delete Ma =
x Distrilagite U !F -

ancel
ed Updates Content Distribution Points

| System Image Deployment
view » Operating Systems » Operating System Images

Operating System Images 1 items

| Search
lcon MNarme Version
. 1-Windows-10-Enterprise-Evaluation.wi... Windows 10

Specify the content destination

Content will be distributed to the following distribution points, distrbution point groups, and the

distrbution point groups that are cumently associated with collections.

Contert destination:
Filter... > Add VI
Name Description Associations Bemoye
SASCCMO1.SERVERALC... Distribution r,);:l’rl
¢ Software Library » Owverview » Operating Systems » BootImages
¢ Boot Images 2 items
~ || Search
F
inagement lcon MName Version Comment
tes 2] Boot image (x64) 10N 18362 1 This hnat ima
= @  Bootimage (@6) | (B Refresh s
75 Delete Delete
jes - % Distribute Content
stem Images % Update Distribution Points
stem Upgrade Packages '@, Create Prestaged Content File
L Manage Access Accounts
es 5 Move
sviang ‘ Set Security Scopes
tics Servicing E ]
&5 perties
: Management w




Boot image (x64) Properties

ontent Locations Optional Components Security
eneral Images Drivers Customization Data Source Data Access Distribution Settings

[] Enable prestart command

Prestart comm 1 settings
T e
lude fies for the prestart command
So » dinector
Browse ...
Windows PE Background
[] Specify the custom background image file (UNC path):
Broweas

Windows PE Scratch Space (MB):

Enable command support ftesting only)
Boot image (x64) Properties

lontent Locations Optional Components Security
seneral Images Drivers Customization Data Source Data Access Distribution Settings

Specify the image file that contains the boot image for this package. If this is default boot image . the image file
cannot be changed.

Image path:
SWSASCCMO ServerAcademy . com\SMS_SATosd \boot 'wB4" boot wim Becwype
Source version: 3 (4/24.2021 3:32:31 PM)
[] uUpdate distribution points on a schedule
Occurs every 1 days effective 4/26/2021 8:08 PM Schedude

[C] Persist content in client cache
[] Enable binary differential replication
1 Deploy this boot image from the PXE-enabled distribution point

if the selected architecture and language matches that of the client. the package content will be
downloaded in advance.

Architecture: (@) x86 () x64



lcon MName

Version Comment Image ID
@ Boot image (x64) 100005
i Boot image (x26) (3 Refresh F5 00004
75 Delete Delete
i{ Distribute @nteﬂt
ﬁ Update Distribution Points
&, Create Prestaged Content File
&:\3 Manage Access Accounts
Specify the content destination
Content will be distributed to the following distribution paints, distribution point groups, and the
distribution point groups that are cumently associated with collections.
Content destination:
Filter... p I Add "I
Name Description Associations Aemove
SASCCMO1.SERVERAC... Distrbution paint
Boot image (x86) Properties
ormtent Locations Optional Components Security
jeneral Images Drivers Customization Data Source Data Access Distribution Settings
[] Enable prestart command
Prestart comm 1 settimgs
nclude files T k“.e prestart commanc
B Clinecior
Windows PE Background
[C] specify the custom background image file (UNC path):
Broweas
Windows PE Scratch Space (MB):

4] Enable command suppaort festing only)



| Boot image (x86) Properties
Content Locations Optional Components Security
General Images Drivers Customization Data Source Data Access Distribution Settings

Specify the image file that contains the boot image for this package. I this is default boot image., the image file
cannot be changed.

Image path:
WSASCCMO1 ServerAcademy.com\SMS_SA1osd\boot 386 \boot .wim Browne.
Source version: 3 {4/24/2021 3:32:15 PM)
] uUpdate distibution points on a schedule
Occurs every 1 days effective 4/2672021 8:11 PM Scheadule

[C] Persist content in client cache
[] Enable binary differential replication
[~1 Deploy this boot image from the PXE-enabled distribution point

If the selected architecture and language matches that of the client, the package content will be
downloaded in advance.

Architecture: (®) x86 () x64

Boot Images 2 items

| Search
-
lcon Name Version Comment Image ID
m Boot image (x64) 10.0.18362.1 This boot ima...  SA100005
] Boot image (x86} 1NN 10247 1 Thishaatima,.,  SA100004
(3 Refresh s |
7< Delete Delete

é‘ Distri b$e Content



specify the content destination

Content will be distributed to the following distribution points, distribution point groups, and the
distribution poirt groups that are cumently associated with collections.

Content destination:
Filter_.. > Add v
Name Description Associations Aemove

SASCCMO1.SERVERAC... Distrbution point

Boot image (x64)

Comment: This boot M Success: 1
image is ™ |n Progress: 0
created N Fziled: 0
during B Unknown:
setup. . .

Architecture: X64 1 Targeted (Last Update: 4/26/2021 8:11

Version: 10.0.18362 PM)

Language: i:mrm%




|ﬁ A » Software Library » Overview » Application Management » Packages

< Packages 3 items

ry
o —_ || Search
cation Management lcon
lications ﬂ
nse Information for Store Apps ﬂ
il

(3 Create Package

(3 Create Paﬂ;,uge from Definition

‘v Import

Folder ’

Name
Configuration Manager Client Package
Configuration Manager Client Piloting Pacl

User State Migration Teol for Windows

Specify information about the package definition file to import

Select an existing publisher and definition for this package. If the package definttion that you need
is nat listed and you have an installation disk, click Browse.

Publisher: Microsoft v| |  Browse
Package definition:

Filter .. p
Name WVersion Language

Device Management Client Transfer 5.0 ALL

Corfiguration Manager Client Upgrade




Specify information about the package source files

Source files are executable or data files that must be made available to clients.

If this package contains source files, specify whether they should be obtained from a specified
source folder every time that the package is distributed or whether they should be stored as
compressed data for distribution.

() This package does not contain any source files

(@) Always obtain source files from a source folder

() Create a compressed version of the source files

Specify the package source folder

Make sure that this folder is accessible to the Configuration Manager Service Accourt for as long

as the package exists.

Package name:

Package source folder:

Configuration Manager Client Upgrade

(@ Network path {UNC name)

() Local folder on site server

Example: \\servemame'sharename'path

\WSascem01'\sms_sa1'\Client




Configuration Manager Client Upgrade

Package Properties Content Status

Package ID: SAT0000F Bl Success: 1

Name: Configuratio = :;I I_’l:;glrs: 0
n Manager e
Client B Unknown: 0
Upgrade

Manufacturer: N 1 Targeted (Last Update: 4/26/2021 8:53 PM)

Version: 6.0

Installing Endpoint Protection Server Roles

Administration » Overview » Site Configuration » Servers and Site System Roles

< Servers and Site System Roles 1 items

| Search

icing lcon Name Site Code Count of roles | Type

ration g WSASCCMO1.ServerAca—Sa1 2 Primar...
B[ Add Site System Roles

‘ P start
(3 Reiresh F5

Svetem Aol ' X Delete Delete
Properties




Specify roles for this server

Available moles:

[] Asset Inteligence synchronization point

[[] Certfficate registration paint

[ ] Cloud management gateway connection paint
] Data Warehouse service point

[+] Endpaint Prot poirt

[ ] Enwoliment point

[[] Envoliment proxy poirt

[7] Fallback status point

] Reporting services paint

™3| Software update point
[] State migration paint




Specify software update point settings

A software update poirt integrates with Windows Server Update Services (WSUS)to provide software updates to Configuration
Manager clients.

_fh For Configuration Manager to use a software update point that is not installed on the site server, you must first install the WSUS
administration console on the site server,

WSS Configuration

WSUS is configured to use ports 8530 and 8531 for client communications by default on Windows Server
2012 and later.

Port Number. [ps30 =)
SSL Port Number: [8531 e

[[] Require SSL communication to the WSUS server
[] AMllow Corfiguration Manager cloud management gateway traffic

Client Connection Type

(® Allow intranet-only client connections
() Allow Intemet-only client connections

() Allow Intemet and intranet client connections



Specify synchronization source settings

Select the synchronization source for this software update point.

@ Synchronize from Microsoft Update
When there is an upstream software update point, this option is unavailable.

(O Synchronize from an upstream data source location (URL)
Example: hitp-//WSUSServer:80 or hitps//WSUSServer-8531

O Do not synchronize from Microsoft Update or upstream data source

Select this option § you manually synchronize software updates on this software update point. Typically, you use manual
mynchronizing when the software update point is disconnected from Microsoft Update or the upstream software update point.

WSLIS reporting events

You can corfigure the ‘Windows Update Agent on client computers to create event messages for Windows Server Update Services
(WSUS] reporting. Configuration Manager does not use these events, you should not create them unless you require them for other
uses.

(®) Do not create WSUS reporting events

Synchronization settings

Configure software updates to synchronize automatically.

Run every: = [oe

Mo custom schedule defined. . Custormze

Configuration Manager can create an alett when synchronization fails on any ste. You can check for synchronization failure aleits in
the Software Update Point Synchronization Status node in the Monitoring workspace.

[[] Alert when synchronization fails on ary site in the hierarchy



Select behavior for software updates that are superseded

*You can corfigure a software update to expire as soon as it is superseded by a more recent software update or to expire after a
specified period of time when it is superseded by a more recent software update.

Supersedence settings do not apply to Microsoft Defender definition updates or to software updates that are superseded by Service
Packs. These software updates never expire when they are superseded.

Changing this setting will force a full software update point synchronization.

Supersedence behavior of updates other than feature updates
(@ Immediately expire a superseded software update

() Do not expire a superseded software update until the software update is superseded for a specified period

Months to wait before a superseded software update is expired: 3 =
Supersedence behavior for feature updates
() Immediately expire a superseded feature update
(® Do not expire a superseded feature update until the feature update is superseded for a specified period

Mortths to wait before a superseded feature update is expired:

Select the software update classifications that you want to synchronize

[ Definition Updates
- [JFeature Packs
-] Security Updates
-] Service Packs
-] Tools
~-[JUpdate Rollups
-[JUpdates
«[_]Upgrades




Select the products that you want to synchroniz

Products:

- JWindows 2000
- [AWindows 7
-.{_]Windows 7 Language Packs

Specify Reporting Services settings

The reporting services point provides integration with SQL Server Reporting Services to create and manage reports for Configuration
Manager.

Site database connection settings

Specify the Configuration Manager ste database server name, optional database instance name, and database name which SQL
Reporting Services will use when running reports.

Example: ServerName‘lnstanceName

Ste database server [SASCCMO1 ServerAcademy.com |

name:

Database name: [cm_sA1 \
vigriy Successfully verfied

Specify the folder to create on the reporting services point site system server that will contain the Configuration Manager reports.

Folder name: \Cm'ﬁgfvh'_sm J
Reporting Services ‘ SSRS v

server instance: y

Reporting Services Point Account

Specify the credentials that SGL Reporting Services will use when connecting to the Configuration Manager site database.

User name: |SERVERACADEMY\SCCM-admin |




Site System Roles

lcon Role Name Role Description

i’ Component server Any server requiring a Configuration Manager service to be installed.

ir‘ Distribution point A Configuration Manager server role that stages packages for distribution to clients.

i-' Endpoint Protection point A site system role that serves as an Endpoint Protection point.

5* Management paoint A site system role that replies to Configuration Manager client requests and accepts

i" Wm_ [:;,A site system role that provides integration with SQL Server Reporting Services to ¢t

ib" Senvice connection point A service connection point connects Configuration Manager to Microsoft cloud servi
Site database server A site

Endpoint Protection Policies

Assets and Compliance » Overview » Endpoint Protection » Antimalware Policies

<« Antimalware Policies 1 items

Search

5 -

Son Icon Name Type
FA Default Client Antimalware Policy Default

9

ngs Il g Create Antimalware Policy

ik ‘- Impo

lirias I E




Endpoint Protection Antimalware Policy

i I| Specify the name and a description for this Endpoint Protection antimalware policy. The settings
defined in this policy ovemide the default settings when this policy is assigned to a collection.

MName: SCEP Standard Desktop
Description: SCEP Standard Desktop

Scheduled scans

Scan settings

Default actions

Realtime protection

[ Exclusion settings
Advanced

[[] Threat ovemides

Cloud Protection Service
Security Inteligence updates

Antimalware Policies 2 items

| Search

lcon MName Type '
FA Default Client Antimalware Policy Default
[ SCEP Standard Desktop Custom

Assets and Compliance » Overview » Endpoint Protection » Windows Defender Firewall Policies

< Windows Defender Firewall Policies 0 items

* ||| Search

lcon Name Revision Order Deployed |

© No items found.

@ Create W’mﬁzm Defender Firewall Policy
by



Specify general information about this Windows Defender Firewall policy

ServerAcademy Firewall Policy|

Configure Windows Defender Firewall profile settings

Windows Defender Firewall profile settings control incoming and outgoing network traffic on computers to which
this policy is deployed. Configure Windows Defender Frewall settings for each network profile.

Enable Windows Defender Firewall:
Domain profile:
Private profile:
Public prefile:

Block all incoming connections, including those in the list of allowed programs:

Domain profile:
Private profile:
Public profile:
Notify the user when Windows Defender Firewall blocks a new program:
Domain profile:
Private profile:

Yes LS
Yes W
Yes ~
Not Configured v
Not Configured v
Not Configured W
Not Corfigured v

[NotCorfigred |



Administration » Overview » Security » Administrative Users

¢« Administrative Users 4 items

stion Search
lcon Account Name - Account Display N
L SERVERACADEMY\Administrator
8 SERVERACADEMY\SCCM Admin Users
ke Ftes 8  SERVERACADEMYASCCM Admins
L SERVERACADEMY\
= T3 Refresh F5
/< Delete Delete
ers
' | Frop{:?iu

SERVERACADEMY\troy.taysom Properties

jeneral Secunty Roles  Security Scopes

Specify the security roles that are associated with this administrative user or group. Security
roles define a collection of actions that can be peformed on Configuration Manager securable
objects. You can manage pemissions for Configuration Manager reports by using SQL Server

Reporting Services security settings.

To hmit these secunty roles to a set of Corfiguration Manager securable objects, use security
scopes and collections.

Security roles:
MName Description
Endpoint Protection Manager Grants permissions to define and ...
Full Administrator Grants all pemmissions in Corfigur...
s SERVERACADEMWASCCM Admins "Full Administrator”

&W SERVERACADEMY\troy.taysom Troy Taysom “Full Administrator”, “Endpoint Protection Manager"



Assets and Compliance » Owerview » Endpoint Protection » Antimalware Policies

<«  Antimalware Policies 2 items

| Search
= lcon MName Type
[#] Default Client Antimalware Policy Default
7] SCEP Strm-tmmat-Dmmics =
| Increase Priority
as Decrease Prionty
i #» Export
icies By Copy
ier Firewall Policies =l . [ Merge
R SCEP Standar¢ "% Refresh Fs
ier Exploit Guard 75 Delete Delate
ier Application Guard Properties > Deploy
ler Application Control Priority: =
el D — Deployments: @ Set Security Scopes
) = a
= Prop| cties

Scheduled scans

i !l The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies ovenide the default policy.

Specify scheduled scan settings

5‘;’: Run a scheduled scan on dlient computers: Yes ~
| S i
Scan type: |Gl|.nuk Scan |
Scan day: [Smrday vi
Scan time: [ 3:00am 24|
Run a daily quick scan on client computers: |hln ~
Daily quick scan schedule time: |1E 00 AM |2 I
Check for the latest security inteligence Yes e
updates before running a scan:
Start a scheduled scan only when the Yes "
computer is idle:
Force a scan of the selected scan type if client |Nu .:I

computer is offine during twao or more
scheduled scans:

Limit CP U usage during scans to {%): |5] £ |




Assets and Compliance » Overview » Endpoint Protection » Antimalware Policies

< Antimalware Policies 2 items

||| Search
o lcon MName Type
[+7] Cefault Client Antimalw, =
“J  SCEP Standard Desktop Merge
Fru]{kﬁes
g5

Default Antimalware Policy

cheduled scans ]

can settings ]
efault ar:tit:nrnsl"e

eal-time protection
«clusion settings
dvanced

hreat overrides

loud Protection Service

scurity Intelligence updates

Scheduled scans

-

The settings that you specify in this policy apply to all Endpoint Protec

Custom policies overide the default policy.

Specify scheduled scan settings

é_:[l Run a scheduled scan on client computers: | Yes v
Scan type: |M5¢m ~
Scan day: Sm.rday v_!
Scan time: 200 AM
Run a daily quick scan on client computers: MNo v
Daily quick scan schedule time:
Check for the latest securty inteligence No -
updates before running a scan: -
Start a scheduled scan only when the Yes 3
computer is idle:
Force a scan of the selected scan type if client | yae .
computer is offine during two or more :
scheduled scans:

Limit CPU usage during scans to (%) :50 o



Scan settings

i Il The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.

Custom policies ovemide the default policy.
Specify scan settings

Scan email and email attachments: Yes ~
Scan removable storage devices such as Yes o
USB drives:
Scan network files: |Hu v
Scan mapped network drives when running o
a full scan: ——
Scan archived fles: Yes v
Allow users to configure CPU usage during | g Vv
scans:
User control of scheduled scans: Nocontrol |

Default actions

|i I| The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies ovemide the default policy.

Specify how Endpoint Protection responds to threats classffied according to the following aled levels. The
recommended response for each threat is specified in the security inteligence files.

Specify default actions
Severe: Remove v
High: Remove ~
Medium: Quarantine v |
Low: Quarantine v/




Real-time protection

i !| The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarc!

Custom policies ovemide the default policy.

Specify real-time protection settings

Enable real4ime protection: Yes w
Monitor file and program activity on your Yes ~
computer:

Scan system files: [k Scmrmnmm‘tdmh v |
Scan all downloaded files and enable exploit Yes v

protection for Intemet Bxplorer:

Enable behavior monitoring: Yes v

Enable protection against networ based exploits: | Yes W

Allow users on client computers to configure No o3

realtime protection settings :

Enable protection against Potentially Unwanted | yag ]

Applications at download and prior to installation:

Exclusion settings

Custom policies ovemide the default policy.

Specify excluded files and folders. file types. and processes
é; Excluded files and folders: Lwindir\Saoftwa...

Excluded file types: bat...

Excluded processes: Ciwindows'\syst...

- !| The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.

-
Set
Set




Security Intelligence updates

i !| The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies ovemde the default policy.

Configure how Endpoint Protection clients will receive security intelligence updates

£— Check for Endpoint Protection 8 il
[l security intelligence at a specific :

interval (hours):

{0 = disable check on interval)

Check for Endpoint Protection 200AM 34
securnity inteligence daily at:

{Only corfigurable f interval-based
check is dizabled)

Force a secunty inteligence update f |y, o
the client computer is offine formore
than two consecutive scheduled

updates:

Set sources and order for Endpoint St Soure

Protection security inteligence 4 sources selected
updates:

f Configuration Managerisusedasa 72 a
source for secunity inteligence ' :
updates. clients will only update from

altemative sources i securty

inteligence is older than thours):

I UMNC file shares are selected as a '
securty inteligence update source, {none) ' LA

specify the UNC paths:

Antimalware Policies 2 items

Search
lcon Name Type
[v] Default Client Antimalware Policy Default

SCEP Standard Desktop Custom




Endpoint Protection Client Installation

Administration » Overview » Client Settings

< Client Settings 3 items

= Search
__ lcon Name - Type
Fa Default Client Settings Default
[4) Pwr.Mgmt Laptops Device
System Roles vyl Remote Desktop Device
| g Create Custpm Client Device Settings
is [¥a] Create Custom Client User Settings

Custom Device Settings

|§__ Specify the settings for devices. The:

to a collection.

Name: EP Chent Settings

Description:

Select and then configure the custom setting

[[] Background Intelligent Transfer
[] Ciient Cache Settings

[] Client Policy

[] Cloud Services

[[] Compliance Settings

[] Computer Agent

[] Computer Restart

[] Delivery Optimization

®4| Endpoint Pratection

Priornity
10000




Zlient Settings 4 items

Search
.
con MName Type Prio
[¥5) Default Client Settings Default 100
[ EP Client Settin S -
[-’m Pwr.Mgmt Laptj Depicy
EJ Remote Deskto Increase Priority
Decrease Priority
=1 Copy
{8 Refresh F5
EP Client Settings | #° Delete Ceiets
| @ set Security Scopes
Description -
Prope
MName: EF Chent Settinas

Custom Device Settings

Specify the seftings for devices. These settings ovenide the default settings when they are

assigned to a collection.

Select whether to manage existing Endpoint Protection clients or to install Endpoirt Protection on clients.

Device Settings

P

— | Manage Endpoint Protection cliert on client

computers
Install Endpoint Protection client on client
computers

Allow Endpoint Protection client installation
and restarts outside maintenance windows.
Maintenance windows must be at least 30

minutes long for client installation.

For Windows Embedded devices with write
filters, commit Endpoint Protection client
installation (requires restaris)

Suppress any required computer restarts after
the Endpoint Protection client is installed
Aliowed period of time users can postpone a
required restart to complete the Endpoint
Protection installation thours)

Disable atemate sources (such as Microsoft
Windows Update, Microsoft Windows Server
Update Services, or UNC shares) for the initial
security inteligence update on client
computers

A
|Tg| el
No v]
Yes v
I‘ru ~
|:e4 :
|"|’el vl



__%_ 52 Copy a =

(4 Refresh E
red Deploy Incrgase Decrease Set Security Properties
‘hes Pri ‘ ‘

rity Priority £ Delete Scopes

irch Client Settings Classify Properties

e —

ew » Clent Settings

Client Settings 4 items

| Search

. lcon Name Type Priority | Depl
[+ Default Client Settings Defauit 10000 0
/) EPClient Settings Device 3 0
F’I] Pwr.Mgmt Laptops m Device 2 1
B:' Remote Desktop Device 1 1

Fifter_..

Mame

& All Desktop and Server Clients
& All Mobile Devices

& All Provisioning Devices

& All Systems

& All Unknown Computers

& Devices - Direct Rule 1

& Exclude Collection

& Include Collection

ﬁf Query Services

&+ Remate Control for Desktops
& ServerAcademy OU

& Windows 10 Laptops

E
:

— i ot b () ) b ) T = S




Running CMTrace on Client to Verify Policy Update

R T LR LI L L

f—| Configuration Manager Trace Log Tool - [CAWindows\ CCMY LegstEndpointProtectionAgent.log] — O .

5 File Tools Window Help
=S| M N

- 8 X

Log Text

Endpoint protection workload is NOT migrated to Intune. SCCM will a...

Handle EP Deployment policy.

Device is not MDM enrclled yet. All workloads are managed by SCCM.
Endpoint protection werkload is NOT migrated to Intune. SCCM will a...

EP Client is already installed, will NOT trigger reinstallation.

Sending message to external event agent to test and enabte notificati...

Sending message to endpoint ExternalEventAgent
EP Policy Default Client Antimgdware Policy is already applied.
FW-Provider is NOT installed yet.

start to send State Message with topic type = 2001, state id = 3, and er...

Skip sending state message due to same state message already exists.

Component
EndpointProtectionAgent
EndpeointProtectionAgent
EndpeointProtectionAgent
EndpointProtectionAgent
EndpointProtectionAgent
EndpointProtectionfgent
EndpointProtectionfAgent
EndpointProtectionAgent
EndpeintProtectionAgent
EndpeointProtectionAgent
EndpointProtecticnAgent

Date/Time Thread
47272021 11:29:54 AN 6288 ((1890) »~
47272021 11:29:54 AN 6288 (0x1390)
47272021 11:29:54 AN 6288 (0x1890)
4/27/2021 11:29:54 Al 6288 (0x1890)
4/27/2021 11:29:54 Al 6288 (0 1890)
472772021 11:29:54 AN 6288 (0x1890)
472772021 11:29:54 Ak 6288 (0x1890)
472772021 11:29:55 Ah 6288 (0x1890)
472772021 11:29:35 Ah 6288 (0x1890)
47272021 11:29:55 AN 6288 (0x1890)

4/27/2021 11:29:55 AN 6288 (Ox

Date/Time: 4/27/2021 11:23:55 AM Component:  EndpointProtectionAgent
Thrasd- APRR (Mw189m Gannrrs: enanentutil.ennd 1313

Creating Windows 10 Antimalware Policy

Assets and Compliance » Overview » Endpoint Protection »

< Antimalware Policies 2 items

Antimalware Policies

s -
tion lcon Name Type
i FA Default Client Antimalware Policy Default
Ly SCEP Standard Desktop Custom
g
ings =
¥yl Create Antimalware Policy
ion
- ¥ Import
slicies




Endpoint Protection Antimalware Policy

i I| Specify the name and a description for this Endpoint Protec
defined in this policy ovemide the default settings when this

Name: !Wndnw: 10 Deskiop

Description:

£ Scheduled scans

[ Scan settings

Default actions
Realtime protection

[ Exclusion settings
Advanced

Threat ovenides

Cloud Protection Service

Security Inteligence updates

Antimalware Policies 3 items

| Search
lcon MName - Type Order Deployment
[#7] Cefault Client Antimalware Policy Default 10000 0
[v] SCEP Standard Desktop Custom 1 0
o Windows 10 Desktop Custom 2 0
¥ Increase Priority
Decrease Priority
/¥ Export
| = 52 Copy
Windows 10 Desktop Merge
_ (4 Refresh F5
P 7< Delete Delete
PD:{]:ITot;;'nent!.: E - Deploy
5 Set Security Scopes
= Prupefg'es




Scheduled scans

i !| The settings that you specify in this policy apply to all Endpoint Prote
Custom policies ovemide the default policy .

Specify scheduled scan settings

g’_rél Run a scheduled scan on client computers: Yes v
Scan type: ‘Quick Scan |
Scan day: |Dﬂy v |
Scan time: | 6:00AM L&
Run a daily quick scan on client computers: |Hu ~
Daily quick scan schedule time: | 200 AM |2 I
Check for the latest securty inteligence Yes et
updates before running a scan:
Start a scheduled scan only when the Yes v
computer is idle:
Force a scan of the selected scan type if client I‘l’el :|
computer ig offine during two or more
scheduled scans:
Limit CPU usage during scans to (%) 50 V|

Default actions

i !l The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies overmide the default policy .

Specify how Endpoint Protection responds to threats classified according to the following alert levels. The
recommended response for each threat is specified in the securty inteligence files.

Specify default actions

¥— | Severe: |Hm:mm VI
High: 'Remove ~|
Medium: Quarantine ~|

Liow: |f.]|.|a'a'lha V|




Real-time protection

-

The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies overmide the default policy.

Specify realdime protection setlings

J_
fnl

Enabile real4ime protection: Yes L
Monitor file and program activity on your [Yes =
computer: s
Scan system files: Scan incoming and outgoing files v |
Scan all downloaded files and enable exploit Yo s
protection for Intemet Explorer: i —
Enable behavior monitoring: Yes v
Enable protection against network based exploits: | Yes v
Aliow users on client computers to configure Mo 8
realtime protection settings —
Enable protection against Potentially Unwanted | yag v)

Applications at download and prior to installation:

Exclusion settings

B

The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies ovemide the default policy.

Specify excluded files and folders, file types. and processes

%~ | Excluded files and folders: Twindir’\Softwa. .

Excluded file types: bat...

L
Set
Set

Excluded processes: C\windows'syst...



Security Intelligence updates

i 1| The settings that you specify in this policy apply to all Endpoint Protection clients in the hierarchy.
Custom policies ovemide the default policy .

s

Configure how Endpoint Protection clients will receive security intelligence updates

— | Check for Endpoint Protection (1 il
Wl securty inteligence at a specffic :
interval (hours):
(0 = disable check on interval)
Check for Endpoint Protection E;m AM |+i|

security inteligence daily at:
(Onilly cnrfrgl.lréble if interval-based
check is disabled)

Force a security inteligence update if | g, -
the client computer is offline for more —
than two conzecutive scheduled

updates:

Set sources and order for Endpoint I T e

Protection security inteligence 1 sources selected
updates:

 Configuration Managerisusedasa (72 il
source for security inteligence . .
updates. clients will only update from

altemative sources if securty
inteligence is older than (hours):
f UMNC file shares are selected as a [
security inteligence update source, {mone) L L
specify the UNC paths:
B » 2Copy _ GaRefresh
v PV 3 Delete
Decrease Export Merge ]

Priority
Client Settings Deployment

Nerview » Endpoint Protection » Antimalware Policies

ntimalware Policies 3 items

wearch

on MName Type Ore
v Default Client Antimalware Policy Default 10
| SCEP Standard Desktop Custom 1

n Windows 10 Desktop Custom 2



Verifying Applied Policies on Client

Windows Security

ra
About

{nt

O System information

2 Antimalware Client Version: 4.18.2103.7
Engine Version: 1.1.18100.5

i Antivirus Version: 1.337.45.0
Anti Talak 7.45.0

B Policy Name: Default Client Antimalware Policy
Windows 10 Desktop

= Policy Applied: 2021-04-27T21:3%:03.4397

<

Y Learn more about this program online

{Threat
\ j { 1u
Default
Wind i

_DWOR
ax2




Managing Alerts on All Systems

Assets and Compliance » Overview » Device Collections »

¢« Device Collections 12 items

Csavih /% Show Members

s g Add Selected ltems
: lcon Nar
1on & o B Install Client

7 & Al “» Run Script
D & Al B start CMPivot
9 "y All [®, Manage Affinity Requests
2at ‘P‘ Alll 53 Clear Required PXE Deplo
licies oy De| - Update Membership
der Firewall Policies = Il‘r Synchronize Membership

wder ATP Policies
ider Exploit Guard

All Systen Add Resources

s Client Notification
der Application Guard Summary B Client Diagnostics
der Application Control Name: | ki Endpoint Protection
ned Devices - Update T Expo

- rt
Member ”
— Members Lopy
Referencs
Refresh
Commen G -
e Delete

Evaluatio
huati




Add Mew Collection Alerts
Client status:
-] Chent check pass or no results for active dients falls below threshold (%)
1 Chent remediation success falls below the threshold (%)
-1 Client activity falls below threshold {3)
Endpoirt protection:
7] Malware is detected
] The same type of maiware is detected on a number of computers
The same type of malware is repeatedly detected within the specified irterval on a computer

] Multiple types of malware are detected on the same computer with the specified interval
Membership:
[1 Member count exceeds threshold

All Systems Properties

seneral Membership Rules Power Management | Deployments Maintenance Windows
lollection Varables Distribution Poirt Groups Cloud Sync  Securty Alerts

Corfigure the alert thresholds.
Conditions:

Client check
Client remediation
Chient activity
Malware detection
Malware outbreak

Add.. | | Remove |

Multiple malware detection definitions
Alett Name:

|Mu|tiple malware detection aler for collection: All Systems |

Alert Severity: | Critical ]

Number of malware types detected:

< <

Interval for detection fhours):

i =




Reconfiguring Firewall Policy

Assets and Compliance » Overview » Endpoint Protection » Windows Defender Firewall Policies

< Windows Defender Firewall Policies 1 items

Search
n lcon Mame Revision Order

= ServerAcademy Fipsuall Brlicy 1 1

"l Increase Priomty
‘ Decrease Priority
3 iz Copy
i 4 Refresh F5
= ?( Celete Delete
ler Firewall Policies = >
De

jer ATP Policies . play

ServerAcademy Firews ,
ler Exploit Guard @ Set Security Scopes
ler Application Guard General pmpemiﬁ Com

Q ServerAcademy Firewall Policy Properties

General Profile Settings  Security

Windows Defender Firewall profile settings control incoming and outgoing network traffic on computers to which
this policy is deployed. Configure Windows Defender Firewall settings for each network profile.

Enable Windows Defender Firewall:

Domain profile: |‘re-.| vi
Private profile: |"fes V|
Public profile: |~.fw V]

Block all ncoming connections. including those in the list of allowed programs:

Domain profile: |~.f.,. \r]
Frivate profile: |Teg v!
Public profile: | Yes v|

Notify the user when Windows Defender Firewall blocks a new program:
Domain profile: |'fa. vl
Private profile: |‘r’=: vI
Fublic profile: |‘I'e-u- VI




IISCCM SERVER CONFIGURATION ENDS HERE!!
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SAWO01 Client Machine Configuration

Testing connection to gateway and Domain Controller

EX Command Prompt

C:\Users\localuser>ping google.com
Ping request could not find host google.com. Please check the name and

C:\Users\localuser»ping 192.168.1.1

s of data:
Reply from .1: by time<ims
Reply from ! .1: by time<ims
Reply from ; .1: by time<ims
Reply from 192.1 1.1: by 2 time

Pinging 192.168.:
Reply from 1
REPlF

REPlF

REPlF

Performing a Group Policy Update for any changes
made in the group policy



C:\Users\localuser»gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

Verifying results of gpupdate

C:\Windows\system32>gpresult /r /scope computer
Microsoft (R

Last time Group Policy was applied: 821 at 6:16:51 PM
Group Policy was applied from: ADCB1.ServerAcademy . com
Group Policy slow link threshold: 588 kbps

Domain Name: SERVERACADEMY

Domain Type: Windows 2888 or later

Applied Group Policy

Default Domain Policy
SCCM Client Firewall

The following GPOs were not applied because they were filtered out

Local Group Policy
Filtering: Not Applied (Empty)




The computer is a part of the following security groups

BUILTINVAdministrators

Everyone

BUILTIN\Users

NT AUTHORITY\NETWORK

NT AUTHORITY\Authenticated Users

This Organization

Sake1$

Domain Computers

Authentication authority asserted identity
system Mandatory Level




