SO Y TE CA MAU
BENH VIEN SAN NHI CA MAU

HO SO PE XUAT
CAP PO HE THONG QUAN LY
VA PIEU HANH THONG TIN
TAI BENH VIEN SAN - NHI CA MAU

Ca Mau - 2025




MUC LUC

MUC LUC 1

THUAT NGU, TU VIET TAT 1

DANH MUC CAC HINH VE, PO THI 1

PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN 2
1. Thong tin Chii quan hé thong thong tin 2
2. Thong tin Pon vi van hanh 2
3. M6 ta pham vi, quy md ciia hé thong 2
4. M6 ta cau tric cia hé thong 3

PHAN II. THUYET MINH CAP PQ PE XUAT 8
1. Danh muc hé théng thong tin va cip do dé xuit 8
2. Thuyét minh @@ xuat cap d d6i véi hé thong thong tin 8

PHAN III. THUYET MINH PHUONG AN BAO PAM AN TOAN HE THONG

THONG TIN 9

PHU LUC L. THUYET MINH PHUONG AN BAO PAM AN TOAN THONG

TIN VE QUAN LY VOI CAP PO 2 11
1. Thiét 1ap chinh sich an toan théng tin 11
2. T6 chirc bao dam an toan thong tin 13
3. Biao dam ngudn nhan lyc 15
4. Quan ly thiét ké, xay dung hé thong thong tin 17
5. Quan Iy van hanh hé théng thong tin 20

PHU LUC IL. THUYET MINH PHUONG AN KY THUAT POI VOI HE

THONG THANH PHAN CAP PO 2 30
1. Bio dam an toan mang 30
2. Bao dam an toan may chu 33
3. Biao dam an toan ing dung 37
4. Biao dam an toan dir liéu 39

THUAT NGU, TU VIET TAT
STT Tir viét tit Nghia diy di

1 CNTT Cong nghé thong tin

2 CSDL Co so dir liéu

3 HSbXCb Hb so dé xudt cap do

4 LAN Mang noi bo

5 WAN Mang tin hoc di¢n rong

6 VPN Virtual Private Network




7 DMZ Vung mang phi quan sy

DANH MUC CAC BANG
Béang 1. Danh muc cac tng dung/dich vu cung cép bdi hé théng

Bang 2. Quy hoach dia chi IP cac viing mang trong hé thong

DANH MUC CAC HINH VE, PO THI
Hinh 1. Cau truc logic ciia hé thong

Hinh 2. Két ndi vat 1y cta hé thong




PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN
41. Théng tin Chii quin hé thong thong tin
- Tén T6 chirc: Bénh vién San-Nhi Ca Mau

- Quy dinh chirc nang, nhiém vy va quyén‘han: Quyét dinh s6 1729/QD-UB ngay
09/10/2009 ctia Uy ban nhan dan tinh Ca Mau vé viéc théph 1ap Bénh vién San-Nhi truc
thudc So 'Y t€ Ca Mau, quy dinh chirc nang, nhi¢m vy, quyén han ctia Bénh vi¢n.

- Nguoi dai dién: VO THANH LOI ; chtrc vu: ~ Giam ddc
- Diachi: 85 Ly Thuong Kiét, phuong Tan Thanh, Tinh Ca Mau
- Thong tin lién hé: S6 dién thoai: 0913986447

42. Thong tin Pon vi van hanh
- Tén don vi van hanh: Phong Quan 1y chét lugng

- Quy dinh chirc nang, nhiém vy va quyén han: Quyét dinh sb 621/Qb-SYT ngay
21/8/2015 cua S¢ Y t€ tinh Ca Mau vé viéc thanh 13p phong Quan ly chat lugng thudc
Bénh vién San-Nhi Ca Mau;

- Ngudi dai dién: Lé Nguyén Trong Nhan, Chirc vu: Trudng phong
- Dia chi: 85 Ly Thuong Kiét, phuong Tan Thanh, Tinh Ca Mau
- Thong tin lién hé: email: drnhanle(@gmail.com; s6 dién thoai: 0911064777

43. Mo tia pham vi, quy mé ciia hé thong

- Pham vi, quy mé ctia Hé thong thong tin: Hé thong thong tin phuc vu hoat dong
ndi bd cua Bénh vién va co6 xur 1y thong tin riéng, thong tin ca nhan cia nguodi dung
nhung khéng xir 1y thong tin bi mat cua nha nudc; hé théng co sé ha ting cong nghé
thong tin phuc vu hoat dong cua Bénh vién.

- Péi tuong phuc vu cia hé théng: Céan bo, nhan vién y té, nguoi lao dong cua Bénh

vién va nguoi bénh.
- Danh myc cac hé thdng thong tin thanh phan/cac dich vu duoc cung cap boi Hé

thong:

+ Phan mém dit lich kham chita bénh Online

+ Phan mém quan 1y bénh vién (HIS)

+ Heé thdng quan 1y xét nghiém (LIS)

+ Hé théng chan doan hinh anh (PACS)

+ Hé théng Quan 1y van ban va Diéu hanh

+ Bénh an dién tu (EMR)

+ He thong chit ky s6

+ Co s6 ha ting cong nghé thong tin
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44. MO ta ciu tric cia hé thong
44.1. So d6 logic tong thé
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Hinh 1. Cau trac logic cua hé théng
Céc ving mang duoc thiét ké nhu sau:

- Vung mang bién dugc dit cac thiét bi Router, Firewall dé két ndi hé théng ra cac
mang bén ngoai va mang Internet.

- Vung DMZ dit cac may chil cong cong, cung cap dich vu ra bén ngoai Internet.

- Vung may chu ndi bd (Server Farm) dat cdc may chu ndi b, may chu co s¢ dir
li¢u, cung cap cac dich vu/chuyén nganh cho nguoi st dung trong hé thong.

- Vung mang LAN: dat cic may tram va cac thiét bi ngoai vi dé két ndi hé théng
dich vu cua Bénh vi¢n, truy cdp mang Internet.



44.2. So d6 két ndi vat ly
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Hinh 2. Két ndi vat 1y cta hé théng

44.3. Danh muc thiét bi sir dung trong hé thong

Tén thiét bi/ i tri trié
STT ) Vitri tT‘e“ Muc dich sir dung
Chung loai khai
Két ndi hé théng v0i cac mang
|| RouterMicroik | Vingmang | bén ngodi; lim mit todn bo ket
bién no1 to1 cac mang bén ngoai hé
thong khi gadp su co
Firewall (Microtik c6 | Vung mang Q}l an Iy truy ©ap Vao{ra va bag Ve
2 . < \ , o vung DMZ; Vung may chud ndi
tinh ndng tuong lra) | bién bo
. Vung mang Thiét bi dinh tuyén két nbi ving
3 SW Cisco2960 DMZ DMZ

4 SW Cisco3650

Vung may chu
noi bo

Thiét bi dinh tuyén quan 1y, két
noi vung may chu ndi bo

5 SW Cisco02960

Vung mang
bién

Thiét bi dinh tuyén quan ly, két
noi dén cac vung may chi ndi bg,
vung DMZ




Viine mane tai Thiét bi dinh tuyén quan 1y, két
6 | SW/Cisco2960 ung mangtal | 55 4én cac ving may chu noi bo,
cac toa nha N
vung DMZ
Web Server (may chi | Vung mang , s ns ase s
7 vat 1) DMZ May chu cai dat irng dung Web
Database Server (may Vine mév chil ,
8 | chi a0 va may chi vat | | ne MaY Luu trit CSDL cua hé théng
1) noi bd

Bang 1. Danh muc thiét bi str dung trong hé théng

44.4. Danh muc cac ing dung/dich vu cung cip béi hé thong

May chii/Ung dung cai dit/Ving

STT | Tén dich vu mang/HDH Muc dich sir dung
Web Server (Vat ly)/Cai dat
Phin mém d Web-App/Vung DMZ/Window
1 licﬁnkgz’gln 2t | Server 2016 Cai dat phan mém diang
bénh Online | Database Server (May Ao)/ Cai dit ky kham bénh Online
’ Oracle server 11gR2/Vung may chu
no1 bo/Linux
App Server (May 4o0)/Cai dat
Phin mim App/Vung may chi ndi bo/Window | Caji ¢t phin mém quan
5 quan 1 bénh Server 2019 Iy bénh vién phuc vu
vién (HIS') Database Server (May Ao)/ Cai dit C(Bng tac kl{émA chira
' Oracle server 11gR2/Ving may chi | bénh cho ngudi bénh
nod1 bd/Linux
App Server (May 4o0)/Cai dat
. App/Vung may chu ndi bd/Window )
H¢ thong Server 2016 Quan ly xét nghi¢m
3 quan ly xét , ' phuc vu cong tac kham
nghiém (LIS) Database Server (May Ao)/ Cai dat | .hita bénh
' SQL Server 2014/Ving may chi ndi '
bo/Linux
o Web Server (May ao)/Cai dat
gféltlhgggn Web-App/Ving DMZ/Ubuntu 18.04 | Quan 1§ hé théng hinh
4 hinh anh Database Server (May Ao)/ Cai dat énf} Phl.lf Vi cong tac
(PACS) Mysgl mariadb Server 10/Vung may | kham chira bénh

chu ndi bo/Ubuntu 18.04




May chii/Ung dung cai dit/Ving

STT | Tén dich vu mang/HDH Muc dich sir dung
Web Server (Vat ly)/Cai dit
Hé théng Web-App/Vung may cha ndi . ) )
Quanly van | b0/Windows Server 2012 Ph‘-lc_ vu cong tac quan
5 ly, diéu hanh va xu ly

ban va Diéu
hanh

Database Server (Vat ly)/ Cai dat
IBM Domino Server/Vung may chu
noi bo/Windows Server 2012

van ban tai Bénh vién

App Server (May 4o0)/Cai dat
App/Vung mdy chi ndi bo/Windows

Phan mém, Server 2019 Phyc vu cong tac quan
6 quan ly cham o . . |1y chim cong va tinh
cong van tay | Database Server (May ao)/ Cai dat | jyong cho nhan vién
PostgreSQL Server/Vung may chu
no1 bo/Windows Server 2019
App Server (May 4o0)/Cai dat N . )
App/Ving may chd ndi bd/Window E? sﬁ. b?rih an dbLfQC
Bénh 4n dién | Server 2019 1en thy va u tr_‘f ang
7 tir (EMR) . .. .. |phuong tién dién tu
U ( Database Server (May ‘Ao)/ (;al daﬂt (dang trién khai thir
Orflcle server 11gR2/Vung may chu nghiém tai 03 khoa)
no1 bo/Linux
App Server (May 4o0)/Cai dat
App/Vﬁng may chu ndi bo/CentOS | Sir dung thay thé chir
2 H¢ thong chir Linux 7 ky tay trong cong tac
ky s0 Database Server (May Ao)/ Cai dat | kham c,hﬁ’am bénl} va
MySgl Server/Ving may chi noi | thanh toan vién phi
bo/CentOS Linux 7
He thonAgi A Hé thong co sé ha tang
mang ndi b - . :
9 \ thong tin phuc vu hoat
LAN cua o . TaA A
n A dong cuia Bénh vién
Bénh vién
\ , Hé théng co so ha tang
10 fﬁlgng may thong tin phuc vu hoat

dong cua Bénh vién

Bang 1. Danh muc céc g dung/dich vu cung cp boi hé théng

44.5. Quy hoach dia chi IP cac viing mang trong hé théng

STT

Vung mang

IP Private

IP Public

1

Vung may DMZ




Vung may chu ndi b

Vung mang bién

Vung mang ndi bo

Bang 2. Quy hoach dia chi IP cac viing mang trong hé thong




51. Danh muc hé thong thong tin va cip do dé xuat

PHAN II. THUYET MINH CAP PQ DE XUAT

STT Hé théng Cap do de Cin ci d& xut
* xuat
) Phan mém dat lich kham bénh 5 Khoan 2 Diéu 8 Nghi dinh
Online 85/2016/ND-CP
5 Phan mém quan 1y bénh vién 5 Khoan 1 Piéu 8 Nghi dinh
(HIS) 85/2016/ND-CP
; | He théng quan 1y xét nghiém 5 Khoan 1 Diéu 8 Nghi dinh
(LIS) 85/2016/ND-CP
4 | HE théng chan doan hinh anh 5 Khoan 2 Diéu 8 Nghi dinh
(PACS) 85/2016/ND-CP
s | HE théng Quan 1y vin ban va 5 Khoan 1, Diéu 8 Nghi dinh
Piéu hanh s6 85/2016/ND-CP
6 Phan mém quan 1y cham cong 5 Khoan 1 Piéu 8 Nghi dinh
vén tay 85/2016/ND-CP
e Khoan 1 Diéu 8 Nghi dinh
7 Bénh an dién tor (EMR) 2 25/2016/ND-CP
A A e A Khoan 1 Piéu 8 Nghi dinh
8 H¢ thong chit ky s6 2 25/2016/ND-CP
9 Hé théng mang ndi by - LAN ) Khoan 3 Diéu 8 Nghi dinh
ctia Bénh vién 85/2016/ND-CP
. . Khoan 3 Piéu 8 Nghi dinh
10 | Phong may chu 2 25/2016/ND-CP

52. Thuyét minh dé xuit cAp do ddi véi hé thong thong tin

Hé théng quan ly va diéu hanh thong tin tai Bénh vién dugc xay dung dé phuc vu
hoat dong ctuia Bénh vi¢n: trao ddi, quéan ly, diéu hanh, phuc vu cong tac kham chira bénh,
xu ly cong viéc trén moi truong mang. Can cu theo quy dinh tai Khoan 1, 2, 3 biéu 8
Nghi dinh 85/2016/ND-CP, hé thong nay duoc dé xuét cip do 2.

PHAN IIL THUYET MINH PHUONG AN BAO PAM
AN TOAN HE THONG THONG TIN

I. Thuyét minh phwong an vé quan 1y bao gom cac ndi dung sau:
1. Thiét 14p chinh sach an toan thong tin

2. T6 chirc bao dam an toan thong tin



3. Bao dam ngudn nhan lyc

4. Quan ly thiét ké, xay dung hé thong

5. Quan 1y van hanh hé théng

- Quan ly an toan mang

- Quan ly an toan may chu va tng dung

- Quan ly an toan dir li¢u

- Quan Iy sy ¢b an toan thong tin

- Quan 1y an toan nguoi sir dung dau cudi.
6. Phuong an Két thuc van hanh, khai thac, thanh 1y, hay bo
II. Thuyét minh phwong 4n vé ky thuit bao gdm céc ndi dung:
1. Bdo dam an toan mang

1.1. Thiét ké hé thong

1.2. Kiém soét truy cap tir bén ngoai mang
1.3. Kiém soat truy cap tir bén trong mang
1.4. Nhat ky hé thng

1.5. Phong chéng xam nhap

1.6. Bao vé thiét bi hé théng

2. B4do dam an toan may chu

2.1. Xac thuc

2.2. Kiém soat truy cip

2.3. Nhat ky hé thong

2.4. Phong chéng xam nhap

2.5. Phong chéng phan mém doc hai

2.6. Xir Iy may chu khi chuyén giao

3. Bdo dam an toan ing dung

3.1. Xac thuc

3.2. Kiém soat truy cap

3.3. Nhat ky hé thong

3.4. An toan ung dung va mi ngudn

4. Bao dam an toan dur li€u

4.1. Bao mat dur liéu

4.2. Sao luu du phong

Trén co sé d6, thuyét minh phuong 4n bao dam an toan thong tin cho Hé thong
quan 1y va diéu hanh thong tin bénh vién s€ bao gom cac thuyét minh thanh phan sau:



Cap d¢ de

STT H¢ thong xudt NOi dung thuyét minh
;| Thuyet minh phuong én ddp dng 2 Phy luc I
yéu cau quan ly
) Thuyét minh phuong 4n dap tng ) Phuy luc 11

yéu cau k¥ thuat




PHU LUC L. THUYET MINH PHUONG AN BAO PAM AN TOAN THONG
TIN VE QUAN LY VOI CAP PO 2
61. Thiét 1ap chinh sach an toan thong tin
61.1. Chinh sich an toan thong tin

Yéu ciu Xay dung chinh sach an toan thong tin

Hién trang | Bénh vién thuc hién theo Quy ché Bao dam an toan thong tin mang
trong hoat dong img dung CNTT cua nganh y té tinh Ca Mau (duogc
So Y té tinh Ca Mau ban hanh tai Quyét dinh so ..../QD-SYT ngay
).

Phwong an 1. Quan ly an toan mang:

a) Hé théng mang duoc thiét ké thong nhat, duoc quan 1y dinh
danh, xac thuc ddi véi tit ca nguoi str dung nham muc dich quan 1y va
bdo ddm an toan va bao mat.

b) Hé thong mang LAN duoc bao vé bang tudng lira (tich hop

tuong lira trén thiét bi can bang tai Microtik) va phan chia hé théng

mang thanh cac VLAN quan 1y theo chinh sach an toan thong tin
riéng.

c) Mang khong day (WIFD), can thiét 1ap cac thong s6 an toan va
dinh ky it nhat 3 thang thay d6i mat khau truy cdp nhim ting cudng
cong tac bao mat. Hé thong mang khong diy phai duoc bao vé bai
mat khau an toan.

2. Quan ly an toan may chu va ing dung:

a) May cha duoc thiét 1ap chinh sach xéac thuc va kiém soat truy cap.

Céc hé thong thong tin can c6 phuong 4n gidi han so lan dang nhap,

tw dong khoa tam thoi tai khoan khi lién tuc dang nhép sai vuot qua

sO 1an quy dinh. To chirc theo ddi, giam sat tit ca cac phuong phap
dang nhdp tir xa, nhat 13 cac truong hop ding nhap vao hé thong voi
muc dich quan tri.

b) Kiém tra, gidm sat cic hoat dong lién quan dén cac noi luu trit mat

khau va canh bao khi co nhimg hanh dong bat thuong (Vi du: user

khong c6 quyén nhung cb tinh truy xuét dén cac file luvu mat khau...).

3. Quan ly an toan dir liéu:

a) C6 co ché sao luu dit liéu du phong, luu trit dit liéu tai noi an

toan dong thoi thuong xuyén kiém tra dé dam bao sin sang phuc hdi

nham ngin ngira va han ché khi su c6 an toan thong tin mang xay ra.

Dit liéu trén may chi duoc sao luu thong qua hé thong sao luu dir

lidu.

b)  Dinh ky hodc khi c6 thay d6i cdu hinh trén hé thong thyc hién
quy trinh sao luu du phong: tap tin cau hinh hé thong, ban dy phong
hé diéu hanh may chu, CSDL; dir liéu, thong tin nghi¢p vu va cac
thong tin, dit liéu quan trong khac trén hé thong theo yéu cau cua don
vi van hanh.

¢)  Quyén truy cap phai duoc phan ra theo ting cip do tuong tng
véi timg nhiém vu cta nhan vién va phai duoc phé duyét tir cip trén.




4. Quan Iy an toan ngudi sir dung dau cudi:

a)  Viéc su dung cac thiét bi luu trit ngoai nhu 6 cimg di dong,
cac loai thé nhé, thiét bi luu trir USB,... phai thuong xuyén quét Virus
trude khi doc hodc sao chép dir lidu.

b) Khoéng st dung cac may tinh thudc s¢ hiru c4 nhan (may xach
tay ctia c4 nhan, PDA) hodc nhirng thiét bi luu trit di dong c4 nhan vao
muc dich kinh doanh cta cong ty. Han ché tbi da viéc st dung cac
thiét bi luu trir ngoai dé sao chép, di chuyén di liéu.

c)  Céc thiét bi dau cudi khi két ndi phai dugc quan 1y va cap
nhat théng tin (tén, ching loai, dia chi MAC, dia chi IP). Can st dung
co ché xéc thuc va st dung giao thirc mang an toan

d) Phong CNTT thuong xuyén theo doi, kiém tra cac 16 hong
bao mat va quan 1y két ndi, truy cap khi sir dung thiét bi dau cudi tir
Xa.

e) Phong CNTT huy boé quyén truy cdp vao hé thong thong tin,
thu hoi lai tat ca cac tai san lién quan t6i hé thong thong tin cia Bénh
vién (khod, thé nhan dang, thu muc luu trit, thu dién tr cong vy, may
vi tinh, tai khoan truy cdp h¢ théng) khi can b, vién chirc va nguoi
lao dong chuyén cong tac, nghi huu hodc chdm dut lao dong hop
dong.

f) Phong CNTT thudng xuyén theo ddi cau hinh t6i wu va ting cudng
bao mat (cung hda) cho may tinh nguoi st dung va thuc hién quy
trinh trudc khi dwa hé thong vao st dung.

61.2. Xay dung va cong bd

Yéu cau

Quy dinh vé xay dung va cong b Quy ché bao dam an toan thong tin

Hién trang

Bénh vién thuc hi¢n theo Quy ché Bao dam an ’toa‘m thong tin mang
trong hoat dong img dung CNTT cua nganh y ¢ tinh Ca Mau (dugc
S¢ Y té tinh Ca Mau ban hanh tai Quyét dinh so0 ..../QDP-SYT ngay
...1..120..).

Phwong an

S¢ Y té tinh Ca Mau d xdy dung va cong bb Quy ché bao dam an
toan thong tin cho nganh y té€ Ca Mau

61.3. Ra soat, sira doi

Yéu cau

Co6 quy dinh vé viéc ra soat, stra d61 Quy ché bao dam an toan thong
tin

Hién trang

Quy ché Bao dam an toan thong tin mang trong hoat dong img dung
cong ngh¢ thong tin cua nganh y te tinh Ca Mau (duoc S Y té tinh
Ca Mau ban hanh tai Quyét dinh s6 .../QD-SYT ngay .../../2025).

Phwong an

Ra soat, sira d6i Quy ché bao dam an toan thong tin:

1. Pinh ky hodc khi c¢6 thay doi Quy ché bao dam an toan thong tin
ki€m tra lai tinh phu hgp va thuc hién ra soat, cap nhat, bo sung.




2. Trong qua trinh thyc hién Quy che néu cé van dé vuong mac phat
sinh, cac don vi phan anh kip thoi vé Vian phong So'Y té dé tong hop
béo cao Lanh dao s¢ xem xét diéu chinh, bd sung.

62. To chirc bio dam an toan thong tin
62.1. Pon vi chuyén trach vé an toan thong tin

Phong CNTT, Bénh vién San Nhi Ca Mau chuyén trach vé an toan

Yéu céu o .
thong tin tai Bénh vién

Bo phan chuyén trach vé an toan thong tin (Tham chiéu diéu 16 Quy
ché bao dam an toan thong tin mang trong hoat dong vng dung cong
nghé thong tin nganh y te Ca Mau)

Hién trang

Phwong an Giao Phc‘)ng CNTT, Bénhr vién San Nhi Cé‘, Mau la by phan chuyén
trach vé ATTT cho H¢ thong quan 1y va diéu hanh thong tin tai Bénh
vién San Nhi Ca Mau

62.2. Phéi hop véi nhitng co quan/té chire c6 thAm quyén
62.2.1. C6 dau mdi lién hé, phoi hop véi cac co quan, td chire c6 thim quyén quén
ly vé an toan thong tin

Yéu cau Co6 dau moi lién hé, phdi hop véi cac co quan, to chure ¢6 tham quyén
quan ly v€ an toan thong tin

Hién trang | Tham chiéu Piéu 16 Quy ché bao dam an toan thong tin mang trong
hoat dong tng dung cong nghé thong tin nganh y t€ Ca Mau

Phuwong an | Bénh vién San Nhi Ca Mau giao Phong Cong ngh¢ thong tin la dau
mdi lién hé, pho1 hop voi S6 Y té, Cong an tinh, S& Khoa hoc va
Cong nghé vé an toan thong tin phuc vu viéc bdo ddm an toan, an
ninh mang cho Hé thong quan 1y va diéu hanh thong tin tai Bénh vién
San Nhi Ca Mau

62.2.2. C6 dau moi lién he, phoi hop véi cac co quan, té chire trong cong tac hd tro
diéu ph01 xur ly sw ¢b an toan thong tin

Yéu cau C6 dau moi lién he, phoi hgp véi cac co quan, td chire trong cong tac
ho trg diéu phoi xir 1y su ¢ an toan thong tin

Hién trang | Tham chiéu Diéu 16 Quy ché bao dam an toan thong tin mang trong
hoat dong ing dung cong ngh¢ thong tin nganh y t¢ Ca Mau

Phuwong an | Phong CNTT lam dau méi, to chirc thuc hién viée tiép nhan va xu ly
cac su cO v€ an toan thong tin cia H¢ thong thong tin.

11.1.1. Tham gia cac hoat dong, cong tac bao dam an toan thong tin khi c6 yéu cau
ciia to chirc c6 tham quyén

Yéu ciu Tham gia cac hoat dong, cong tac bao dam an toan thong tin khi c6 yéu
cau cua to chirc c6 tham quyén




Hién Dap ting
trang (Tham chiéu Piéu 15 va Piéu 16 Quy ché bdo dam an toan théng tin

mang trong hoat dong g dung cong nghé théng tin nganh y té Ca Mau)

Phwong | Tham gia cic hoat dong, cong tac bao dam an toan thong tin khi cé yéu
an cau cua to chtrc c6 tham quyén

12. Bao dam ngudn nhén lhre
12.1. Tuyén dung

Yéu cau C6 quy dinh vé tuyén dung can b va diéu kién tuyén dung cén bo

Hién trang | Pap Gmg mot phan (Pd cé cdn bé chuyén trach bao dam an toan thong
tin mang cua Bénh vién. Tuy nhién, trong Quyét dinh tuyén dung hodc
hop dong lao dong chwa co quy dinh trach nhiém)

Phuwong B6 sung Quy dinh vé tuyén dung can bo va diéu kién tuyén dung:

an a) Quy dinh can bo dugc tuyén dung vao vi tri 1am vé an toan thong tin

c6 trinh d6, chuyén nganh vé linh vuc cong nghé thong tin, an toan
thong tin, phu hop véi vi tri tuyén dung.

b) C6 chuyén gia trong linh vyc dénh gia, kiém tra trinh do chuyén
mon phu hop voi vi tri tuyén dung.

12.2. Trong qua trinh lam viéc
12.2.1. Cé quy dinh vé viéc thwe hién ndi quy, quy ché bao dam an toan thong tin
cho nguoi sir dung, can by quan ly va van hanh h¢ thong

Yéu ciu C6 quy dinh vé viéc thuc hién ndi quy, quy ché bao dam an toan
thong tin cho nguoi st dung, can bg quan ly va van hanh h¢ thong

Hién trang | Déap ung

(Tham chiéu Diéu 15 Quy ché bao dam an todn thong tin mang trong
hoat dong urng dung cong nghé thong tin nganh y té Ca Mau,).

Phwong an | Quy dinh vé viéc thuc hién bao dam an toan thong tin trong qua trinh
lam viéc:

Trach nhi€ém bao ddm an toan thong tin cho cdn by quan 1y va van
hanh hé¢ thong

a) Can b chuyén trach phai thiét 1ap phuong phap han ché truy cap
mang khong day, giam sat va diéu khién truy cap khong day, to chirc
sit dung ching thuc va ma héa dé bao vé truy cap khong day toi hé
thong thong tin.

b) Can bd chuyén trach phai to chie quan ly dinh danh dbi voi tit ca
nguoi dung tham gia st dung hé thong thong tin.




¢) Cac co quan, dja phuong va cic t6 chirc, ca nhan tham gia sir dung
cac dich vu ctia hé théng phai tuan thu cac quy dinh vé bao dam an
toan, an ninh thong tin va chiu trach nhi¢m ddi véi moi hoat dong
trén tai khoan truy cap ctia minh da duoc cip trén hé thong.

12.2.2. C6 ké hoach va dinh ky hang nim t6 chirc phé bién, tuyén truyén ning cao
nhén thirc vé an toan thong tin cho nguoi sir dung

Yéu cau C6 ké hoach va dinh ky hang niam to chirc pho bién, tuyén truyén
nang cao nhan thirc vé an toan thong tin cho nguo1 st dung

Hién trang | Dap ing

Phwong an | - Cir can bo chuyén trach CNTT tham gia cac chuong trinh dién tap,
tap huan vé an toan thong tin do cac co quan chirc nang t6 chirec.

- C4c thong tin tuyén truyén, phd bién kién thirc vé an toan thong tin
phai dugc phd bién dén 100% can bg, vién chirc va nguoi lao dong
trong co quan trén Phan mém Quan 1y van ban va Pi¢u hanh.

12.3. Cham diit hoiic thay ddi cong viéc

a) Can bo cham dut hodc thay d6i cong viéc phai thu hoi thé truy cép, thong tin
duoc luu trén cac phuong tién luu trir, cac trang thiét bi may moc, phan cimg, phin mém
va céc tai san khac (néu c6) thudc so hitu cua to chirc.

Yéu cau C6 quy dinh do1 voi can b nghi hoac thay doi cong vige

Hién trang | Dap tng

Phwong an | - Can bg, vién chire, nguoi lao dong nghi viéc hodc thay d6i cong viéc
phai thu hdi cac tai khoan, quyén truy cép hé thong, cac trang thiét bi,
phan ctng, phan mém va cac tai san khac (néu c6) thudc so hitu cua
Bénh vién.

- Phong T6 chie can bo, Trudng cac phong, khoa, bénh vién co6 trach
nhiém phdi hop véi Phong CNTT trong viée thu hdi tai san, tai khoan,
quyén truy cip cta can b, vién chirc va nguoi lao dong nghi viéc hodc
thay d6i cong viéc.

b) C6 quy trinh va thuc hién v hiéu hoa tit ca cac quyén ra, vao, truy cap tai
nguyén, quan tri hé thong sau khi can bo thoi viéc.

Yéu cau Co quy trinh va thuc hién vo hi¢u hoda tat ca cac quyén ra, vao, truy cap
tai nguyén, quan tri h¢ thong sau khi can bo thoi viéc.

Hién trang | Dap tng

(Tham chiéu Piéu 8 Quy ché bdo dam an todn thong tin mang trong
hoat dong wng dung cong nghé thong tin nganh y té Ca Mauy).




Phwong Céan bo quan tri phai vo hiu hoa tat ca cac quyén ra, vao, truy cap tai
an nguyén, quan tri h¢ thong sau khi can bd thoi viéc.

13. Quin ly thiét ké, xAy dung h¢ thong thong tin

13.1. Thiét ké an toan hé thong thong tin

13.1.1. Co tai liéu md ta quy md, pham vi va d6i twong sir dung, khai thac, quan ly
van hanh hé¢ thong théng tin

Yéu Co tai liéu mo ta quy mo, pham vi va dbi tuong su dung, khai thac, quan
cau 1y van hanh hé thong thong tin

Hién bép ting
(Tham chiéu Piéu 2, Piéu 6, Piéu 8 Quy ché bio dam an toan thong tin
mang trong hoat dong ung dung cong nghé thong tin nganh y té Ca Mau).

Phwong | Thiét ké an toan hé thong thong tin

an Yéu cau phai c6 tai liéu mo td quy md, pham vi va dbi tuong st dung,
khai thac, quan ly van hanh hé thong thong tin.
13.1.2.C6 tai li¢u mo ta thiét ké va cac thanh phan ciia h¢ thong thong tin
Yéu cau C6 tai lidu mo ta thiét ké va cac thanh phan ciia hé thong thong tin

Hi¢n trang | Tham chiéu Piéu 2, Piéu 6, Dicu 8 Quy ché bao ddm an toan thong
tin mang trong hoat dong rng dung cong nghé thong tin nganh y té
Ca Mau.

Phwong an | Tham muu Lanh dao bénh vién phé duy¢t tai li€u mo ta thiét ké va
cac thanh phan cua h¢ thong thong tin.

13.1.3.C6 tai liéu mé ta phwong an bio dam an toan théng tin theo cip dd

Yéu ciu C6 tai liéu m6 ta phuong 4n bao dam an toan thong tin theo cap do

Hién trang | Bép ting

Phwong an | Phuong an bdo dam an toan thong tin theo cép do duoc mo ta tai Phu
luc II tai liéu nay.

13.1.4. Co6 tai licu mo ta phwong an lya chon gidi phap cong ngh€ biao dam an toan
thong tin

Yéu ciu Co tai liéu mo ta phuong an lya chon gidi phap cong nghé bao dam
an toan thong tin

Hién trang | Tham chiéu Diéu 8, Piéu 9, Piéu 10, Piéu 11, Piéu 12 Quy ché bao
dam an toan thong tin mang trong hoat dong ing dung cong nghé
thong tin nganh y té Ca Mau.




Phwong an | Tham muu Lanh dao bénh vién phé duyét tai liéu mo ta thiét ké va
cac thanh phan ctua hé thong thong tin.

13.1.5. Khi c6 thay doi thlet ké, danh gia lai tinh phu hop cia phwong an thiét ké
d6i véi cac yéu ciu an toan dit ra ddi voi hé thong

Yéu ciu C6 quy dinh khi co6 thay doi thiét ke danh gia lai tinh phu hop cua
phuong an thiét ké dbi véi cac yéu ciu an toan dit ra ddi véi hé théng

Hién trang | Bép tng

(Tham chiéu Piéu 6, Piéu 7 Quy ché bio dim an todn thong tin
mang trong hoat dong vung dung cong nghé thong tin nganh y té Ca
Mau).

Phwong an | Thiét ké an toan hé thong thong tin

Khi c6 thay d6i thiét ké, danh gia lai tinh phu hop cua phuong an
thiét ké doi vai cac yéu cau an toan dat ra déi voi h¢ thong.

13.2. Phat trién phin mém thué khoan
13.2.1. C6 bién ban, hop dong va cic cam két ddi véi bén thué khoan cac ndi dung
lién quan deén viéc phat trién phan mém thué khoan

Yéu cau Co bién ban, hgp dong va cac cam két doi voi bén thué khoan cac ndi
dung lién quan dén vi¢c phat trién phan mém thué khoan

Hién trang | Dép Ung

Phuong an | Quy dinh dbi voi viée phat trién phan mém thué khoén:

Co bién ban, hgp dong va cac cam ket doi vdi bén thué khoan cac noi
dung lién quan dén viéc phat trién phan mém thué khoan.

13.2.2. Yeéu cau cac nha phat trién cung cap ma nguon phan mém

Yéu cau Co6 quy dinh yéu cau cac nha phat trién cung cap ma ngudn phan
mém

Hién trang | DBép tng

Phwong an | Quy dinh d6i v6i viéc phat trién phan mém thué khoan:

Yéu cau ndi dung quy ché bao dam ATTT hién tai phai co6 quy dinh
vé viéc yéu ciu cac nha phat trién cung cap ma ngudn phan mém.

13.3. Thir nghiém va nghiém thu hé thong
13.3.1. Thuc hién kiém thir hé théng trudc khi dwa viao vAn hanh, khai thac sir
dung

Yéu cau C6 thyc hién kiém thir hé thong trudc khi dua vao van hanh, khai
thac s dung




Hién trang | Dap tng

Phwong an | Quy dinh d6i véi viéc thr nghiém va nghiém thu hé thong:

Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy dinh
vé viéc thyc hién thir nghi€ém va nghiém thu h¢ thong trude khi ban
giao va dua vao st dung.

13.3.2. C6 ndi dung, ké hoach, quy trinh thir nghiém va nghiém thu h¢ thong

Yéu cau C6 yéu cau vé noi dung, ké hoach, quy trinh thir nghiém va nghiém
thu hé thong

Hién trang | Dap ing mot phan

Phwong an | Quy dinh ddi véi viéc thr nghiém va nghiém thu hé thong:

Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy dinh
ve viéc ¢6 ndi dung, ké hoach, quy trinh thr nghiém va nghiém thu
hé thong.

Bo sung quy trinh thir nghiém va nghiém thu hé thdng tai du thao

Quy ché thir nghiém va nghiém thu hé thong trong vong 06 thang ké
tor khi HSBDXCD duogc phé duyét.

13.3.3. C6 bd phén c6 trach nhiém thyc hién thir nghiém va nghiém thu hé théng

Yéu céu Cé6 bo phan c6 trach nhi€ém thyuc hién thir nghi€ém va nghiém thu hé
thong

Hién trang | DBép ting

Phuwong 4n | Quy dinh ddi véi viéc thir nghiém va nghiém thu hé thdng:

Yéu cau ndi dung quy ché biao dam ATTT hién tai phai c6 quy dinh
ve viéc c,(') bd phan co6 trach nhi¢m thuc hién thtr nghiém va nghiém
thu hé thong.

14. Quan Iy van hanh hé théng théong tin
14.1. Quan ly an toan mang
14.1.1. Quan ly, van hanh hoat dong binh thwong ciia hé thong

Yéu cu CQ quy dinh vé quan ly, van hanh hoat dong binh thuong ctua hé
thong

Hién trang | Bap ting

(Tham chiéu Piéu 6, Piéu 7, Diéu 8, Diéu 9, Piéu 10 Quy ché bdo
dam an toan thong tin mang trong hoat dong ung dung cong nghé
thong tin nganh y té Ca Mauy).




Phwong an

Quan ly, van hanh hoat dong binh thuong cta hé théng may chu va
dich vu

a) Bao dam cho hé diéu hanh, phan mém cai dit trén may chu hoat
dong lién tuc, 6n dinh va an toan.

b) Thuong xuyén klem tra cau hinh, cac file nhat ky hoat dong ctia hé
d1eu hanh, phan mém nham kip thoi phat hién va xt 1y nhing sy ¢6
néu co.

¢) Quan 1y céc thay doi ciu hinh k§y thuat cta hé diéu hanh, phan
mém.

d) Thuong xuyén cip nhat cic ban va 16i hé diéu hanh, phin mém tir
nha cung cap.

e) Loai bo cac thanh phan ctia hé diéu hanh, phan mém khong can
thiét hoac khong con nhu cau str dung.

f) Cac ban quyén phdn mém can dugc théng ké, quan 1y thoi gian han
phuc vu cho viéc gia han.

14.1.2. Cip nhit; sao luu duy phong cAc tap tin cAu hinh hé thong va khéi phuc hé

thong sau khi xay ra su ¢

Yéu ciu

C6 quy dinh vé cap nhat; sao luu dy phong cac tap tin cau hinh hé théng
va khoi phuc hé théng sau khi xay ra su cb

Hién Tham chiéu Piéu 10 Quy ché bao dam an toan thong tin mang trong hoat

trang dong trng dung cong nghé thong tin nganh y t€ Ca Mau.

Phwong | Cép nhat, sao luu du phong va khoi phuc sau khi xay ra su cé:

an Trién khai hé théng va phuong tién luwu trir doc 1ap v6i hé thong luu trix
trén cac may chu dich vu dé sao luu du phong; phan loai va quan ly thong
tin, dir liéu dugc luu trir theo tung loai/nhém thong tin dugc gan nhan
khac nhag; thuc hién 520 luu, du ph(‘)n‘g cac thong tin, dir li€u co ban sau:
tap tin cau hinh hé thong, anh hé diéu hanh may chu, CSDL; dir li¢u,
thong tin nghi¢p vu.

14.1.3. Truy cap va quan ly cau hinh hé thong

Yéu ciu | Truy cap va quan Iy ciu hinh hé thong

Hién Dép ung

trang (Tham chiéu Diéu 8 Quy ché bdo dam an toan théng tin mang trong hoat
dong ung dung cong nghé thong tin nganh y té Ca Mau).

Phwong | Truy cip va quan Iy cdu hinh hé thong:

an

Cén bg quan ly, nhan vién van hanh truy cap, khai thac thong tin tai Bénh
vién dit liéu theo trach nhiém va phan quyén dugc quy dinh; viéc khai
thac théng tin phai bao dam nguyén tic bao mat, khéng dugc tu y cung
cAp thong tin ra bén ngoai.




14.2. Quan ly an toan may chu va ung dung
Chinh sach, quy trinh quén 1y an toan may chii va img dung bao gdom:
14.2.1. Quan ly, van hanh hoat dong binh thuwdng clia hé thong may chii va dich vu

Yéu ciu C6 quy dinh vé quan ly, van hanh hoat dong binh thuong cua hé
thong may chu va dich vu

Hién trang | Dap ing

(Tham chiéu Piéu 9, Piéu 10 Quy ché bio dam an toan théng tin
mang trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mau).

Phwong an  |Quan 1y, van hanh hoat dong binh thudong cua hé théng may chu va
dich vu:

a) Bao dam cho h¢ diéu hanh, phén mém cai dit trén may chu hoat

dong lién tuc, 6n dinh va an toan.

b) Thuong xuyén klem tra cau hinh, cac file nhat ky hoat dong ciia hé

dleu hanh, phan mém nham kip thoi phat hién va xur 1y nhimg su ¢d

néu co.

¢) Quan 1y cac thay doi cau hinh k§y thuét ctia hé diéu hanh, phan

mém.

d) Thuong xuyén cap nhat cac ban va 18i hé diéu hanh, phin mém tir

nha cung cap.

d) Loai bo cac thanh phan cua hé diéu hanh, phan mém khéng can

thiét hodc khong con nhu cau st dung.

e) Cac ban quyén phan mém can dugc thong ké, quan 1y thoi gian

han phuc vu cho viéc gia han.

14.2.2. Truy cap mang ciua may chu

Yéu ciu Cé quy dinh quan ly truy cdp mang ctia may chu

Hién trang | Bép tng

Phwong an | Truy cdp mang cua may chu:

Bao dam cac két n6i mang trén may chu hoat dong lién tuc, 6n dinh
va an toan. Cau hinh, ki€m soat cac két ndi, cac cong dich vu tir bén
trong di ra cling nhung bén ngoai vao h¢ thong.

14.2.3. Truy cap va quan tri may chi va ing dung

Yéu cu C6 quy dinh quan ly truy cdp va quan tri may chu va ing dung

Hién trang | Bap ung




Phwong an | Truy cap va quan tri may chu va ung dung:

a) Thay ddi cac tai khoan, mat khau mic dinh ngay khi dua hé diéu
hanh, phan mém vao st dung.

b) Cip quyén quan 1y truy cép ctia nguoi st dung trén may chu cai dat
hé diéu hanh.

¢) Toan bo may chi va thiét bi cong nghé thong tin khong phai may
tinh ngoai trur cac h¢ théng bét budc phai co giao tiép voi Internet (cac
hé thong phuc vu truy cép Internet; cung cap giao dién ra Internet ctia
trang tin dién tu, dich vu cong, thu dién tir; phyuc vy cap nhat ban va hé
dleu hanh, miu ma doc, miu diém yéu, mau tdn cong) khong duoc két
nbi Internet.

14.2.4. Cip nhit, sao luu dy phong va khai phuc sau khi xay ra su ¢

Yéu cau | C6 quy dinh vé cédp nhat, sao luu du phong va khoi phuc sau xay ra sy co

Hién Dap tng
trang (Tham chiéu Piéu 10 Quy ché bdo dam an toan thong tin mang trong

hoat déng vmg dung cong nghé théng tin nganh y té Ca Mau).

Phwong | Cap nhat, sao luu du phong va khoi phuc sau khi xay ra sy ¢d: Trién khai
an hé théng/phuong tién luu triv doc 1ap véi hé théng luu trr trén cac may
chu dich vu dé sao luu du phong; phan loai va quan 1y thong tin, dir liéu
duoc luu trlr theo tirng loai/nhém thong tin dugc géan nhan khac nhau;
thue hién sao luu, du phong cac thong tin, dit liéu co ban sau: tip tin cdu
hinh hé théng, anh hé diéu hanh may chi, CSDL; dit liéu, thong tin
nghiép vu.

14.3. Quan ly an toan dir li¢u
14.3.1. Chinh sach, quy trinh dy phong va khoi phuc dir li€u

Yéu ciu | Co chinh sach, quy trinh du phong va khéi phuc dit liéu

Hién Dap tng
trang (Tham chiéu Piéu 10 Quy ché bdo dam an toan théng tin mang trong hoat

dong iing dung cong nghé thong tin nganh y té Ca Mau).

Phwong | Yéu ciu an toan ddi v6i phuong phap ma hoa
an a) Bénh vién ap dung quy dinh sir dung cac phuong thirc mé hoa thich
hop theo cac chuin qudc gia hodc qubc té da dugce cong nhan dé bao vé

thong tin.

b) C6 bién phap quan 1y khoa ma hoa thich hop dé hd trg viéc sir dung
cac ky thuat ma hoa.

2. Phan loai, quan 1y va str dung khoa bi mat va dir liéu ma hoa.

3. Co ché ma hoéa va kiém tra tinh nguyén ven cua dir li¢u.




4. Sao luu dy phong va khéi phuc dir liéu (tdn sut sao luu du phong,
phuong tién luu trir, thoi gian luu tri; noi luu trir, phwong thire luu trir va
phuong thirc l1ay dir li€u ra khoi phuong tién luu trir.

14.3.2. Dinh ky hoac khi cé thay ddi cAu hinh trén hé thong thwe hién quy trinh sao
lru du phong: tap tin cau hinh hé thong, ban du phong hé diéu hanh may
chi, co s& dir li€u; dir li€u, thong tin nghiép vu

Yéu cAu | C6 quy dinh dinh ky hodc khi c6 thay doi cAu hinh trén hé thong thuc
hién quy tri‘nh sao luu dy phong: tap tin cau hinh hé thong, ban du
phong h¢ diéu hanh may chu, CSDL; dir li€u, thong tin nghiép vu

Hién trang | Dap tng.

Phuong Dinh ky hodc khi ¢6 thay doi cau hinh trén hé théng thuc hién quy trinh
an sao luu dy phong: tip tin cdu hinh hé théng, ban du phong hé diéu
hanh may chu, CSDL; dit 1i€u, thong tin nghi€p vu. Ban sao luu dugc
Iuu trit t6i thiéu thanh 02 ban va duoc luu trit & 02 dia chi khic nhau.

14.4. Quan Iy sw ¢6 an toan thong tin
14.4.1. Phan nhém s c6 an toan théng tin mang

Yéu cau | Co quy dinh vé phan nhom su ¢6 an toan thong tin mang

Hién Dép ting
trang (Tham chiéu Piéu 12 Quy ché bdo dam an toan thong tin mang trong

hoat dong iing dung cong nghé théng tin nganh y té Ca Mau).

Phwong | 1. Phan loai mtc d6 nghiém trong ctia cac su ¢, bao gom:
an a) Thap: su cd gdy anh hudng ca nhin va khong lam gian doan hay dinh
tr¢ hoat dong chinh cua don vi: may tinh tram bi nhiém phan mém doc
hai, phan mém hé diéu hanh, cac phan mém ung dung cai dat trén may
tinh c4 nhan phat sinh 16i;

b) Trung binh: sy ¢b anh huéng dén mot nhém ngudi dung nhung khong
gy gian doan hay dinh tré hoat dong chinh ciia don vi: hé thong mang
cua 1 (mot) khoa, phong, ban, Bénh vién thudc don vi bi ngung hoat
dong, phdn mém doc hai 1dy nhiém tit ca cic may tinh tram trong 01
khoa, phong, ban, Bénh vién;

¢) Cao: sy ¢6 lam cho thiét bi, phan mém hay hé théng khong thé st
dung dugc va c6 anh huong dén hoat dong cua don vi: hé théng quan ly
van ban va diéu hanh, h6 so cap phép, mot cira dién tir ciia don vi bi
ngung hoat dong, mot sO thiét bi cong ngh¢ thong tin quan trong (bd
chuyén mach trung tam, thiét bi dinh tuyén, thiét bi tuong lira, may chu
quan 1y tap tin chung,) bi hu héng;

d) Khan cép: sy cd anh huéng dén su lién tuc ctua nhiéu hoat dong chinh
cua don vi: toan bo hé thong thiét bi cong nghé thong tin, hé thong cung




cap dién ngimg hoat dong, hé thong trang thong tin dién tr bi tin tac
(hacker) tdn cong, xdm nhap, thay doi ndi dung...

14.4.2. Phwong an tiép nhan, phat hién, phan loai va xir Iy ban diu sw cd an toan
thong tin mang

Yéu chu C6 phuong an tiép nhan, phat hién, phan loai va xtr 1y ban dau sy ¢d
an toan thong tin mang

Hién trang | Bép tng

(Tham chiéu Diéu 12 Quy ché bdo dam an toan thong tin mang trong
hoat dong ung dung cong nghé thong tin nganh y te Ca Mauy).

Phwong an | Quy trinh Ung ctru sy cb an toan thong tin mang thong thuong va
nghiém trong theo quy dinh tai Diéu 12 Quyét dinh so
1361/Qb-SYT.

14.4.3. Ké hoach trng phé sw c6 an toan thong tin mang

Yéu ciu Xay dung ké hoach tng pho su ¢d an toan thong tin mang

Hién trang | Tham chiéu Khoan 3,4 Diéu 12 Quy ché bao dam an toan thong tin
mang trong hoat dong tng dung cong ngh¢ thong tin nganh y t& Ca
Mau.

Phuwong 4n | Phong CNTT tham muu chinh sach, quy trinh quan 1y su ¢6 an toan
thong tin.

14.4.4. Giam sat, phat hién va canh bio sy c6 an toan thong tin

Yéu cau C6 quy dinh vé quan ly giam sat, phat hién va canh béo sy c6 an toan
thong tin

Hién trang | Dap tng.

(Tham chiéu Diéu 12 Quy ché bdo dam an toan thong tin mang trong
hoat dong ung dung cong nghé thong tin nganh y tée Ca Mauy).

Phwong an | C6 phuong an va diéu dong nhan lyc c6 kinh nghiém thyc hién giam
sat, phat hién va canh bao su cd an toan thong tin, ph01 hop véi cac
don vi chuyén trach vé ATTT dua ra canh bao som vé nguy co mat
ATTT trong hé thong.

Pbi voi nguoi dung: Thong tin, bao cao kip thdi cho can bo chuyén
trach vé ATTT cua Bénh vién khi phat hién cac sy cd gay mat ATTT
trong qua trinh tham gia vao hé thong thong tin; Phéi hop tich cuc
trong sudt qua trinh giai quyét va khéc phuc su cd.

14.4.5. Quy trinh trng ciru sw c6 an toan thong tin mang théng thuong

Yéu ciu C6 quy trinh tmg ctru s ¢b an toan thong tin mang thong thudng




Hién trang | Dép ting

(Tham chiéu Khodn 4, Piéu 12 Quy ché bdo dam an toan thong tin
mang trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mauy).

Phwong an | Phong CNTT c6 trach nhiém tham muu chinh sach, quy trinh quéan 1y
su cO an toan thong tin.

14.4.6. Quy trinh tng ctru sy c6 an toan thong tin mang nghiém trong

Yéu cau C6 quy trinh ing ctru su ¢d an toan thong tin mang nghiém trong

Hién trang | Bap ting

(Tham chiéu Diéu 12 Quy ché bdo dam an toan thong tin mang trong
hoat dong ung dung cong nghé thong tin nganh y té Ca Mauy).

Phwong an | Phong CNTT c6 trach nhiém tham muu chinh sach, quy trinh quan Iy
su cO an toan thong tin.

14.4.7. Co ché pl}(‘)i hop voi co quan chirc ning, cac nhém chuyén gia, bén cung cap
dich vu ho tr¢ trong viéc xir ly, khac phuc sw co an toan thong tin

Yéu cau Co6 quy dinh vé co ché phoi hop voi co quan chic nang, cdc nhém
chuyén gia, bén cung cap dich vy ho trg trong vi¢c xir ly, khac phuc
su ¢O an toan thong tin

Hién trang | Dap ung

(Tham chiéu Diéu 12 Quy ché bdo dam an toan thong tin mang trong
hoat dong ung dung cong nghé thong tin nganh y té Ca Mau,).

Phwong an | Phdi hop v6i co quan chic niang, cac nhom chuyén gia, bén cung cap
dich vu hd tro trong viéc xu ly, khac phuc sy ¢6 an toan thong tin;
Yéu ciu bén cung cap, hod tro cung cap quy trinh xur 1y su ¢0 cho cac
dich vu do bén cung cap, hd trg cung cap lién quan dén hé thong

14.5. Quan Iy an toan nguoi sir dung dau cudi
14.5.1. Quan ly truy cap, str dung tai nguyén ndi bo

Yéu ciu C6 quy dinh vé& quan 1y truy cép, str dung tai nguyén noi bd

Hién trang | DBép tng

(Tham chiéu Diéu 8 Quy ché bio dam an toan thong tin mang trong
hoat dong ung dung cong nghé thong tin nganh y te Ca Mauy).

Phwong an | Quan ly truy cap, st dung tai nguyén ndi bo:




a) Nguoi sir dung khi truy cép, st dung tai nguyén ndi bg, truy cap
mang va tai nguyén trén Internet phai tuan thu cadc quy dinh cua phap
luat vé bdo dam an toan thong tin va cac quy dinh ctia Bénh vién.

b) Khi cai dat, két néi may tinh/thiét bi dau cudi phai thuc hién theo
hudéng dan/quy trinh dudi sy gidm sat cia Phong CNTT.

c¢) May tinh/thiét bi dau cubi phai dugc xir 1y dlem yéu an toan thong
tin, cAu hinh cmg héa bao mat trudc khi két ndi vao hé thong.

14.5.2. Quan

ly truy cap mang va tai nguyén trén Internet

Yéu cau

C6 quy dinh vé quan 1y truy cip mang va tai nguyén trén Internet

Hién trang

Dap tng
(Tham chiéu Diéu 7, 8, 15 Quy ché bao dam an toan thong tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca Mauy).

Phwong an

Quan ly truy cdp mang va tai nguyén trén Internet:

a) Nghiém tac chip hanh cac quy ché, quy trinh ndi bo va cac quy
dinh khéc cua phap luat vé an toan thong tin mang. Chiu trach nhiém
bao dam an toan théng tin mang trong pham vi trach nhiém va quyén
han duogc giao.

b) Co trach nhiém tir quan 1y, bao quan thiét bi, tai khoan, Gtng dung
ma minh dugc giao stir dung.

¢) Khi phat hién nguy co hodc sy cd mat an toan thong tin mang phai
b4o cio ngay voi cap trén va Phong CNTT dé kip thoi ngan chin va
xu ly.

d) Tham gia cac chuong trinh dao tao, hoi nghi vé an toan thong tin
mang dugc tinh hoac don vi chuyén mon t6 chirc.

e) Khong truy cap vao cac hé thong thong tin cong cong khong 16 vé
nd6i dung hodc co ndi dung phan cam, khoéng phu hop véi thuan
phong my tuc cia Viét Nam. Khong doc thu dién tr hodc tai tép tin
dinh kem trong thu khong ré nguoi guri; Khong kich hoat cac duong
lién két c6 dau hiéu khong rd rang.




PHU LUC II. THUYET MINH PHUONG AN KY THUAT POI VOI HE
THONG THANH PHAN CAP PO 2

H¢ théng thong tin: Quan 1y va diéu hanh thong tin tai Bénh vién San Nhi Ca Mau
duoc dé xuat 1a cap do 2. Do d6, cac may chu duoc su dung dé trién khai hé théng va cac
thanh phan khac trong hé thong nhu ha ting mang, hé thong luu trit,...dugc thuyét minh
phuong an dap ting yéu cu cap d 2 nhu sau:

1. Bao dim an toan mang
1.1. Thiét ké hé théng

a) Cac ving mang trong hé thong:

STT Yéu ciu P/A Ghi chu/Mb ta

La vung dat cic may tram va cac thiét

1 Vung mang noi bd (LAN) Co bi ngoai vi

Két ndi hé thong véi mang Internet va

2 | Vung mang bién Co mang dién rong

bat may chu WEBAPP, cho phép truy
3 Vung DMZ Co | cap truc tiép tir cac mang bén ngoai va
mang Internet.

4 Vung may chui ndi bd Co | La vung dat may chu co s¢ dir liu.

b) Phuong 4n bao dam an toan thong tin

STT Yéu ciu P/A Ghi chi/Mb ta
Phuong an quan ly Str dung Tuodng lira Generic Firewall c6 tich
1 truy c@p, quan trih¢ | Co | hop chirc nang VPN d¢ quan ly truy cap, quan
thong tir xa an toan tr1 hé thong tir xa an toan.

Phuong an quéan ly

truy cap gilta cac St dung Tuong lira Generic Firewall c6 tich

2 vung mang va | N/A | hop chirc nang IPS d€ quan ly truy cép gitra
phong chong xam cac vung mang va phong chong xam nhap.
nhap

Phuong an du
3 phong cho céc thiét | C6
bi mang chinh




1.2. Kiém sodt truy cdp tir bén ngoai mang

STT

Yéu cau

P/A

Ghi chu/Mé ta

Thiét 1ap hé thdng chi cho
phép st dung cac két ndi
mang an toan khi truy cap
thong tin nd1 bo hodc quan
tri hé théng tr cac mang
bén ngoai va mang Internet

Co

Hé théng st dung Tuong lira Generic
Firewall c6 tich hop chic nang VPN
dugce thiét 1ap chi cho phép két ndi
mang c6 hd tro ma hoa, xac thuc khi
truy cap thong tin ndi by hodc quan tri
hé thong tr cdc mang bén ngoai va
mang Internet.

Kiém soat truy cdp tir bén
ngoai vao hé thong theo
tung dich vy, ung dung cu
thé; chan tat ca truy cp t6i
cac dich vy, ing dung ma
hé théng khéng cung cip
hodc khong cho phép truy
cap tir bén ngoai

Co

Tuong lira Generic Firewall dugc thiét
lap chi cho phép kiém soat truy cap tir
bén ngoai vao hé thong theo timg dich
vu, ung dung cu thé; chan tat ca truy cap
t6i cac dich vy, ung dung ma hé thong
khong cung cép hodc khong cho phép
truy cap tu bén ngoai

Thiét lap gidi han thoi gian
chd (timeout) dé dong
phién két ndi khi hé thong
khong nhan dugc yéu cau
tor nguoi dung.

Co

Thiét 1ap gidi han thoi gian cho
(timeout) dé dong phién két ndi khi hé
thong khong nhan dugc yéu cau tir
nguoi dung trén Tuong ltra Generic
Firewall va ngat phién két néi VPN khi
nguoi dung khong thao tac su dung
trong 1 khoang thoi gian

1.3 Kiém sodt truy cdp tiv bén trong mang

STT Yéu céu P/A Ghi chu/Moé ta
Chi cho phép truy cép cac 7
ung dung, dich‘ vu bén Chinh sach kiém soat truy cap tu cac
ngoai theo yéu cau nghiép vung mang trong hé thong di ra céac
1 vu, chan cac dich vu khac | C6 | mang bén ngoai va mang Internet duoc

khong phuc vu hoat dong
nghiép vu theo chinh sach
cua td chire

thiét lap trén Tuong lLra Generic
Firewall

1.4. Nhit ky hé thong

Yéu cau

Thiét 1ap chirc ning ghi,
lru trir nhat ky hé thong
trén céc thiét bi hé thong

St dung may chu thoi gian
trong h¢ thong dé dong bd thoi
gian




Thiét bi
Router outsite/ + +
SWDMZ/Microtik + +
SWSEF/ Cisco3650 + +
SW/Cisco02960 + +
WAF/WAF v2secure + +
1.5. Phong chong xém nhdp
STT Yéu ciu P/A Ghi chi/Mb ta
C6 phuong an phong chdng . St dung Tuong ltra Generic Firewall co
A A 212 A 7 \ Dap p , < 2 10 A s
1 | xdm nhap dé€ bao vé cac vung | tich hgp chtrc nang IPS dé bdo vé cac
A A ung N o A
mang trong hé thong vung mang trong h¢ thong
Pinh ky cap nhat CSDL déu | Pap | L¥¢ hién dinh ky cap nhat CSDL dau
2 hiéu phat hién tin cong man un hiu phat hién tan cOng mang trén
b i & mang & Tuong Ira Generic Firewall.

1.6. Bio vé thiét bi hé thong

Céu hinh chuc
nang xac thuc
trén cac thiét bi

Chi cho phep su
dung céc két noi

Han ché cac dia chi
mang co thé két noi,
quan tri thi€t bi tir xa

Yéu cau mang an toan khi
truy cap, quan tri
thiét bi tir xa
Thiét bi
Router Microtik + + +
F irew?ll (Mi‘crotilf co N N N
tinh nang tuong Itra)
SWDMZ/Cisc02960 + + +
SW Cisco3650 + + +
SWSF/ Cisc02960 + + +
SW/Cisc02960 + + +
WAF/WAF v2secure + + +




2. Bao dam an toan may chu

2.1. Xac thuc

Yéu cau

May chi

Thiét
chinh
xac
trén
chu

lap
sach
thuc
may

Thay  doi
cac tai
khoan mac

dinh trén hé
thong hoac
vO hiéu hoa

Thiét lap chinh sach mat khéu an
toan: Yéu cau thay doi mat khau
mac dinh; Thlet lap quy tic dat
mat khau vé sb ky tu, loai ky tu;
Thiét 1ap thoi gian yéu cau thay
d6i mat khau; Thiét 1ap thoi gian
mat khau hop 1¢

Web Server (may 4o,
vat  ly)/Cai  dat
Web-App/Vung
DMZ/ Window
Server 2014, 2016,
2019/ Ubuntu 18.04

Database Server
(mdy 4o)/Cai dat
SQL server 2014,
MySql Server, IBM
Domino Server,
PostgreSQL  Server,

Mysql mariadb
Server 10, Oracle
server 11gR2/Vung
may chu ndi bo/
Window Server 2019,
Linux

2.2. Kiém soadt truy cdp

Yéu cau

May chu

Chi cho phép s dung
cac két ndi mang an toan
khi truy cé@p, quan tri
may chu tur xa

Thiét 1ap gidi han thoi gian cho
(timeout)

Web Server (may 4o,
dat
Web-App/Vung DMZ/
Window Server 2014,
Ubuntu

vat  ly)/Cai

2016, 2019/

18.04




Database Server (may
ao)/Cai dat SQL server

2014, MySql Server,
IBM Domino Server,
PostgreSQL Server,
Mysql mariadb Server
10, Oracle server

11gR2/Ving may chu
no1 bo/ Window Server
2019 va Linux

2.3. Nhit ky hé thong

Yéu cau Thiét 1ap lap | Pong bo thoi gian | Luu nhat ky hé thong
chitc nang ghi | gitta may chu véi | trong khoang  thoi
nhat ky hé thong | may chii thoi gian | gian tdi thiéu 1a 01
May chu trén cac may thang
chu
Web Server (mdy 4o,
vat ly)/Cai dat
Web-App/Vung DMZ/ n + 4
Window Server 2014,
2016, 2019/ Ubuntu
18.04
Database Server (may
a0)/Cai dat SQL server
2014, MySql Server,
IBM Domino Server,
PostgreSQL  Server, + + +
Mysql mariadb Server
10, Oracle server
11gR2/Vung may chu
noi  bd/  Window
Server 2019 va Linux
2.4. Phong chéng xdam nhdp
s Loai bd cac | St dung tuong | VO hi¢u hoa | Thuc hién
Yéu cau tai  khoan | ltra cia hé diéu | cac giao thic | ning cép, xu
khong s |hanh va hé |mang khoéng |1y diém yéu an
dung, cac | thong dé cAm [an toan, cac |toan thong tin
tai khoan | cac truy cdp |dich vy hé |trén may chu
May chii khong con | trai phép toi | théng khong | trudec khi dua
hop 1€ trén | mdy chu st dung vao st dung

may chu




Web Server (mdy 4o,
vat ly)/Cai dat
Web-App/Vung DMZ/
Window Server 2014,
2016, 2019/ Ubuntu
18.04

Database Server (may
a0)/Cai dat SQL server
2014, MySql Server,
IBM Domino Server,
PostgreSQL  Server,
Mysql mariadb Server
10, Oracle server
11gR2/Vung may chu
noit  bo/  Window
Server 2019 va Linux

2.5. Phong chéng phin

mém doc hai

Yéu cau

May chu

Cai dat phin mém phong
chong ma ddc va thiét 1ap ché
do tu dong cap nhat

Kiém tra, do quét, xu ly phan
mém doc hai cho cac phan
mém trudc khi cai dat

Web Server (may 4ao,
vat ly)/Cai dat
Web-App/Vung DMZ/
Window Server 2014,
2016, 2019/ Ubuntu
18.04

Database Server (may
a0)/Cai dat SQL server
2014, MySql Server,
IBM Domino Server,
PostgreSQL  Server,
Mysql mariadb Server
10, Oracle server
11gR2/Vung may chu
not  bo/  Window
Server 2019 va Linux

2.6. Xir Iy mdy chii khi chuyén giao

STT

Yéu cau

P/A

Ghi chu/Mo ta

1 | C6 phuong an x6a sach thong tin,
dir li€u trén may chu khi chuyén

bap
ung

Hién tai chua c6 phuong an
chuyén giao cho don vi khéc
st dung. S€ c6 phuong an x6a




dung

giao hodc thay d6i muc dich s

sach thong tin, dir li¢u trén
may chu khi chuyén giao hoac
thay d61 muc dich st dung

3. Biao dam an toan irng dung
3.1. Xdc thuc

Thiét lap ca”’luwhinh Luu trlt ¢c6 ma ]
ung dung dé xéac | héa thong tin | hinh Gng dung | lan dang

Thiét 1ap cau [ Han ché so

Yéu cau _ . >
thuc nguoi su | xdc thyc hé | dé dadm bao an | nhap sal
dung khi truy | thong toan mat khau | trong khoang
cap, quan tri, cau nguodi str dung thoi gian nhat

] hinh g dung dinh véi tai

Ung dung khoan nhét

dinh

Hé théng quan

ly va diéu

hanh thong tin 4 4 4 N

tai Bénh vién
San Nhi Ca
Mau

3.2. Kiém sodt truy cdp

Yéu cau

Chi cho phép su
dung cac két ndi
mang an toan khi
truy cdp, quan tri
ung dung tir xa

I'J’ng dung

Thiét lap gi6i han
thoi  gian  cho
(timeout) dé dong
phién két ndi khi
ung dung khong
nhan duoc yéu cau
tr nguodi dung

Gi61 han dia chi mang
quan tri dugc phép truy
cap, quan tri ung dung
tr xa

Hé théng quan

va diéu hanh

thong  tin

Bénh vién San

Nhi Ca Mau

ly

ta1 +

3.3. Nhit ky hé thong

Yéu cau

Ghi nhat ky hé théng bao gém
nhiing thong tin co ban sau: (1)
Thong tin truy cdp ung dung (2)
Thong tin ding nhadp khi quan tri
tmg dung; (3) Thong tin cac 16i phat
sinh trong qua trinh hoat dong (4)

Nhat ky hé théng phai duoc
lvu tr&r trong khoang thoi
gian toi thiéu 1a 01 thang




(Tng dung dung.

Thong tin thay doi cAu hinh tng

Hé théng quan ly
va diéu hanh
thong tin  tai
Bénh vién San
Nhi Ca Mau

3.4. An toan irng dung va mi nguon

Yéu ciu
trude khi xir ly

ITng dung

C6 chirc ning kiém tra tinh hop 18 cua thong tin, dit liéu dau vao

Hé théng quan ly
va diéu hanh
thong tin  tai
Bénh vién San
Nhi Ca Mau

4. Bao dam an toan dir li¢u

4.1 Bdo mdt dir liéu

STT Yéu chu P/A Ghi chi/Mb ta
Luu trit c6 ma hoa cac thong tin,

1 dir liéu (khong phai la théng tin, Cé Dit li¢u dugc nén va dugc luu
dit lidu cong khai) trén hé thong trlt ma hoa str dung EAS 256
luu trit/phuong tién luu trix

4.3 Sao luu dw phong
STT Yéu chu P/A Ghi cha/Mé ta
Thyuc hién sao luu du phong cac C}(l)bnthl];(;ic liféln S?i(;l l(lig:lhgﬁ
thong tin, di liéu co ban sau: tap Eor - égn o gﬁn TR
tin cau hinh hé thong, ban du , A A . P . .
1 \ A a1 . , Co6 | h¢ thong, ban du phong hé
phong hé¢ diéu hanh may chu, 3 . ,
A n : " di€u hanh may chu, CSDL;
CSDL; dir li¢u, thong tin nghiép o 1en n ) A
vu dir lidu, thong tin nghiép vu
: trén 0 cirng di dong
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