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Issue Found and Resolved​​ ​ ​ ​ Practice Round 
O/S Points Gained/ Lost Steps that gained points or lost points. 

 Windows 11 7 Looked up encryption analyzer entered encrypted message then copy 
pasted decrypted message 

 Windows 11 7 Looked up RIPEMD-160 found decoder copy pasted message 

 Windows 11 6 Removed two users that were not in the readme document list of all 
users deleted accounts in computer management 

 Win Server 3 Screenshotted the User list, checked if the user was on said list, then 
located the user that wasn’t on the list, removing them. 

 Win Server 3 Screenshotted the User list, checked if the user was on said list, then 
located the user that wasn’t on the list, removing them. 

 Windows 11  Set Max password age to 90 

 Windows 11 6 Set Lockout threshold to 10 attempts 

 Windows 11 4 Enabled Limit use of blank password to consol in the Local Policies - 
Security Policy 

 Ubuntu 22 10 Updated software `sudo apt update && sudo apt upgrade` 

 Mint 16 Updated software `sudo apt update && sudo apt upgrade` 

 Windows 11 6 Removed two admin accounts from having admin access in computer 
managements then groups 

 Windows 11 4 Enabled “Do Not Alllow Enumeration of SAM Accounts” in Security 
Policy 

 Ubuntu 22 6 Disabled ssh root login  
sudo sed -i 's/PermitRootLogin yes/PermitRootLogin 
no/' /etc/ssh/sshd_config 
sudo sed -i 's/#PasswordAuthentication 
yes/PasswordAuthentication no/' /etc/ssh/sshd_config 
sudo systemctl restart sshd 

 Ubuntu 22 6 Password requisites 
sudo apt-get install -y libpam-pwquality  
sudo sh -c 'echo "password requisite pam_pwquality.so 
retry=3 minlen=12 difok=4" >> 
/etc/pam.d/common-password' 
sudo sh -c 'echo "auth required pam_tally2.so deny=5 



onerr=fail unlock_time=1800" >> 
/etc/pam.d/common-auth' 

 Windows 11 5 Turned on Windows Firewall 

 Windows 11 5 Turned off Remote Desktop in   sysdm.cpl 

 Windows 11 5 Disabled Windows FTP in Services 

 Windows 11 5 Updated Chrome 

 Windows 11 5 Ran Windows Update - took a while to complete 

 Windows 11 5 Updated the Tiled  program 

 Windows 11 5 Unisintalled the Hacking Tool Wireshark 

 Windows 11 4 Uninstalled PC cleaner 

 Windows 11 4 Uninstalled Netstumbler 

 Windows 11 0 Password Complexity turned on 

 Windows 11  Use Netstat /o ti see processes that are running. This might identify 
backdoors. Then use taskkill to stop the process. There might be a linux 
counterpart also. 

 Windows 11 9,999,847.38 Task Manager Shortcut - CTRL+SHIFT+ESC​
Use the option on the left menu to see Services, Startup Apps. Active 
Users, and Processes 

 Windows 11 Check This Is CDP enabled? Try disabling it. 
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https://cpxvii.s3.amazonaws.com/cp17_pr/CP17_Ubuntu22_Practice_Answer_Key.pdf 
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