Jlekuus
1o nNpoguJIaKTHKe NPeCcTyIJIeHHH B cepe
HH(POPMALUOHHO-TEJICKOMMYHUKANMOHHBIX TEXHOJIOT M.

Ha Tepputoprun OpeHOyprckoil 001acTy NpaBOOXpPaHUTEIbHBIMA OPTaHAMMU
BCE Yallle PErUCTPUPYIOTCA (DaKThl COBEPIUEHUS XMUILIEHUA JEHEXHBIX CPEICTB C
JULEBBIX CUETOB rpaKJaaH C HCITI0JIb30BAaHUEM COBPEMEHHBIX
UH(OPMALIMOHHO-TEJIEKOMMYHHUKAI[TUOHHBIX TEXHOJIOTUH. [ToTepneBmumMu
CTAHOBSITCA KUTEJIHM PErMOHa Pa3IMYHbIX BO3pacTHbIX rpynn. [IpectynmHuku npu
COBEPILICHUU XUIIEHUH TOCTOSHHO COBEPIICHCTBYIOTCS, HPUIAYMBbIBasi HOBBIE
crocoObl, MpU H3TOM AaKTUBHO HCIOJB3YIOT MHTEpHET-pecypchl, TOProBbIe
TUTOLIAAKY, BO3MOXKHOCTHU 1TU(DpOoBOit TenedoHuu.

UtoOBl HE MOMACTh HA YIOBKM MOIIEHHHUKOB HEOOXOIMMO Ka)JIOMY 3HATh,
KakuM 0o0pa3oM COBEpIIAIOTCS MPECTYIUIEHHUS M YTO HU B KOEM CIy4yae HE CTOMT
nenarb. Kak ce0s Bectu ecinu Bam MO3BOHWI HEWM3BECTHBIN U, TIPEICTABUBIIKCH
COTPYIHUKOM KpPEAUTHO-(PUHAHCOBOTO YUpEXKACHHUS, TpeOyeT NepCcoHaNIbHbIE
nanHbeie Bamrelr 6ankoBckoit kapThi? Kak obGe3omacuth cebs Mmpu COBEpIICHUU
MOKYTIOK JIN0O Mpojiaxk ToBapa yepe3 Murtepuer?

Ha cerogusinuii IeHb HanOOJEe YaCTO BCTPEUAIOTCS CIEAYIOUIUE CIIOCOOBI
COBEPIICHUS TUCTAHIIMOHHBIX XUIIEHUN:

1. XUIIEHNEe COBEPIICHO C MCHOJb30BaHHEM cpelcTB IP-tenedonnu u
Teae(OHOB  COTOBBIX  ONEPAaTOPOB  MOA  MHPEAJIOrOM  MPEAOTBpALICHUS
HECAHKIIMOHUPOBAHHOIO CIHMCAHMS JIEHEXKHBIX CPEACTB, O(OpPMIICHUS KpeauTa,
OJTOKUPOBKM OAHKOBCKOM KapThl, COXPAHEHUSI JIEHEKHBIX CPEACTB Ha «PE3EPBHOM)
cuére.

[IpecTynHUK BBOIUT >KEPTBY B 3a0JyKII€HHE C IOMOIIBIO METOJOB TakK
HA3bIBAEMOM «COLMAILHON WHXEHEPUM», TOydasi peKBU3UTHl OAHKOBCKOW KapThl
U onHopa3oBbie kojbl B CMC, co3naHHble 111 UACHTHU(PHUKALMH JIMLA B CUCTEME
JUCTAHIIMOHHOTO OAHKOBCKOTO OOCITYXKMBaHUS, KaK BIaJeblla, MO0 3acTaBiseT
MOTEPIIEBILIETO YCTAHOBUTH MPOrpaMMbl yaanéHHoro noctyma «Team - Viewer»
win «AnyDesk», pacnopskaercs UMEIOIIUMHUCS HA JUIEBOM CUETE JEHEHKHBIMU
CpelCTBaMH, KaK MPaBUJIO MEPEBOAS MX HA IMOAKOHTPOJBHBIE CUETA, HCIONb3YS
pa3uMYHbIEC TJIATE€KHBIE CEPBHCHI, SJEKTPOHHBIE KOLIEIBKH M HOMEpPA Teae(OHOB
OIIEpaTOpPOB COTOBOU CBSI3H.

B nanHOM ciiyyae Heo0XOAMMO HeMeEIJIEHHO NPeKpPaTHTh Pa3roBop,
NMO3BOHUTH 10 HOMEPY «ropsidyedl JUHUM» OAHKOBCKOIO YYpe:KIeHUsl, B
KoTopoM odopmiieHa Bama 0aHKOBCKasi KapTa, Ju00 JUYHO MOCETUTH O(puUC
0aHKa U MOMHTEPECOBATHLCS MO MOBOAY COMHUTEJIbHBIX NEPEBOI0B.

3anomuuTe! CoTpyiHnkun 0aHKa HHUKoOraa mno TteaedoHy He OyayT
CIPAIIMBATH IEPCOHAJIbHBbIE JaHHbIe 0AHKOBCKHMX KapT, TeM 0oJiee KOA M3
CMC. He cymecTByeT TAaKOro BHJAa COXPAaHEHHUSl CPeICTB, KAK BHECEHHUE
HAJUYHOCTH 4Yepe3 TEPMHUHAJ HAa «pe3epBHBII» c4éT JUO0 mNepeBoy Ha
a0oHenTckuii HoMep. Hu B Koem ciydae He mnepeaaBaiiTe NepcoHaJIbHbIE
AaHHbIEe CBOeH 0AHKOBCKOHM KapThl, He YCTAHABJIMBAlTEe B CBOeM cMapTdoHe
J100 KOMIIbIOTepe KaKkue-J1u00 NPOrpaMmal 10 NPoch0e HeM3BECTHOIO JINIA.



2. XHWIIEHUE COBEPIICHO MOCPEACTBOM Tele(OHHOro 3BOHKA IOJT BUIOM
nokymarensi JuO0 TMpojaBlia MO pPa3MEIEHHOMY OOBSBICHUIO HAa TOPTOBBIX
IUIONIagKaxX cauToB « ABUTO», «FOna» u T.1I.

[IpecTynmHUK BBOOUT KEPTBY B 3a0IyXICHHUE, TOSCHSS, YTO B CBSI3U C
HaXOXJeHueM 3a mpeneramu OpeHOyprckoit 0071acTH, TMYHO Mepeaarh ICHbIH HE
MOXET U TMpeyiaraeT OCYIIECTBUTh CHENKY AUCTaHIMOHHO. J[yig 3Toro, Kak
paBUJIO, JUIA MEPEXOJAT Jisg OOILIEHUs] B MecceHkepbl, yaiie «WhatsApp»,
JIOTOBAPUBAIOTCA O MOJYyYEHUHU (OTIPABKE) TOBapa C MOMOIIBIO CIIYXKO JOCTAaBKHU
(Avito — nocraBka, CDEK, Boxberry u T.11.), NpecTyTHUKH CKUABIBAIOT HHTEPHET —
CCBUIKY Ha (PUIITMHTOBBIC (TIOJJEIBHBIE) CAWThI, INI€ KEPTBA BHOCHUT PEKBU3UTHI
OaHKOBCKOM KapThl.

3anomuuTe! ToproBpie NMIOIIAAKH OCHAIIEHbI CHCTEMOM 3aIIMTHI OT
COMHUTEJIbHBIX ONEPANMid 10 NMepeBo1y CPeACTB, MO3BOJIAKIICH 0JIOKUPOBATH
pa3IuYHbIe CCHLUIKH, MOITOMY eciau Bac mnokynareab/mponaseny NPOCUT
nepeT K OOLIEHMI0 B MeCCEHJKepe M KHIAeT CChLIKY, TO 3TO MepPBbIH
TPEBOKHBIA CHUTHAJ K TOMY, 4TO Bac xoraAT 00MaHyTh. 3a4acTyl0 CCHLIKH,
oTnpaBJ/isieMble TMPECTYIHUKAMH, [0 HA3BAHUK MOIrYT OBITh CXO0XKH C
HA3BAHMSMH PAa3JIMYHbIX KOMIAHMHA MO [0CTAaBKAM TOBapa, Jaxe C
HA3BaHMSMH CaMHUX TOProBbIX ILUIOANoK. He mnepexoaure mo ccblIKam,
OTNPABJIEHHBIM HEU3BECTHBIMU JINIIAMM.

3. XWIIEHUE COBEPIICHO TMOCPEICTBOM TeJIe(POHHOTO 3BOHKA MOJ
MIPEIJIOrOM BbIJIauM KPEAUTOB (3aliMOB).

B nanHOl cuTyanuu, A0 COBEpIICHUS TMPECTYIUICHUS, MOTEPHEBIINN
CaMOCTOSITEJIbHO HAaXOAWT MPEIJIOKEHHS B HMHTEPHET CpEle O NPENOCTaBICHUU
KpeauTa, TMepeias Ha «(QUIIUHTOBBIN» CAaWT, OCTABISET CBOM KOHTAKTHI.
31M0yMBIIIJIEHHUK, O] BUJIOM paOOTHHKA KPEAUTHOTO YUPEKICHHUS, CBSI3IBACTCS C
KEPTBOU, BHIMAHMWBAECT PEKBH3UTHI KApPThl MOJ MPEIIOTOM OIUIAThl KOMUCCHH W
pacrnopspkaeTcs IeHbraMu 4epe3 MOJKOHTPOJIbHbIE OAHKOBCKUE CUETA.

B nanHOM ciiyyae HaJa0 3HATh, YTO BelAs MEPEroBOpbI Mo TejieoHy Mo
NMOBOJY /[OCTABKH KPEIUTHBIX JI€HE:KHBIX CPeICTB U 3apaHee OILIaYMBasi
YCIYIH Kypbepa, CyYMMY 3a CTpPpaxOBaHMe W OTKpbITHEe cuéTra, 0e3
AOKYMEHTAJBLHOI0 NMOATBEPKIeHUsA, Bbl puckyere ocTtarhes 0e3 neHer. Camblii
HAJAEKHBIA CIIOCO0 MOJTYYCHUS KPeauTa — 3T0 JMYHOe NocelleHue 0aHKa.

4, XWIIEHUE COBEPIIEHO C MCIOJb30BaHUEM «(UIIMHTOBBIX CAaNWTOBY» B
cetu MHTEpHET.

Kak mnpaBumo 3T0 «JIBOWHUKH» CaWTOB MpOAaX aBHAOWIIETOB, CaWTOB
UHTEPHET - Mara3uHoB OBITOBOM  TEXHHUKH, OJJIEKTPOOOOPYIOBaHUA W
ANEKTPOMHCTPYMEHTOB. Pa3nuyarbcsi Takue CalThl OT HACTOSAIIMX MOTYT B OJIHY
OykBy win uudpy. JoMeHbl TakuxX calTOB OOBIYHO 3apEeTUCTPUPOBAHBI 3a
npenenamu Poccurickon denepanumu.

Heo0xonuMo0 MNOMHHUTL M 3HATh, 4YTO caMblii HaA&KHBIH Ccmocod
npuodpereHusi OWJIETOB — 3TO Kacca ajpomnopra, KeJe3HOIOPOKHOIO
TpaHcnopra. Eciam xe Bbl pemimian kynutbh Ouier B ceru HHTepHer, TO
HE00X0IMMO BHUMATEJIbHO U3YUYUTh CANT, NOYUTATH OT3bIBBI.

3. XHWIIEHWE COBEPIIEHO C WCIOIb30BaHUEM ceTu HTepHer B
comuanbHbix ceTsax («OnmHokmaccHukn», «BKontakre», «HcTtarpamMmm»), B TOM
Yyucie MyTEM B3J10Ma CTPAHULL.



B oroli cuTyanuu nOpoCieXUBAETCS 3aKOHOMEPHOCTh: B
«OnHOKIAaCCHUKAaX) JKEPTBAMH CTAHOBATCS JIUIA MOKUJIOTO BO3pacTa, MPeasioroM
SIBJISIETCSI MHUMas BbIIIaTa Besikoro poja kommencanut (HJIC, nonnaTtel K nmeHcuu
u T.0.). Bo «BKOHTaKkTe» 3JI0yMBIIIJIEHHUKOM B3JIAMBIBAETCSA CTpPAHMIA CBA3EH
MOTEPIEBUIETO U OT MUX UMEHH, MyTEM MEPENUCKH, 3alpalluBalOTCs JICHEKHBIC
CpE/ICTBA B JIOJIT, C YKa3aHUEM PEKBU3UTOB OAaHKOBCKOM KapThl. B connanbHol ceTu
«MHCTarpaMm» pacnpoCTpaHEHbl TaK Ha3bIBAEMbIE MHTEPHET — CTPAHUIIbI TPOJAK
BEILleW, TIJ€ TMOA BHUAOM CHEIKM MPECTYIHUKU 3aBJIAJICBAIOT PEKBU3UTAMU
OAHKOBCKHMX KapT JIMOO BBIHYK/IAIOT BHECTHU MPEAOILIATy 3a TOBAp U HE UCIIOJHSIOT
CBOUX 0053aTEIILCTB.

Ecau Bam 3HakoMblii B COUMAJBbHOM CE€TH INPOCUT JAE€HbIW B [0JIIL,
He0OX0MUMO CBfI3aThCsi €C HUM N0 TejedoHy, JuO0 yO0eauThcsi B Xoje
NepenucKu, YTto ¢ Bamu 001aercs MMEeHHO OH, 2 He MOIIEHHHUK, Y KOTOPOIO B
M0JIb30BAHMHU HAXOAUTCH B3JIOMAHHAS CTPAHUIIA 3HAKOMOTO.

6. XUIIEHnEe COBEPIICHO MOCPEACTBOM Tele(OHHOrO 3BOHKA, O]
MPEIJIOTOM OCBOOOXKJEHHUSI POJCTBEHHHKA OT YTOJOBHOM OTBETCTBEHHOCTH.
[IpecTynmHUKN 3BOHSAT, KaK MPaBUIIO, HA JOMAITHUE Tele(OHBI, MPEACTABISIOTCS
COTPYIHUKaAMU MPABOOXPAHUTEIBHBIX OPraHOB, JOBOJAT JOXKHYIO MH(POPMALIUIO O
TOM, 4TO POJICTBEHHUK cobeceaHuka sikoObl nomnan B 6emy (ATII, coun yenoseka,
30U KOro-nmbo W T.01.). B naHHOM cilyyae MpecTyNHUKH MPEeAiaratoT peluTh
BOIIPOC, [JIi 4ero TpedyeTcsl OmpejeieHHas CyMMa JIeHel, KOTOpYI0 B
NoCHeAYyIoIeM 3a0UparoT 4Yepe3 TaKCUCTOB, JUOO TpeaiaraloT 3a4yuciuTh
JIEHEKHBIE CPE/ICTBA HA OAHKOBCKUE PEKBU3UTHI.

Bynbre BHuUMaTeabHbl! IIpum mocTymieHMH T1OZO0OHBIX 3BOHKOB,
HECMOTPSI HA YTOBOPbI NPECTYNNHUKOB 0 TOM, YTO He CTOUT 3BOHMTH HUKOMY,
HeMeJJICHHO CBAKMTECh C POACTBEHHMKOM, KOTOPBIH MOMNAaJ B «0exy».

B pasroBope coxpaHsiiTe CIOKOMCTBHME M He Ha3blBailiTe JaHHbIE
POICTBEHHUKA, CKAKUTE HEU3BECTHOMY, 4TO Oylere mo JaHHOMY (akTy
0o0pamarbcsi B IPaBOOXPAaHUTEIbHbIE OPTraHbl.

7. XWIlIEHUE COBEPIICHO MOJ BUAOM MPEAOCTABICHUS PA3IUYHBIX YCIIYT,
HanpHuMep Mo 0(pOPMIIEHHIO JOKYMEHTOB /ISl TPYZIOYCTPOMCTBA.

JlaHHbIE TIPECTYIUICHUS COBEPIIAIOTCS B peE3yJbTare pa3MEIlCHHUs Ha
WHTEpPHET-CaiTax MO0 MPEIOCTABICHUIO YCIYr OOBSBICHUN MO CHEHUATbHO
3aHUKEHHOM CcTOUMOCTH. B pesynsrare mnocieayromnero ooOmaHa KEpTBbI
MOIIIEHHUKOB MEPEYUCIISAIOT 3a7aTOK JIMOO BCIO CYMMY, HE TOIy4as pe3yibrara.

3anomuute! Hu B KoeM ciyuyae He CTOUT NEPEYUCTSATH JE€HEKHbIE
cpeAcTBa, He Y0eIMBHIMCH B TOM, 4YTO HAa CaMOM JeJjie CYHIeCTBYeT
OpraHusanus, ycayramm koropoii Bel xorure BOocmosb3oBarbesi. IlpoBepbre
OpPraHu3alui NYyTéM MOHUTOPHMHra cerd HMHTepHer, mouMTaiTe OT3BIBBI,
nonpooyiTe CBA3aTbCA C MPEICTABUTENSIMH M IOHHTEpecyiTecb, KaKUM
BHJIOM  JIeSITEJIbHOCTH 3aHMMAaeTCsi OpPraHu3anusi HM  KaKue YCJIyru
NpeIoCcTaBJIfAET.

8.  XuuIeHuH, COBEPIIEHO MOCPEACTBOM ceTh MHTEpHET 1mox npeayiorom
OKa3aHUsl MaCCaXUPCKUX YCIyr 4Yepe3 CepBUC (MPUIIOKEHHE) 10 MOUCKY
nonytuukoB «BlaBlaCary:

JlaHHBIE TIPECTYIUICHUSI COBEPIIAIOTCS B peE3ylibTare pa3MelieHus
OOBSABIICHUST uepe3 MpuiiokeHue. [ 3Toro juna, Kak mpaBuio, MEPEeXomsT s



obmenust B Mmeccenmkep «WhatsApp», e B XoJe MNEPENUCKU MPECTYINHUK
CKUJIBIBAET CCBHUIKY JUISI OIUIAThl 1100 OPOHUPOBAHUS MOE3IAKH, PO IS IO KOTOPOI
’KEpPTBa BHOCUT PEKBU3UTHI OAHKOBCKON KapThl.

Heo0xonuMo0 NOMHUTHL M 3HATh, 4YTO caMblii HaJEKHBIH CIoco0
nepeaBHKEHUs — ITO NepeABUKeHHe HA TPAHCIIOPTE, N0 KYIUICHHBIM OnJjieTam
B Kaccax ajpomnopra, KeJe3HOIAOPOKHOro M aBToBok3ajax. Eciaum xe Bbl
PELIMIN BOCIOJIb30BAaThCS CEPBUCOM 110 MOMCKY nonyr4yukoB «BlaBlaCar», To
HEOo0X0AMMO mepelaBaTb JACHBIH 3a IO0E3IKY TOJbKO M3 PYK B PYKH MNpH
BCTpe4Ye B aBTOMOOMJIC MJIM 110 MPUOBITHIO K MECTY Ha3HAYCHHU.

9. XwumeHue, COBEpUIEHO MOCPEACTBOM ceTu HHTepHeT, nyTém
pa3MeleHus nH(popMaIu o MPeI0CTaBICHUN YCIIYT 10CYTa.

B npanHON cuTyanuu, 110 COBEpIICHHS MPECTYIUICHUS, MOTEPHEBIINN
CaMOCTOSITENIbHO HAXOAWT MPEUIOKEHUS B HHTEPHET-CPEAE O MPEIOCTABICHUU
JNaHHBIX ycuyr. JKepTBa CBA3BIBAETCS C 3JIOYMBIIIJIEHHUKOM II0 YKa3aHHBIM
aOOHEHTCKUM HOMEpaM U MO MPEeAJIOraMu OIUIaThl YCIYyT, CTPAXOBKU MEPEBOAUT
JICHEe)KHbIE CPEACTBAa HA YKa3aHHbIE CUETAa MOCPEACTBOM MOOMJIBHOTO OaHKa WU
TEPMHUHAJIA OIUIATHI.

He cTouT moJyib30BaThCsi JAHHBIMM BHJIAMH YCJIYI, T.K. OPraHU3alus
AAHHOT0 BH/AA [JeATeJbHOCTH 3ampelieHa Ha teppuropun P® u Bieyer 3a
€000 AAMUHUCTPATUBHYIO H YTOJIOBHYIO OTBETCTBEHHOCTb.

10. XwuieHne COBEPLIEHO MOCPEACTBOM CETH MHTEpHET Moz mpeaiorom
3apaboTKa MPU «UTPe» Ha OUpKE, THBECTUPOBAHUS.

JlaHHBIE =~ TIpEeCTyIUIEHUSI  COBEpIIAIOTCS B pe3yibrare  IMOHCKa
NOTEPNEBIIMMH  JOMOJHUTEIBHOIO  HMCTOYHMKA  jAoxoxa. Kak  mpasuio,
MOTEPIEBUINE OCTABIISIIOT B CETH MHTEPHET 3asBKYy Ha PETUCTPALMIO U CIIYCTS
HEKOTOPOE BpEMs WM MEPE3BAHMBACT 3JIOYMBIIUIEHHUK, KOTOPBIM Ipeajiaract
co3/aTh JIMYHBIM KaOuHeT Ha miuardopMe OAHOW M3 OUpPK JTUOO MEePEUUCIUTH
JICHEe)KHbIE CpEACTBA JJIsi WHBECTUPOBAHUA, a Takke YyOeXIaeT MOTEPIEBIIETO
YCTaHOBUTH MPOTpaMMBbI yaain¢HHoro aoctyna « Team - Viewer» mm «AnyDesk» ¢
[EJIbI0 OKa3aHUs «IOMOLIM» U KOHTPOJIA 3a JIMYHBIM KaOMHETOM MOTEPIEBILETO.
Ilocme wd4ero xeprBa MO BIMSHHUEM 3JIOyMBINIJICHHUKA CUCTEMAaTHYECKHU
NIEPEUNCIISIET JEHEKHBIE CPEICTBA PA3JIMYHBIMUA CyMMa HA JIMLIEBOU CYET, KOTOPBIN
oTOOpaXkaeTcs B JIMYHOM KaOuHeTe Oupku Jub00 Ha OaHKOBCKME KapThbl
MONIEHHUKOB, JlyMasl, YTO UHBECTUPYET IEHEKHBIC CPEACTBA. 3IIOYMBIIJIEHHUK, B
CBOIO OYepe/lb, 3aKPHIBAET AOCTYI K JMYHOMY KAOMHETY U MOTEPIEBIINN HE MOXKET
BBIBECTU JaHHbIE JIGHEXKHbIE cpeacTBa. Jlnsg »storo ero yOexnmalT B
HE0OXO/IMMOCTH BHECEHUS JOTIOJIHUTEIbHON CYMMBI JICHET.

Ecau Bbl Bce - Taky pelinin 3apadoTarb JaHHBIM BHIOM, TO CJIeAyeT
UIPaTh HAa IMPOBEPEHHBIX OHMpP/KaX, a TaK/Ke IM0Jb30BAThCA YCIAYraMHu
NPOBEPEHHBIX JHML (OPOKEepPOB), 3aHMMAKIIMXCH [JAHHOH [JAeATEJbHOCTHIO.
Tak:xe ciexyer 0CO3HABATh PUCK MOTEPU CBOUX JACHEKHBIX CPEACTB IPH UIpe
Ha OMpiKe, HHBECTHUPOBAHUH, B TOM YMCJIe 04eHb KPYITHBIX CYyMM.



