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Abstract 

Military operations are becoming increasingly complex, with significant implications for Defence Command and Control (C2) as many 

current approaches and systems were designed for industrial age warfare rather than for challenges posed by complexity. To address 

complexity it is necessary to first understand some of its causes, including how complexity is experienced through a confluence of 

factors and unpredictable interactions. Multiple C2 challenges arise from complexity and from the related notions of wicked, 

super-wicked and messy problems; these challenges need to be considered when seeking to improve C2 capability. This paper explores 

these challenges in the context of Defence assumptions about future C2 capability. It also offers ways to address some of these 

challenges to effect change and improve future C2 capability by exploiting current sources of inspiration to create an improved 

approach for dealing with complexity within defence and national security contexts. 
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1​ INTRODUCTION 

It is a truism that change in the world continues apace, 
despite commentators, such as Fukuyama [1], suggesting 
that certain aspects of society can reach a degree of 
stability. Given this continued change, there is also an 
unending debate about where this change has led us and 
how best to characterise the nature of our current 
situation. For example, alternatives include: 
post-industrial society, the information age, the 
post-truth era, or the post-information age. For some, as 
explained by Jackson [2], these characterisations suggest 
that we remain on the path of a continuum of change in 
society that first emerged in the 16th century. For others, 
the descriptions suggest that we have entered a new age. 
Regardless of which view one aligns with, we have 
unarguably transitioned into a world which is much more 
complex, and it will be difficult to avoid being entangled 
in the complexity within it. In using this characterisation 
we do not intend to imply that reality and complexity 
exist separately from the place and role of humans. 
Rather, we suggest that complexity arises mostly because 
of changes in human behaviour, and also because of 
changes in the scale and nature of human interactions, 
either directly with each other, but increasingly mediated 
in new and different ways through emerging and evolving 
technology.  

One might ask what has led to this increase in complexity, 
and to respond to this, it is necessary to consider some of 

the macro-level trends affecting us. These include:   

●​ An increasing pace of change in technology, 
especially informational, with greater 
digitisation and sophistication of processing, 
including recent accelerations in AI; 

●​ Increasing interconnectivity with global, 
light-speed transmission of media, reporting, 
commentary and disinformation; 

●​ Climate and biosphere degradation impacting 
on society, trade and supply chains; 

●​ A more multi-polar world, with significant 
global hyper-competition [3]; 

●​ Increasingly hybrid conflict with competitive 
and conflictual actions being taken by state 
and non-state actors across multiple domains 
and environments; 

●​ Increasing instability of politics, international 
norms and value-sets; 

●​ Opinion-forming and influencing communities 
that lay outside the control of conventional 
media and authorities that are not 
geographically constrained. 

 

Crucially, there is no single or primary trend that is 
driving change or complexity; rather, it is the confluence 
of multiple factors and their frequently unpredictable 
interactions that are of greatest concern. These will be 
the primary source of challenge for Command and 
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Control in the future in coping with the inherent 
complexity of conflict and crisis from now until 2040 and 
beyond. The fact that this is the case should not be 
surprising as it has been recognised for some time in 
other sectors. For example, as explained by Jackson [2], 
in 2010 an IBM survey of chief executive officers believed 
that rapid escalation of complexity was the biggest 
challenge facing them. Similarly, the OECD in 2017 noted 
that “Complexity is a core feature of most policy issues 
today; their components are interrelated in multiple, 
hard-to-define ways. Yet governments are ill equipped to 
deal with complex problems.” 

2​ THE NATURE OF COMPLEXITY IN THE CONTEXT OF COMMAND 
AND CONTROL 

There is a significant challenge with attempting to 
provide a concise explanation of complexity, as is needed 
for this short paper. The reason is the multitude of 
different perspectives and opinions on its perceived 
nature. Firstly, this is not helped by many misconceptions 
about what is complex and what is not. For example, 
some observers suggest that complexity is ‘in the eye of 
the beholder’. That is, if it is perceived as complex, then it 
is so. This is a dangerous and deceptive path to tread as it 
suggests that complex problems might ultimately be 
easily solved, as we are blocked merely by a failure of 
understanding and hence, once this understanding is 
developed, new systematic methods could be employed. 
However, if one takes a more scientific perspective then 
there is a distinct difference in nature between 
complicated and complex problems, and the 
consequence is that no systematic solutions will ever be 
possible. That is, these problems will forever be difficult 
and challenging and we will never succeed by employing 
approaches, however sophisticated, that work with 
‘merely’ complicated problems1. Secondly, even if one 
accepts that there is a difference between an informal, 
general public perception of complexity and a more 
formal scientific characterization, there are still 
differences of view within the latter. However, one 
academic [4] has critiqued repeated disclaimers about 
not having an agreed view, and suggests that this may be 
the result of mixing up a description of a field of study (in 
this case complexity or complexity science) with more 
detailed explorations of its many different parts. As an 
example of the latter, there are several papers which 
define a multitude of different types of complexity [5,6,7] 

1 There is a distinction between complicated and complex problems. A primary 
difference is that with the former, cause and effect are related and thus it may 
be possible through analysis to predict likely outcomes if starting conditions 
are sufficiently known. In contrast, for complex problems, the relationship 
between cause and effect is frequently unknown and the same starting 
conditions can produce very different outcomes, being dependent on 
indeterminate interactions of system elements. 

including organised/disorganised complexity, chaotic 
dynamics, Kolmogorov complexity, Kauffman’s 
complexity, irreducibility etc.  

The academic’s critique proposes that we take a different 
perspective, in that there appears to be more agreement 
on the nature of complexity than is first apparent. He 
notes that, for example, in 1962 Herbert Simon said 
“Roughly, by a complex system I mean one made up of a 
large number of parts that interact in a non-simple way”. 
Then some 60 years later a more recent paper stated that 
“a complex system is (a) a collection of objects or agents 
with high cardinality, which (b) interact with one another 
in a nontrivial way such that (c) the collective behavior of 
the system is unexpected or different from, or not 
immediately predictable from, the aggregation of the 
behavior of the individual parts.” 

Once we transcend the debate about what complexity is, 
we then move into the even more challenging question 
of why complexity is so difficult a subject for more 
traditional approaches to science. Jackson [2] concisely 
described the challenge of complexity for science by 
conveying that, initially, science was able to deal with 
problems of organised simplicity. Here, there are a small 
number of elements that are related to each other in 
predictable ways. The mathematical tools which can be 
used to describe such systems are those of calculus and 
differential equations. Later, problems of unorganised 
complexity were also addressed, where there are large 
numbers of components exhibiting high degrees of 
unpredictability2. The appropriate mathematical tools for 
these problems are those of statistical mechanics and 
probability theory. The implied problem created by these 
twin considerations is that the appropriate mathematics 
deals only with the extremes of complexity or 
randomness. This leaves a huge gap, where unfortunately 
most real-world problems lie. That is, in the region of 
organised complexity. Here problems are too complex for 
analytical approaches and too organised for the 
application of statistics. This problem type predominates 
in the life, behavioural, social and environmental sciences 
and according to Weaver [8] requires “.....science to make 
a third great advance, an advance that must be even 
greater than the....conquest of problems of simplicity or 
the....victory over problems of disorganised complexity. 
Science must, over the next 50 years, learn to deal with 
problems of organised complexity.” 

However, despite all of the above, the term “complexity” 
is still not sufficient to fully explain the nature of the 

2 Jackson is expressing a broader and more scientific view on complexity than is 
frequently envisaged in informal discussion. That is, complexity can be both 
organised and unorganised, but it is the former that we are usually referring to 
when considering the types of problems posed to defence enterprises. 
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challenges that defence, and hence C2, will be 
increasingly facing. The competitive, crisis and conflict 
situations of the future will increasingly produce 
challenges that are also known as wicked problems [9] 
i.e. unstable situations that ‘resist being solved by 
classical problem-solving’3.  Such problems can also be 
referred to as ‘messes’ [11] or ‘social messes’, given they 
concern multiple stakeholders and there is no single 
agreed understanding of the problem, let alone 
agreement on how to solve it, with no one actor having 
access to all the means necessary to bring about systemic 
change. Further, some theorists have conceived of an 
additional category, that of super-wicked problems, 
denoting those problems, such as climate change, which 
are considered to be near-irresolvable due to additional 
confounding factors being in play. 

 

 

Figure 1: Overlaying of problem types 

There is no easy and concise way to explain how the 
various problem classes relate to each other, but they are 
related, and they do overlap in terms of some of their 
properties, as Figure 1 above attempts to portray4. 

3​ THE IMPLIED CHALLENGE FOR C2  

The more traditional form of Command and Control we 
experience today in terms of its concepts, processes and 
organisation, was developed in the era of industrial age 
warfare. Thus, it was strongly influenced the by ideas of 
the time, which were based on the use of machines for 

4 This diagram is only intended to be illustrative and will not be correct, as it is 
far from clear how the problem types relate to each other. This is exemplified 
by the relevant academic literature, which contains a multitude of attempts to 
better characterise and explain what the relationships between the problem 
types are [12].   

3 Note that complex problems are not the same as wicked problems, but they 
are related. For example, Conklin suggests that Rittel and Webber (the 
originators of the term wicked problems): 'distinguished a new domain of 
problem type, as opposed to, say, a new way of solving complex problems. 
Problem wickedness is not about a higher degree of complexity, it is about a 
fundamentally different kind of challenge to the design process, one that 
makes solution secondary and problem understanding central.'[10] 

mass production, enforcing machine-like behaviour from 
humans, using principles of scientific management [13], 
and including an analysis of workflows to achieve 
economic efficiency via the use of optimised5 and 
standardised processes. This perspective also imposes 
itself on the nature of environmental problems that 
organisations experience and attempt to address. It 
assumes that the world can be sufficiently understood, 
that problems can be analysed and reduced to their 
component parts, that causality can be determined and 
predicted, that solutions to the various parts can be 
found, and hence solutions when applied will resolve 
“the problem”6. There is thus a linearity of thinking and 
process that is put in place, which includes how planning 
of problem resolving activity is conducted. Implicit in this 
type of planning is a reliance on simple causal reasoning, 
which due to inherent complexity and 'wickedness’, will 
in many cases will be flawed. That is, we assume from 
experience that if A happens, then B will necessarily 
follow. However, without a decent explanation as why 
this should be so, especially in particular settings with a 
multitude of different variables, such reasoning is more 
than likely to be in error [14]. The consequence of such 
errors is that we continue to, and increasingly, misjudge 
crisis and conflict situations, and hence the eventual 
outcomes are far from those desired. It is perhaps useful 
at this juncture to consider some further helpful words 
from Jackson [2], to help reinforce the previous points. 

“What help can decision makers expect when tackling the 
messes and wicked problems that proliferate in this age 
of complexity? They are usually brought up on classical 
management theory that emphasises the need to 
forecast, plan, organise, lead, and control. This approach 
relies on there being a predictable future environment in 
which it is possible to set goals that remain relevant into 
the foreseeable future; on enough stability to ensure that 
tasks arranged in a fixed hierarchy continue to deliver 
efficiency and effectiveness; on a passive and unified 
workforce; and on a capacity to take control action on 
the basis of clear measures of success.  These 
assumptions do not hold in the modern world, and 
classical management theory provides the wrong 
prescriptions.” 

“They pander to the notion that there is one best 
solution in all circumstances and seek to reduce complex 
problems to the particular issues they can deal with. They 

6 There is also an assumption of an ability to ‘control‘ what is happening in the 
environment, whereas the reality for complex systems, especially those which 
are adaptive, is that they will either unpredictably or purposefully prevent such 
control having its desired effect. 

5 Such optimization leads to organisations that find it difficult to adapt and are 
not resilient, which is not a desired outcome for C2 organisations. 
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concentrate on parts of the problem situation rather than 
on the whole, missing the crucial interactions between 
the parts. They fail to recognise that optimising the 
performance of one part may have consequences 
elsewhere that are damaging for the whole. They often 
fail to consider an organizations interactions with a 
rapidly changing environment. Finally, they don't 
acknowledge the importance of multiple viewpoints and 
internal politics…..Fundamentally,….they're not systemic 
enough.” 

Arguably, the divergence between the challenges faced in 
complex operating environments, and our current 
traditional approach to C2 is getting ever wider, such that 
the likelihood and severity of a future national security 
catastrophe in the timescales of the intended UK Future 
C2 concept will increase to a considerable and frightening 
extent. The challenge for defence is that these outdated 
industrial and scientific management perspectives, and 
many implicit assumptions derived from them, are 
deeply engrained in the defence institution, in its culture, 
in its concepts and doctrine, in its education, and even in 
its selection and promotion processes for personnel. 

4​ WHERE SOLUTIONS MIGHT BE FOUND 

The discussion above has focussed on some of the 
challenges created by complexity. However, in doing so it 
has avoided covering other problem types that Defence 
has to deal with. In this regard it is perhaps worth noting 
that not all problems are complex or wicked, and not all 
aspects of even complex problem situations are 
themselves complex. To help untangle these distinctions 
it is helpful to use a framework for thinking, and the one 
most often employed in this context is Cynefin [15], 
which seeks to determine during sensemaking whether a 
situation is clear, complicated, complex or chaotic. The 
framework quite reasonably suggests that we employ the 
appropriate approach to the relevant situation; that is, 
we don’t apply overly sophisticated methods to clear and 
complicated problems or try and address complex ones 
with overly simplistic and standardised solutions, as 
discussed earlier in this paper. However, because the 
focus of this paper is on what we need to do differently, 
and not what we can safely re-use from the past, the 
remainder of what comes next will describe in brief 

terms what needs to change in C2 to better cope7  with 
complexity. 

Because we don’t sufficiently understand the nature of 
complex, wicked, and messy problems8, finding ways to 
resolve, or cope with them better is also extremely 
challenging. Therefore, there is no one single approach or 
method sitting on the shelf that one can employ. Neither 
the disciplines of science nor management have 
developed a definitive or commonly agreed approach. 
What this probably entails is that defence will need to 
develop its own approach for dealing with these problem 
types, in a way that is workable in its context, and in a 
way that can operate without too much friction with 
more routine approaches for dealing with clear and 
complicated problems. Unlike in the past, whatever this 
approach is, it cannot remain static, otherwise it will just 
become tomorrow’s obsolescent way of working. It 
therefore needs to become an ever evolving, adapting 
and improving “thing”; more like an evolving organism 
[16], than a stable, scientific management machine. It 
almost certainly needs to be based on a learning 
organisation approach, with constantly reflective 
practice. 

If one accepts the argument above, this still leaves the 
question of where to start, and how to start, the process 
of change.  The good news is that there are many sources 
of inspiration that can be used. A necessary precondition 
is that, whatever approach is considered, it needs to be 
founded on the concepts of treating systems as wholes 
(borrowing appropriate ideas from systems 
thinking/critical systems thinking)9, and it has to be based 
on an acceptance of all of the uncertainty, and 
unpredictability that emerges from complexity 
(complexity science). As an example of such potential 
starting point, Snowden and Rancati recently published a 
so-called field guide [18] to help managers cope better 
with complexity, a publication sponsored by the EU. A 
second potential source is from the 
’multi-methodologists’, such as Midgely, Jackson and 
Flood who have taken the view that we need to 

9 Note prior attempts by Dstl to embed systems thinking in a military HQ, for 
example via the Alternative Thinking Team concept [17]. 

8 Note that a problem could simultaneously be all of these. 

7 Note that we cannot truly “manage” complexity. In that regard Prof Michael 
Jackson was counselled against using the phrase “the management of 
complexity” in the title of his book. He agreed that we need to navigate 
through complexity, and that we can't manage it.  However, he also believed 
there are some aspects of complexity that we can manage and additionally 
that “managing” can also carry the meaning of handling, coping, and getting 
by, not just “controlling”. 
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understand better what assumptions we are making 
when we employ a systems theory and approach, to 
ensure that we apply theories, concepts and approaches 
that are appropriate to particular problem types. Hence, 
they devised the so-called “System of Systems 
Methodologies” [2], which attempt to classify methods 
and approaches according to a best fit with a problem 
type. They did this by using two dimensions, one of 
which is a simplification of Cynefin (with just simple and 
complex types) and the other is the nature of the 
relationship between participants involved in problem 
resolution (unitary, pluralist, coercive), which refers to 
participants having shared views, aligned views or 
potentially conflicting views. Neither of the above 
provides a “ready to go” solution10, but each contains a 
wealth of ideas and potential seeds from which to grow 
something usable, which could be gradually honed and 
adapted through practice for defence use.  

Before leaving this point it is worth noting that there is 
some disagreement between methodologists about the 
appropriateness of particular ways of viewing the world 
and their aligned methods, in the specific context of 
complexity. Some would argue that ‘systems’ thinking 
and methods are entirely appropriate whereas others 
might suggest that they are flawed and that new thinking 
and methods based on ‘complexity science’ are what is 
needed. Suggesting ways to resolve these different 
perspectives, except in an abstract and academic manner, 
is itself problematic, as obvious proposals are at risk of 
being defeated by the very nature of the problem 
situations discussed in this paper. That is, it may be 
dangerous to claim definitive success or failure, benefit 
or detriment of particular approaches based on 
experience, as this would be an inductive approach that 
could be invalidated by the very next experience and 
could also be based on flawed causal reasoning 
connecting any approaches taken and the eventual 
situational outcomes. As discussed above, the only 
potential viable approach may be to create some 
diversity, try many approaches and variants, and 
gradually learn our way towards something which 
appears to work better, noting that this also needs to be 
kept under continuous review, with the potential for 
adaptation always primed, as the operating environment 
continues to change around us.  

To conclude this discussion, it is necessary to note that 

10 These are merely examples, and thus it is recommended that a careful and 
considered approach is taken to the selection of concepts from these sources 
for experimentation and potential development, and also that the pool of such 
sources is expanded to increase the likelihood of finding those which are most 
effective and practical for defence use. 

 

this paper has only addressed the appropriateness of 
concepts, theories and approaches. This is obviously just 
one aspect of what needs to change for Future C2, and 
leaves many other areas unexplored, such as how to 
organise C2 better to cope with these more complex, 
wicked and messy problems. The latter observation 
assumes that the types of approach referred to in this 
document are unlikely to be practiced well in a 
conventional C2 organisation. However, the detail of such 
a discussion is beyond the scope of this paper, and is 
explored in part in DCDC Concept Information Note 2 on 
emergent defence organizing [19]. 

5​ SUMMARY 

This paper has attempted to convey the following chain 
of argument: 

●​ That change in the future operating 
environment will likely continue along already 
observable trends, along with some surprises 
and unpredicted occurrences, and the result 
of this is increasing complexity in both the 
operating environment and in the nature of 
the problems faced by C2 within the wider 
national security enterprise. 

●​ Whilst there remains significant debate about 
the nature of complexity, there is also 
considerable agreement about its primary 
features, and thus also in its implications. 

●​ Future competition, crisis and conflict will 
most likely reside in the complex and chaotic 
domains11, where cause-and-effect 
relationships are unclear and unpredictable. 

●​ Relying solely on traditional C2 methods that 
are based on theories and concepts which no 
longer apply, especially in these types of 
situations, is likely to lead to failure. 

●​ There is a need to include, in the context of 
complex environments and complex adaptive 
systems, a recognition that we can no longer 
assume an ability to effectively ‘control‘ what 
is happening in the environment.  

●​ Therefore, it is crucial to embrace the 
required change very soon and adopt and 
develop new approaches.  

●​ By recognising the limitations of traditional 
C2, and adapting our approaches to better 
cope with the ever-changing nature of 
competition, crisis and conflict, national 
security enterprises will be better able to 

11 Note that the use of ’domain‘ here is in the sense that the author of Cynefin 
(David Snowden) intends, and not in the sense of multi-domain integration or 
operations. 
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maintain effectiveness in the face of new 
threats and challenges, i.e. those that will 
inevitably be hiding in future complexity. 

 
It is beyond the scope of this paper to 

comprehensively define what defence 
organisations might need to do to improve their 
capacity to cope with complex and wicked 
problems. However, the following is a 
non-exhaustive set of proposals as to what may 
be needed. 

 
●​ From a science and technology perspective there 

is a need to develop a range of approaches, with 
a guiding meta-approach, that collectively enable 
defence C2 organisations to make sense of 
complex situations and develop and execute a 
continuous adaptive and proactive response. 

●​ From an education and training perspective there 
is a need to upskill leaders and wider C2 
practitioners, perhaps exploiting some of the 
ideas embedded in extant courses such as the US 
Army School of Advanced Military Studies. 

●​ From a concepts and doctrine perspective there 
is a need to develop new ways of thinking and 
acting, and this will also impact wider doctrine 
for various C2 activities e.g. doctrine associated 
with campaign planning. Consequently, these will 
need to be adjusted and perhaps even re-written. 

●​ From a personnel perspective there is a need to 
recruit individuals with different mindsets and 
develop a professional cadre of staff who are 
educated, trained and continuously developed to 
cope with the ever unfolding and changing 
nature of complex and wicked problems. 

●​ From an organisational perspective there is a 
need to be able utilise the new approaches 
within a partnership of diverse actors 
pan-government, pan-agency and 
pan-multi-national allies.  

●​ From an information and technology perspective 
there is need to support the new approaches 
which will include the more diverse and adaptive 
ways of working required to cope. Typical C2 
technology, which is designed to support 
standardised and optimised processes, will be 
inappropriate. 

 
In summary, we propose that for the future, Defence 
needs to take a different perspective on C2, enabling it to 
more effectively address challenging problems arising 

across all of the domains12. We need to be proactive in 
driving the changes needed to transform C2 to a new 
manifestation. This paper provides a few examples of 
actions we could take and are proposed with the intent 
to prompt a debate on what they should be and how we 
might collectively undertake them.   

Note: This paper is an adaptation and expansion of DCDC 
Concept Information Note 1 [20] which was published by 
DCDC in early 2024 as a precursor to a full UK Joint 
Concept Note being published on the Future of C2  
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