Learn Cloud, Data & Al from Experts

Hands-On Lab

Deploy & Manage an Amazon-like Shopping
Website using DevOps Tools
(Terraform, Jenkins (CI-CD), SonarQube,
Docker & Trivy on AWS Cloud)

Scenario:

Imagine a startup called ShopifyLite is developing an Amazon clone app. They use Terraform for
infrastructure management and Jenkins for CI/CD. Developers write code, Jenkins tests it, and if
successful, Terraform deploys it to AWS. This automated process ensures fast and reliable
updates, enabling ShopifyLite to offer a seamless shopping experience to users while efficiently
managing their infrastructure.

Description:

This project involves creating an Amazon clone app named ShopifyLite. Using Terraform for
infrastructure management and Jenkins for CI/CD, the team automates testing and deployment
processes. Developers push code changes, Jenkins tests them, and Terraform
deploys updates to the Shopping Website hosted on AWS Cloud. This ensures a fast and
reliable app launch, allowing users to browse and shop seamlessly.
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1 INTRODUCTION & KEY CONCEPTS
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1.1 What is Terraform?

Terraform is an open-source Infrastructure as Code (laC) tool developed by HashiCorp.
It allows users to define and provision infrastructure in a declarative configuration
language. With Terraform, you can manage and automate the deployment of
infrastructure resources across various cloud providers, on-premises environments, and

even third-party services.

Key features of Terraform include:
Declarative Configuration: Infrastructure is defined in human-readable configuration

files, specifying the desired state of the infrastructure.

Multi-Cloud Support: Terraform is cloud-agnostic and supports multiple cloud
providers, including Amazon Web Services (AWS), Microsoft Azure, Google Cloud
Platform (GCP), and others.
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Resource Graph: Terraform builds a dependency graph of resources, enabling efficient

provisioning and parallel execution of infrastructure changes.

State Management: Terraform keeps track of the current state of infrastructure,

allowing it to plan and apply only the necessary changes to achieve the desired state.

1.2

What is Docker?

Docker is a platform and set of tools designed to make it easier to create, deploy, and
run applications by using containers. Containers allow developers to package up an
application with all the parts it needs, such as libraries and dependencies, and ship it as

one package. This ensures that the application will run on any environment.

1.3

What is OWASP?
OWAGSP stands for the Open Web Application Security Project. It is a non-profit

organization focused on improving the security of software. OWASP provides
resources, tools, and best practices to help organizations develop, deploy, and
maintain secure web applications. They also publish a list of the top web
application security risks, known as the OWASP Top 10, which serves as a guide
for developers and security professionals to prioritize their efforts in addressing

common vulnerabilities.

1.4

What is SonarQube?

SonarQube is an open-source platform used for continuous inspection of code
quality to perform automatic reviews with static analysis of code to detect bugs,
code smells, and security vulnerabilities on over 20 programming languages. It
integrates with various CI/CD tools and provides detailed reports on code quality
metrics, helping development teams to improve code maintainability, reliability, and

security throughout the software development lifecycle.
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DOCUMENTATION

1. Terraform:

https://www.terraform.io/docs/

2. Terraform Provider:

https://reqistry.terraform.io/providers/hashicorp/google/latest

3. Docker:
https://www.docker.com/

4. AWS S3:
https://aws.amazon.com/s3/

5. AWS CLI:
https://aws.amazon.com/cli

6. Jenkins:

https://www.jenkins.io/doc/book/installing/linux/
7. SonarQube:

https://www.sonarsource.com/products/sonarqube/downloads/
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Pre-REquisITE
To perform this lab, you'll need an AWS Cloud account. Please refer to the following
Activity Guide to create one.

Regqister for an AWS Free Tier Account, Amazon Web Services & loqg in to the AWS

Console

AWS for Beginners

0% Lab 1: Create AWS FREE Tier Account ® ¢
Module 1: AWS Services Overview v
Module 2: Hands-On Labs ~ ’

aws

Lab 1: Create AWS FREE Tier Account

Sign up for AWS
Lab 2: Create CloudWatch Billing Alerts )

Explore Free Tier products witl
new AWS a

How to Check AWS Bill and Reach Out t...
How to Troubleshoot Billing Issues —~ TN

Lab 3: Creating & Connecting Linux Mac...

Lab 3.1: Mac to Connect Linux VM Conn... [« [ERe—
Lab 4 : Creating Windows Machine On A...

Lab 5: Install & Configure AWS CLI 1. Step by Step Guide: Create FREE AWS Account & Access Console

Ensure we have a DockerHub account..
Note: If you don’t have a Docker Hub account, please check this official link.

https://hub.docker.com/
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4 CosT 10 PERFORM THIS LAB

Cost Estimate: The estimated cost for this lab is $0.0928 per hour.

Since we're using a t2.large instance, it will incur charges whether you're on the Free
Tier or a Pay-As-You-Go account.

e EC2 Instance (t2.large): ~$0.0928 per hour per instance.

For more detailed pricing information, refer to the link below:

¢~ EC2 Pricing
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5 LAuncH & CoNFIGURE EC2 INSTANCE

In this section, we are creating an EC2 instance and configuring it so we can install

Terraform and Docker in our next step.

1. Open your console.

Console Home + Add widgets

Recently visited info : Welcome to AWS

IAM Identity Center (successor to AWS Single ... FSx //Q)7 Getting started with AWS [4

2. Search for EC2 in the search bar and click on it.

Services Q ec2

Search results for 'ec2

Services

Features (53)

8 ec2

Virtual Servers in the Cloud

Resources | New

Blogs (1,935)

3. Click on Launch Instances.

@ New EC2 Experience

ch X
Tell us what you think Resources EC2 Global view [2 ‘ | c | ‘ ® ‘
EC2 Dashboard
You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

EC2 Global View
Events Instances (running) 0 | Auto Scaling Groups 0 cated Hosts 0
Tags . .

Elastic IPs 0  Instances Key pairs 1
Limits

Load balancers 0  Placement groups 0 Security groups 5

¥ Instances
Instances Snapshots 0 Volumes 0
Instance Types
Launch Templates @ Easily size, configure, and deploy Microsoft S@L Server Always On availability groups on AWS using the X
Spot Requests AWS Launch Wizard for SQL Server. LearpAmnore
Savings Plans /
Reserved Instances
. Launch instance Service health

Dedicated Hosts

To get started, launch an Amazon 22 instance, whichis a
Scheduled Instances virtual server in the cloud | C | ‘ AWS Health Dashboard [4
Capacity Reservations

| Launch instance ¥ | Region
v Images

US East (N. Virginia)

AMIs Migrate a server [/

Ctatiie

Copyright© K21Academy | All Rights Reserved

Account attribute:

Supported platforms [4
s VPC

Default VPC[4
vpc-09552¢cad50650a7

Settings

EBS encryption

Zones

EC2 Serial Console
Default credit specificat

Console experiments

Additional inform

Getting started guide [Z
Documentation [4

All EC2 resources [4

Forums [2
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4. Choose name as Terraform & choose Ubuntu Server, select 22.04 LTS architecture and

v

Click on Select & Choose an Instance type t2.micro as it is in free tier.

EC2 %% Instances » Launch an instance I

Launch an instance .

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
Following the simple steps below.

Mame and tags info

MName

Terraform Mario Add additional tags

» Application and OS5 Images (Amazon Machine Image) 1nic

An AMI s a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMls if you don't see what you are looking for
below

Q. Search our full catolog including 1000s of application and OS5 images

Recents Quick Start
Amazon macOs Ubunitu Windows Red Hat SUSE L Q
Linux
_ ) 5 Browse more AMIs
aws ‘: ubuntu® =l blicrosoft o, Red Hat C,:,‘ Including AMIs from
e sUs AWE, Mz F i

Amazon Machine Image (AMI)

Ubuntu Server 22.04 LTS (HVM), S50 Volume Type Free tier eligible
ami-0c 721 Todded 17cfec (B4-bit (xBE)} F ami-05d47d29a4c2d 191 (64-hit (Am)) v
virtualization: v EMA enabled: true  Root device type: abs

| |

5. Select an existing key pair or create a new one, we will create a new one, enter the name
of the Key-pair as mario Keypair, select .ppk and Create the Key Pair.

6. Now in networking, Click on Create a new Security Group and allow all the https,http.

Copyright© K21Academy | All Rights Reserved
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» Key pair (login) fo

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance.

Key pair name - required

mariokey L4 (& Create new key pair

» Network settings infe

Metwork  info

vpe-046021852ccb25093 | Default_VPC

Subnet  infa

Mo preference (Default subnet in any availability zone)
Auto-assign public IP - 1nfe

Emabyle

Firewall (security groups)  Infa

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach youwr
instance.

O Create security group (1 Select existing security group

Wie'll create a new security group called 'launch-wizard-18" with the following rules:

Allow S5H traffic from

Helps you connect to your instance

Arpwhere
0.0.0.0/0

Allow HTTPS traffic from the internet
To 58t up an endpoint, for exam ple when creating a web sarver

Allow HTTP traffic from the internet
To sat up an endpoint, for example when creating a web server

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known P addresses only.

w Configure storage mfo Advanced

Ix | a8 | GiE | qp2 - Root volume (Mot encrypted)

| Add new volume |

The selected AMI contains more instance store wolumes than the instance allows, Only the first O instance store
wolumes from the AMI will be accessible from the instance

@) Click refresh to view backup information c
The tags that you assign determine whether the instance will be backed up by amy

Data Lifecycle Manager policies.

0 x File systems Edit

Copyright© K21Academy | All Rights Reserved
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7. Click on Launch Instance & Click on View All Instances.

EC2 Instances Launch an instance

@ Success
Successfully initiated launch of instance (i-027ba060342207db8)

P Launch log

Next Steps

Get notified of estimated charges

Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier

How to connect to your instance
Your instance is launching and it might be a few minutes until it is in the running state, when it will be ready for you to use

Click View Instances to monitor your instance's status. Once your instance is in the 'running’ state, you can connect to it from the Instances screen. Find out how to connect to your instance

View more resources to get you started

8. Refresh and you shall see your instances are up and running, and the Status check has

changed to 2/2 checks.

Instances (2) info | Instance state ¥ | ‘ Actions ¥ | Launch instances ¥
‘ Q, Find Instance by attribute or tag (case-sensitive) ‘ | All states w ‘ 1 '@}
m) Name # v Instance ID ‘ Instance state ¥ ‘ Instance type ¥ ‘ Status check ‘ Alarm status | Availability Zone < ‘ Public IPv4 DNS
IE] Terraform Proj... i-00e7fabbcOe5d7cfb © Stopped @ @ t2.micro - View alarms 4 us-east-1d - I
O EKS-instance i-0a20bccb811f4143d © Stopped @ @ t2.micro - View alarms == us-east-1d -

9. Click on connect and you are connected to your machine.

Copyright© K21Academy | All Rights Reserved
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Connect to instance

Connect to your instance i-039e6686d3af7b69¢ (Terraform Mario) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
i-039e6686d3af7b69c (Terraform Mario)

Connection Type

© Connect using EC2 Instance Connect () Connect using EC2 Instance Connect Endpoint

ct using the EC2 | “onnect brov base

using the E( Connect browser-based
th a public IPv

Lol

client,

Public IP address
54.160.203.116

Username
Enter the username defined in the AMI used to launch the instance. If you didn't define a custom username, use the default u
ubuntu.

Q. ubuntu X

(@ Note: In most cases, the default username, ubuntu, is correct. However, read your AMI usage instructions to

check if the AMI owner has changed the default AMI username.

Cancel Connect

[Alt+S]

] in:
Memory 2 ac for eth0: 17
Swap u
Expanded Security Maintenance for Applications is not enabled.

0 updates can be applied immediately.

FEnable ESM Apps to receive additional futur uri updates.
See h ://ubuntu.com/esm or run: sudo pro

run: sudo apt update

Ubuntu sy are software;
ribed in the

Thuntu comes with ABSOLUTELY NO WARRANTY, e permitted by
applicable law.

To run a command as admini r "root"™), "sudo <command:
e "man sudo_root" for i

ubuntu@ip-17

i-039e6686d3af7b69c (Terraform Mario)
PubliclPs: 54.160.203.116  PrivatelPs: 172.31.29.0

Now you have successfully connected to your Ubuntu instance

Copyright© K21Academy | All Rights Reserved
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10.Run the following commands for root user permission.

sudo su
&

apt update -y

ubuntu# apt update -y
archive.ubuntu.com/ubuntu jammy InRel
archive.ubuntu.com/ubuntu jammy-updat [118 kB]
archive.ubuntu.com/ubuntu jammy-backport [109 kB]
y.ubuntu.com/ubuntu jammy-security InR
.ubuntu. com/ubuntu
.ubuntu. com/ubuntu
.ubuntu. com/ubuntu
.ubuntu. com/ubuntu
.ubuntu. com/ubuntu
.archive .ubuntu. com/ubuntu
chive .ubuntu. com/ubuntu
.archive .ubuntu. com/ubuntu
.archive.ubuntu.com/ubuntu j
.archive.ubuntu. com/ubuntu
.archive.ubuntu.com/ubuntu j
.archive.ubuntu. com/ubuntu
.archive.ubuntu.com/ubuntu ja
.archive.ubuntu. com/ubuntu
i ubuntu.com/ubuntu jammy-upda
ubuntu.com/ubuntu jammy-updates/multiverse amdé4 c-n-f Metadata [472 B]
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SeT up TERRAFORM & AWS CLI
]

6.1 Setup Terraform

Setting up Terraform involves installing the Terraform software on your system. This
enables you to create, modify, and manage infrastructure as code using Terraform
configuration files.

1. Install the wget package using the command:

sudo apt install wget -y

root@ip-172-31-29-0:/home/ubuntu# sudc apt install wget -¥
Reading pa lists... Done
Building dency tree... Done
Reading information... Done
t is already the newest version (1.21.2-2ubuntul).

to manually installed.
> 0 newly installed, 0 to remove and 74 not upgraded.
0:/home/ubuntu# [j

2. Download and add HashiCorp GPG key to the keyring:

wget -O- https://apt.releases.hashicorp.com/gpg | sudo gpg

-—-dearmor -o /usr/share/keyrings/hashicorp-archive-keyring.gpg

—.-KB/s

2024-02-20 06:45:47 (1.20 GB/s) - written to stdout [

root@ip-172-31-29-0: /home/ubuntu# ||

echo "deb
[signed-by=/usr/share/keyrings/hashicorp-archive-keyring.gpg]
https://apt.releases.hashicorp.com $(lsb release -cs) main" |

sudo tee /etc/apt/sources.list.d/hashicorp.list

hashicorp.com §(1sb release -cs) main" | sudo tee /etc/apt

hashicorp-archive-keyring.gpg] https://apt.rel shicorp.com jammy main

home /ubuntug 1l

Copyright© K21Academy | All Rights Reserved
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3. Update the package index and install Terraform:

sudo apt update && sudo apt install terraform -y

root@ip-172-3 :/home /ubuntu# sudo apt update && Judo apt install terraform -y
Hlf 1 http://us-e .e archive.ubuntu.com/ubuntu e
http://us - archive .ubuntu.com/ubuntu jammy upda InRe
http://us-e .6 archive.ubuntu.com/ubuntu ﬁammy—backports InR
: .hashicorp.com jammy InRe )
ty.- ubunfu com/ubuntu jammy-secur
.hashicorp.com jammy/main a
(146 kB/s)
Reading package lis .- Done
Building de ;
Reading

- Done

- Done

g information. .. Done

following NEW packages will be installed:
terraform
0 to remove and 74 not upgraded.
MB of
aflon, 84.5 MB of additional disk space will be used.

-hashicorp.com jammy/main amdé4 terraform amdéd 1.7.3

dafaba,w ... B 3 i currently installed.)
g to unpack ..., af 7. .deb ...
king terraform (1.7.
ting up terraform (1.7

root@ip-172 29-0:/home/ubuntu# which terraform
/asr/bin/ter O
root@ip-172 9—0:/home/ubuntu# |:|

Now you have successfully installed Terraform.

6.2 Setup AWS CLI

Aws using your computer’s command lines instead of clicking around on a website. It
helps you do things like telling AWS to create or manage stuff, all by typing commands
in a special language your computer understands. It’s like giving orders to AWS with
your keyboard instead of a mouse.

1. Install the unzip package using the command:

sudo apt -y install unzip curl

Copyright© K21Academy | All Rights Reserved
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home /ubuntu# sudo apt -y install unzip curl
. Done
. Done
. Done
ion (7.81.0-lubuntul.15).

5 will be installed:

1 newly installe 0 to remove and 74 not upgr
et 175 kB of archiw
r this ope kB of additional disk space will be
:1 http://us-e ec2.archive.ubuntu.com/ubuntu jammy-updates, ) tu3.2 [175 kB]
Fetched 175 kB in 0Os kB/s)

2. Download the AWS CLI installer package using curl:

curl "https://awscli.amazonaws.com/awscli-exe-linux-x86 64.zip"

-0 "awscliv2.zip"

root@ip-17 9 ttps://awscli.amazonaws e-linux-x 4.zip" -o "awscliv2.zip"
% Total i erage 5 rime I'ime
Upload Total Spent

3. Unzip the AWS CLI installer package:

unzip awscliv2.zip

root@ip-17: 29-0: /home/ubuntu# unzip awsclivg.zipl

4. Run the installer script with sudo privileges to install AWS CLI:

sudo ./aws/install

root@ip-172-31-29-0:/home/ubuntu# sudo ./aws/install
You can now run: /Jusr/local/bin/aws ——version
root@ip-172-31-29-0: /home/ubuntu# I

5. Run the below command to check the AWS CLI Version.

aws —--version
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root@ip-172-31-29-0:/home/ubuntu# aws —--version
Python/3.11.6 Linux/6.2.0-1017-aws exe/x86 64.ubuntu.22 prompt/off

root@ip-172-31-29-0: /home/ubuntu# D

Now we have successfully installed AWS CLI.

Copyright© K21Academy | All Rights Reserved
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7 CRrReATE |IAM UsErR
1. Go to the Dashboard & in the search bar type IAM

Services

Services IAM

Features Manage access to AWS resources

Resources Mew

Documentation
IAM Identity Center

Knowledge articles ) L
Manage workforce user access to multiple AWS accounts and cloud applications

Marketplace
Blog posts

Events Resource Access Manager
Tutorials Share AWS resources with other accounts or AWS Organizations

2. Click on User on the left side.

Identity and Access <
Management (IAM)

| Q, Search IAM /

Dashboard

¥ Access management

User grou

Users

Roles

Policies

Identity providers
Account settings

Root access management New
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3. Give a name to your user, Amazon and tick on Provide user access to

management console and then click on | want an IAM user option

Specify user details

User details

User name

[ Amazon |

<. valid characters: A-Z, 22 0-9,and + =, @ _- (hyphen)

Provide user access to the AWS Management Console - optional

F you're providing console access to.a person, It a best practice [ to manage their access in 1AM Identity Center

Are you praviding console aceess to a person?
User type

() Specify a user in Identity Center - Recommended
We recom nts and cloud applications.

mend that you Use Identity Center to provide Console ccess to a person. With identiy Ces

ter, you can centrally manage user access to

© Iwant to create an IAM user
we recommend that you create 1AM use:

vice-specfic cradentlals for AWS CedeCommit or Amazon Keyspaces, or a backup credential for emengency account access.

s anly I you need to enable programmatic access through access keys, se

Console password
© Autogenerated password

You can view the pasaword after you create the ucer
O Custom password
Entera password for the user

[ Show password

I Users must create a new password at next sign-in - Recommended I

@ IF you are creating programmatic access through access keys or service-specific credentials for AWS CodeComimit or Amazon Keyspaces, you €an generate them after you create this LAM user. Learn more [ ‘

Cancel | Next. |

4. Choose a password for your user —click next.

5. Attach the policies directly to your IAM user — click next

[Set permissions |

Add user to an existing group or create a new one:

roups is a best-practice way to manage user's permissions by job functions. Learn more [

Permissions options

(O Add user to group () Copy permissions © Attach policies directly

Copy all group memberships, attached managed policies,
and inline policies frem an existing user.

Add user to an existing group, or create a new group. We
recommend using groups to manage user permissions by job
function.

Attach a managed policy directly to a user. As a best practice,
we recommend attaching policies to a group instead. Then,
add the user to the appropriate group.

Permissions policies (1/1220)

Choose one or more policies to attach to your new user.

Filter by Type

Q Search ‘ | All types v

(-] Policy name [2 'y ‘ Type

AccessAnalyzerServiceRolePolicy AWS managed

C 2]

| C H Create policy [2

‘l = AdministratorAccess AWS managed - job function B
O ®= AdministratorAccess-Amplify AWS managed 0
] AWS managed 0

AdministratorAccess-AWSElasticBeanstalk

M
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Note —| will provide administrator access for now but we are careful while attaching the

policies on your workplace.

6. Click on create user.

[Review and create |

Review your choices. After you create the §ser, you can view and download the autogenerated password, if enabled.

User details

User name Console password type Require password reset

Amazon Custom password Yes

Permissions summary 1
Name [5 a Type v Used as v
AdministratorAccess AWS managed - job function Permissions policy

|AMUserChangePassword AWS managed Permissions policy

Tags - optional

Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to associate with this user.

No tags associated with the resource

Add new tag

Vou can add up to 50 more tags.

cancet Previovs m

7. Download your password file if it is auto-generated otherwise, it is your choice

@ User created successfully

You can view and download the user's password and email instructions for signing in to the AWS Management Console.

step1 .
@ Specify user details Retrieve password
- You can view and download the user's password below or email users instructions for signing in ta the AWS Management Console. This is the only time you can view and download this password.
-

@ Set permissions

@ Review and create Console sign-in URL

- I https://442042521384.signin aws.amazon.com/console
ep

Retrieve password
® P User name

1§ Amazon

Console password
[ —

Cancel Download .csv file Return to users list
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Users (1) info

An IAM user is an identity with long-term credentials that is used to interact with AWS in an account.

Q, Search | <1 > @

O User name - | Path v Group: ¥ Last activity v | MFA ¥ Password age ¥ | Console last

O Amazon / 4] - e -

8. Now click on your IAM user —security credentials

Permissions Groups Tags Security credentials Access Advisor

9. Scroll down to access keys and create access keys.

T

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or
inactive) at a time. Learn more [A

No access keys. As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term credentials. Learn more [2

‘._I': Create access key )l

1AM > Users » Amaron > Createaccess key
sep . .
e Access key best practices & alternatives i«

alternatives Avoid using long-term credentials like access keys to improve your security. Consider the following use cases and alternatives.

Step 2 - optlanal

Uso case
Set description tag
© Command Line Interface (CLI)
ou plan to use this access key to enable the AWS CLI to access your A\
step3

Retrieve access keys

© Local code

You pla to Use this access key to ensble application code in a local development enviranment to access y

o

> Application running on an AWS compute service
Yo plan to Use this access key ta enable application code FUNNING an an AWS compute service like Amazon EC2, Amazen ECS, or AWS Lambda to access your AWS account.

o)

You plan to use this access key 1o enable access for 3 third-party application or

© Application running outside AWS

You plan to use thi access key 1o authenticata werklads running In your data center or other infrastr

© Other
Your use case s not listed here.

) Third-party service ‘

c Alternatives recommended

« Use AWS CloudShell, a browser-based CLI, to run commands. Learn more [4

- Use the AWS CLI V2 and enable authentication through a user in IAM Identity Center. Learn mare [

Confirmation

| understand the above recommendation and want to proceed to create an access key. |

e E
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Retrieve access keys us

Access key

Access key Secret

Retrieve access keys ARIAYAALYT35GNESMFHE s Show

Access key best practices

Now you have successfully created your IAM user.
10.Go to your terminal and type —aws configure

11. Now it is asked for your access key and secret key. For this open your CSV file

and paste the access and secret key and leave everything default.

format [None]:

root@ip-172-31-85-222:/# []

Now you are ready to configure AWS from your terminal.
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8 CREATING WORKSPACE & CLONE TERRAFORM RePO FRom GiTHuUB

1. Create a directory named "Amazon" using the command:

mkdir Amazon

2. Navigate into the "Amazon" directory:

cd Amazon

C:\Users} \Desktop>mkdir amazon

C:\Users\[=+ irma\Desktop:>cd amazon

3. Clone the GitHub repository using the following command:

git clone
https://github.com/k2lacademyuk/Amazon-app-Deployment-using-terra

form-and-jenkins

C:\Users\Igup arms’\Desktop\amazon>git clone https://github.com/Aakibgithuber/Amazon-app-Deployment-using-terraform-and
-jenkins.git
Cloning into 'Amazon-app-Deployment-using-terraform-and-jenkins'...
remote: Enumerating objects: 165, done.
remote: Counting objects: 100% (165/165), done.
remote: Compressing objects: 100% (153/153), done.
: Total 165 (delta 36), reused 116 (delta 11), pack-reused O eceiving objects: 67% (111/165), 1.29 MiB | 1.16 MiB

Receiving objects: 100% (165/165), 3.17 MiB | 2.13 MiB/s, done.
Resolving deltas: 100% (36/36), done.

4. Move into the cloned repository directory:

cd Amazon-app-Deployment-using-terraform-and-jenkins
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9 BuiLDING A SIMPLE INFRASTRUCTURE USING TERRAFORM
1. Go to folder — cd JENKINS-TF

root@ip-172-31-85-222:/home/ubuntu/amazon/Amazon-app-Deployment-using-terraform-and-jenkins# cd JENKINS-TE/
home/ubuntu/amazon/Amazon-app-Deployment-using-terraform-and-jenkins/JENKINS-TF# 1s
h provider.tf

: /home/ubuntu/amazon/Amazon-app-Deployment-using-terraform-and-jenkins/JENKINS-TF# D

There are three files present main.tf, install_jenkins.sh , provider.tf

Open the file —»vim Main.tf

ome /ubuntu/amazon/Amazon-app-Deployment-using-terraform-and-jenkins/JENKINS-TF# vim Main.tf I

1 ~noon

resource "aws_instance" "amazon" J
ami = "ami-0c7217cdde317cfec"
instance_type "t2.large"
key_name = "my key"
vpc_security group_ids [aws_security group.Jenkins-sg.id]

user_data templatefile("./install_jenkins.sh"

tags = {
Name = "Amazon clone"

root_block device {
volume_size = 30

Note: Change this section — ami = ami-0e001¢c9271cf7f3b9 # your ami id ,
key_name= #your key pair if any.

Click on “I” in your keyboard to enter into insert mode, then use the navigation
keys to delete and update the ami and Key name. Then Click “esc” Key and then

type “:wq” to save the file. And then Press Enter.

main.tf includes userdata, which links install_jenkins.sh file on which execution

installs Jenkins, Docker,trivy, and starts the SonarQube container on port 9000.

Copyright© K21Academy | All Rights Reserved
Sharing, Reselling, or duplication of this content is strictly prohibited without K21Academy's written permission.



&

Learn Cloud, Data & Al from Experts

10 INmALIZE TERRAFORM

Initializing Terraform is the process of preparing a Terraform project or configuration for
use. When you initialize Terraform in a directory where you have your Terraform
configuration files,

Terraform must initialize any configured backend before use.

1. Run terraform init to initialize the directory and download the provider plugins.

terraform init

root@ip-172-31-85-222: /home/ubuntu/amazon/Amazon-app-Deployment-using-terraform-and-jenkins/JENKINS-TF# terraform init

Initializing the backend...

Initi al.'l.z.'l.ng prov:l.der plug:l.ns

d by HashiCorp)
a .terraform.lock.hcl to record the provider
ctions 1t ma e. this £ 1 r on control repository
form can guara o a T'h\—‘ same selections by default when

you run "terraform init™ in the future.

Terraform has been successfully initialized!

Note: Make sure you run terraform init command in the directory where your
configuration files exist.
This section completes initializing Terraform, which is necessary to download

all the backend configurations to work with the AWS provider.
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11

VALIDATING THE PLAN

Once the terraform directory is initialized, we will create an execution plan and will
validate if it is correct or there are any errors in this.

Validate the code.

|terraform validate |

root@ip-172 85-222: /home/ubuntu/amazon/Amazon— —Deployment-using-terraform— s/JENKINS-TF# terraform validate
tion is wvalid.

Run terraform plan to validate the code and check if it's valid or not. It will show all the

changes that are going to take place when we will execute this plan

terraform plan

root@ip-172 - /home /ubuntu/amazon/Emazon-app-Deployment-using-terraform-and-jenkins/JENKINS-TF# terraform plan

Terraform used the Resource actions are indicated with the following symbols:
create

Terraform will perform the following actions:

# aws_instance.web will be c
resource "aws_instanc

ia ubli
availability zone
> count
core
apply)
apply)
apply)

_group_arn
e_profile

‘tdown_behavior

apply)

apply)
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1
description rom VEPC"
from port )0
¢ cidr blocks
prefix list ids
protocol
security groups

Y.
1
name
name prefix

"Jenkins—Security Group™
(known a applw)
(known after apply)
false

I

L

L]

owner id
revoke rules on de
Tags

"Jenkins— s«

wd

"Jenkins— s«

wd

= (known after applwv)

}

Plan: 3 to add, 0 to change, 0 to destroy.

In this section, we have completed validating our code and reviewed which

resources will be modified once the plan executes.
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12 EXECUTE THE PLAN

Once the execution plan is validated, we can now apply or execute the plan to create a
resource group.
1. Run terraform apply to execute the code.Type yes when prompted or you can use

terraform apply --auto-approve and it will approve automatically.

terraform apply
or

terraform apply ——-auto-approve

root@ip-172-31-8 home/ubuntu/amazon,/Amazon- cyment—using—terraI-Eorm—and— s/JENKINS-TF# terraform apply --auto-approve
aws_security group.Jenkins-sg: Refreshing state... [id=sg-085e16a621e722263]

ted providers to generate the following execution plan. Resource actions are indicated with the following symbols:

Terraform will perform the following actions:

# aws_instance.web will be

T

resource "aws_instance

ar

associate public ip address

availability zone

cpu_

cpu_ r_Core = a pply)
disable a D (known a r apply)
disable api (known 2 pply)
eb i

(known a

(known a r apply)

(known a pply)
r apply)

instance type
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root block device {
delete on termination = true

device_name (known
encrypted (known

iops

kms key id (known
tags all (known
throughput (known
volume id (known

=

apply}
apply)
apply)
apply)
apply)
apply)
apply)

Hh
t
]

A}
Hh
t

(known

W W

H Hh

ot o
(] (]
W w

A1)
Hh
ot
M D M D D T
[n]

=

at}
Hh
t
[n]

volume size 30

volume type (known

Plan: 2 to add, 0
aws_instance.web:
aws_instance.web2:
aws_instance.web:
aws_instance.web2:
aws_instance.web:
aws_instance.web2:
aws_instance.web:
aws_instance.web2:

uf]
Hh
t
m
]

apply)

to change, 0 to destroy.
Creating. ..
Creating. ..
5till creating... [10= elapsed]
5till creating... [10= elapsed]
5till creating... [20s elapsed]
5till creating... [20= elapsed]
Creation complete after 22= [id=i-0db2182abaedd%a%8]
Creation complete after 22z [id=i-0£d206d95d481c8%3]

Apply complete! Resources: 2 added, 0 changed, 0 destroyed.

Note: It will take 2-3 minutes for completion.

2. Go to your AWS console and check out the EC2 instances.

Instances (2) info

| Instance state ¥ H Actions ¥ |

| Q, Find Instance by attribute or tag (case-sensitive) ‘ ‘ All states w |
0 Name / v Instance ID ‘ Instance state v | Instance type ¥ ‘ Status check |

| O amazon clone i-054058dbb4f23521¢ ® Running @ Q t2.large @ 2/2 checks passec |
0 Ubuntu i-Ob0da94ef33f3784d ® Running @ Q t2.micro @ 2/2 checks passec
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EC2 Dashboard ® Security group name Security graup 1D Deseription VPCID ®
£C2 Elabal View @ Jenkins-Security Group [P sg-07040fed1ba62285¢ 3 Open 22,443,30,8080,9000 @ ype-0ediRa60cds6iacds [F
Events Qwner Inbound rules count Qutbound rules count
Console-ta-Code Preview (3 767397866747 & Permission entries 1 Permission entry
¥ Instances
Instances Inbaund rules Outbound rules Tags
Instance Tygpes

Launch Templates

Spot Requests ) 1l
Inbound rules (5) s Mar I Edit inbound rules
: 5 Flans :
Reserved Instances Q search 1> @
Dedicated Hosts
a 3 L i v 7 [ i L L4 v C
Capacity Reservatians Name Security group rulle, P wersion Type Protocol Part ran
Hew 0O - sqr-03175300623fcbded 1Pva Custom TCP TCP 800
¥ Images O - sgr-0b044655a0cTaeedd 1Pva Custom TCP TCP 5000
AMIs
- 3gr-D0T6ca®al8b558%, . 1Pt S5H TCP 22
AMI Catalog
O - sqr-0b393118fd965ache ] HTTPS TCR 443
¥ Elastic Block Store
= sgr-0b72a275bea? 169ch 1Pyt HTTP Tcp &0
Volurmes
Snapshoats O - sqr-07c0d63c3aBE0630F 1Pyt Custom TCP TeP 3000

Lifecyele Manager

Here, we see the Amazon app instance is created by Terraform with the given

configuration.
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13  SeTuP SONARQUBE AND JENKINS
|

13.1 Setup Sonarqube

SonarQube is a platform used for continuous inspection of code quality to perform
automatic reviews with static analysis of code to detect bugs, code smells, and
security vulnerabilities. This step involves accessing SonarQube through its URL
and configuring it by changing the default login credentials, setting up necessary
configurations, and checking the version of Trivy, a vulnerability scanner.

1. Copy your public ip of your Amazon clone instance.

2. Go to your browser and type —<publicip>:9000.

3. Initially, the username and password are admin.

dewele x| O whats x Amaze % [ Deete x B (38N x| S howto x| [ Projec x| = amazc =« CJEdin: x Ll mstan x| seup x| Q) Mowin x| [ slgnin x sonar ® |+ - ® x

& 3 0 A 54, Pretum_to=%2F e OO

Log in to SonarQube
admin

4. Update your password.

Update your password

This account should not use the default password.

Enter a new password
All fields marked with * are required

Old Password *

Mew Password *

Confirm Password ™
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5. Welcome window of SonarQube.

devele % 8 Whats % Menare ® | [ Delete ® P (3K % 5 howt: ¥ | [ Projec ¥ = Amaze ¥ [ Editine % | El nstan % | D Setup % [ 0) Movin % | [ Signic = Howe ® | 4 = )

€ 3 @ | ANotsecure 5416789429000 prjects/oreste + OO :

How do you want 1o create your project?

D o weant e e s yonr st tavene =
Firs, you e 10 201 up 2 DevOps plation configermnon
Fcen Azure DevOps From Bitbucket Senver Feeen Bbucke! Cloud From OitHul From GitLah
Set up global contiguration St wp global coshguration Sat up global contiguration

AT O3 51 DESENG O PV ) DehvANOE wse-Case T CHRNE B DO My

<>

Marusity

uld be used for evaluation pumoses only

13.2 Setup Jenkins

Jenkins provides a variety of plugins to extend its functionality. In this step, you'll
navigate to the plugin management section in Jenkins and install specific plugins
required for the CI/CD pipeline without the need to restart Jenkins. These plugins
include tools for managing Java, Node.js, and integrating with SonarQube for code
analysis.

1. On browser type —<public_ip>:8080
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Getting Started

Unlock Jenkins

@ log (not sure where to find it?) 2nd

Jlibsjenkins/secrotssinitialadnini

Admialatrator parrwerd

2 Jenkil s securely set up by the administrator, a password has been written

Learn Cloud, Data & Al from Experts

2. Now for the Password, go to your Amazon EC2 and connect it.

fec2fhomezreglonsus-eat-1 #lonne ctTolnstancednstancelds 3 &4 d630balbe 1955

I-03ddabS0baibe 1955 Connect to instanoe

Connect to instance ww
Connact to your Instance |-05d4de30basbal955 (Amazon clone) using any of these options
ECZ Instance Connect SSH client

Sessian Manager EC2 serial console

Instamce ID
[P 1-05d4d6908a 3be 1955 (Amazon clone)

Connaction Type

© Connect using EC2 Instance Connect ) Connect using EC2 Instance Connect Endpoint

el

Public IP address

[ 54.167.89.42

Usermame

Q, ubuntu 4

(@ Note: In most cases, the default username, ubunty, Is cormect, However, read your AM| usage Instructions to
check if the AMI owner has changed the default AMI username,

Caneel Conmeet

Feedback

7] Clemashell
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3. Run the below commands

sudo su
&

cat /var/lib/jenkins/secrets/initialAdminPassword

ubuntu@ip-172-31-60-240:~% sudo su
root@ip-172-31-60-240:/home/ubuntu# cat /var/lib/jenkins/secrets/initialAdminPassword

8d66b764789e4Tcaalb07314c4c19e73

Output is your password and paste it to your Jenkins.

4. Install the suggested plugins

& = & | ANotsecure 5416789428080 = 0 & :

Getting Started

Customize Jenkins

Install suggested Select plugins to
plugins insta
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Getting Started
[ )

5. Set up your Jenkins user

Getting Started

Username

[ deepsharma ]

Password .

Full name

[ DeepakSharma ]

Jenkins 2.452.2 Skip and continue as admin Save and Continue
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@ Jenkins Manage Jenkins Q @0 Q@

Manage Jenkins Q Search settings /

Building on the built-in node can be a security issue. You should set up distributed builds. See the documentation. Set up cloud m
Java 17 end of life in Jenkins

You are running Jenkins on Java 17, support for which will end on or after Mar 31, 2026. Refer to the documentation for more details.

System Configuration

System Tools

Configure global settings and paths. Configure tools, their locations and automatic installers.

Now you have successfully set up Sonareqube and Jenkins.
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14  Set up CI-CD PIPELINE

A CI/CD pipeline (Continuous Integration and Continuous Deployment/Delivery) is a set of
automated processes and tools used to build, test, and deploy software. The primary goals
are to ensure that code changes are reliably tested and deployed quickly and with minimal

manual intervention, thus enhancing software development efficiency and quality.

|
14.1 Install Plugins

1. Goto Manage Jenkins —Plugins — Available Plugins — Install below plugins
1 —Eclipse Temurin Installer (Install without restart)

2 —»SonarQube Scanner (Install without restart)

O @ admin v [ log out

Dashboard > Manage Jenkins > Plugins

) Updates Plugins

© Available plugins
[Q [search available plugins ] © install ¢

5% Installed plugins

33 Advanced settings Released

Install  Name |

i= Download progress
progi Eclipse Temurin installer

Provides an installer for the JDK tool that the JDK from ium.net

This plugin is up for adoption! We are looking for new maintainers. Visit our Adopt a Plugin initiative for more 11 mo ago

ns  Build Report
jons  Build Reports 9 mo 19 days ago

This plugin allows an easy integration of SonarQube, the open source platform for Continuous Inspection of code

quality.

3 — NodedJs Plugin (Install Without restart)

Install Name | Released

Nodels

npm 1mo 2 days ago

NodelS Plugin executes NodeJS script as a build step.

4 — owasp —The OWASP Plugin in Jenkins is like a “security assistant” that helps
you find and fix security issues in your software. It uses the knowledge and
guidelines from the Open Web Application Security Project (OWASP) to scan your

web applications and provide suggestions on how to make them more secure. It's a
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threats and vulnerabilities.

Dashboard

&
&
o
@

Manage Jenkins > Plugins

Updates

Plugins

Available plugins

Q  Search available plugins
Installed plugins

Ad d setti
vanced settings Install

Name |

Download
oWoRcPraghes OWASP Dependency-Check

Security  DevOps  BuildTools  Build Reports
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tool to ensure that your web applications are protected against common security

=D -

Released

8 days 17 hr ago

This plug-in can independently execute a Dependency-Check analysis and visualize results. Dependency-Check is a
utility that identifies project dependencies and checks if there are any known, publicly disclosed, vulnerabilities.

5 — Prometheus metrics —to monitor Jenkins on the Grafana dashboard

6 — Download all the Docker-related plugins

Dwmbdaand

gt deaiial e

—
o

Dzsher 491 Plgin
Whin g prostidin sutiar-hirs 474 Por sthes phagin
[ o A b g

ep—

o p For Bationt We arm Losting For rarw mant aina . VILE 25t Al

Dacker Commonn gl
Friowidi the commen nbired foadtioaslily For varknn Dathes rrlsted hepin.

P
Dok Compots plugin o Making

Rapeort am s Wit Lhis p

Dotk Pigriss

el i e Disch Dol Froem gl
gt a8 15ae with This plag

Berka plaga

Whin plugha Inbrgraben Snkion with Backer
Forpor? mm e Wik Lhia plagl

Dzthet Sreri Plagss
Wi G DAL L iy Jenkio il st

b e warkan ediar commineh 5yt job i beddittr

] o
5. Jenkins

8 688

LT s

@ askib -

s EANAE

Dashboard Manage Menking Plugins
Plugins Download progress
Preparation
i Updates - Checking internet eonnectivity
+ Checking update cester connectivity
Awailable pluging . Sees
£ imtalled plugins Eclipae Temurin installer () Pending

Advanced settings
@ ng

SenarQube Scanner

() Pending
(&) Pending

Conlig File Provider

Hodels (&) Pending
= Dowsload progress

OWAS? Dependenty-Ched () Pending

Chaud Statistics () Pending

Autherkication Tokens AM

(&) Pending
() pending
(%) Pending
(&) Pending
() Pending
() pending

Docker Commons.

Apache HEtpCompanents Client S.xAP1
Docker AR

Docker

Docker Commons.

Docker Fipeline () Pending
Dochier AP (%) Pending
Jawader (&) Pending
J5ch dependency (&) Pending

Muaven integration
dockerbuld-siep

() Pending
() pending
) pending

wnadiog plugin exiensions

5 Goback to the top page
[iyou can start using the instatied plugine right sway)

< Restart Jenking when isttallation is complete b no joba ate runfiing
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It will download all the required plugins.

14.2 Add Credentials for SonarQube and
Docker

Set up Sonarqube Credentials

First, we generate a token for SonarQube to use in Jenkins credentials as secret text.
1. Go to http://publicip:9000

2. Now enter your username and password

sonarqube ' Projects Issues Rules Quality Profiles Quality Gates | Administration

Administration

Configuration +  Security *+  Projects +  System  Marketplace

Genera\l

Groups

Edit globg Global Permissions jnstance

Q Find | Permission Templates

3. Click on security —users —token —generate token

SCM Accounts Last connection Groups

sonar-administrators

A Administrator admin <1 hour ago AONACUSEES nE. ‘ o

Update Tokens

4. token_name==jenkins
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Tokens of Administrator

Generate Tokens

Hame Expires in
EFilEr Tokan Mame 30 days &3
D M 1odoEn Tjenking™ has beén crealéd, Make Suré you copy B now, you wor't be 3Bk 10 Se it again?
Hama Type Praject Last usa Coroated Expirazion

jenkins. User Newer Jdamnuary 20 2024 Febeany 519, 7024 Revokn

5. Copy the token and go to your Jenkins —manage Jenkins —credentials —global
—add credentials
6. Select secret text from dropdown
Secret text ==your token , id =jenkins —click on create
Dt 13 s et o e LS Wi et e ereesdio
New credentials
Kind
[secretten v
Scope @
Gtk enkin, s itern ol i ers 29 v
Secrt
POST THE TOKEN HERE
o 2

Sonar-token

Description  ?

Sonar-token

8. You will find this page once you click on create.

Credentials that should be available irrespective of domain specification to requirements matching.

ID Name Kind Description

El Sonar-token sonar Secret text sonar f’
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Set up Projects in SonarQube for Jenkins:

Go to your SonarQube server
Click on projects
In the name field, type Amazon, then click on set up

Create a project

All fields marked with * are required

Project display name ™

| Amazon| | (]
Lip to 255 characters. Some scanners might override the value you
prowvide.

Project key *

Armazon | [ ]

The project key is a unigque identifier for your project. It may contain up to
400 characters. Allowed characters are alphanumeric, "-' (dash), *_'
(underscore), '." (period) and " (colon), with at least one non-digit.

Main branch name *
main

The name of your project’'s default branch & Learn More

4. Now Click on Locally.
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Are you just westing or have an advanced use-case? Analyze your project locally

Locally

5. Now add theToken name and click on generate.

Analyze your project
Wie initiadized your profect on SenarCubee, now iU's up 1o you 19 Bunch anabyses!

o Provide a token

8 Generabe & project oken

Token name @ Expires in

Analyze "Amazon” 20 days -
| |

Please note thal this teken will only allew you to anabyze the current profect. If you want o
€  usethe same token o analyze multiple projects, you need (o generaie a giobal token in your
usar account, See the G documentation for mare infommation.

() Use existing loken

The token & used bo identify you when an analysis is pemomed. H il has been compromised, you Can fresvoke il at

Ay POIN BN HME im pour LSer Actount

6. Click on Continue.
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5 Amazon vy F man @

Overview

Analyze your project

We initialized your project on SonarQube, now it's up to you to launch analyses!

o Provide a token

Analyze "Amazon”: sqp_2b3d416b7aa9393aff3c43d1618f611bed95bcf3

dentify you when an analysis is performed. If it has been compromised, you can revoke it at
ur user account

5 Amazon Yy J man ©

Overview

Analyze your project

We infializad your project on SonarQuDbe, now TS Up 15 you 10 [aunch analyses!

i)

Project Settings +  i= Project Information

w

Project Sefings ~ = Project Informatior

Provide a token @ Analyze “Amazonsqp 2b3d41607aa8393aft3c43d1618611bed9SbCtd

@ runanalysis on your project
What option best describes your build?

Maven | Gradie | NET [ e ]

What is your 057

mwim s | macos

Bovmload and unzip the Scanner for Linux

Visit the (& oficial do ot ihe Scanner 1o downioad he latest version, and ada e bin directory to the PATH environment vanable

Exocute the Scanner

Running a SonarQube analysis is straighfonward. You |ust need (0 execute the fallowing cemmands in your project’s folder.

criiey-amazon |

~Baan es=. |

~Dsanar hust . url=httn: /52,23, 179.38:9808 |

Dsonar . lngin=sap_2h3d416b72a9393a FScA315 1861 1bedSber3

Plaase visit the (2 official do more detals.

Is my analysis done? I your analysis (s SUCCessiul, this page Wil AUTDMABCAIl 1ETesh In & tew momants.

ou can set up Pull Request Decoration under te project setings. To S8t up analysis with your tavorite C tool, 5ee the todals

2 Pull Request Analysis.

ks, il you wail: [ Branch Analys

Embedded database should be used for evaluation purposes only

The emaeden datatase wil 0L scake, Il will POt SIPPOM UDQRAKING 10 Nevd VETSions of SONAIQUDE, and INere & N0 SUPPOT Ir MIgFAling YOUr (ata ou

L]

The SonarQube project for Jenkins is set up now.

Set up Docker Credentials

& copy

Get the most out of SonarQube!

Leam Mare

Dismiss

1. Go to your Jenkins —manage jenkins —credentials —global —add credentials

Provide your username and password of your Docker Hub

3. id==docker
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Bashbaard Manage senking Credentials © System Gladal credentials unressriched)

New credentials

Kind

Username with password u

Swope F

Global (enking, fosdes, Rems, all child Rems, ete) w

Useiname T

aakibkhaniziz

Treat usemame a5 secret 7

Deseription ¥

REST APi Jenking 24763

Global credentials (unresktricted)

Credentials that shauld be available brespective of demaln specification te requirements matching,

] Hame Kind Description
@ jenkins jenking secret text jenking ﬁ
D docker aakibkhani 21gjes e Username with password ﬁ

lconc 5 e L

Now credentials for both are set up.
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15 SET UP THE ToOLS FOR JENKINS

Go to manage Jenkins — tools

15.1 Add JDK & NodeJS

1. Click on add jdk and select installer adoptium.net

2. Choose jdk 17.0.8.1+1 version and in the name section enter jdk17

Name

jdk17

Install automatically 2

= Install from adoptium.net ?

Version ?

jdk-17.081+1  ~

Add Installer v

3. Click on add nodejs
4. Enter node16 in name section
5. Choose version nodejs 16.2.0

Dashboard Manage Jenkins Tools

= NodelS
Name

node16

Install automatically ?

= Install from nodejs.org

Version

[NodeJS 16.2.0
[

Force 32bit architecture

Global npm packages to install
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15.2 Add Docker & SonarQube
Click on add docker

2. name==docker

Add installer ==download from docker.com

Dashboard Manage Jenkins Tools

Docker installations

Add Docker

= Docker X
Name

docker

Install automatically ?

= Download from docker.com &

Docker version  ?

[ latest

Add Installer ~

4. Add a sonar scanner

5. name ==sonar-scanner

Dashboard Manage Jenkins Tools

SonarQube Scanner installations
Add SonarQube Scanner

= SonarQube Scanner &
Name

sonar-scanner

Install automatically ?

= Install from Maven Central X
Version

SonarQube Scanner 5.0.1.3006 v

Add Installer ¥

Add SonarQube Scanner
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15.3 Add OWASP dependency check
Adding the Dependency-Check plugin in the “Tools” section of Jenkins allows
you to perform automated security checks on the dependencies used by your
application
1. Add dependency check
name == DP-Check
From the add installer, select install from github.com

Dashboard Manage Jenkins Tools

Dependency-Check installations
Add Dependency-Check

= Dependency-Check
Name

DP-Check

Install automatically ?

= Install from github.com

Version

[ dependency-check 6.5.1

Add Installer ~

Click one save. Now we have configured all the required tools.
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16  CoNFIGURE GLOBAL SETTINGS FOR SONARUBE
1. Go to manage Jenkins — System —Configure global setting —add SonarQube
servers
name ==sonar-server
Server_url==http://public_ip:9000
Server authentication token == jenkins —it is created in SonarQube security

configurations
SonarQube servers

Ervironment variables
SonarQube installations

SonarQube installations

Hame

Server URL
ttp:/f52.23.179.38:5000

Server authentication token

jenkins

Add =

Advanced

|
16.1 Run the Pipeline

1. Go to new item —select pipeline —in the name section type amazon-pipeline

2. Scroll down to the pipeline script and copy and paste the following code from the link

below

https://github.com/k21academyuk/Amazon-app-Deployment-using-terraform-and-j

enkins/blob/main/Pipeline

3. Before saving, change the image repository to your Docker Hub username as shown

in the screenshot below.
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48 steps {
49 sh "trivy fs . » trivyfs.txt"”
5@ 1
51 ¥
52 stage("Docker Build & Push"){
53 steps{
54 script{
55 withDockerRegistry(credentialsId: ‘docker’, toolName: 'docker’){
56 sh "docker build -t amazon-clone ."
57 sh "docker tag amazon-clone @pazon-clone:latest ™
58 sh "docker push amazon-clone: lates
59 1
6@ 1
61 i Insert you dockerhub
62 } username
63 stage("TRIVY")}{
64 steps{
65 sh "trivy imags 8mazon-clone:latest > trivyimage.txt"
66 1
67 ¥
68 stage( 'Deploy to container’){
69 steps{
7@ sh "docker run -d --name amazon-clone -p 3eee:3@ee amazon-clone:latest’
71 1
72 1
73 1
74 }
4. Click apply and save.
Dashboard netilix Configuration
Configure Pipeline
Drefinition
81 General
Fipeline seript v
22 Advanced Project Dptions
try samphe Pipeline... ~
! e tocla{ =
N 5 k17"
\ [ & rode ja “rodel6"
Ay 7 '
B~ B LPONTSNT
l SCHKNER_}
1 T
1= stages {
\ 1= stege('clean workspace’}|
\._ 13 teps|
14 leanins
15
\ 18 ¥
\ 17 - stage('Checkout from Git'){
Y 8= steps |
\ 15 PIESCTERHT PR ELECM R 128 PERFFI T RS FRELEELEES M Ley el Y ET A L P ey e =t 1 >
\_ n Use Groowy Sandbox 7
N\ | Pipeline Syntax

m"‘

5. Click on build now — it will take about 10—-15 min
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@ Stakus

<> cChanges

Build Now

Configure

Delete Pipeline

O & &V

Full Stage View

sonarQube

N

Rename

Pipeline Syntax

®

6. You could check out the console output.

Dushboard © Amaron-pielne

yCheck/releases/download/vd.0.9/dependency - check-9.0.9- release.21p to
1 heckInstallaticn/DP-Check on lenkins

ahly recossended 1o use a0 WD APT key a5 the update can take a VERY long time without an AL Key

[IMFO] Downloaded 28, 888/236,458 (641
[1MFD] Downloaded 30,889/236,458 (13%]
[IMFO] Downloaded 40,089/238,458 (17%)
[18FO] Downloaded 50,009/216,450 (21%)

36,438 (38%)
501236458 142%)
[IMFD] Downloaded 118,550/236,458 (474
11HF0] Downlosded 128,899/236,458 {51%)
114F0] Downlosded 130,999/236,458 (55%)
114FG] Downloaded 140,090/236,458 (59%)
114701 Bownloaded 150.890/236,458 (63%)
1T4F0] Downloaded 169,899/236,458 (68%)

REST Az Juskin 2426.2

Note: While running the pipeline script if you are facing any issue of Build in-progress
or Build Failure, Follow the troubleshooting section 19.1.

Note: While running the pipeline script if you are facing any issue of Could not find
‘java’ executable in JAVA_HOME or PATH, follow the troubleshooting section 19.2.
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# Jenkins Q Search [CTRLHK]

Dashbaard Amazon-pipeiing

[¥] status
<f» Changes

Console Qutput

4 it Bulld infarmation
i oelete baild 52’
4 it Build Data
Dependency-Check
@ mestart from stage
co Replay

Bipaling Stepi

B9 workipaces

& Previous Build
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L Deptadency-Chack

Dependency-Check Results

SEVERITY DISTRIBUTION
Fillg Harna wulnarabllity

dxigg. A4 egnnEx | CVE-2023-45857
csiewhabAz osnoex | CWE-2022-21222
LR W | CVE 2013-29827
lellw-redinectid 152 W CVE 202326059
nibrcheck 0.2 | CVE-FOE1-0883
postessT.059 S| CVE- 202344270
postess:BA.21 | CVE-2023-44270
semerg.i0 osannix | CVE-2022:25883
semeen? 2a CARNDEE | CWE-2022-25683
Ionighrioakina 1, W CVE- 20116136

8. After a lot of errors, we did it.

2
v

enkins

Dashboard © Amazon-pipeine

B status
<f> Changes
[> Bulld Now
[ Configuse
W oelete Pipeling
2y Full Stage View
SeneQube
£ Rename

(T) Pipeline Sysiax

£ Bulld History

Q Filke
nr 20.1an 2024, 144
@6 20
03 20,430 2034, 143

20.4an 2024

20.Jan 2024, 1438

L= H 26 Jan 2one, 1431
@ 20.4an 038, 1T
@ 20.1an 2028, 1024
o) 20 Jan 2634, 1847

Stvarity

Weakieid

CWE-352
CWE1333
CWET4
CWES01
CWE I
CWETd
CWE-Td
CWE1333
CWE1333

CWEIN

Jariking 4343

1412
() Amazon-pipeline
Stage View
trend
Declarathoe: clean Checkeut Senmgbe qreality tatall
Tool install workspae from Glt Analysis gate Dependenches
Average stage times 145ms. 265ms B65ms. 55 3a4ms 165

[Awerage full run time: ~9mas B3

SonarQube Quality Gate
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& And desaription

Disable Prejact

Dependency-Check Trend

8- Low Misdaim Hefi == Cr

3
H
1
)
M I 0 sk W
OWASP Fs TRIVY FS ::;:: TRIVY Depley to
SCaN SCAN container
Push
3min 205 23 1min 205 1rmin 385 245ms
Imin 145 1min 385 Imin 95
3min 265
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3 sy o O 0.0% Aesewen Secury oo ()
10m|n _— 2 & Code Smes martanabaty ()
O 0.0% - 3.4% 2
Cowmgon 120 Unestocover Uit Tt Duptcations on 1K Lines  Dispisclid Bischs
ACTRTY
Eroase graph fype Jamasy 20, 2004 31 132 M

Isnses

9. Now our Docker image is built, pushed, and deployed into a container, and our app
is live and running on port no. 3000
to check —http://<your-public-ip>:3000

< 2 @ A re  18.205.180.112:3000 x* 0@ :

Returns

ists & Orders = cas

‘We have a surprise for you

Shop Pet Supplies Spring Sale Echo Buds Family Plan: 3 months free

ol —

Hurrah! Here’s our Amazon app
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17  SHARE YOUR LEARNINGS ON LINKEDIN & CommMuNITY
In this section, you are going to share whatever you learned during this lab on LinkedIn
and in the community.
Please watch the below (- video below to understand why it's important to post &
how to post:
https://www.skool.com/k21academy/classroom/0c24b6af?md=f7975c8e525b4d5d8191e1
31bdef5740

LinkedIn for Visibility & Authority
= LinkedIn: Update Profile, Post Content: Why & How ©® 2

B CT————

LinkedIn: Update Profile, Post Content: Wh...

s e = ep— o LN ® B0 E E

B 03: Linkedin: Updats Profile. Post Ussful Content: Wiy & How & o @ @) O- ®sm - §
File Edt ale  Extmncions  keln  Acoscxibility

FAQ: If | Publish, What Current Employer T...

L

Why & How To Post Content on Linkedin
Why it's Imp. to Prepare & Share Not.. @&

2 Linkedin Postvs Are

Feaiure ’ Linkeahn Arvite

Useful ChatGPT Prompts (] e

Example Post: What & How to Post .. @

How to create Linkedin Banner from Canv...

LinkedIn Profile Review ~ E "
Neha: LinkedIn Feedback to Updat... Q [ PR
Deb: Australia Azure + Oracle Cloud @&
Resources

Gagan: LinkedIn Profile Feedback
¢ 0 Related Document

> As you know, building a strong professional profile is essential in today's job market. One
way to showcase your skills and knowledge is by sharing your labs and projects on
LinkedIn.

> Your LinkedIn profile is a powerful tool in your job search. Sharing your labs and projects is
just one way to demonstrate your expertise and stand out to potential employers. If you

don't have LinkedIn, we strongly recommend creating one for yourself.

> By doing so, you can demonstrate to potential employers or connections that you have
hands-on experience in your field and are actively engaged in learning and growing your

skills.
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17.1 On LinkedIn

Take a screenshot and share it on your LinkedIn. This will attract recruiters and
employers to your profile and increase your reach. Do remember to tag

K21Academy ( https://www.linkedin.com/company/k21academy) &

Atul Kumar ( https://www.linkedin.com/in/atulk21academy/ ) as we will circulate in our

network too to increase your reach.

Example Video & Post

https://www.skool.com/k21academy/classroom/0c24b6af

LinkedIn for Visibility & Authority
CIED Example Post: What & How to Post & Commenting Q7

LinkedIn: Update Profile, Post Content: Wh...
FAQ: If | Publish, What Current Employer T...
Why it's Imp. to Prepare & Share Not... Q T -
Example Post: What & How to Post .. @&
Useful ChatGPT Prompts (/]

How to create Linkedin Banner from Canv...

Linkedin Profile Review ~

MNeha: LinkedIn Feedback to Updat...

Deb: Australia Azure + Oracle Cloud @

Example Link == https:/fwww.linkedin.com/posts/mehta7_azureai-promptengineering-
clouddevelopment-activity-7244936855966605313-Yrti

Gagan: LinkedIn Profile Feedback

LinkedIn Profile Makeover Session v
Chat Prompt for commenting >>

Feedback on Content Creation / Blo... v
Suggest useful, engaging comment for this linkedIn pest that grabs recruiter

and potetnial employers attention

https://wew. linkedin. com/*****=*

Check this LinkedIn post example

https://www.linkedin.com/posts/izhar-alam-_azure-dp300-database-activity-7061214360
462852097-FYQ5/

Here is a sample that includes steps inside a post followed by a screenshot:
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Adelakun Joshua « 3rd+ + Follow e+«
‘i‘ 1d « Edited « @@
AWS CLOUDWATCH BILLING ALARM

Problem:

Today, one of my clients reached out to me. They have AWS billing challenges. They
just got an email alert from AWS stating that, they have to pay certain amount of
bills. When they evaluated their end of the month service bills, they discovered that

they are billed for a lot of services that they are actually not using on a day-to-day
basis. But unfortunately, they didnt properly monitor and manage their aws

resources, which incur charges.

My recommendation:
| recommended AWS Cloudwatch alarm to my client. And i configure the
cloudwatch alarm for them.

AWS Cloudwatch:

Amazon CloudWatch is a monitoring and management service that provides data
and actionable insights for AWS, on-premises, hybrid, and other cloud applications
and infrastructure resources.

How | Set the Cloudwatch Billing Alarm Up:

1. 1 Opened the CloudWatch console at https://Inkd.in/gugvStEE @.

2. In the navigation pane, | choose Alarms, and then choose All alarms.

| Choosed Create alarm.

3. Then, | Selected ‘'metric’. In Browse, | choose 'Billing’, and then Total Estimated
Charge'.

4. | Selected the box for the 'EstimatedCharges metric’, and then | choose 'Select
metric’.

5. For "Statistic’, | choose Maximum.

6. For 'Pericd’, | choose 6 hours.

7.For 'Threshold type', | choose Static.

8. For "Whenever EstimatedCharges is' . . .| selected Greater.

For ‘than'. . ., | defined the value that i want to cause the alarm to trigger. For

P P o Fa N [l
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SNS topic included the email address by which my client will recieve email when
the billing amount crosses the billing threshold specified.

Note:

You can select an existing Amazon SNS topic, create a 'new Amazon SNS topic’, or
use a topic ARN to notify other account. If you want your alarm to send multiple
notifications for the same alarm state or for different alarm states, choose "Add
notification’.

11. | choosed Next.

12. Under Name and description, | entered a name for the alarm. (Optional) Enter a
description of the alarm.

13. Then | Choosed 'Next'.

14. Under 'Preview and create’, after confirming that the configuration is correct,
and then i choosed ‘Create alarm’.

Conclusion: Organization that properly set up a cloudwatch billing alarm, will be
able to properly monitor their aws resources usage. The metrics provided by the
cloudwatch alarm through the dashboard will also help the organization to
effectively control their spending.

#aws

#awscloud

#JTechconsult

#K21Academy: Learn Cloud From Experts
#Atulkumar

#sumtiMehta

Cloudwatch billing alarm architectural diagram:

<

Amazon Cloudwatch Amazon SNS Email

Other examples:
http://go.k21academy.com/4ISBFcz

http://go.k21academy.com/4IS1GbD
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17.2 Share wins in the Progress Diary
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Share screenshots in Cloud School Community under your ‘Progress Diary’ ( If you

have not created a Progress Diary yet, then check at
https://www.skool.com/k21academy/classroom/8f3838d7?md=ad7a2acc7df3428090146

2cfc65e9f16 ).

This will boost your confidence in the progressive path you are following, and

encourage/inspire others to perform these hands-on labs.

0%

Start Here And Helpful Resources -+

* Create a Progress Diary Post

lStan Here
How To Cancel Your Cloud School Membe... —

[P T

+ Create a Progress Diary Post

[} [ —
(=}

FAQs

How to Check Schedule & Live Session ..

1. Is there a Mobile App for K21 Acade...

2. Progress Tracking for Courses

3a. Adjust Video Speed 1.5x 0r 2.x

~

3b. Screen Quality Adjustment

4. How to Create Ubuntu Machine on A..

5. How long will we have access 1o Sko...

This post is designed to help you set up your Progress Diary, which will serve as a log

platform.

for tracking your learning journey and achievements within the K21 Academy

Course Name: DevOps Job Oriented

Lab name: Install Jenkins on Amazon Linux 2023 ARI

Learning Summary: In this lab, | learned how to launch a Linux-based EC2 instance on
AWS, install the Jenkins server an it, and perform initial configuration. | gained hands-
an experience with deploying Jenkins on the cloud, setting it up for automation tasks,

and preparing it for building and managing CI/CD pipelines.
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18 CLEANUP RESOURCES

Note: Pls delete all the resources of this lab as they will not be used in the next lab.

. _________________________________________________________________________|
18.1 Destroying the Infrastructure

1. Go to VS Code and provide the below command, or go to the path where you

provisioned the EC2 instance.

terraform destroy --auto-approve

After 3 -5 minutes all things are destroyed

TERMINAL

- ¢idr blocks i
- "0.0.0.09/0",

- description "TLS from vPC"
- from port
- ipv6 cidr block
- prefix list ids
- protocol
- security groups
— self
- to port
b
] -> null

- name

- owner_id

- revoke_rules_on_delete

- tags

"Jenkins-sg"

"Jenkins-sg"
¥
} 11
- vpc_id = "vpc-ofebdd74aced5co7ce™ -> nul
1
)

Plan: @ to add, @ to change, 2 to destroy.

aws_instance.web: Destroying... [id=i-@3cbcaleso7fae32d]

aws_instance.web: Still destroying... [id=i-@3cbcal@g897fae32d, 10s elapsed]
aws_instance.web: Still destroying... [id=i-@3cbcaleg8o7fae32d, 26s elapsed]
aws_instance.web: Destruction complete after 3os

aws_security group.Jenkins-sg: Destroying... [id=sg-@al273b4ac042b673]
aws_security group.Jenkins-sg: Destruction complete after 1s

Destroy complete! Resources: 2 destroyed.

Now go to your EC2 and terminate your Instance.
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19  TROUBLESHOOTING
In this section, we outline some common issues you may encounter during the process,
along with explanations of why these problems may occur. This will help you quickly

identify and resolve any challenges you face.

Note: If you hit any issue in performing this lab, then add your issue in the thread below

this lab (linked to this thread in the community)

https://www.skool.com/k21academy/ga-or-issues-or-progress-for-deploy-manage-amazon

-website-using-devops-tools

Deploy & Manage Amazon Website using DevOps Tools () #

Deploy & Manage Amazon like Shopping
Website using DevOps Toals
(Terraform, Jenkins (CI1-CD), SonarQube,
Docker & Trivy on AWS Cloud)

-
| - e a8 e o0& Ty

Prerequisites:

1. [fo get started with AWS, we recommend that you create a free tier account on their
wdbsite

Rejources

Project Activity Guide

Deepak Sharma p4
just now - Toubleshooting & B

Q/A or Issues or Progress for Deploy & Manage Amazon Website us...

If you encounter any issues or have questions about Deploy & Manage Amazon Website
using DevOps Tools, please post them in this thread. Once you have completed the lab,

™ 0 0
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19.1 Build In-Progress/ Build Failure
19.1.1 IssuE:

Dashboard amazon-pipeline =4

Checking status of SonarQube task 'AZByTWnwhQgdoS2mbofg' on server ‘sonar-server'

SonarQube task 'AZByIWnwhQqdoS2mbofg' status is "IN_PROGRESS

19.1.2 ReAsON:
This build is in progress or failed because we haven’t update the dockerhub

username in the pipeline script.

19.1.3 RESOLUTION:
Change the image repository to your Docker Hub username as shown in the

screenshot below in the_section 15.1, step 3.
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48 steps {

49 sh "trivy fs . > trivyfs.txt”

1) 1

51 ¥

52 stage("Docker Build & Push"}{

53 steps{

54 script{

55 withDockerRegistry(credentialsId: 'docker', toolName: ‘'docker”){
56 sh "docker build -t amazon-clone

57 sh "docker tag amazon-clone |deepsharma azon-clone:latest ©

58 sh "docker push|despsharmafamazon-cleone:latestT

5o }
b
i Insert you dockerhub
¥ username
stage("TRIVY"){
steps{
sh "trivy image ®Mazon-clone:latest > trivyimage.txt”
1
b
68 stage( 'Deploy to container'){
69 steps{
sh "docker run -d --name amazon-clone -p 3002:32a8 amazon-clone:latest’
1
b
1
74 }
|
- " ' .
19.2 Could not find ‘java' executable in
JAVA_HOME or PATH
19.2.1 Issue
ﬁ Jenkins amazon-pipeline #2 Pipeline Overview Q @' @
Start Tool Install clean workspace Checkout from Git Sonarqube Analysis quality gate Install Dependencies OWASP FS SCAN TRIVY FS SCAN Docker Build & Pusk

v v v @ » » » » »

Q  Search = X Sonarqube Analysis O 096s (O Started 8m 53sago  [J Jenkins  ooo
v Tool Il 7.9s
ool Insta ¥ Use a tool from a predefined Tool Installation jdk 17 41ms
v clean workspace 0.46s
¥ Fetches the environment variables for a given tool in a list of 'FOO=bar" strings suitable for the withEnv step. 33ms 7
v Checkout from Git 1.65
¥ Use a tool from a predefined Tool Installation nodel& 49ms 7
® Sonarqube Analysis 0.96s
¥ Fetches the environment variables for a given tool in a list of 'FOO=bar" strings suitable for the withEnv step. 91ms 4
» quality gate 0.11s
X $SCANNER_HOME/bin/sonar-scanner -Dsonar.projectName=Amazon -Dsonar.projectkKey=Amazon 0.31s )

2

Install Dependencies 48ms

5»  OWASP FS SCAN 57ms © + /var/lib/jenkins/tools/hudson.plugins.sonar.SonarRunnerInstallation/sonar-scanner/bin/sonar-scanner -Dsonar.projectName=Amazon
-Dsonar.projectKey=Amazon

P

TRIVY FS SCAN  55ms 1 Could not find 'java' executable in JAVA_HOME or PATH.

o 2 script returned exit code 1

Docker Build & Push 74ms
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19.2.2 REASON:
e SonarQube Scanner requires Java to run.
e Even though you installed jdk17 in your pipeline, the sonar-scanner step is not picking
it up because:
o JAVA HOME is not set correctly, or

o PATH does not include the java binary from JDK 17 during the scanner execution.

19.2.3 Fix:
In Step 14.1,
e Name your JDK tool as jdk17 (exact spelling).
e Select Adoptium JDK 17.0.8.1+1 version.

14.1 |Add JDK & NodeJS
1. Click on add |jdk and select installer adoptium.net
2. Choose jdk 17.0.8.1+1 version and in the name section enter jdk 17

[l
g
7
:
-4
3
3
i

Add kntaller

In Step 14.2,

e Add Sonar Scanner.
e Name it exactly sonar-scanner.

e Select latest version from Maven Central.
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4. Add sonar scanner
5. name ==sonar-scanner

Desboard | Masage benkirs © Tocks

SanarQube Scanner installatians
el xS e

= SonarQube Scanner

HName

B ot mannaiically T

= install fra Mawen Cential
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20 SumMmARY

e Project focuses on deploying an Amazon clone application.

e Terraform manages infrastructure as code for consistency and automation.

e Jenkins handles CI/CD by automating build, test, and deployment.

e Developers push code changes — Jenkins tests — Terraform deploys to cloud.

e Ensures rapid, reliable, and seamless deployment for smooth user experience.
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