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Hands-On Lab 
 

Deploy & Manage an Amazon-like Shopping 
Website using DevOps Tools  

(Terraform, Jenkins (CI-CD), SonarQube, 
Docker & Trivy on AWS Cloud) 

 
 

Scenario: 
Imagine a startup called ShopifyLite is developing an Amazon clone app. They use Terraform for 
infrastructure management and Jenkins for CI/CD. Developers write code, Jenkins tests it, and if 

successful, Terraform deploys it to AWS. This automated process ensures fast and reliable 
updates, enabling ShopifyLite to offer a seamless shopping experience to users while efficiently 

managing their infrastructure. 
 
 

Description: 
This project involves creating an Amazon clone app named ShopifyLite. Using Terraform for 

infrastructure management and Jenkins for CI/CD, the team automates testing and deployment 
processes. Developers push code changes, Jenkins tests them, and Terraform 

deploys updates to the Shopping Website hosted on AWS Cloud. This ensures a fast and 
reliable app launch, allowing users to browse and shop seamlessly. 
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1​ INTRODUCTION & KEY CONCEPTS 

 
 

1.1​ What is Terraform? 
Terraform is an open-source Infrastructure as Code (IaC) tool developed by HashiCorp. 

It allows users to define and provision infrastructure in a declarative configuration 

language. With Terraform, you can manage and automate the deployment of 

infrastructure resources across various cloud providers, on-premises environments, and 

even third-party services. 

 

Key features of Terraform include: 
Declarative Configuration: Infrastructure is defined in human-readable configuration 

files, specifying the desired state of the infrastructure. 

 
Multi-Cloud Support: Terraform is cloud-agnostic and supports multiple cloud 

providers, including Amazon Web Services (AWS), Microsoft Azure, Google Cloud 

Platform (GCP), and others. 
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Resource Graph: Terraform builds a dependency graph of resources, enabling efficient 

provisioning and parallel execution of infrastructure changes. 

 
State Management: Terraform keeps track of the current state of infrastructure, 

allowing it to plan and apply only the necessary changes to achieve the desired state. 

 

1.2​ What is Docker? 
Docker is a platform and set of tools designed to make it easier to create, deploy, and 

run applications by using containers. Containers allow developers to package up an 

application with all the parts it needs, such as libraries and dependencies, and ship it as 

one package. This ensures that the application will run on any environment. 

 

1.3​ What is OWASP? 
OWASP stands for the Open Web Application Security Project. It is a non-profit 

organization focused on improving the security of software. OWASP provides 

resources, tools, and best practices to help organizations develop, deploy, and 

maintain secure web applications. They also publish a list of the top web 

application security risks, known as the OWASP Top 10, which serves as a guide 

for developers and security professionals to prioritize their efforts in addressing 

common vulnerabilities. 

 

1.4​ What is SonarQube? 
SonarQube is an open-source platform used for continuous inspection of code 

quality to perform automatic reviews with static analysis of code to detect bugs, 

code smells, and security vulnerabilities on over 20 programming languages. It 

integrates with various CI/CD tools and provides detailed reports on code quality 

metrics, helping development teams to improve code maintainability, reliability, and 

security throughout the software development lifecycle. 
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2​ DOCUMENTATION 
1.​ Terraform: 

https://www.terraform.io/docs/  

2.​ Terraform Provider: 
https://registry.terraform.io/providers/hashicorp/google/latest  

3.​ Docker: 
https://www.docker.com/  

4.​ AWS S3: 
https://aws.amazon.com/s3/ 

5.​ AWS CLI: 
https://aws.amazon.com/cli/ 

6.​ Jenkins: 
https://www.jenkins.io/doc/book/installing/linux/ 

7.​ SonarQube: 
https://www.sonarsource.com/products/sonarqube/downloads/ 
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3​ PRE-REQUISITE  
To perform this lab, you'll need an AWS Cloud account. Please refer to the following 

Activity Guide to create one. 

Register for an AWS Free Tier Account, Amazon Web Services & log in to the AWS 
Console 

 

 

Ensure we have a DockerHub account.. 

Note: If you don’t have a Docker Hub account, please check this official link. 

https://hub.docker.com/  
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4​ COST TO PERFORM THIS LAB 
Cost Estimate: The estimated cost for this lab is $0.0928 per hour. 
 

Since we're using a t2.large instance, it will incur charges whether you're on the Free 
Tier or a Pay-As-You-Go account. 

●​ EC2 Instance (t2.large): ~$0.0928 per hour per instance.​

 

For more detailed pricing information, refer to the link below:​

 👉 EC2 Pricing 
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5​ LAUNCH & CONFIGURE EC2 INSTANCE 
In this section, we are creating an EC2 instance and configuring it so we can install 

Terraform and Docker in our next step. 

1.​ Open your console. 

 

 

2.​ Search for EC2 in the search bar and click on it. 

 

 

3.​ Click on Launch Instances. 
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4.​ Choose name as Terraform & choose Ubuntu Server, select 22.04 LTS architecture and 

Click on Select & Choose an Instance type t2.micro as it is in free tier. 

 

 

5.​ Select an existing key pair or create a new one, we will create a new one, enter the name 

of the Key-pair as mario Keypair, select .ppk and Create the Key Pair. 

6.​ Now in networking, Click on Create a new Security Group and allow all the https,http. 
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7.​ Click on Launch Instance & Click on View All Instances. 

 

 

8.​ Refresh and you shall see your instances are up and running, and the Status check has 

changed to 2/2 checks. 

 

9.​ Click on connect and you are connected to your machine. 
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Now you have successfully connected to your Ubuntu instance 
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10.​Run the following commands for root user permission. 

sudo su 

&  

apt update -y 
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6​ SET UP TERRAFORM & AWS CLI 

6.1​ Setup Terraform 
Setting up Terraform involves installing the Terraform software on your system. This 

enables you to create, modify, and manage infrastructure as code using Terraform 

configuration files. 

1.​ Install the wget package using the command: 

sudo apt install wget -y 

 

 

2.​ Download and add HashiCorp GPG key to the keyring: 

wget -O- https://apt.releases.hashicorp.com/gpg | sudo gpg 

--dearmor -o /usr/share/keyrings/hashicorp-archive-keyring.gpg 

 

echo "deb 

[signed-by=/usr/share/keyrings/hashicorp-archive-keyring.gpg] 

https://apt.releases.hashicorp.com $(lsb_release -cs) main" | 

sudo tee /etc/apt/sources.list.d/hashicorp.list 
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3.​ Update the package index and install Terraform: 

sudo apt update && sudo apt install terraform -y 

 

 

Now you have successfully installed Terraform. 
 

6.2​ Set up AWS CLI 
Aws using your computer’s command lines instead of clicking around on a website. It 

helps you do things like telling AWS to create or manage stuff, all by typing commands 

in a special language your computer understands. It’s like giving orders to AWS with 

your keyboard instead of a mouse. 

1.​ Install the unzip package using the command: 

sudo apt -y install unzip curl 
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2.​ Download the AWS CLI installer package using curl: 

curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" 

-o "awscliv2.zip" 

 

 

3.​ Unzip the AWS CLI installer package: 

unzip awscliv2.zip 

 

 

4.​ Run the installer script with sudo privileges to install AWS CLI: 

sudo ./aws/install 

 

 

5.​ Run the below command to check the AWS CLI Version. 

aws --version 
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Now we have successfully installed AWS CLI. 
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7​ CREATE IAM USER 
1.​ Go to the Dashboard & in the search bar type IAM 

​

 

2.​ Click on User on the left side. 
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3.​ Give a name to your user, Amazon and tick on Provide user access to 

management console and then click on I want an IAM user option 

 

 

4.​ Choose a password for your user →click next. 
 

5.​ Attach the policies directly to your IAM user → click next 
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Note →I will provide administrator access for now but we are careful while attaching the 

policies on your workplace. 

 

6.​ Click on create user. 

 

 

7.​  Download your password file if it is auto-generated otherwise, it is your choice 
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8.​ Now click on your IAM user →security credentials 

 

 

9.​ Scroll down to access keys and create access keys. 
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Now you have successfully created your IAM user. 
 

10.​Go to your terminal and type →aws configure 
11.​Now it is asked for your access key and secret key. For this open your CSV file 

and paste the access and secret key and leave everything default. 

 
 
Now you are ready to configure AWS from your terminal. 
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8​ CREATING WORKSPACE & CLONE TERRAFORM REPO FROM GITHUB 
1.​ Create a directory named "Amazon" using the command: 

mkdir Amazon 

 

2.​ Navigate into the "Amazon" directory: 

cd Amazon 

 

 

3.​ Clone the GitHub repository using the following command: 

git clone 

https://github.com/k21academyuk/Amazon-app-Deployment-using-terra

form-and-jenkins 

 

 

 

4.​ Move into the cloned repository directory: 

cd Amazon-app-Deployment-using-terraform-and-jenkins 
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9​ BUILDING A SIMPLE INFRASTRUCTURE USING TERRAFORM 
1.​ Go to folder → cd JENKINS-TF 

 

 

2.​ There are three files present main.tf, install_jenkins.sh , provider.tf 
3.​ Open the file →vim Main.tf 

 

 

Note: Change this section → ami = ami-0e001c9271cf7f3b9 # your ami id , 
key_name= #your key pair if any. 
Click on “I” in your keyboard to enter into insert mode, then use the navigation 
keys to delete and update the ami and Key name. Then Click “esc” Key and then 
type “:wq” to save the file. And then Press Enter. 
 
main.tf includes userdata, which links install_jenkins.sh file on which execution 

installs Jenkins, Docker,trivy, and starts the SonarQube container on port 9000. 
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10​ INITIALIZE TERRAFORM 
Initializing Terraform is the process of preparing a Terraform project or configuration for 

use. When you initialize Terraform in a directory where you have your Terraform 

configuration files, 

 

Terraform must initialize any configured backend before use. 

 

1.​  Run terraform init to initialize the directory and download the provider plugins. 

terraform init 

 
Note: Make sure you run terraform init command in the directory where your 

configuration files exist. 
This section completes initializing Terraform, which is necessary to download 
all the backend configurations to work with the AWS provider.  
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11​ VALIDATING THE PLAN 
Once the terraform directory is initialized, we will create an execution plan and will 

validate if it is correct or there are any errors in this. 

1.​ Validate the code. 

terraform validate 

 

2.​ Run terraform plan to validate the code and check if it’s valid or not. It will show all the 

changes that are going to take place when we will execute this plan 

terraform plan 
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In this section, we have completed validating our code and reviewed which 
resources will be modified once the plan executes. 
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12​ EXECUTE THE PLAN 
Once the execution plan is validated, we can now apply or execute the plan to create a 

resource group. 

1.​ Run terraform apply to execute the code.Type yes when prompted or you can use 

terraform apply --auto-approve and it will approve automatically. 

terraform apply 

or  

terraform apply –-auto-approve 
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Note: It will take 2-3 minutes for completion. 

 

2.​ Go to your AWS console and check out the EC2 instances. 
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Here, we see the Amazon app instance is created by Terraform with the given 
configuration. 
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13​ SETUP SONARQUBE AND JENKINS 

13.1​ Setup Sonarqube 
SonarQube is a platform used for continuous inspection of code quality to perform 

automatic reviews with static analysis of code to detect bugs, code smells, and 

security vulnerabilities. This step involves accessing SonarQube through its URL 

and configuring it by changing the default login credentials, setting up necessary 

configurations, and checking the version of Trivy, a vulnerability scanner. 

1.​ Copy your public ip of your Amazon clone instance. 
2.​ Go to your browser and type →<publicip>:9000. 
3.​ Initially, the username and password are admin. 

 

 

4.​ Update your password. 
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5.​ Welcome window of SonarQube. 

 

 

13.2​ Setup Jenkins 
Jenkins provides a variety of plugins to extend its functionality. In this step, you'll 

navigate to the plugin management section in Jenkins and install specific plugins 

required for the CI/CD pipeline without the need to restart Jenkins. These plugins 

include tools for managing Java, Node.js, and integrating with SonarQube for code 

analysis. 

1.​ On browser type →<public_ip>:8080 
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2.​ Now for the Password, go to your Amazon EC2 and connect it. 
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3.​ Run the below commands 

sudo su 

&​

cat /var/lib/jenkins/secrets/initialAdminPassword 

 

Output is your password and paste it to your Jenkins. 

 

4.​ Install the suggested plugins 
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5.​ Set up your Jenkins user 
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Now you have successfully set up Sonareqube and Jenkins. 
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14​ SET UP CI-CD PIPELINE 
A CI/CD pipeline (Continuous Integration and Continuous Deployment/Delivery) is a set of 

automated processes and tools used to build, test, and deploy software. The primary goals 

are to ensure that code changes are reliably tested and deployed quickly and with minimal 

manual intervention, thus enhancing software development efficiency and quality. 

 

14.1​ Install Plugins 

1.​ Goto Manage Jenkins →Plugins → Available Plugins → Install below plugins 

1 →Eclipse Temurin Installer (Install without restart) 

2 →SonarQube Scanner (Install without restart) 

 

 

3 → NodeJs Plugin (Install Without restart) 

 

 

4 → owasp →The OWASP Plugin in Jenkins is like a “security assistant” that helps 

you find and fix security issues in your software. It uses the knowledge and 

guidelines from the Open Web Application Security Project (OWASP) to scan your 

web applications and provide suggestions on how to make them more secure. It’s a 
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tool to ensure that your web applications are protected against common security 

threats and vulnerabilities. 

 

 

5 → Prometheus metrics →to monitor Jenkins on the Grafana dashboard 

6 → Download all the Docker-related plugins 
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It will download all the required plugins. 
 

14.2​ Add Credentials for SonarQube and 
Docker 
Set up Sonarqube Credentials 
First, we generate a token for SonarQube to use in Jenkins credentials as secret text. 

1.​ Go to http://publicip:9000  

2.​ Now enter your username and password 

 

 

3.​ Click on security →users →token →generate token 

 

 

4.​ token_name==jenkins 
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5.​ Copy the token and go to your Jenkins →manage Jenkins →credentials →global 
→add credentials 

6.​ Select secret text from dropdown 

7.​ Secret text ==your token , id =jenkins →click on create 

 

 

8.​ You will find this page once you click on create. 
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Set up Projects in SonarQube for Jenkins: 
 

1.​ Go to your SonarQube server 

2.​ Click on projects 
3.​ In the name field, type Amazon, then click on set up 

 
 

4.​ Now Click on Locally. 
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5.​ Now add theToken name and click on generate. 

 

 

6.​ Click on Continue. 
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The SonarQube project for Jenkins is set up now. 
 

Set up Docker Credentials 
 

1.​ Go to your Jenkins →manage jenkins →credentials →global →add credentials 
2.​ Provide your username and password of your Docker Hub 

3.​ id==docker 
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Now credentials for both are set up. 
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15​ SET UP THE TOOLS FOR JENKINS 
Go to manage Jenkins → tools 

15.1​ Add JDK & NodeJS 
1.​ Click on add jdk and select installer adoptium.net 
2.​ Choose jdk 17.0.8.1+1 version and in the name section enter jdk17 

 

 

3.​ Click on add nodejs 

4.​ Enter node16 in name section 

5.​ Choose version nodejs 16.2.0 
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15.2​ Add Docker & SonarQube 
1.​ Click on add docker 
2.​ name==docker 
3.​ Add installer ==download from docker.com  

 

 

4.​ Add a sonar scanner 
5.​ name ==sonar-scanner 
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15.3​ Add OWASP dependency check 
Adding the Dependency-Check plugin in the “Tools” section of Jenkins allows 

you to perform automated security checks on the dependencies used by your 

application 

1.​ Add dependency check 
2.​ name == DP-Check 
3.​ From the add installer, select install from github.com 

 

Click one save. Now we have configured all the required tools. 
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16​ CONFIGURE GLOBAL SETTINGS FOR SONARUBE 
1.​ Go to manage Jenkins → System →Configure global setting →add SonarQube 

servers 
2.​ name ==sonar-server 
3.​ Server_url==http://public_ip:9000  
4.​ Server authentication token == jenkins →it is created in SonarQube security 

configurations 

 

 

16.1​ Run the Pipeline 
1.​ Go to new item →select pipeline →in the name section type amazon-pipeline 

2.​ Scroll down to the pipeline script and copy and paste the following code from the link 
below 
https://github.com/k21academyuk/Amazon-app-Deployment-using-terraform-and-j
enkins/blob/main/Pipeline  
 

3.​ Before saving, change the image repository to your Docker Hub username as shown 

in the screenshot below. 
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4.​ Click apply and save. 

 
 

5.​ Click on build now → it will take about 10–15 min 
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6.​ You could check out the console output. 

 

Note: While running the pipeline script if you are facing any issue of Build in-progress 
or Build Failure, Follow the troubleshooting section 19.1. 
 
Note: While running the pipeline script if you are facing any issue of Could not find 
'java' executable in JAVA_HOME or PATH, follow the troubleshooting section 19.2. 
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7.​ owasp dependency check result 

 

 

8.​ After a lot of errors, we did it. 
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9.​ Now our Docker image is built, pushed, and deployed into a container, and our app 

is live and running on port no. 3000 

to check →http://<your-public-ip>:3000 

 

 

Hurrah! Here’s our Amazon app 
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17​ SHARE YOUR LEARNINGS ON LINKEDIN & COMMUNITY 
In this section, you are going to share whatever you learned during this lab on LinkedIn 

and in the community. 

Please watch the below👇 video below to understand why it's important to post & 
how to post: 
https://www.skool.com/k21academy/classroom/0c24b6af?md=f7975c8e525b4d5d8191e1

31bdef5740 

 

 

➢​ As you know, building a strong professional profile is essential in today's job market. One 

way to showcase your skills and knowledge is by sharing your labs and projects on 

LinkedIn. 

 

➢​ Your LinkedIn profile is a powerful tool in your job search. Sharing your labs and projects is 

just one way to demonstrate your expertise and stand out to potential employers. If you 

don't have LinkedIn, we strongly recommend creating one for yourself. 

 

➢​ By doing so, you can demonstrate to potential employers or connections that you have 

hands-on experience in your field and are actively engaged in learning and growing your 

skills. 
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17.1​On LinkedIn 
Take a screenshot and share it on your LinkedIn. This will attract recruiters and 

employers to your profile and increase your reach. Do remember to tag  
K21Academy ( https://www.linkedin.com/company/k21academy) &  

Atul Kumar ( https://www.linkedin.com/in/atulk21academy/ ) as we will circulate in our 

network too to increase your reach. 

 

Example Video & Post  

https://www.skool.com/k21academy/classroom/0c24b6af​

​
Check this LinkedIn post example   

https://www.linkedin.com/posts/izhar-alam-_azure-dp300-database-activity-7061214360

462852097-FYQ5/​
 
Here is a sample that includes steps inside a post followed by a screenshot: 
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Other examples:  

http://go.k21academy.com/4lSBFcz  

http://go.k21academy.com/4lS1GbD  
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17.2​ Share wins in the Progress Diary 
Share screenshots in Cloud School Community under your ‘Progress Diary’ ( If you 

have not created a Progress Diary yet, then check at 

https://www.skool.com/k21academy/classroom/8f3838d7?md=ad7a2acc7df3428090146

2cfc65e9f16 ).  

 

This will boost your confidence in the progressive path you are following, and 

encourage/inspire others to perform these hands-on labs. 
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18​ CLEANUP RESOURCES 
Note: Pls delete all the resources of this lab as they will not be used in the next lab. 

18.1​ Destroying the Infrastructure 
1.​ Go to VS Code and provide the below command, or go to the path where you 

provisioned the EC2 instance. 

terraform destroy --auto-approve 

 

After 3 -5 minutes all things are destroyed 

 

Now go to your EC2 and terminate your Instance. 
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19​ TROUBLESHOOTING  
In this section, we outline some common issues you may encounter during the process, 

along with explanations of why these problems may occur. This will help you quickly 

identify and resolve any challenges you face. 

 

Note:  If you hit any issue in performing this lab, then add your issue in the thread below 

this lab (linked to this thread in the community) 

https://www.skool.com/k21academy/qa-or-issues-or-progress-for-deploy-manage-amazon

-website-using-devops-tools 
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19.1​ Build In-Progress/ Build Failure 
19.1.1​ISSUE: 

 
 

19.1.2​REASON:  
This build is in progress or failed because we haven’t update the dockerhub 
username in the pipeline script. 

 

19.1.3​RESOLUTION: 
Change the image repository to your Docker Hub username as shown in the 

screenshot below in the section 15.1, step 3. 

Copyright© K21Academy | All Rights Reserved  
Sharing, Reselling, or duplication of this content is strictly prohibited without K21Academy's written permission. 



K2
1A
ca
de
my

 

 

 

19.2​ Could not find 'java' executable in 
JAVA_HOME or PATH 

19.2.1​ ISSUE 
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19.2.2​ REASON:  

●​ SonarQube Scanner requires Java to run. 

●​ Even though you installed jdk17 in your pipeline, the sonar-scanner step is not picking 

it up because: 

○​ JAVA_HOME is not set correctly, or 

○​ PATH does not include the java binary from JDK 17 during the scanner execution. 

 

19.2.3​ FIX:  
In Step 14.1, 

●​ Name your JDK tool as jdk17 (exact spelling). 

●​ Select Adoptium JDK 17.0.8.1+1 version. 

 

 

In Step 14.2, 

●​ Add Sonar Scanner. 

●​ Name it exactly sonar-scanner. 

●​ Select latest version from Maven Central. 
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20​ SUMMARY 
●​ Project focuses on deploying an Amazon clone application.​

 

●​ Terraform manages infrastructure as code for consistency and automation.​

 

●​ Jenkins handles CI/CD by automating build, test, and deployment.​

 

●​ Developers push code changes → Jenkins tests → Terraform deploys to cloud.​

 

●​ Ensures rapid, reliable, and seamless deployment for smooth user experience. 
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