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Confidentiality Statement 
 
This document contains confidential and privileged information from Rekall Inc. (henceforth known 
as Rekall). The information contained in this document is confidential and may constitute inside or 
non-public information under international, federal, or state laws. Unauthorized forwarding, printing, 
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are 
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or 
its parts is prohibited. 
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Introduction 
 
In accordance with Rekall policies, our organization conducts external and internal penetration tests 
of its networks and systems throughout the year. The purpose of this engagement was to assess the 
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted 
testing methodology and best practices. 
 
For the testing, we focused on the following: 
 

●​ Attempting to determine what system-level vulnerabilities could be discovered and exploited 
with no prior knowledge of the environment or notification to administrators. 

●​ Attempting to exploit vulnerabilities found and access confidential information that may be 
stored on systems. 

●​ Documenting and reporting on all findings. 
 
All tests took into consideration the actual business processes implemented by the systems and 
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual 
exposure levels to online hackers. This document contains the results of that assessment. 
 
Assessment Objective 
 
The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s 
web applications, networks, and systems. This assessment was conducted to identify exploitable 
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to 
provide a greater level of security for the environment. 
 
We used our proven vulnerability testing methodology to assess all relevant web applications, 
networks, and systems in scope.  
 
Rekall has outlined the following objectives: 
 

Table 1: Defined Objectives 
 

Objective 
Find and exfiltrate any sensitive information within the domain. 

Escalate privileges. 

Compromise several machines. 
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Penetration Testing Methodology 
 
Reconnaissance 
  
We begin assessments by checking for any passive (open source) data that may assist the 
assessors with their tasks. If internal, the assessment team will perform active recon using tools 
such as Nmap and Bloodhound. 
 
Identification of Vulnerabilities and Services 
 
We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain a 
perspective of the network security from a hacker’s point of view. These methods provide Rekall with 
an understanding of the risks that threaten its information, and also the strengths and weaknesses of 
the current controls protecting those systems. The results were achieved by mapping the network 
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities, 
attempting to discover unexpected hosts within the environment, and eliminating false positives that 
might have arisen from scanning.  
 
Vulnerability Exploitation 
 
Our normal process is to both manually test each identified vulnerability and use automated tools to 
exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us 
unauthorized access to the system or sensitive data.  
 
Reporting 
 
Once exploitation is completed and the assessors have completed their objectives, or have done 
everything possible within the allotted time, the assessment team writes the report, which is the final 
deliverable to the customer. 
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Scope 
 
Prior to any assessment activities, Rekall and the assessment team will identify targeted systems 
with a defined range or list of network IP addresses. The assessment team will work directly with the 
Rekall POC to determine which network ranges are in-scope for the scheduled assessment.  
 
It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled 
by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization). 
In-scope and excluded IP addresses and ranges are listed below.  
 
 

IP Address/URL Description 
192.168.13.10 
192.168.13.11 
192.168.13.12 
192.168.13.13 
192.168.13.14 
172.22.117.10 
172.22.117.20​

34.102.136.180 
rekall.local 

*totalrekall.xyz 

Internal Domain: rekall.local 
ranges: 

●​ 192.168.13.0/24 
●​ 172.22.117.0/24 

Public Website: www.totalrekall.xyz 

​
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Executive Summary of Findings 
 
Grading Methodology 
 
Each finding was classified according to its severity, reflecting the risk each such vulnerability may 
pose to the business processes implemented by the application, based on the following criteria: 
 
Critical:​  Immediate threat to key business processes. 
High:​ ​  Indirect threat to key business processes/threat to secondary business processes. 
Medium:​  Indirect or partial threat to business processes.  
Low:​ ​  No direct threat exists; vulnerability may be leveraged with other vulnerabilities. 
Informational:    No threat; however, it is data that may be used in a future attack. 
 
As the following grid shows, each threat is assessed in terms of both its potential impact on the 
business and the likelihood of exploitation: 
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Summary of Strengths 
 
While the assessment team was successful in finding several vulnerabilities, the team also 
recognized several strengths within Rekall’s environment. These positives highlight the effective 
countermeasures and defenses that successfully prevented, detected, or denied an attack technique 
or tactic from occurring.  
 
 

●​ Privilege escalation from meterpreter shell using the migrate command failed. target not 
exploitable 

●​ Traversal remote code execution failed, target not exploitable 
●​ Exploitation on Microsoft Windows RCP failed. Not exploitable  

 
 

 
 
Summary of Weaknesses 
 
We successfully found several critical vulnerabilities that should be immediately addressed in order 
to prevent an adversary from compromising the network. These findings are not specific to a 
software version but are more general and systemic vulnerabilities. 
 

 
●​ Exposure of Sensitive Information to an Unauthorized Actor Vulnerability 
●​ Reflected Cross-site-scripting (XSS) vulnerability 
●​ SQL injection vulnerability on User Login page 
●​ Command injections vulnerability 
●​ weak user credentials vulnerability on web application 
●​ Apache Tomcat Remote Code Execution Vulnerability  
●​ Shellshock vulnerability on apache server  
●​ Weak user credentials on SSH protocol, privilege escalation vulnerability 
●​ SLMAIL pop3d buffer overflow vulnerability 
●​ Hashes Dumping vulnerability 
●​ PsExec vulnerability to access to the Server machine and retrieve sensitive information 
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Executive Summary 
 
 
Used Nessus to perform OSINT on totalrekall.xyz, retrieved sensitive information “flag1”, and user 
information for ssh connection. 

 
Used gobuster as a brute-force scanner tool to enumerate directories/files on the totalrekall.xyz 

 
 
 
 
 
 
 
 
 

  © 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.​ ​ ​ ​ ​ ​ ​                    11 



Rekall Corp​ ​ Penetration Test Report 

robots.txt reveal restricted areas of the website and sensitive information 

 
 
XSS reflected vulnerability, weak input validation, performed XSS payload on the “Choose Your 
Character field” 

 
 
 
 
SQL injection vulnerability on User Login page, sql injection performed on the password field 

 
 
Command injection vulnerability, retrieved information from /etc/passwd 
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After retrieving valid username, weak user credentials vulnerability while performing a password 
guessing attack: 
username= melina 
password= melina 
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Used Nmap aggressive scanning on host 192.168.13.10 

 
Used metasploit to exploit a vulnerability on Tomcat web server, meterpreter session opened as a 
root user.  

 

 
 
 
Used Nmap aggressive scan on 192.168.13.11 
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used metasploit to perform a traversal remote code execution. failed, target not exploitable 
●​ host 192.168.13.11 

 
 
Used metasploit to exploit the Shellshock vulnerability on the apache2 web server, meterpreter 
session opened. 

●​ host 192.168.13.11 
 

 
accessed info: 

●​ etc/passwd 
●​ etc/sudoers 
●​ etc/networks 

attempted privilege escalation from the meterpreter shell, failed. 

 
 
 
Previously retrieved information with Nessus when performing OSINT on totalrekall.xyz 

  
Used Nmap aggressive scanning on host 192.168.13.14: port 22 open, SSH protocol 
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weak password vulnerability on SSH protocol for username: alice 

●​ host 192.168.13.14 
●​ password guessing alice:alice 

 
 

 
Sudo security configuration Vulnerability, lets users become root by getting id number 0 which is the 
root id. 

●​ retrieved sensitive information 
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●​ privilege escalation 

 
 
 
 
 
pop3 SLMAIL pop3d 
port 110 

 
 
load kiwi retrieve the username and password hashes 
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Used rpc_authbypass module from metasploit on host 172.22.117.20. Failed 

 
Used PsExec to access the Server machine and retrieve sensitive information 

●​ host 172.22.117.10 
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Summary Vulnerability Overview 
 
 

Vulnerability Severity 
Exposure of Sensitive Information to an Unauthorized Actor. Medium 

Reflected Cross-site-scripting (XSS) vulnerability High 

SQL injection vulnerability on User Login page Critical 

Command injections vulnerability Medium 

weak user credentials vulnerability on web application High 

Apache Tomcat Remote Code Execution Vulnerability  Critical 

Shellshock vulnerability on apache server  High 

Weak user credentials on SSH protocol, privilege escalation vulnerability Critical 

SLMAIL pop3d buffer overflow vulnerability Critical 

Hashes Dumping vulnerability High 
PsExec vulnerability to access to the Server machine and retrieve sensitive 
information Critical 

 
 
 
 
 
 
 
The following summary tables represent an overview of the assessment findings for this penetration 
test: 

 
Scan Type Total 

Hosts 

192.168.13.10 
192.168.13.11 
192.168.13.12 
192.168.13.13 
192.168.13.14 
172.22.117.10 
172.22.117.20​

34.102.136.180 

Ports 

 
22 
80 
110 
445 
443 

8080 
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Exploitation Risk Total 
Critical 4 

High 4 

Medium 2 

Low 0 
 

 
Vulnerability Findings 

 
 
 

Vulnerability 1 Findings 

Title Directory Bursting vulnerability && Exposure of Sensitive Information 
accessible from the webpage 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Medium 

Description 

DramH detected a Vulnerability related to the exposure of sensitive information 
on the webpage. 
A Brute force directory bursting is executed to enumerate hidden directories 
that may contain files with sensitive information. 
The directory discovered is also followed by more details such as the status 
code, code 200 tells the pentester that is accessible.  
Retrieved sensitive information from the robots.txt file, this file is used to set 
instructions about the website for web crawlers when searching for web 
contents. 
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Vulnerability 1 Findings 

Title Directory Bursting vulnerability && Exposure of Sensitive Information 
accessible from the webpage 

Images 

 
 
 
 

Affected Hosts http://192.168.14.35 

Remediation 

●​ Enforce proper permissions on directories and files 
●​ Do not store sensitive information in directories accessible from the 

public, specially source code or database 
●​ Keep server up to date 
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Vulnerability 2 Findings 

Title Reflected Cross-site-scripting (XSS) vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating High 

Description 

DreamH detected a Cross-site-scripting reflected vulnerability, a security 
client-side input validation is in place, removing “script” from the field. 
Exploitable by using the following payload: 
<SscriptCscriptRscriptIscriptPscriptT>alert(“hi”)</SscriptCscriptRscriptIscriptPs
criptT> 
The script comes from the HTTP request, and it is reflected from the web 
application returning malicious scripts to the user. 

Images 

 
 

Affected Hosts http://192.168.14.35 

Remediation  

●​ client-side input validation: visible to users, client-side restrictions are 
used to allow users to input only certain characters or remove part of 
the user input that is considered malicious like “script”. Note that 
Client-side restrictions can be easily bypassed. 

●​ server-side input validation: more reliable input validation, whatever is 
sent by the client is checked. Encode user input to prevent XSS, use 
PHP htmlspecialchars() function or similar. 

●​ Use signature-based security rules on Web application firewalls, to 
stop unusual solicitations. 

 
 

Vulnerability 3 Findings 

Title SQL injection vulnerability on User Login page 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating Critical 

Description DreamH was able to detect a SQL injection vulnerability on the login.php page,  
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The vulnerable field is the User Login Password field. 
An SQL statement has been given, more specifically an always true statement 
that properly runs on the database to retrieve sensitive information. 
Attackers may extract sensitive information, compromise, delete data, or even 
gain control of the web application. 
SQL injection attack used = 1' OR '1'='1 

Images 

 

Affected Hosts http://192.168.14.35 

Remediation  

●​ Keep web application up to date 
●​ Configure privilege accounts that connect to the database, do not 

assign INSERT, UPDATE, DELETE or unwanted actions. 
●​ Use a database user with restricted privileges 
●​ Input validation, use regular expressions to make sure user input 

matches the pattern 
●​ Input validation, encode user input 

 
 

Vulnerability 4 Findings 

Title Command injections vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Web app 

Risk Rating medium 

Description 

DremH detected a command injection vulnerability on the networking.php 
page. 
On the Networking.php page is it possible to check the DNS that users provide 
in the field and the domain name system performs the translation from 
human-readable language to IP address. 
DreamH pentester was able to perform a command injection and display the 
file /etc/passwd and get username information. 
Once the application receives the command from the end user, the command 
will be executed on the host. 
payload used: www.google.com && cat /etc/passwd 
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Images 
 

 

 

 

Affected Hosts http://192.168.14.35 

Remediation  

●​ Keep application up to date 
●​ Least privilege: configure privileges to applications and processes with  

the minimum privileges necessary to just conduct their task. Any other 
actions/tasks outside the minimum will be forbidden. 

●​ Input validation, whitelist only allowed characters, do not allow special 
characters and/or values used for OS commands such as “&” “|” “;” “<” 
“>” “\” 
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Vulnerability 5 Findings 

Title Weak user credentials vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

web app 

Risk Rating high 

Description 

After retrieving valid username, DreamH detected a weak user credentials 
vulnerability discovered while performing a password guessing attack: 
username: melina 
password: melina 

Images 

 

Affected Hosts http://192.168.14.35 

Remediation  

●​ Set up two-factor authentication instead of basic authentication to 
prevent dictionary attacks/ password guessing from being successful. 

●​ Require a strong password complexity that requires passwords to be 
over 12 characters long, upper+lower case, & include a special 
character. 

●​ Set password expiration, notify password expiration 
●​ Reset the user melina’s password. 

 
 

Vulnerability 6 Findings 

Title Apache Tomcat Remote Code Execution Vulnerability  

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating Critical 

Description DreamH discovered a Tomcat web server vulnerability by using the 
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exploit/multi/http/tomcat_jsp_upload_bypass module in msfconsole. This 
module allowed the pentester to upload a file using the HTTP PUT request. 
More specifically it uploads a jsp shell to the Apache Tomcat configuration. 
When a .jsp file is uploaded, tomcat will use DefaultServlet to execute it.  
As a result a session is established and a meterpreter shell opened as a root 
user. 

Images 

nmap aggressive scan, port 8080 open. 

 

 

 

Affected Hosts 192.168.13.10 

Remediation  

●​ Update Tomcat to the latest version where vulnerability is fixed 
●​ Restrict the HTTP PUT requests sent to the apache server (by default 

apache accept all requests : GET, HEAD, POST, OPTIONS, PUT, 
DELETE) 

●​ do not run Tomcat as a root user 
●​ disable displaying directory listing 

 
 
 
 
 

Vulnerability 7 Findings 

Title Shellshock vulnerability on apache server  

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating High 
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Description 

Vulnerability in how the Bash shell manages variables from an external 
environment.  
The apache web server running that uses CGI scripts makes it exploitable. 
The CGI protocol is used from the web server to execute commands, more 
specifically CGI scripts that are stored in the /cgi-bin directory (or similar 
name). Anytime a browser requests the URL pointing to the /cgi-bin directory, 
the server will run the script, and from the browser it is possible to see the 
output of the script. 
In this case the path to the script is /cgi-bin/shockme.cgi, and the system is 
clearly vulnerable due to a shell session being opened and let us retrieve file 
information such as /etc/passwd and etc/sudoers. 

Images 
 

nmap aggressive scan, port 80 open. 

 

 
/etc/sudoers 
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/etc/passwd 

 
 

Affected Hosts 192.168.13.11 

Remediation  

●​ Patch the system, update bash version. 
●​ Use Bash alternative for servers and users (dash or zsh) 
●​ Scan the internal network and check devices that are vulnerable to 

Shellshock bugs. 
●​ Encode user input stored in variables. 

 

 
 
 

Vulnerability 8 Findings 

Title Weak user credentials on SSH protocol, privilege escalation vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Linux OS 

Risk Rating Critical 

Description 

DreamH previously detected a disclosure information vulnerability that gives 
ssh username. Also, DreamH performed a nmap scan to the host 
192.168.13.14, the finding is port 22 open, where the SSH protocol is running. 
By using a password guessing attack the Pentester was able to login by using 
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the credential alice:alice. 
Due to a misconfiguration on the /etc/sudoers file, the user “alice” is able to 
exploit the CVE-2019-14287 and perform commands as a root user. 
The restriction on the user alice is that she can run commands as any user 
except root, the configuration in the sudoers file is the following: 
alice (ALL, !root) NOPASSWD: ALL 
The exclamation mark specifies the exclusion, performing a command 
specifying the user ID -1 will bypass the restriction and the user alice is able to 
run commands as a root. 
DreamH was able to retrieve sensitive information as a root user and also 
perform a privilege escalation becoming the root user. 
 
 

Images 

 
nmap aggressive scan, port 22 open. 
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Affected Hosts 192.168.13.14 

Remediation 

●​ make sure sensitive information are not on public sources 
●​ Staff training and awareness on password complexity.. 
●​ reset user alice password 
●​ close port 22 unless essential 
●​ Require a strong password complexity for SSH connections, that 

requires passwords to be over 12 characters long, upper+lower case, 
& include a special character 
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●​ Triple check  /etc/sudoers file making sure each of the sudoers entry is 
properly configured, specially the one with “!” in it. 

 
 

Vulnerability 9 Findings 

Title 
SLMAIL pop3d buffer overflow vulnerability 
 
 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating Critical 

Description 

DreamH was able to detect a vulnerability on port 110 related to the pop3 
server of Seattle Lab Mail 5.5. 
Authentication forms is not required due to a buffer overflow, specifically when 
sending a password with excessive length.  
Meterpreter session created, and sensitive information retrieved(flag4.txt). 

Images 

Zenmap scan on 172.22.117.20, port 110 open 
 

 

 

Affected Hosts 172.22.117.20 

Remediation 

●​ Upgrade SLMAIL with a new non-vulnerable version 
●​ Only allow access to the POP3 server from inside the firewall, while 

external access can be performed passing by an authenticated VPN, 
accessing the POP3 server once the user authenticated to the VPN. 
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Vulnerability 10 Findings 

Title Hashes Dumping vulnerability 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS 

Risk Rating High 

Description 

Enumeration performed from a shell access previously opened as a higher 
privilege user “SYSTEM”. 
Username and password hashes retrieved by using the kiwi Mimikatz 
software. 
User flag6 and sysadmin retrieved from the Security Account Manager (SAM) 
registry file. 
User admbob retrieved from the domain cached registry. 
Password hashes cracked even if they were stored in different formats. 

Images 

 
 

 

 

 
cracked hashes from john.pot: 

 

Affected Hosts 172.22.117.20 

Remediation 
●​ Ensure administrators are using strong, unique, complex passwords. 
●​ Implement Credentials Guard to protect LSA secrets. Please note that 

it does protect against all credentials dumping. 
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●​ Configure Security Softwares to identify processes interacting with 
LSASS (Local Security Authority Process). 

●​ Use and enable LSA protection to force Mimikatz to work by using a 
Mimikatz driver that will generate logs events when interacting with 
LSASS. 

●​ Enforce not only AD permissions, but AD Effective permissions to 
reduce and properly configure the “Replicating Directory Changes All” 
that allows to take information out of the domain, including password 
hashes. 

 
 

Vulnerability 11 Findings 

Title PsExec vulnerability to access to the Server machine and retrieve sensitive 
information 

Type (Web app / 
Linux OS / 

WIndows OS) 

Windows OS  

Risk Rating Critical 

Description 

DreamH was able to access a meterpreter shell by using the 
exploit/windows/smb/psexec module on msf6. 
PsExec is generally used by Administrators to execute programs on other 
computers, DreamH was able to execute it due to an admin valid credentials 
previously retrieved (amdbob:Changeme!). 
DreamH was also able to obtain a SYSTEM shell from the meterpreter 
session, performed user enumeration, and retrieved sensitive information on 
the C drive. 
 

Images 

Zenmap scan on host 172.22.117.20, SMB service port 445 open. 

 

  © 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.​ ​ ​ ​ ​ ​ ​                    34 



Rekall Corp​ ​ Penetration Test Report 
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Affected Hosts 172.22.117.10 

Remediation 

Due to this module has been used with valid credentials, prevention will be: 
●​ Ensure administrators are using strong, unique, complex passwords. 
●​ Configure Windows not to cache credentials 

Once attackers have already retrieved the hashes, it is difficult to prevent this 
kind of attack. 

●​ A defense-in-depth will help to prevent a full breach using different 
layers of defense. 

●​ Splunk configuration to detect events caused by the module 
exploit/windows/smb/psexec.  
Event codes are 4697 and 7045, the code 4697 has the LogName of 
“Security” and taskCategory of “Security System Extension” 
 The code 7045 has the LogName of “System” and taskCategory of 
“None”. 
Additional event code: 4688  
Splunk query must be in place in order to detect these events, proper 
modification must be in place in order to avoid false positives detected. 
It can be confusing and overwhelming. 
 
Reference: 
https://bczyz1.github.io/2021/01/30/psexec.html 
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MITRE ATT&CK Navigator Map 
 
The following completed MITRE ATT&CK navigator map shows all of the techniques and tactics that 
DreamH used throughout the assessment. 
 
Legend: 
 
Performed successfully 
Failure to perform 
Some performed successfully, other failed to perform, refer to the subcategory 
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